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Abstract 

Organisations are increasingly relying on complex IT infrastructures to facilitate their 

business activities. Hence, high reliability and effective incident management are 

essential. This research explores IT incident management by focusing on the work of IT 

professionals and other non-human actors involved in order to address the question of; 

How do IT professionals achieve high reliability in the critical context of IT 

infrastructure incidents management? 

 

Since the phenomenon is technology intensive, a philosophical position that is sensitive 

to both human and non-human actors was adopted and an inductive case study approach 

that focused on gathering and analysing rich qualitative data from multiple sources was 

used. To facilitate the development of theoretical insights that are grounded in data, four 

rounds of inductive data analysis were performed. During this, ‘mindful organising’, 

which is a theoretical concept that focuses on organising acts at the front-line of 

organisations emerged as a plausible lens for synthesising the themes that emerged.  

 

Regarding findings, the research shows that in integrated social and material contexts, 

‘mindful organising’ occurs through the totality/collective agency of human, technology 

and data, and this underpins high reliability performance in such contexts. Here, it also 

identifies ‘agentic limitations’ as a core concern that are overcome through seven key 

strategies, including being sensitive and attending to them by balancing precision and 

experimentation. Lastly, it identifies ‘Zooming Out’ as a new mindful process in 

integrated social and material organising contexts. 

 

Regarding contributions, by identifying ‘agentic limitations’ as a core concern, and the 

strategies to overcome them, the research contributes to mindful organising literature. 

By highlighting how agentic limitations could be managed to drive high reliability. 

Secondly, by identifying ‘zooming out’ of data to perceive macro-level effects as 

another process of mindful organising, the research extends the concept of ‘agency’ 

beyond humans and technology by revealing that ‘data’ also possesses algorithmic 

agency that is equally effectual in ‘mindful organising’. The research concludes by 

highlighting some future research directions and limitations of the current study. 
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Chapter 1: Introduction 

 

1.1 Research Background and Motivation 

Increasingly, organisations are relying on complex IT infrastructures to facilitate 

business activities. However, like all complex technological systems, IT infrastructures 

too are vulnerable to unexpected incidents/failures that are inevitable in such systems 

(O'Callaghan & Mariappanadar, 2008; Perrow, 1984, 2011). Hence, for information 

systems (IS) research, studying IT incident management is important because such 

incidents and their consequences on organisations are increasingly becoming 

commonplace as evidenced by frequent reports of IT service outages in the mass media 

(Garcia et al., 2010; Goldstein et al., 2011).  

 

Recent examples of such incidents in the UK include TSB bank IT outage in April 

2018, which affected 1.9 million customers (Financial Times, 2018) and O2/Ericsson 

mobile data outage, which also affected over 30 million subscribers. Others include 

HSBC online banking outage, Twitter and Facebook disruptions (Baraniuk, 2016; 

Bleier, 2014; Raven & Smith, 2014), Asda payment system breakdown (BBC News, 

2016a; Wakefield, 2016), BT broadband outage (BBC News, 2016b), New York Stock 

Exchange, United Airlines and Wall Street Journal IT outages (Pagliery, 2015; Popper, 

2015), and UK NATS air traffic control system failure (Biesheuvel, 2014; Civil 

Aviation Authority, 2015; Johnston, 2014).  

 

Additionally, like most catastrophic system failures, these IT incidents too have 

financial consequences for both IT service providers and end-users (Lee & Lee, 2010; 

Salo & Frank, 2015). Although, for IT service providers, these often result in hefty 

financial costs like penalties, fines, compensation and loss of lucrative contracts 

(Bartolini et al., 2006; Forte, 2007; Jamieson & Low, 1990). Especially, if service level 

agreements (SLAs) are breached (Bartolini et al., 2009; Caralli et al., 2010; Charette et 

al., 1997; Goldstein et al., 2011). Three such examples in the UK and their associated 

costs are highlighted in Table 1 below.  

 

 

 



 13 

 

Table 1: Financial costs of three recent incidents in the UK 

IT Incident User impact Financial impact 

1. RBS IT 

incident in 

June 2012 

(Financial 

Conduct 

Authority, 

2014) 

- 6.5 million customers in the UK 

who were unable to access accounts 

via ATMs and online.  

- Prevented some from making timely 

mortgage payments. 

- Customers ran out of cash and 

prevented business account holders 

from honouring their payroll. 

- A total of £42 million fine 

was imposed on RBS, 

NatWest and Ulster Bank by 

the UK's financial regulator 

(Financial Conduct Authority, 

2014) 

2. TSB IT 

incident in 

April 2018 

(Financial 

Times, 2018) 

- Botched migration of database 

affected 1.9 million customers, who 

lost access to their online bank 

accounts.  

- Business account holders were 

unable to fulfil their payroll 

responsibilities on time. 

- CEO resignation (BBC News, 

2018b) 

- Facing FCA investigations 

(BBC News, 2018c). 

- Compensation for customers 

totalling £176.4 million (TSB 

Bank, 2018), including 

cancelling £10 million 

overdraft fees, waiving April’s 

interests rates to the tune of 

£30m. 

3. O2 and 

Ericsson IT 

Outage in 

Dec 2018 

(Ericsson, 

2018) 

- 25-30 million O2 and 7 million Sky, 

Giffgaff &TalkTalk data customers 

- 8,500 time schedule displays on 

London buses (Bloomberg, 2018) 

- 11,500 bikes connected to O2 

payment terminals (Bloomberg, 

2018) 

- Deliveroo (Bloomberg, 2018) 

- Projected compensation of 

about £100 million from 

Ericsson (Telegraph, 2018) 

- Offering 2 days free air time 

credit for contract holders and 

10% off credit for affected pay 

as you go users (BBC News, 

2018a) 

 

The prevalence of these incidents also stems from the fact that even the most reliable IT 

systems and infrastructures cannot guarantee failure-free operations. Therefore, there is 

always a possibility that IT incidents could occur unexpectedly, be it component failure, 

security/data breach, process error or other threats to infrastructure reliability and 

performance (Addas & Pinsonneault, 2015; Goldstein et al., 2011; Ruefle et al., 2014). 

Hence, because of this unpredictability, incidents are generally problematic for 

organisations because they impose extreme operational and resource 

mobilization/coordination challenges (Anderson et al., 2004; Buckley, 1997; Moynihan, 

2009). These compel organisations to devise response strategies to help safeguard their 

critical infrastructures and mitigate the disruptive impact of incidents on business 

operations (Enright, 2012; Goldstein et al., 2011; Loop, 2013).  

 

Key among these strategies is incident management through collective action (Lutz & 

Lindell, 2008), involving both human and non-human actors. Since IT infrastructure 
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environments are pervaded by various smart IT like monitoring sensors, software 

crawlers, daemons, crons, syslog traps, SNMP agents and intelligent data/algorithms 

that perform different tasks like providing cues to ‘facilitate’ human awareness of 

emerging threats. As such, the management of IT incidents occurs within integrated 

social and material organising contexts, where IT engineers, smart IT and datasets must 

team-up to deal with complex issues, often under time pressure.  

 

In this regard, contemporary IT incident management provides fertile grounds for 

exploring how people, technologies and data collaborate to drive the attainment of 

organisational goals. Since IT infrastructures for instance, consist of multiple 

technologies and interdependent software and hardware configurations that actors must 

manage effectively to facilitate reliable performance. In this sense, IT incident 

management is crucial for their proper functioning/performance and reliability.  

 

Furtherance to the above, this thesis explores the phenomenon of IT incident 

management as a critical organisational activity that is necessary for managing incidents 

on complex IT infrastructures. 

 

1.2 Research Area: IT Operations 

Generally, IT operations refer to the post-implementation management of IT systems 

and infrastructures. However, there are inconsistencies in how this broad field of 

practice is portrayed in IS literature. Whilst earlier publications (Edwards, 1984; Glass, 

1998; Swanson & Dans, 2000; Taylor et al., 1997) predominantly used the term 

software or system maintenance, more recent publications (Goldstein et al., 2011; 

Hagen et al., 2012; Paul, 2014) used the broader terminology ‘IT operations’. Still, 

others also preferred the term ‘software operations support’, arguing that it is more 

fitting and captures all the various aspects of software support (Nelson et al., 2000).  

 

In terms of definition, the Institute of Electrical and Electronics Engineers (IEEE) 

defined IT operations (maintenance) as the modification of software to rectify faults or 

enhance their performance and features after implementation (IEEE, 1998). Most IS 

researchers in this domain agree with this definition, although some elaborated that in 

practice IT operations entail running IT operational systems and infrastructures in order 

to generate and deliver IT services to end-users (Swanson & Dans, 2000).  
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This elaboration aligns with the view that IT operations focus on activities like software 

enhancement and management in order to ensure that systems are up-to-date with 

operational, user, administrative and legal requirements (Glass, 2004; Harman et al., 

2005). Others also contended that IT operations deal with reconfiguring system 

components and features to eliminate faults, improve performance and adapt to 

changing environments (Taylor et al., 1997). Hence, IT operations is the production arm 

of IT departments (Galup et al., 2007).  

 

In terms of system lifecycle, IT operations is also recognised as a major phase, together 

with information system (IS) development as shown in Figure 1 below. However, it is 

distinguishable from IS development in the sense that although it could be perceived as 

an extension, due to similarities in some of their activities as shown in Appendix 1, the 

operational activities enumerated above, along with their unique contexts and 

environments are distinctively different from those of IS development.  

 

Figure 1: IS Full Lifecycle 

 

For the purposes of this research, ‘IT operations’ is considered as encompassing the 

post-implementation management of IT production systems and related assets (both 

hardware and software) in order to reliably produce and deliver IT services to end-users 

at an acceptable level of quality. This working definition highlights continuous system 

functioning and service delivery as central to IT operations. It also emphasises a holistic 

view that accounts for the management of all aspects of IT systems including software, 

hardware, production environment, processes, knowledge and skillsets (Edwards, 1984; 

Goldstein et al., 2011; Taylor et al., 1997). This suggests that both technical and non-

technical activities are necessary (Abeck & Mayerl, 1999; Harman et al., 2005).  

 

On this basis, there is consensus that fulfilling this broad mandate involves performing 

various activities like system monitoring, error detection, change and risk management, 

configuration management, incident management, system audit, service management, 

software/hardware support, customer support, IT system/tools management, process 
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management and knowledge management among others (Banker & Slaughter, 2000; 

Krishnan et al., 2004; Nelson et al., 2000; Shaft & Vessey, 2006). 

 

Regarding research focus, this research focuses on one key aspect of IT operations 

notably, IT incident management, which is dedicated to responding to IT incidents. 

Here, the IT infrastructure library (ITIL), which is the de-facto industry standard for IT 

service management (Galup et al., 2007; Hagen et al., 2014; Marrone & Kolbe, 2010) 

defined incidents as deviations in IT system or service performance (Adams et al., 

2009). Usually depicted as a transition from a normal functioning state to an abnormal 

state that may be characterised by service disruption or degradation (Bartolini et al., 

2006; Forte, 2007).  

 

This corroborates various characterisations in organisational studies literature, where 

some contended that incident situations in general, are distinct from day-to-day or long-

standing operational issues. Since they are fundamentally unexpected with unique 

characteristics like high levels of complexity, volatility, negative impact and uncertainty 

(Bearman et al., 2015; Robinson et al., 2013; Vidal & Roberts, 2014). On this basis, 

some concluded that incidents do not play by rules (Bigley & Roberts, 2001), and each 

instance is unique and capable of imposing extraordinary demands on organisations. 

Especially, in terms of how they organise to respond. Since incident response teams 

(IRT) are generally incapable of predicting nor fully preparing for such eventualities 

and the unimaginable risks they pose.  

 

On this basis and for the purposes of this study, IT incident is defined as an unexpected 

disruption in IS functioning or IT service delivery that is imputable to either human or 

non-human causes. This acknowledges that aside from predictable and preventable 

system failures like incorrect use/changing use patterns (Krishnan et al., 2004; Swanson 

& Dans, 2000) or gradual deterioration of software structures (Krishnan et al., 2004; 

Swanson & Dans, 2000), unpredictable and unpreventable incidents also occur in 

complex technological systems (Perrow, 1984; Perrow, 2011).  

 

Besides, the changing use patterns and gradual deterioration or wear and tear that is 

common in IT systems also contribute to incidents and highlights the instability that 

characterises IT use environments. This implies that sometimes technological systems 

fail because of incomprehensible use patterns, flawed social processes and structures, 
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rather than faulty parts (Weick, 1998). Despite this, the current study focuses on IT 

incidents because these are fundamentally unpreventable and often traceable to system 

complexities and unpredictable system interactions that evade detection (Perrow, 1984; 

2011). Further, such incidents are becoming commonplace on IT infrastructures, with 

catastrophic consequences for organisations (Butler & Gray, 2006; Weick, 2006), if not 

managed effectively.  

 

In this respect, IT incident management requires adequate processes (Bartolini et al., 

2009) to facilitate rapid and effective response to incident situations (Adams et al., 

2009; Buckley, 1997; Jamieson & Low, 1990; Loop, 2013). This is supportive of 

previous calls for more effective incident management methods/techniques and smart IT 

(Arisholm et al., 2006; Caralli et al., 2010; Garcia et al., 2010; Ko et al., 2006).  

 

1.3 Research Question 

The technological complexity of today’s IT infrastructures coupled with their critical 

business importance (Ciborra & Osei-Joehene, 2003; Pipek & Wulf, 2009) warrants 

research into their associated failures or incidents. Since managing such incidents is 

necessary for safeguarding infrastructure reliability and business operations (Enright, 

2012; Goldstein et al., 2011; Loop, 2013). Therefore, incident management is a key 

aspect of operating IT infrastructures and over the last few years, organisations have 

adopted various approaches and smart technologies to help meet this need.  

 

Aside from this, previous studies into high-risk organisations that operate complex 

technological systems also found that such organisations are able to attain high 

reliability through processes of ‘mindful organising’ (Sutcliffe, 2011; Weick et al., 

2000; Weick et al., 1999). These processes are mainly human-centred and focus on the 

socio-cognitive capabilities of people, like attention, awareness of distinctions and good 

judgment that help to drive reliable organisational performance. However, these 

capabilities say little about the role or contributions of smart technologies like sensors, 

AI, IoT devices and associated data.  

 

Departing from this human-centric focus, the current study adopts an integrated social 

and material approach that aligns with a handful of studies that also acknowledged the 

role of IT in ‘mindful organising’ (Dernbecher et al., 2014; Gärtner & Huber, 2018) and 

mindfulness in general (Butler & Gray, 2006; Carlo et al., 2012; Dernbecher, 2014; 
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Melby & Toussaint, 2011; Simha & Kishore, 2011; Sun & Fang, 2010; Swanson & 

Ramiller, 2004; Valorinta, 2009). Although, most of their findings are mixed. For 

instance, some revealed the dialectical effects of IT (Butler & Gray, 2006; Carlo et al., 

2012; Valorinta, 2009), which sometimes enhanced mindfulness (Carroll & Rudolph, 

2006; Gärtner & Huber, 2018), but in other instances hindered mindfulness by injecting 

mindlessness (Carter et al., 2011; Melby & Toussaint, 2011).  

 

This demonstrates that both the capabilities and shortcomings of IT are equally 

effectual, as recent studies into ‘mindful organising’ within integrated social and 

material contexts highlighted. By revealing that the ‘shortcomings’ of smart IT also 

contribute to mindful organising by causing actors to be more attentive to their ongoing 

tasks and system operations (Gärtner & Huber, 2018). Despite this insight, both mindful 

organising and high reliability organisation literature stand silent about how such 

shortcomings or limitations of smart IT drive ‘mindful organising’ and for that matter 

high reliability performance. Especially in organisations that are reliant on such 

technologies and associated data/algorithms (Faraj et al., 2018; Galliers et al., 2017; 

Newell & Marabelli, 2015; Orlikowski & Scott, 2015).  

 

It is this literature gap that the current study seeks to help narrow by examining the 

limitations of both the human and non-human actors that participate in IT incident 

management. In order to clarify how these agentic limitations are overcome or 

accommodated in the interest of driving mindful organising within integrated social and 

material organising contexts. Since, narrowing this gap is pertinent to understanding 

how high reliability performance is attained in such complex contexts. Considering that 

aside from non-human limitations, HRO literature also highlights human agency 

limitations by noting that the contradictions and complexities of most organisational 

issues make it difficult to be mindful because of limited cognitive resources (Bigley & 

Roberts, 2001; Vaughan, 1999; Weick & Putnam, 2006; Weick & Sutcliffe, 2006). 

 

Thus, adopting an integrated social and material approach of ‘mindful organising’ 

should allow us to focus on pertinent organisational activities and practices in order to 

account for the role of the different actors that contribute to ‘mindful organising in 

modern organisations. Such a direction is necessary because the plethora of existing 

human-centred models of mindful organising and organising in general, often neglect 

non-human actors. Thus, they lack explanatory power and the capacity to explain how 



 19 

work in modern organisations that are pervaded by various smart IT and datasets 

actually unfold (Weick, 1990a).  

 

This situation is further compounded by the lack of empirical studies that shed light on 

the work practices of technical professionals (Orr, 2006). On this basis, this study into 

IT infrastructure incident management focuses on IT professionals, smart IT and 

associated data/algorithms as a collective that performs IT incident management within 

integrated social and material contexts. In particular, the study explores how IT 

professionals engage in ‘mindful organising’ and what smart IT and data also contribute 

in this process to help resolve IT incidents and drive IT infrastructure reliability. Thus, 

overall, this study aims to help narrow the identified gap in mindful organising literature 

by addressing the following research question.   

 

How do IT professionals achieve high reliability in the critical context of IT 

infrastructure incidents management? 

 

To address this question, the study focused on the actions and activities that were 

performed by different actors during IT incident management on an organisational IT 

infrastructure, whose operational environment is characterised by interactions between 

human and non-human actors (Pickering, 1995; Suchman, 2002; Suchman et al., 2002; 

Orlikowski & Scott, 2008). Hence, adopting an integrated approach to exploring IT-

related phenomena like IT incident management is promising as it allows researchers to 

potentially develop deeper understanding of the interplay of different actors. 

 

1.4 Theoretical Lens: Mindful Organising 

Broadly, the study drew upon the concept of ‘mindful organising’ (Weick & Sutcliffe, 

2007; Weick et al., 1999), which aligns with the notion of mindfulness. Defined as a 

state of conscious awareness and engagement in the present (Langer, 1989, 1992, 2000) 

or a state of enriched distinction making (Weick & Sutcliffe, 2006). With this 

understanding, ‘Mindful Organising’ then is a bottom-up social process that focuses on 

organising that unfolds at the front-line (Vogus & Sutcliffe, 2012) or lower-levels of 

organisations, where work is usually performed.  

 

Specifically, it entails being attentive in order to capture and respond to discriminatory 

details in the flow of events. Such details may point to signs of failure or other 
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emerging threats in system or organisational operations. Hence, it is a dynamic social 

process that focuses on organising acts between people (Schulman, 1993, 2004). This 

unique conceptualisation of mindfulness as an activity of ‘mindful organising’ also 

hinges on three key claims namely, It results from bottom-up processes, it is fragile and 

demands continuous accomplishment/re-accomplishment, and it enacts the context for 

both thinking and action-taking at the front-line (Vogus & Sutcliffe, 2012).  

 

However, in the current context of IT incident management, both humans and non-

humans pervade the front-line thus, it presents a more complex operational environment 

that is constitutive of people, technologies and datasets. Yet, such organising contexts 

are often overlooked in IS literature, resulting in a dearth of insight into what work in 

such contemporary organising contexts actually entails and who does what and how 

(Orr, 1996, 2006)? Exceptions to this are few studies that acknowledge the influence of 

technology (Bartolini et al., 2009; Brown et al., 2016; Caralli et al., 2010; Garcia et al., 

2010; Griffith, 1999; Gärtner & Huber, 2018; Hultin & Mähring, 2017; Ruefle et al., 

2014) and data (Chen et al., 2013; Faraj et al., 2018; Klein et al., 2007; Orlikowski & 

Scott, 2015) in organisational work performance. Therefore, there is a need to re-

examine organising in order to better understand what 21st century smart technologies 

and datasets bring to modern organisational work performance (Weick, 1990a).  

 

Regarding the research site, the study gained access to a multinational information and 

news organisation called Alpha Technologies (pseudonym). Specific details are omitted 

here to preserve anoymity and abide by the corporate disclosure agreement that was 

signed. However, this case was selected because of the significance of its IT 

infrastructure to the global financial sector and the far-reaching consequences of IT 

incidents that emanate from critical infrastructures of this kind. In general, terms, Alpha 

is a large regulated information and news organisation that operates in over hundred 

countries, with around 45,000 employees across the Americas, Asia Pacific and EMEA 

regions. They work to provide intelligent market data, software solutions and expertise 

to financial, accounting, tax, legal, risk, media and compliance/regulatory firms to drive 

critical business decisions.  

 

In 2016, Alpha attributed over 90% of its total revenue to software and technology 

sales. This informed the organisation to transform its technology operations into a more 

integrated enterprise that capitalises on a unified IT infrastructure, comprising multiple 
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technology platforms, products, services and datacenters. The infrastructure delivers 

real-time market data to institutional clients and professionals to facilitate business 

transactions around the globe. Here, its instant messaging community for instance, 

initiated over 300,000 data access connections across 30,000 enterprises with messages 

transmitted surpassing seventy-five billion in 2016 alone.  

 

The IT infrastructure also stores about 60,000 terabytes of data and hosts numerous 

application programming interfaces (APIs) that support 3rd party applications and 

services from over 50,000 developers. This demonstrates its criticality to the global 

financial industry and the other markets it serves. To facilitate its continuous 

functioning and service delivery, various technical support teams are available 24 hours, 

7 days a week, including the Global Network Operations Center (GNOC) and WAN 

Service teams, who provide 1st and 2nd line technical support for the WAN segment 

respectively. These two teams are the focus of the current study.  

 

Regarding research methodology, the current research adopts a qualitative inductive 

case study approach (Gioia et al., 2013). This entails focusing on a particular case and 

exploring it in-depth through different data sources and analysing the data to develop 

theoretical constructs and in-depth understanding of phenomena (Gehman et al., 2017; 

Gioia et al., 2013). This methodological design aligns with interpretivist stances 

(Walsham, 1995, 2006). Since it aims to study the phenomenon by gathering rich 

qualitative data that could provide meaningful insight into participant experiences 

(Denzin & Lincoln, 2003; Denzin & Lincoln, 2011; Morgan & Smircich, 1980) to 

facilitate theory development.  

 

On this basis, the inductive approach adopted here rejects the notion of single objective 

truth, meaning or reality (MacKenzie & Wajcman, 1999; Pinch & Bijker, 1984; 

Thomas, 1994; Walsham, 1997) that is entirely predictable or measurable using 

standard quantitative models (Lee, 1999). From this perspective, the contextual qualities 

of the phenomenon like its embedded activities, relations, values and nuances (Miles et 

al., 2014) would be preserved and studied closely (Hassard, 1991; Lee, 1999). Hence, 

the research design aims to draw attention to the practices that shape the phenomenon.  

 

The unit of analysis is the organisational collective, involving people, technology and 

data. Since the research commits to account for the role of both humans and non-
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humans in the phenomenon. In this regard, the adopted conceptual frame must 

acknowledge the ‘agency’ of both sets of actors. Thus, the research drew upon the 

definition of agency as ‘flow of actions’, rather than just ‘capacity for action’ (Giddens 

& Pierson, 1998), in order to allow different actions and enactments to be identified to 

help advance understanding of ‘mindful organising’ as an activity that also unfolds 

within integrated social and material contexts. In the same vein, this research also 

capitalises on the notion of ‘agentic limitations’, which is defined here as the 

shortcomings (Gärtner & Huber, 2018) of the agencies of different actors. 

 

This research direction is important because the prevalence of smart IT and complex 

datasets in modern organisational life means that much is concealed from existing 

socio-cognitive models of organising (Weick, 1990a). Thus, the integrated social and 

material approach adopted in this research should facilitate the emergence of more 

reliably accounts about the role of different actors in ‘mindful organising’. Since instead 

of just focusing on socio-cognitive frames like ‘collective mind’, it focuses on activities 

and actions that constitute ‘mindful organising’ in IT incident management.  

 

This approach has broad implications for organised work because by focusing on 

actions/agency (Giddens & Pierson, 1998; Hultin & Mähring, 2017), rather than socio-

cognitive frames and processes (Maitlis, 2005; Weick, 2011; Weick et al., 2005) or 

material interplay of bodies, objects and sites (Bansal & Knox-Hayes, 2013; Brügger, 

2002; Kallinikos, 2012; Leonardi & Barley, 2008, 2010; Orlikowski & Scott, 2015; 

Spradley, 2012), the current study shifts discussions on ‘organising’ away from the 

dichotomy of humans and technology/materiality to the practices that actually drive 

organisational outcomes.    

 

1.5 Research Findings  

By examining IT incident management, the study identifies six integrated social and 

material ‘mindful organising’ processes through which high reliability is attained on an 

organisational IT infrastructure. These are namely, Preoccupation with failure, 

Sensitivity to operations, Commitment to resilience, Reluctance to simplify, Deference 

to expertise and ‘Zooming out’. The following paragraphs elaborate on these processes.  

 

The process of ‘Preoccupation with failure’ entails monitoring constantly to capture 

data that could help to detect and respond to incidents rapidly. This involves sensing 
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deviations/early warning signs and gathering and interpreting data. To perform these 

activities, the IT engineers, along with various smart IT and data/algorithms preoccupy 

themselves with constantly scanning thousands of components and interconnections 

across the IT infrastructure, in order to sense deviations and early warning signs that 

may be indicative of possible failure or abnormalities in component health and 

performance levels. This collaborative effort between engineers, smart IT and data is 

necessary because detecting issues across the vast infrastructure demands repeated 

gathering and interpreting of data, which often outstrip human cognitive and agentic 

capacity. Hence, the technological and algorithmic agencies of various smart IT and 

intelligent datasets respectively are drawn upon to compensate for these human agency 

limitations. Since these non-human agencies are more capable of effectively and 

efficiently scanning for abnormal events and analysing terabytes of incident data across 

the infrastructure. Including segments that are situated in remote/hostile environments 

like undersea and mountainous terrains.  

 

The process of ‘Sensitivity to operations’ entails tracking incidents across the 

infrastructure to ensure that events with catastrophic potential do not evade detection. 

This involves tracking incident events and activities, adhering to SLA accountability. 

To perform these activities the IT engineers draw on various smart IT and datasets to 

track all incident events and activities that are unfolding across the IT infrastructure at 

any point in time. This is because the sheer volume and rapid pace of such events make 

it impossible for the engineer to draw on their human agency to track such events. 

Hence, to compensate for this human limitation, the technological and algorithmic 

agencies of various smart IT and intelligent datasets are respectively relied upon to 

ensure that every incident event is automatically captured and logged on the available 

logging servers and databases. Instead of allowing such critical events to go disappear 

without any trace. In this sense, tracking incident events is a collaborative effort 

between IT engineers, smart IT and datasets and is necessary because it allows the 

engineers to effectively track and account for the different risk events that IT 

infrastructure components are exposed to at any moment and in a timely fashion. Since 

all such events are automatically tracked to aid incident troubleshooting.  

 

The process of ‘Commitment to resilience’ entails; Maintaining risk awareness and 

precaution taking, Planning response, and Planning recovery in a manner that 

safeguards the reliability of the IT infrastructure as much as possible. These involve 
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preparing for and managing unexpected incident aggravations, validating change 

plans/actions, and managing complexity by drawing on the agencies of various smart IT 

and datasets/algorithms to for instance, spawn redundant nodes at critical times. This 

capability, along with the availability of stand-by engineers round the clock helps to 

rapidly attend to emerging incidents, which in turn drive resilience across the vast and 

complex infrastructure. Since the human agency of the engineers alone is incapable 

driving infrastructure resilience. For instance, during incidents where a circuit is 

unstable, various smart IT like remote sensors automatically capitalise on intelligence 

data to alert engineers of potential incidents. This allows them to divert traffic from 

failing circuits or congested nodes like routers and switches. Thus, preventing emerging 

incidents from propagating across the IT infrastructure.  

 

The process of ‘Reluctance to simplify’ entails validating incident events by performing 

verifications to legitimise alerts and resolving paradoxes regarding whether available 

data is trustworthy or not, in order not to inadvertently undermine IT infrastructure 

reliability. This involves entertaining different perspectives and meanings of events by 

keeping enquiry open and consistently zooming-in until sufficient clarity about incident 

dynamics is attained, rather than jumping to conclusions without thorough assessments. 

However, performing these tasks in a timely and effective manner across the vast and 

complex IT infrastructure present challenges that often outstrip the capacity of human 

agency. Hence, IT engineers are usually compelled to draw on the agencies of smart IT 

and data algorithms to retrieve and scrutinise relevant incident data, until some level of 

certainty about the meaning and implications of events is attained.  

 

The process of ‘Deference to expertise’ entails establishing facts to drive incident 

mitigation/solution by escalating incidents to actors with the requisite knowledge and 

technical competency. This involves rapidly investigating issues to establish incident 

impact and possible causes as well as driving shared understanding and exploration of 

mitigation strategies. In the context of IT incident management, the performance of 

these activities unfolds rapidly because the available incident management structures 

are under-specified to allow incidents and associated risks to flow freely to competent 

actors, including designated smart IT and data algorithms. This reduces risks by 

ensuring that only competent could intervene by taking appropriate remediation actions 

to curtail incident impact, thereby safeguarding infrastructure reliability. In this regard, 

the engineers work collaboratively with smart IT and data algorithms to investigate, 
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simulate and respond to incidents. Since human agency alone is incapable of combing 

through thousands of components and interconnections to swiftly detect and respond to 

incidents across the vast and complex IT infrastructure. 

 

The process of ‘Zooming out’ entails; Navigating and managing risks, and Executing 

solutions diligently in the interest of sustaining IT infrastructure reliability. These 

involve navigating agentic limitations and relying on domain knowledge to juggle 

multiple smart IT and datasets that help to validate and build trust in data, in order to 

quickly assess overall incident impact. In this regard, this process highlights attempts by 

actors to draw on technological and algorithmic agencies to ‘zoom out’ to obtain the 

widest possible view of unfolding incidents. This allows for a broad understanding of 

incident impact and trajectory, in order to facilitate rapid risk management and strategic 

decision-making at the macro-level. Hence, ‘Zooming out’ runs counter to ‘reluctance 

to simplify’ (Weick et al., 1999), which on the other hand, highlights the tendency to 

consistently zoom-in to uncover the subtle details of events at the micro-level.  

  

Therefore, overall, these integrated social and material processes align with the five 

mindful processes that underpin the operations of high reliability organisations 

(Sutcliffe, 2011; Weick et al., 1999). With the exception of ‘Zooming out’, which is a 

new process that emerged in integrated social and material organising contexts, where 

smart technologies and datasets are continuously in use. Thus, as per Appendix 11, this 

adds to the five known processes of ‘mindful organising’ that previously emerged in 

human or sociological contexts (Sutcliffe, 2011; Weick et al., 1999).  

 

Further, as per Appendix 11, these six ‘mindful organising’ processes and their nine 

underlying practices namely, Monitoring constantly to capture data, Validating incident 

events, Tracking incident events, Establishing facts, Maintaining risk 

awareness/precaution taking, Planning response, Planning recovery, 

Navigating/managing risks, and Executing solutions diligently show that interaction 

between people, technology and data underpin high reliability performance in integrated 

social and material contexts. Where smart technologies and data/algorithms with 

environmental scanning, pattern recognition, threat detection, learning and decision-

making capabilities are consistently drawn upon.  
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Additionally, the study shows that regarding the six ‘mindful organising’ processes 

enumerated above, seven main work patterns manifested across them as per Appendix 

11, and after several weeks of reflection, it was concluded that these manifested because 

they were mindfully drawn upon by different actors to overcome either their own 

agentic limitations or those inherent in other actors. Based on this insight, they were 

labelled as ‘organisational strategies for overcoming agentic limitations. Since this 

insight suggests that ‘mindful organising’ in integrated social and material organising 

contexts unfolds within an overarching concern for crossing or overcoming different 

agentic limitations that necessitate considerations for how they may be overcome to 

facilitate high reliability performance.  

 

This suggests that like humans, technologies and datasets are also imperfect actors, with 

the consequence being that their respective agencies are also imperfect or flawed in 

different ways. Hence, organising for high reliability in integrated social and material 

organising contexts where IT incident management unfolds, for instance, is a matter of 

on-going collaboration between a triangle of imperfect agencies. This view is supported 

by the IT engineers’ acknowledgement that the smart IT and data that they consistently 

draw upon play important roles and are therefore integral parts of their teams.  

 

On this basis, ‘mindful organising’ in complex environments is not exclusively socio-

cognitive (Griffith, 1999; Hultin & Mähring, 2017) as often portrayed (Maitlis & 

Sonenshein, 2010; Patriotta, 2003; Weick, 2011; Weick et al., 2005; Wrzesniewski et 

al., 2003). This divergent conclusion has implications for collective work aspects like 

teamwork, team building, team collaboration, team accountability, work structuring, 

organisational risk awareness and decision-making. 

 

1.6 Research Contributions 

Firstly, the study extended the concept of ‘agency’ by revealing that ‘data’ also possess 

‘agency’, which is equally effectual in ‘mindful organising’. This is revelatory because 

whilst different integrated social and material perspectives acknowledge the agency of 

people and technology, they often overlook data and its underlying algorithmic agency 

(Chatterjee et al., 2017; Faraj et al., 2018; Galliers et al., 2017; Newell & Marabelli, 

2015; Orlikowski & Scott, 2015), by failing to acknowledge data as a distinct entity that 

deserves its own dedicated recognition (Alter, 2013; Lee, 2010).  
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Secondly, the finding that data also possess agency suggests that integrated social and 

material work environments are more complex than previously thought. Since it is now 

clear that data is not just a commodity that organisations must exploit, but it is also an 

actor that requires effective management, much like human and technological actors. 

This draws attention to the challenges of working in complex environments. Since it 

suggests an interaction between a triangle of agencies (human, technological and 

algorithmic) that organisations must be aware of and orchestrate mindfully. In order for 

their agencies to be directed towards supporting the attainment of organisational goals 

in the most effective and productive way possible.  

 

Thirdly, the study contributes to incident management literature by presenting IT 

incidents as a distinct category of technological failure that is often overlooked. This 

expands the scope of incident management literature beyond natural disasters and non-

IT technological failures. Hence, it draws attention to the broader IT operations domain 

by widening the scope of IS topics that researchers may be interested in. Especially, if 

they also wish to contribute to the shaping of IS practice (Butler & Gray, 2006).  

 

Fourthly, the identification of the seven strategies for overcoming agentic limitations 

within integrated social and material contexts provides an interesting insight into how 

the new ways of working that involve artificial intelligence (AI) and internet of things 

(IoT) technologies occur. By highlighting agentic limitations as a major challenge that 

organisations must overcome, in order for such technologies to become mainstream and 

useful to society as a whole. For practice, this implies that IT managers owe it a duty to 

assess the capabilities of all the actors (human and non-human) under their care to 

ensure that they are deployed in the most effective and productive way possible. This 

also implies that rather than make vague assumptions about technological capabilities, 

efforts should be made to understand their utility or what they can and cannot do. In 

order to be more informed about their limitations and how they may be countered.  

 

Lastly, the findings that IT incident management activities are performed 

collaboratively by people, technologies and data also has implications for ‘mindful 

organising’ and high reliability theorising. Since the participation of non-humans in 

‘mindful organising’ means that organisations can no longer afford to treat data as a 

mere commodity. Rather it must be treated as an actor, with the consequence being that 

humans should no longer privileged. Since organisational outcomes are driven by both 
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human and non-human actors. This provides useful insight into what 21st century 

technologies and data/algorithms bring to modern organising. Even though only humans 

may be able to form new intentions (Introna, 2014; Mumford, 2010). 

 

1.7 Thesis Structure 

Overall, this thesis consists of seven chapters as follows. Chapter 1 presents the 

introduction and summary of the thesis. It highlights the research question and the 

methodology applied to address it.  

 

Chapter 2 presents a review of previous literature on incidents and incident 

management. This focused on IT incidents and their aspects like incident types, incident 

causes, incident management processes, stages and approaches.  

 

Chapter 3 presents the theoretical framework. It focused on high reliability organising 

through the concept of ‘mindful organising’ and how this highly sociological theory 

could be expanded to integrated social and material contexts. 

 

Chapter 4 presents the research methodology, data collection methods and data analysis 

procedure. It also highlights the methodological choices that were made, including the 

decision to ground the research study in interpretivism, the adoption of a single case 

studies design, the focus on practice and collective work performance. Rather than 

organisational structures or socio-cognitive frames. 

 

Chapter 5 presents the research site, which involves the IT operations department of a 

large information and news organisation that provides intelligent information and news. 

The department has various sub-groups that specialise in different aspects of IT 

infrastructure operations. The current study focuses on the Global Network Operations 

Center (GNOC) and WAN Service Assurance sub-groups, who are responsible for 

managing the WAN segment of the IT infrastructure, including incident management.  

 

Chapter 6 presents the empirical data analysis. This focused on how ‘mindful 

organising’ unfolds within integrated social and material contexts, specifically during IT 

incident management in order to drive high reliability on an organisational IT 

infrastructure. On this basis, it identified and analysed the activities and practices that 

occurred through the interplay of the agencies of three different actors. Specifically, 
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people, technology and data. This was done by focusing on agency as ‘flow of actions’, 

irrespective of source. The analysis shows that for each of the activities identified, both 

human and non-human agencies were involved and that each of these notably human, 

technological, and algorithmic agencies have limitations that must be overcome. 

 

Chapter 7 presents a discussion on the higher-order work patterns that manifested across 

the six identified ‘mindful organising’ processes. Here, seven main work patterns 

emerged namely, Being sensitive and attending to agentic limitations, Balancing 

historical data and producing new data, Balancing impact mitigation and root cause 

resolution, Balancing risk avoidance and quick mitigation (risk-taking), Balancing 

mindful and mindless performances, Balancing reluctance to simplify and simplifying, 

and Balancing precision and experimentation. Subsequently, a closer look at these work 

patterns revealed that they were being drawn upon by different actors in an effort to 

overcome their own or other actors’ agentic limitations. 
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Chapter 2: Literature Review 

 

This chapter presents the literature review. It provides a review of the four strands of 

literature that were drawn upon for theoretical ideas and relevant concepts that guided 

the conduct of the research and facilitated a deeper understanding of the phenomenon. 

The chapter consists of seven sections. The first section presents a review of IT 

infrastructure literature, focusing on IT infrastructure management and reliability. The 

second section presents a review of IT operations literature, focusing on IS Lifecycle 

within IT Operations and approaches to managing IT operational systems. The third 

section presents a review of incident management literature, focusing on incidents and 

incident management, particularly IT incident management. The fourth section presents 

a review of high reliability literature, focusing on the drivers and approaches for 

attaining high reliability in complex and high-risk technological systems. The fifth 

section presents a summary of the entire literature review. The sixth section presents the 

literature gaps. The seventh section presents future research directions. 

 

2.1 Process of Literature Review 

Regarding the processes used in identifying relevant IT infrastructure, IT operations, 

incident management and high reliability organisation (HRO) literature, two search 

strategies were adopted. This is because these topics stem from two different 

disciplines, notably IS research and Organisational Studies. Hence, the current study is 

interdisciplinary with the consequence being that theoretical insights from these two 

disciplines are necessary to help inform the conduct of the study. Although, these two 

disciplines have different traditions with often different audiences, research 

topics/interests and publication outlets/journals.  

 

Consequently, in the current research context for example, IT infrastructure and IT 

operations related articles tend to be published in top IS journals as per appendix 13 and 

16 respectively, whilst crisis/incident management and high reliability organisation 

articles tend to be published in organisational studies journals as per appendix 16. On 

this basis and considering that IT infrastructure is a contemporary topic in IS discipline, 

the literature search focused on the popular AIS Senior Scholars basket of eight top IS 

journals. However, as the topic of IT operations is often referred to by different and 

sometimes inconsistent terminologies in IS literature including software maintenance, 
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system maintenance, application support, software operations support and IS post-

implementation management, a broader set of IS journals were searched as per appendix 

16, to ensure that the varied perspectives on the topic are adequately captured.  

 

On the other hand, considering that the topics of incident management and high 

reliability organisation (HRO) had historically been the focus of organisational studies 

researchers, in particular those aligned with the social study of science, and science and 

technology studies (STS) traditions, the literature search on these topics focused on 

relevant organisational studies journals as per appendix 16. In this regard, the literature 

search focused on identifying the most relevant literature that stemmed from or are 

influenced by authoritative works in the crisis/incident management and high reliability 

organisation domains that concern incident response and the operations of organisations 

that run dangerous technological systems in unforgiving environments. Commencing 

with some of the key seminal works on high reliability organisations and normal 

accidents by pioneering theorists like Karl Weick and Charles Perrow. Before 

expanding the search to trace related works by other authors from a range of different 

organisational studies journals.  

 

Whilst these two strategies for searching and identifying relevant literature proved 

effective, they have some limitations. For instance regarding the first strategy which 

focused on the popular AIS Senior Scholars basket of eight top IS journals, potentially 

this approach seem narrow and could result in other relevant IT infrastructure literature 

being overlooked. Similarly, regarding the second search strategy which commenced 

with authoritative works by renowned theorists in the respective domains, it is likely 

that although this approach also helped to quickly identify highly relevant literature, it 

may have inadvertently narrowed the search to works that had been produced by 

researchers with similar research interests and thought processes. Thus, potentially 

overlooking other works that may seem tangential, even though they may also be 

relevant and bring different perspectives to bear.   

 

Additionally, it is worth noting that whilst traditional IS literature on IT infrastructure 

governance potentially have some implications for the current study, these were 

downplayed because they predominantly focused at the macro-level, to the neglect of 

activities and practices at the micro-level. In this regard, a conscious decision was taken 

to focus the current study at the micro-level, in order to help narrow the literature gap. 
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To this end, and in alignment with the research question, this study focuses on IT 

incident management activities and practices that unfold as part of daily IT 

infrastructure management. In order to address the key question of How do IT 

professionals achieve high reliability in the critical context of IT infrastructure 

incidents management?  

 

On this basis, traditional IT governance literature and its typical concerns about 

structuring, standardisation (Eaton et al., 2015; Hanseth et al., 1996; Hanseth and 

Lyytinen, 2010), behaviour inscription (Hanseth and Monteiro, 1997; Henningsson & 

Henriksen, 2011) and centralised or decentralised control (Yoo et al., 2010; Tilson et 

al., 2010; Tiwana & Kim, 2015) at the macro-level have little bearing on this study. 

Since it focuses at the micro-level of IT infrastructure management and associated 

activities like IT incident management, which are dynamic and fundamentally 

unpredictable (Steinke et. al, 2015). Therefore, standardized IS governance frameworks 

which often neglect micro-level activities and their dynamism are side-lined in order not 

to impose them superficially in the current study. This also aligns with the grounded or 

inductive data analysis approach adopted in this research, which should allow the 

empirical data to speak for itself by foregrounding the interpretations of participants.  

 

Similarly, regarding incident management governance and control, various structuring 

frameworks known as incident management systems (IMS) had previously been 

proposed at the macro-level for organising and coordinating incident response efforts 

with a clear chain of command during natural and man-made disasters like fire 

outbreaks, hurricanes and flooding among other emergencies. These include 

hierarchical, network organizational and hybrid structural forms like the incident 

command system (ICS) structures, and the fire-ground Command System (FCS) that 

were developed by fire departments and California and Arizona respectively in the 

1970s (Anderson et al., 2004, Bearman et al., 2015; Vidal and Roberts, 2014).  

 

However, considering that these incident management governance frameworks mainly 

focus on command and control in terms of tackling natural and industrial disasters, 

where humans are predominantly in charge of all aspects of incident management 

activities and resource deployments, they have little bearing on IT incident management 

within integrated social and material organising contexts. In this regard, these incident 

management governance frameworks do not fit the context of IT incidents, especially at 
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the micro-level where both smart IT systems and human actors participate in the 

performance of various incident management activities.   

 

2.2 IT Infrastructure  

Regarding definition, two contrasting views of IT infrastructure are presented in IS 

literature. The first advances that infrastructure refers to IT systems and their associated 

facilities and services as well as structures and processes that organisations rely upon as 

substrates to generate and sustain economic activity (Ciborra & Osei-Joehene, 2003; 

Tilson et al., 2010). Hence, they are formations comprising multiple technologies, 

software platforms and associated configurations. The second view however advances 

that ‘infrastructure’ emerges as a relationship between structure and work practices. 

Whereby, structure interacts with and impacts work practices and vice-versa, and 

through these, infrastructure emerges as on-going working relations that become 

embedded in social structure and technology. Particularly, in ways that it is drawn upon 

transparently (Star & Bowker, 2006; Star & Ruhleder, 1996) and once the interactions 

and practices stop, then the infrastructure also stops to function (Jackson, 2014).  

 

This research draws on the first definition of IT infrastructure above and therefore 

considers it as a tangible organisational asset that facilitates business operations. Hence, 

it requires continuous and effective management. Here, whilst other previous studies 

(Henningsson & Henriksen, 2011; Hawk et al., 2009; Xue et al., 2011; Sen & Raghu, 

2013; Guo et al., 2019; Andersen & Bogusz, 2019; Montealegre et al., 2019; 

Koutsikouri et al., 2018) also adopted this view of IT infrastructure, in terms of its 

management, the current study differs in that it focuses at the micro level where daily 

operational management activities unfold at the front line and involving not just human 

actors, but also non-human actors like various smart IT systems and datasets. From this 

perspective, the current study adopts a more holistic view of the performance of IT 

infrastructure management, albeit at the micro rather than macro-level. 

 

Regarding extant literature, IT infrastructure related studies conducted over the last 

three decades clustered around five main themes, based on a review of IT infrastructure 

literature in three major databases namely, Business Source Complete, JSTOR Arts and 

Sciences, and ACM Digital Library. The review started with three major IS journals in 

the AIS Senior Scholars basket of eight top IS journals with some track record of 

publishing IT infrastructure related papers between January 1990 to May 2020. These 
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are namely. Management Information Systems Quarterly (MISQ)/MISQ Executive, 

Information Systems Research (ISR) and Journal of the Association for Information 

Systems (JAIS).  

 

The keyword ‘Infrastructure’ was used to search publication titles and author provided 

keywords. This generated a list of papers whose abstracts and conclusions were 

carefully reviewed in order to narrow down the list to the most relevant papers that 

concern IT or digital infrastructures. This yielded 52 relevant papers, after which the 

review was expanded to also include the other five journals in the AIS Senior Scholars 

basket namely, Information Systems Journal (ISJ), European Journal of Information 

Systems (EJIS), Journal of Information Technology (JIT), Journal of Management 

Information Systems (JMIS) and Journal of Strategic Information Systems (JSIS). This 

expanded search spanned the same timeframe, between January 1990 to May 2020 and 

yielded 33 additional papers.  

 

Hence, a total of 85 relevant papers were identified across these eight IS journals and 

upon further examination of their contents, it was observed that they clustered around 

five main themes as summarised in Table 2 below (see Appendix 13 for the full list). 

 

Table 2: IT Infrastructure Research Themes  

IT Infrastructure Research Themes 

(From: AIS Senior Scholars basket of eight IS journals) 

 
Design & 

Implementation 

Nature 

and 

Evolution 

Impact & 

Risk 

Management 

Capability 

& Adoption 

/Use 

Management 

& 

Governance 

Research 

Commentary 

/Review 

28 papers 

(32.94%) 

9 papers 

(10.59%) 

19 papers 

(22.35%) 

14 papers 

(16.47%) 

10 papers 

(11.76%) 

5 papers 

(5.88%) 

 

 

2.2.1 IT Infrastructure Management and Governance 

There is consensus in literature that advancements in digital technology over the last 

few decades had unleashed unimaginable computing power, rampant system integration 

and data analytic capabilities. This had resulted in the emergence of complex and 

powerful IT infrastructures (Eaton et al., 2015; Hanseth & Lyytinen, 2010) that 

organisations rely upon as critical assets to support their business operations and to 

deliver services to clients (Ciborra & Osei-Joehene, 2003; Pipek & Wulf, 2009). This 
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however raised questions about how such complex IT infrastructures could be managed 

to ensure optimal performance and reliability. 

 

This concern for effective management and governance of IT infrastructures from a 

macro-level perspective was the focus of some papers as shown in table 2 above. 

However, considering that the current study is also concerned with the management of 

IT infrastructures, albeit from the micro-level and in particular with respect to how IT 

professionals work in their complex environments to attain IT infrastructure reliability, 

the papers that focused on IT infrastructure management and governance are elaborated.  

 

Here, as per table 2 above, ten papers focused on this theme and a closer look at their 

contents revealed that three examined the management of infrastructure outsourcing and 

associated knowledge transfer (Hawk et al., 2009; Oshri et al., 2018; Sen & Raghu, 

2013). Another five papers also examined infrastructure management/governance 

choices and their consequences (Tiwana & Kim, 2015), including for decentralized 

governance in uncertain environments (Xue et al., 2011), virtual infrastructure 

management (Guo et al., 2019), Self-organising within infrastructures (Andersen & 

Bogusz, 2019) and infrastructure growth/expansion management (Koutsikouri et al., 

2018). The last two papers focused on the management of contradictory tensions within 

infrastructure operations (Montealegre et al., 2019), including the tension/duality of 

inscribing behaviour into infrastructure operations on one hand and divergent user 

interpretations on the other (Henningsson & Henriksen, 2011). 

 

On this basis, the IS papers in the current literature sample that examined IT 

infrastructure management and governance, did so at the macro-level, rather than at the 

micro-level where the current study focuses. In order to help narrow the existing 

literature gap between macro-level governance of IT infrastructures and micro-level IT 

infrastructure management practices and activities. In this regard, the current study 

departs from the macro-level focus of extant IS literature regarding IT infrastructure 

management and governance to instead examine it at the micro-level by focusing on the 

daily practice of IT incident management, which is integral to IT infrastructure 

management within integrated social and material organising contexts. 

 

Further, literature also highlighted that unlike analogue infrastructures like electric 

power grids or rail networks whose management is usually centralised, the management 



 36 

of modern IT or digital infrastructures, on the other hand, tends to be decentralised. 

With multiple organisational units, functions and stakeholders managing different 

segments (Kallinikos et al., 2013; Tilson et al., 2010). Primarily because of their 

underlying modular and network-layered architecture (Yoo et al., 2010), which typically 

consists of multiple tiers of IT protocols and services, technology platforms, databases 

and data streams, operating systems, application software, hardware, network circuits 

and access points (Constantinides, 2012; Pipek & Wulf, 2009; Yoo et al., 2010).  

 

In this regard, IT infrastructures are highly interconnected, flexible, transparent and 

unbounded (Eaton et al., 2015; Henfridsson & Bygstad, 2013; Henningsson & Hanseth, 

2011; Henningsson & Henriksen, 2011). These characteristics make them grow in 

complexity and scale, whilst also making them unstable as new components, services, 

partners and customers are interconnected (Kallinikos et al., 2013). Thus, becoming 

even more distributive and decentralised. This along with their flexibility, changing 

configurations and uncertain environmental conditions also raise concerns about their 

management, especially during incidents. Since modular and decentralised networks do 

not yield to centralised control (Yoo et al., 2010; Xue et al., 2011). Although, some 

control may be feasible on smaller infrastructures (Constantinides & Barrett, 2014) or at 

infrastructure edges (Tilson et al., 2010).  

 

On this basis, decentralised or bottom-up control mechanisms are more practical and 

usually applied at various infrastructure edges like data entry and exit points 

(Constantinides & Barrett, 2014; Hanseth & Monteiro, 1997; Tilson et al., 2010). Thus, 

any semblance of control usually emerges episodically. For instance, through self-

organising (Hanseth & Lyytinen, 2010), effective incident management or 

standardisation efforts (Eaton et al., 2015; Jackson & Chongthammakun, 2011; Pipek & 

Wulf, 2009; Star & Bowker, 2006). Such standards may include the adoption of 

technical protocols and regulatory frameworks that help to control the flexibility of 

infrastructures or enhance the coupling between software and hardware components, in 

order to support multiple applications and services. Thus, redistributing control across 

different stakeholders like software developers and content producers (Tilson et al., 

2010). Although, such standards also only emerge slowly through complex processes 

and negotiations (Hanseth & Monteiro, 1997; Hanseth et al., 1996). 
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In terms of IT infrastructure reliability, aside from unexpected incidents or failures that 

are inevitable in all complex technological systems (Perrow, 1984, 2011), including IT 

infrastructures, the potential of such infrastructures to expand in complexity and scale 

means that unexpected interactions between different components are rife. These create 

blind spots that allow emerging errors to evade detection until they trigger catastrophic 

incidents (Butler & Gray, 2006; Perrow, 1984, 2011). With devastating operational and 

financial consequences for IT service providers and their clients (Bartolini et al., 2009; 

Caralli et al., 2010; Charette et al., 1997; Goldstein et al., 2011; Rerup, 2009). 

 

This negative potential exists even where precautions are taken as the proponents of 

high reliability theory (HRT) advocate (La Porte, 1996, 2007; Roberts, 1990; Rochlin, 

1989; Schulman, 2004; Sutcliffe, 2011; Weick & Sutcliffe, 2006). Hence, some argued 

that whilst IT infrastructures are crucial for organisations, they are also fragile and 

imperfect (Butler & Gray, 2006), making incidents common. Such incidents require 

prompt attention and intervention to facilitate infrastructure repair in order to maintain 

reliability. Hence, to be reliable, IT infrastructures require regular care (Jackson & 

Kang, 2014; Orr, 2006), maintenance and continuous improvement (Glass, 2004; 

Henningsson & Hanseth, 2011; Irani & Silberman, 2014; Kallinikos et al., 2013; Tilson 

et al., 2010), as well as effective incident management to withstand the instability that 

characterises their functioning (Hanseth & Lyytinen, 2010; Krishnan et al., 2004). 

 

In sum, whilst IT infrastructure environments are always in a state of flux due to 

unexpected incidents, errors, changing configurations, upgrades/downgrades, evolving 

customer base and vendors/partners among other sources of instabilities (Kallinikos et 

al., 2013), they are nonetheless expected to be highly reliable to support business 

activities. Attaining such high levels of reliability however calls for not just competent 

IT professionals, but also effective strategies, techniques and smart IT (Arisholm et al., 

2006; Bartolini et al., 2009; Butler & Gray, 2006; Caralli et al., 2010; Garcia et al., 

2010) that facilitate quick detection and resolution of incidents.  

 

2.3 IT Operations  

As stated in the working definition in chapter 1, IT operation encompasses the 

management of all aspects of IT systems and associated technical and non-technical 

activities that are necessary to keep them operational following their release into 
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production (Abeck & Mayerl, 1999; Dekleva, 1992; Edwards, 1984; Harman et al., 

2005). These include; hardware and software maintenance, configuration management, 

change/risk management, incident management, service management, process 

management, customer support, system audit and other operational activities that 

facilitate reliable system functioning (Abeck & Mayerl, 1999).  

 

This wide range of activities had previously led some researchers to categorise them 

into various activity groupings. For instance, some categorised them as; day-to-day 

operational tasks, problem solving/error handling, and processing user change requests 

(Abeck & Mayerl, 1999). Others categorised them as technical, application 

development and system maintenance (Nelson et al., 2000) or adaptive, corrective and 

perfective maintenance tasks (Edwards, 1984; Grady, 1987; Hatton, 2007; Krishnan et 

al., 2004; Tarvo, 2009) or user support and change evaluation (Dekleva, 1992). Some 

also categorised them as proactive and reactive tasks. Whereby proactive tasks are those 

that lend themselves towards planning and could be systematically scheduled and 

performed proactively (Caralli et al., 2010; Charette et al., 1997; Garcia et al., 2010; 

Jamieson & Low, 1990). Whilst reactive tasks are those that are unplannable and 

therefore could only be performed reactively like incident management. 

 

These activities are all necessary for ensuring continuous system functioning and 

reliability. Hence, they are among the most regular activity in IS organisations 

(Edwards, 1984; Kim & Westin, 1988; Moreton, 1990; Nelson et al., 2000; Shaft & 

Vessey, 2006; Sharon, 1996; Taylor et al., 1997). Aside from these, they also account 

for about 40-90% of IS work, budget and system life-cycle in IT departments (Banker & 

Slaughter, 2000; Glass, 2004; Harman et al., 2005; Krishnan et al., 2004; Moreton, 

1990; Nelson et al., 2000; Shaft & Vessey, 2006; Swanson & Dans, 2000). This implies 

that IS departments and organisations expend more time, resources and effort in 

operating and maintaining IT production systems, compared to IS development efforts 

(Krishnan et al., 2004). This highlights the importance of IT operations and its 

criticality in helping to adapt IT systems to changing use environments in a manner that 

sustain their performance and reliability.  

 

This evolving nature of IT systems, including software and their changing use 

environments also accounts for the gradual deterioration of their underlying structures 

and performance, which overtime triggers incidents that give rise to maintenance 
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(Krishnan et al., 2004; Swanson & Dans, 2000). Therefore, there is a need to develop 

maintainable systems (Glass, 2004) since relying on obsolete IT systems poses risks 

that may prove costly for organisations and undesirable for end-users. All these 

underscore the importance of IT operational activities (Nelson et al., 2000). 

 

Despite this, there is a dearth of research in IT operations, with most publications dating 

back to the 1980s and 1990s and with a bias towards software maintenance. As a result, 

IT operations as a whole had been neglected over the last few decades, despite the 

proliferation of IT in organisations. Notable aspects that had previously been examined 

over the last thirty years in IS literature include; software programmer productivity and 

documentation (Arisholm et al., 2006; Nelson et al., 2000; Singer, 1998), software 

maintenance process and management (Agrawal et al., 1998; Charette et al., 1997; 

Dekleva, 1992; Henry et al., 1994; Moreton, 1990; Sharon, 1996; Singer, 1998; Taylor 

et al., 1997), maintenance decision support, system use and replacement (Jorgensen, 

1995; Krishnan et al., 2004; Swanson & Dans, 2000), controlling software maintenance 

costs (Krishnan et al., 2004; Moreton, 1990; Tan & Mookerjee, 2005), maintaining 

software code and configurations (Charette et al., 1997; Narayanaswamy & Scacchi, 

1987; Voas, 1998), and IT operational risks and resilience management (Caralli et al., 

2010; Charette et al., 1997; Edwards, 1984; Glass, 2004). 

 

Hence, from a modern perspective, IT operations and its challenges as a whole remain 

under-explored, compared to IS development (Banker & Slaughter, 2000; Krishnan et 

al., 2004; Shaft & Vessey, 2006). Consequently, relevant IS theories, methodologies 

and management frameworks are woefully lacking in the literature (Caralli et al., 2010; 

Garcia et al., 2010; Glass, 2004), making it difficult to theorise about IT operational 

risks and incidents for example, (Goldstein et al., 2011). These issues usually manifest 

once a system is released from development into operations or production where the rest 

of its useful life would be spent. Therefore, the operations phase overlaps with its use 

phase as previously depicted by Figure 1 in chapter 1. 

 

2.3.1 IS Lifecycle within IT Operations 

On this basis, the use and operational phases commence with a ‘period of change 

anchoring’, where users start to familiarise themselves with the IT system and 

maintenance efforts mainly focus on fine-tuning it to meet user requirements or 

eliminating bugs (Swanson & Dans, 2000). This is followed by a ‘period of prolonged 
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change refinement’, where the system is reasonably understood by users and 

maintenance efforts focus more on introducing incremental enhancements, based on 

accepted use patterns or user change requests. Finally, as the system begins to 

experience gaps in its performance and therefore increasingly becoming unable to meet 

business needs, this eventually pushes the system into a ‘period of change termination’, 

where the system enters its final use phase (Swanson & Dans, 2000). At this point, 

questions bothering on its retirement and replacement arise and decisions to terminate 

its support in order to eliminate operational inefficiencies or save cost become reality, 

leading to the end of its useful life in operations (Tan & Mookerjee, 2005). 

 

Here, concerns about the fate of system hardware components may also arise since 

software is remarkably different from hardware, which unlike software are physical and 

tangible objects. Software on the other hand, is non-physical and follows different 

maintenance, retirement and cost control processes (Krishnan et al., 2004). Further, in 

terms of system functions, IT systems typically consist of two main components 

namely, functional and data assets (Goldstein et al., 2011). Functional assets encompass 

functional components like hardware, software, network infrastructure, processes and 

procedures, along with the human actors that help to produce and deliver IT services to 

end-users. Data assets on the other hand, encompass the data or information contents 

that are produced, processed, transmitted or stored on various functional assets.  

 

Despite this, both assets are integral to IT systems and are vulnerable to IT operational 

risk events and incidents. Therefore, whilst it is generally acknowledged that IT systems 

and their capabilities provide organisations with strategic advantages, they can also 

present risks and inefficiencies if they are poorly maintained (Goldstein et al., 2011; 

Jamieson & Low, 1990). Hence, there is a need for such critical IT systems and 

infrastructures to be regularly monitored and maintained to reduce such risks (Caralli et 

al., 2010; Charette et al., 1997; Garcia et al., 2010). In doing this, IT professionals 

usually draw on various smart IT and automation to debug software codes and to 

understand system interactions, in order to effectively perform maintenance and 

enhancements tasks that are necessary to safeguard system performance and reliability 

(Ko et al., 2006; Wang et al., 2007).  

 

 

 



 41 

2.3.2 Approaches to Managing IT Operational Systems 

To effectively deliver on the key objective of IT operations, which is to consistently 

operate and maintain IT systems in the most effective and reliable way possible, 

organisations usually draw on three main approaches namely, reactive, proactive and 

hybrid approaches (Edwards, 1984).  

 

With the reactive approach, IT professional wait for maintenance demands to occur 

before reacting to address them (Edwards, 1984; Grady, 1987). Whilst this approach 

seems cheap and pragmatic, it is flawed because unless an error or incident occurs, 

operational systems are left to run without any effort to monitor their performance and 

reliability. Thus, exposing them to potential risks, until an incident occurs with 

catastrophic consequences. The proactive approach on the other hand, involves active 

monitoring of system state to detect and respond to deviations in their performance and 

health. This helps to proactively manage or respond to emerging risks before they 

develop into threatening situations. Thus, safeguarding system performance and 

reliability (Charette et al., 1997; Voas, 1998). Lastly, the hybrid approach aims to blend 

aspects of the reactive and proactive approaches by strategising in a manner that on one 

hand, allows critical system components to be proactively monitored, whilst non-critical 

components are only attended to on a reactive basis (Edwards, 1984). 

 

However, others also highlighted the backward- and forward-looking approaches. Here, 

regarding the backward-looking approach, they observed that because IS development 

phase precedes IT operations phase, approaches in IT operations tend to be backward-

looking. In the sense that once system issues emerge on operational systems, IT 

professionals are more likely to revisit the earlier stages of the system to explore 

possible causes and corrective measures (Swanson & Dans, 2000). To counter this 

argument, others also argued that a far better approach is to adopt a forward-looking 

approach whereby there is more focus on IT system improvement to extend its useful 

life (Swanson & Dans, 2000).  

 

Whilst both of these approaches have merits and demerits, from a practical perspective 

a balanced approach that ensures that risk events are thoroughly investigated to their 

logical conclusions, whilst also aiming for improvements in overall system performance 

and reliability seem more promising (Garcia et al., 2010; Glass, 2004). As this would 

for instance, ensure that potential errors would be detected early and eliminated before 
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they develop into more threatening situations, with consequences for system reliability 

(Banker & Slaughter, 2000; Dekleva, 1992; Krishnan et al., 2004). 

 

2.3.3 Criticisms of IT Operations 

In terms of criticisms, firstly, because IT operations usually account for a large 

proportion of budgets, around 40-90% in IT departments (Banker & Slaughter, 2000; 

Glass, 2004; Harman et al., 2005; Krishnan et al., 2004; Moreton, 1990; Nelson et al., 

2000; Shaft & Vessey, 2006; Sharon, 1996; Swanson & Dans, 2000), some researchers 

contend that IT operations, particularly software maintenance is a problem that needs 

controlling from both software quality and cost perspectives (Henry et al., 1994; 

Sharon, 1996). They argue that if organisations improve the quality of software at the 

development phase then, there would be little or no need for subsequent maintenance 

since errors would rarely emerge.  

 

This view however overlooks the fact that IT systems or functionalities that are 

neglected or denied periodic enhancements would become obsolete or deteriorate and 

fall into a state of disrepair (Glass, 1998, 2004; Swanson & Dans, 2000; Voas, 1998; 

Wilde, Matthews, & Huitt, 1993). This suggests that whilst system maintenance 

expensive and challenging, neglecting systems to decay is even more costly and 

devastating for organisations. Additionally, it is possible to for instance, reduce 

maintenance costs and improve productivity in IT operations by adopting more effective 

and efficient maintenance techniques and smart IT systems that eliminate unnecessary 

human errors (Ko et al., 2006; Krishnan et al., 2004).  

 

Secondly, others also observed that nearly all IT system maintenance efforts, be it 

adaptive, corrective or perfective maintenance focus on applying modifications to 

system components like software (Edwards, 1984). However, whilst this practice may 

be convenient at particular times in a system’s useful life, it is also problematic because 

other environmental changes or user demands may also trigger similar modifications or 

enhancements needs in other system components like hardware, which unfortunately 

could not be met by simply tweaking existing configurations alone (Edwards, 1984). 

Hence, a more holistic approach to analysing and dealing with IT system problems is 

required, in order to fully and correctly diagnose underlying problems through more 

systematic and integrated approaches (Caralli et al., 2010; Reiss, 2006). 
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2.4 IT Incident Management 

In general, system incidents can be understood as unexpected failures, catastrophes or 

disasters with characteristics like uncertainty, complexity, novelty, volatility, high-risk 

and negative impact. This characterisation means that incidents are critical events that 

impose extreme demands on organisations by testing their capabilities and readiness to 

respond to unexpected events in an unforgiving manner (La Porte, 2007). Hence, they 

require immediate attention and action in order to limit their negative impact on 

business operations and to avoid catastrophic consequences.  

 

It is this organisational response that is impromptu and challenging (Kallinikos et al., 

2013; Vidal & Roberts, 2014) because of system complexities, instabilities and team 

differences (Devitt & Borodzicz, 2008) that is generally referred to as incident 

management. Since it entails managing incidents in a manner that restores normal 

system functioning and reliability. However, as an organisational effort, it requires 

effective coordination and deployment of a range of resources including people, 

technologies and data as well as effective processes to help facilitate quick and decisive 

action (Brown et al., 2016; Moynihan, 2008, 2009).  

 

This is irrespective of whether the incident emanated from natural or man-made 

sources. Although, technological incidents generally tend to emanate from man-made or 

controllable sources like faulty system components or process errors (Bearman et al., 

2015). Nonetheless, all incidents are fundamentally risky and unpredictable, making it 

impossible for organisations to prepare for or to prevent (Perrow, 1984, 2004). This 

leaves them exposed to unimaginable risks and financial costs (Bartolini et al., 2009; 

Caralli et al., 2010; Enright, 2012; Goldstein et al., 2011). 

 

In terms of IT incidents specifically, various interpretations are highlighted in the 

literature, with some contending that they are external IT-based events like system 

failures or instances of intrusion (Addas & Pinsonneault, 2015). This aligns with the 

broad description of incidents as events or conditions that are not part of normal system 

operations (Brown et al., 2016). It also aligns with the IT infrastructure library’s (ITIL) 

definition, which states that incidents are conditions that reflect deviation in IT system 

or service performance (Adams et al., 2009). Usually depicted as an unexpected 

transition from a normal to abnormal operational state that may be characterised by IT 

service disruption or quality degradation (Adams et al., 2009; Bartolini et al., 2006; 



 44 

Forte, 2007). With consequences for both IT service providers and users.  

 

However, despite the importance of IT incident management as a contemporary 

phenomenon that modern organisations rely on to respond and resolve IT incidents, 

there is a dearth of research in IT incident management, especially within AIS Senior 

Scholars Basket of eight top IS journals namely, MIS Quarterly (MISQ), Information 

Systems Research (ISR), Information Systems Journal (ISJ), Journal of AIS (JAIS), 

Journal of Management Information Systems (JMIS), Journal of Information 

Technology (JIT), European Journal of Information Systems (EJIS), and Journal of 

Strategic Information Systems (JSIS). For instance, a search for IT incident related 

publications in these journals between 1979-2017 yielded only eleven papers as per 

Table 3 below (see Appendix 14 for more details).  

  

Table 3:Published IT Incident papers in top 8 IS Journals (Sample from: 1979-2017) 

IT Incident Aspect Publications Quantity (%) 

Design and development of 

emergency information management 

systems and data sharing models for 

managing non-IT incidents like 

natural disasters 

(Chen et al., 2008; Chen 

et al., 2013; Yang et al., 

2012) 

3 27.27% 

post-incident impact on task 

performance and individual behaviour 

(Addas & Pinsonneault, 

2015; Salo & Frank, 

2015; Tan et al., 2016) 

3 27.27% 

IS security risks and data breach 

management 

(Chen et al., 2011; Loch 

et al., 1992; Sen & Borle, 

2015) 

3 27.27% 

social nature of IS failure and its 

prevention in the context of IS 

development and use 

(Poulymenakou & 

Holmes, 1996) 

1 9.09% 

Incident data sharing (Allen, Karanasios, & 

Norman, 2014) 

1 9.09% 

Total  11 100% 

 

Further, two of these journals notably, Journal of Information Technology (JIT) and the 

Journal of Strategic Information Systems (JSIS) published no paper on IT incidents over 

the period. Also, two publications (Chen et al., 2011; Poulymenakou & Holmes, 1996) 

were theoretical, whilst the remaining nine had empirical components, with some 

geared towards delineating IT incident sub-types (Addas & Pinsonneault, 2015; Tan et 

al., 2016) or IS security risk sub-types and threat prevalence (Loch et al., 1992; Sen & 

Borle, 2015) or data types (Chen et al., 2008).   
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However, considering these limited number of publications, we expanded the literature 

search from being focused on just these eight IS journals to other relevant databases. 

Here, three databases namely Business Source Complete, JSTOR Arts and Sciences X 

and Palgrave Macmillan Journals were searched to identify more IT incident related 

publications over the same period. The search terms incident, incident management, 

incident response, and failure were used, and the results were further filtered by 

reading their abstracts, introductions and conclusions to identify only relevant papers 

that focused on IT operational incidents. This second round of literature search yielded 

sixty-six publications across multiple journals and nine topical areas as per Table 4 

below. See Appendix 15 for more details. 

 

Table 4: Published IT Incident papers across 3 databases (Sample from: 1979 to 2017) 

IT Incident Topic Publications Quantity (%) 

Development & role 

of incident 

management systems 

Lee et. al, 2016; Maslen and Hayes, 2016; 

Kim et. al, 2007; Turner, P., 2007; 

Mitropoulos et. al, 2006; Rao et. al,1998; 

Jäntti, 2009; Bhatt et. al, 2014; Hutchings 

and Hoagland, 2015; Hutchings and 

Hoagland, 2016; Castro et. al, 2014. 

11 16.7% 

Incident management 

simulation & 

modelling 

Simpson and Minas, 2016; Schulz et. al, 

2016; Thompson et. al, 2016; Wilson et 

al, 2016; Salah et al, 2016; Dusse et. al, 

2016; Orta et. al, 2014; Manivannan and 

Guthrie, 1994; Liu et. al, 2008; Fenton 

and Ohlsson, 2000; Nicola and Goyal, 

1990; Chin and Ramarao, 1987; Wang et. 

al, 2008; Shlayan and Kachroo, 2012; 

Bartolini, 2010;  

15 22.7% 

IS security incident 

detection, response & 

prevention 

Casey, 2016; Homem et. al, 2016; Huang 

et. al, 2016; Bartnes et. al, 2016; Line et. 

al, 2016; Chua and Storey, 2016; Cohen 

and Caronni, 2011; Kjaerland, 2006; 

Wiant, 2005; Evans and Furnell 2000; 

White, 2015; Volpentesta et. al, 2011; 

Line et. al, 2014; Bejtlich et. al, 2011; 

Baskerville et. al, 2014; Harvey, 1991; 

16 24.2% 

Incident 

management factors 

& approaches 

Lim, 2015; Zhou et. al, 2016; Kocuk and 

Baykal-Gürsoy, 2013; Marcu et. al, 2009; 

O'Callaghan and S. Mariappanadar, 2008; 

5 7.6% 

Incident 

data/information 

management 

Peng et. al, 2011; Gupta et. al, 2009; 

Pirzada et. al, 2009; Nagao et. al, 2010;  

 

4 6.1% 

Incident 

characteristics & risk 

mgmt strategies 

Lei et. al, 2014;  

 

1 1.5% 
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Incident team 

management 

Brown et. al, 2016; Ruefle et. al, 2014; 

Steinke et. al, 2015; Chen et. al, 2014; 

4 6.1% 

Incident impact & 

coping 

Lee and Lee, 2012; de Guinea, 2016; 

Oliver and Roos, 2003; Schryen et. al, 

2015; Sumita and Masuda, 1986; Cataldo 

et. al, 2009; 

6 9.1% 

Incident 

troubleshooting & 

fault diagnosis 

Hatton, 2001; Hamill and Goseva-

Popstojanova, 2009; Cinque and Pecchia, 

2013; Zhang et al, 2014; 

4 6.1% 

Total  66 100 

 

Here, the last six topics are particularly relevant to the current study. Although, out of 

the total of sixty-six publications, only twenty-four representing 36.4% focused on IT 

incidents and incident management. Also, the publications in the incident 

troubleshooting & fault diagnosis category mainly focused on IT incident diagnostic 

techniques and event log analysis. No publication addressed the topic of how IT 

professionals work in their complex environments to attain IT system and infrastructure 

reliability, which is the focus of the current research. On this basis, the publications that 

focused on the topics of incident management factors & approaches, incident 

data/information management, incident characteristics & risk management strategies, 

incident team management, and incident impact & coping, along with the previous 

eleven publications were reviewed in detail.  

 

Regarding post-incident impact on individual task performance and behaviour, a 

classification of IT interruptions/incidents was developed based on their content 

relevance and structure, as well as propositions that relate different interruption types to 

individual performance. Furtherance to this, the study upon semi-structured interviews 

and log diaries from employees to validate the classification. This showed that different 

types of IT incidents have different effects on individual performance by indicating that 

some had positive or negative effects, whilst others had both positive and negative 

effects. Thus, the classification facilitated an understanding of the nature of IT incidents 

and their consequences for individual work (Addas & Pinsonneault, 2015).  

 

Regarding the social nature of IT incidents and prevention, in the context of IS 

development and use, one study argued that effective practices for dealing with or 

preventing such incidents require wider organisational awareness and understanding of 

their nature and implications of IT incidents. Thus, the study suggested that context 
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plays a key role and therefore the social nature of IS needs to be central in their analysis 

and response efforts (Poulymenakou & Holmes, 1996).  

 

Regarding incident data sharing within emergency services (police, fire and 

ambulance), one study highlighted key technological and organisational issues that first 

responders and managers face in terms of information sharing and interoperability. 

Especially, in high-velocity environments where decisions are non-trivial. Here, using 

activity theory, the study described data sharing problems during incident response and 

argued that interoperability issues should be managed as organisational and 

informational problems, rather than as technological problems. Further, the study 

concluded that rather than design for anomalous situations, organisations should design 

systems that function in both anomalous and routine situations. Hence there is a need 

for harmonisation of policies, procedures and work practices (Allen et al., 2014).  

 

Regarding incident management factors and approaches, a number of studies examined 

this aspect. One for instance, drew upon statistical modelling to determine the best e-

governance approach to handling and protecting against mission-critical digital 

incidents in South Korea. Here, the study highlighted defendable software practices and 

understanding improvement needs to guarantee the correct operations of smart 

appliances and mobile products across e-discovery chains (Lim, 2015).  

 

A second study drew upon algorithms to track and manage IT incident events and alerts 

from IT service management perspective, where software monitoring systems actively 

collect and trigger events that automatically generate incident tickets. Here, the study, 

developed techniques for appropriate resolution of events based on similarities between 

incoming events and past event resolutions (Zhou et al., 2016).  

 

A third study drew upon statistical models to replicate and automate the tracking of IT 

server incidents, repair time and associated costs, in order to study the optimal repair 

rates that minimise the average costs incurred, due to delays in repair. Here, the study 

showed that applying maximum repair rates is not always optimal (Kocuk et al., 2013).  

 

A fourth study designed a collaborative IT service delivery model that automates 

incident ticket creation and tracking for service providers using a probabilistic model 
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for fault discovery. Since incident management informs the tooling available in Incident 

Ticketing Systems (Marcu et al., 2009).  

 

A fifth study that focused on the incident response approaches used by incident 

managers highlighted that the combination of hardware, software and people that are 

required to operate organisational IS increases environmental complexity and the risk of 

unplanned outages. In this regard, the study developed and validated a research tool that 

provides insight into the approaches that incident managers adopt to restore services. 

The study showed that incident managers either prioritise root cause identification and 

elimination (problem-focused approach) or solution identification (solution-focused 

approach). Further, the study noted that the problem-focused approach was more 

common (O'Callaghan & Mariappanadar, 2008).  

 

Regarding incident characteristics & risk management strategies, one study for instance, 

examined IT incident characteristic by analysing previous health IT outages in China as 

a means to better understand health IT vulnerabilities and inform better prevention and 

response strategies. Here, the study showed that software defects, overcapacity 

problems and hardware malfunctions are among the key causes of outages. Hence, the 

study concluded that risk identification/assessments and systematic reporting 

mechanism are crucial for developing preventive measures and practices. Especially, as 

not every outage is predictable or preventable (Lei et al., 2014).  

 

Regarding incident team management, one study for instance, focused on the nature and 

formation of incident response teams in seven distinct operations centres, and how 

technological systems/tools support them, this empirical study found that all incidents 

situations were responded to by ad-hoc or tailor-made teams. Further, effective tools 

that support their efforts are still in their infancy (Brown et al., 2016).  

 

Regarding incident impact and coping, one study for instance, focused on the ways in 

which users cope or deal with discrepant IT events, this study, which involves a critical 

incident study and an experiment showed that coping with IT incident events is a 

dynamic process where users appear to only be able to evaluate if an incident event is 

changing after an engagement strategy is adopted (deGuinea, 2016).  
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A second study focused on how self-managed teams in high velocity environments 

handle unexpected critical incidents, this study showed that such teams respond by 

emphasising the importance of increasing presence, creating a context for shared and 

emotionally grounded identity, and developing a shared set of guiding principles for 

action, behaviour, and decision-making (Oliver & Roos, 2003).  

 

Based on these reviews, there remains a dearth of research in daily IT incident 

management. Even where these topics were examined, as in the context of IT risk 

management for example, publications disproportionately focused on data and security 

incidents as opposed to IT function-related incidents that have an immediate and 

noticeable impact on IT service performance and reliability. This oversight had resulted 

in a situation whereby little understanding exists about the phenomena of IT incident 

management (Addas & Pinsonneault, 2015), with one notable exception that focused on 

IT function-related risk events, albeit in the context of IT change (Hagen et al., 2012).  

 

2.4.1 IT Incident Types  

Aside from the categorisation of IT incidents as either function or data related 

(Goldstein et al., 2011), four other categorisation schemes are also highlighted in the 

literature. The first categorised incidents based on their causal agents, and advanced that 

IT incidents fall into six sub-types namely, Nature generated, Hardware generated, 

Software generated, Human error generated, System overload, and Deliberate 

attack/vandalism (O'Callaghan & Mariappanadar, 2008). This agrees with the general 

premise that incidents usually emanate from three main causes namely, Nature/Natural 

risks, Technological risks, and Organisational risks (Bearman & Bremner, 2013; 

Perrow, 1984; Vaughan, 2005; Weick & Sutcliffe, 2006).  

 

To elaborate, nature-related risks include natural disasters like flooding. Technological 

risks include system defects, errors and design flaws. Organisational risks include 

human limitations, lack of resources/finance, poor processes, inadequate social 

structures, operational issues and subtle environmental pressures like information 

overload, stress and fatigue (Devitt & Borodzicz, 2008; Paton & Flin, 1999), poor 

processes (Bigley & Roberts, 2001; Crichton et al., 2005; Enright, 2012; Loop, 2013). 

Others are cognitive limitations (Bigley & Roberts, 2001; Crichton et al., 2005; Kapucu 

et al., 2010), communication/coordination challenges (Anderson et al., 2004; Kapucu & 

Garayev, 2011; Loop, 2013; Lutz & Lindell, 2008; Moynihan, 2008), inadequate 
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training/experience (Perry, 2003; Taber et al., 2008; Weick, 1993, 2007), and counter-

productive group dynamics like groupthink and Abilene paradox (Abrahamsson et al., 

2009; McAvoy & Butler, 2009; Pavlak, 2005; Weick & Roberts, 1993).  

 

These risk factors induce system errors that generate extreme operational and 

performance demands that overwhelm people’s cognitive capabilities. Leading to poor 

task execution, inadequate risk awareness or narrow mindedness (Bearman & Bremner, 

2013; Crichton et al., 2005) that potentially blind people from perceiving broader or 

alternative interpretations and action possibilities (Westrum, 1993a).  

 

The second scheme also broadly categorised incidents based on causes, specifically 

human and non-human. Here, human causes include socio-cognitive limitations, stress, 

poor communication, human error, poor judgment/sabotage, group tensions and 

inability to cope with time-pressure (Salas et al., 2017) as well as incompetence and 

poor knowledge about systems and processes (Caralli et al., 2010). Non-human causes 

on the other hand, include technological related risks like component failures and data 

breach/intrusion. 

 

The third scheme categorised IT incidents from a service delivery perspective. This 

highlighted that within the e-commerce domain, three incident categories exist namely, 

information, functional and system incidents (Tan et al., 2016). Information failure 

includes incorrect, incomplete, irrelevant and wrongly timed data transfer that inhibits 

transaction processing. Functional failure includes IS function-related incidents that 

inhibit transaction processing. System failure includes loss of system features due to 

component faults that inhibit task performance (Tan et al., 2016).  

 

The last scheme categorised incidents based on their impact by highlighting two 

incident dimensions namely, incident content relevance (intrusion and intervention) and 

incident content structure (system/human-generated, informational and actionable) 

(Addas & Pinsonneault, 2015). By arranging these possibilities in 2 x 3 matrix, six IT 

incident sub-types emerged namely, information intrusion, actionable intrusion, system 

intrusion, information intervention, actionable intervention and system 

intervention/actionable hybrid interruption (Addas & Pinsonneault, 2015). 

 

Overall, these categorisations highlight that different types of IT incidents have 
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different impacts that emanate from different sources including software and hardware 

(Brown et al., 2016) or human and non-human sources.  

 

2.4.2 IT Incident Management Process/Stages 

Here, some researchers advanced that the process of incident management involves two 

main stages namely, pre-incident and post-incident (Peng et al., 2011). The pre-incident 

stage refers to the moments that precede an incident and the activities that unfold 

therein. Whilst the post-incident stage on the other hand, refers to the moments that 

follow an incident and the activities that unfold therein like incident response, 

mitigation and recovery efforts. Hence, these two incident management stages serve 

different purposes and objectives (Peng et al., 2011).  

 

Despite this, it is also argued that because incident management activities like incident 

data gathering and analysis are fluid and usually span the entire duration between 

incident detection and resolution (Salas et al., 2017), they unfold at the boundary 

between pre-incident and post-incident (Peng et al., 2011). Hence, incident management 

activities require seamless management across both stages.  

 

Others also advanced that incident response and recovery are the two main stages in 

incident management (Crichton et al., 2005). Whereby incident response involves 

activities like response planning and troubleshooting, whereas incident recovery 

involves activities that facilitate full incident resolution like impact monitoring (Devitt 

& Borodzicz, 2008). This suggests that IT incident management is a holistic process 

that encompasses key activities that facilitate recovery from system failure as described 

by the IT infrastructure Library (ITIL) (Adams et al., 2009). In order to restore 

reliability in IT service delivery (Bartolini et al., 2006; Forte, 2007).  

 

In this regard, IT incident management helps to mitigate the negative impact of IT 

incidents, with ITIL stipulating six key activities namely, Incident detection and 

recording, Incident classification and initial support, Incident investigation and 

diagnosis, Incident resolution/recovery, Incident closure, and Incident 

tracking/monitoring, communication and ownership (Adams et al., 2009). To this end, 

ITIL also espouses some best practices like advocacy for effective IT incident 

management processes that facilitate quick detection, response and impact mitigation 

(Gupta et al., 2009; O'Callaghan & Mariappanadar, 2008). 
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These recommended activities and practices also support the view that problems that 

require mindful responses also dictates that such responses follow a rational flow of 

thought involving; Problem appraisal/diagnosis, Search for possible solution and 

alternatives, Analysis and review of the desired end state, and Implementation of 

selected solution (Perrow 1983). Although, it is unrealistic to expect people to always 

respond rationally during incidents. Since they also have the free-will to decide when to 

be rational or not, based on their available cognitive resources (Perrow 1983). 

 

2.4.3 IT Incident Management Approaches/Strategies 

The inevitability of incidents in complex technological systems and infrastructures 

means that it is incumbent upon organisations to be proactive by implementing adequate 

incident management strategies that system operators could rely upon, to promptly and 

effectively detect and respond to incidents (Perrow, 1984; Ruefle et al., 2014). This 

view is supported by previous research findings that showed that IT incident managers 

often draw on two incident response approaches namely, solution-focused and problem-

focused (O'Callaghan & Mariappanadar, 2008).  

 

Here, the solution-focused approach seeks to identify solutions without much care for 

understanding incident root causes. Whilst the problem-focused approach on the other 

hand, prioritises root cause identification and understanding in order to inform possible 

solutions (O'Callaghan & Mariappanadar, 2008). Aside from these two approaches, 

other researchers also advocated for a dedicated organising structure that is agile and 

flexible to support incident management planning, team communication, coordination 

and allocation of resources (Bigley & Roberts, 2001; Buckley, 1997; Loop, 2013).  

 

Arguing that incident situations are unique and demand prompt and decisive action 

(Bearman et al., 2015; Kapucu & Garayev, 2011; Lutz & Lindell, 2008; Moynihan, 

2009; Paton & Flin, 1999; Robinson et al., 2013). This aligns with the view that 

organisations must aim to improve overall incident management outcomes by ensuring 

rapid incident detection and response (Allen et al., 2014; Ruefle et al., 2014).  

 

Despite these arguments in favour of dedicated incident management structures, a 

recent research finding rejected these arguments by revealing that such dedicated 

structures and standardised processes in the nuclear power industry are not necessarily 
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effective (Steinke et al., 2015). Because of the unpredictability of incidents. Hence, 

effective incident management is not dependent on structures nor rigid processes. 

Others also concluded that such dedicated structures and processes are fundamentally 

flawed. Therefore, organisations must instead focus on designing processes that 

function well under normal circumstances, but with the flexibility to support incident 

situations when necessary (Allen et al., 2014).  

 

Furtherance to this, two broad strategies were proposed for effective incident 

management, namely ‘bringing order to chaos’ and ‘organising chaos’ (Vidal & 

Roberts, 2014). These strategies are underpinned by distinct philosophies, regarding 

how order may be attained in the midst of chaos. Here, ‘bringing order to chaos’ focuses 

on achieving internal organisational order as a means to overcome external chaos. 

Whilst ‘organising chaos’ perceives external chaos as an opportunity to enhance 

organisational adaptability (Vidal & Roberts, 2014).  

 

2.4.4 IT Incident Management Activity System 

By viewing IT incident management as an activity system, an organisational model was 

developed based on empirical data analysis (Brown et al., 2016). This featured four 

dimensions namely, Managed IT infrastructure and services, External environment and 

associated stakeholders like end-users and third-party solution vendors, Internal 

environment and its stakeholders, and Incident management systems. 

 

This integrated model aligns with the view that incident management teams (IMTs) also 

interact with non-humans like smart IT within their operational environments (Chen et 

al., 2014; Forte, 2007; O'Callaghan & Mariappanadar, 2008; Ruefle et al., 2014; Steinke 

et al., 2015). Such interactions allow them to quickly detect, track and respond to 

incidents, in order to sustain system functioning and reliability. On this basis, non-

human actors also participant in IT incident management, with the implication being 

that it is fundamentally an integrated social and material phenomenon (Leonardi, 2011; 

Orlikowski & Scott, 2008).  

 

This along with the fact that effective IT incident management is not dependent on 

dedicated social structures (Steinke et al., 2015) implies that for the phenomenon to be 

studied holistically, one must focus on practice and be sensitive to the different actors 

and agencies involved. Rather than focusing on just humans and social structures. Since 
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it is through integrated social and material practices, rather than socio-cognitive 

processes alone that IT incident management unfolds. Therefore, researchers need to 

focus on delineating these practices, instead of the rigid social structures that are not 

necessarily effective (Steinke et al., 2015) and potentially impede incident management 

efforts through bureaucracy, inertia and slow decision-making (Weick & Sutcliffe, 

2006; Westrum, 1993a). 

 

In this sense, like non-IT incident management situations where IMTs are generally 

empowered to draw on their competencies and judgment to respond to incidents 

(Anderson et al., 2004; Bigley & Roberts, 2001; Kapucu & Garayev, 2011; Loop, 2013; 

Moynihan, 2008), actors involved in IT incident management must also be empowered 

to draw on their own competencies and agencies. In order to interact and enact actions 

that make a difference in incident trajectory. Viewed this way, both the human and non-

human actors involved are problem solvers (Bearman & Bremner, 2013) that operate as 

a coherent unit to drive effective incident management and high reliability (La Porte, 

2006; Vidal & Roberts, 2014; Weick & Sutcliffe, 2006).  

 

In terms of incident management activities, system operations monitoring (Bigley & 

Roberts, 2001), effective communications, and effective data management (Steinke et 

al., 2015) are key activities that enhance awareness of happenings within systems’ 

environment. This, in turn, facilitates better detection of emerging errors and adaptation 

to changing conditions (Bearman et al., 2015; Weick, 1993), which allows for better 

incident response/impact mitigation (Brown et al., 2016). 

 

This suggests that IT incident management involves risk detection, assessment and 

continuous management. Because as old risks are addressed, new risks emerge, and 

these must be tracked and managed effectively to avoid undermining system reliability 

and performance. From this perspective, incident management efforts are always in a 

state of flux and failure to detect emerging risks or threats have implications for system 

reliability and organisational finances (Rerup, 2009; Sagan, 1995; Vaughan, 2005). 

 

2.5 High Reliability Organisations (HRO)  

The notion of high reliability organisations (HROs) is informed by empirical insights 

from studies that focused on the operations of high-risk organisation that usually deploy 

risky technologies. Key among these is the fact that despite their complex and risky 
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operational environments, such organisations including those that operate 

chemical/nuclear plants and military weapons (Eisenhardt, 1993; Roberts et al., 1994; 

Sagan, 1995), air traffic control and airlines (Rochlin, 1989; Vaughan, 1997; Weick, 

1990b; Weick & Roberts, 1993) generally function safely for extended periods. 

 

Even though, their operations are high-risk and characterised by; Unforgiving system 

environment, Deployment of complex and risky technologies with the potential for 

failure, and Lack of opportunities to learn from experimentation (Schulman, 2004; 

Sutcliffe, 2011). This combination of factors constantly exposes HROs to threatening 

situations (La Porte, 1996; Vaughan, 2009). Compelling them to adopt complex 

processes and practices to manage their operations, in order to avoid catastrophic 

system incidents (Frederickson & LaPorte, 2002; Sutcliffe, 2011; Weick et al., 1999).  

 

This approach that prioritises system safety and reliability is theorised in organisational 

studies literature as high reliability theory (HRT) (La Porte, 1996; Roberts, 1990; 

Schulman, 2004; Sutcliffe, 2011; Weick et al., 1999). At its core, HRT advocates for 

safer systems by urging organisations that operate risky technological systems to do 

more to safeguard their operations by promoting and investing in system safety and 

reliability (La Porte, 2006; La Porte, 2007).  

 

However, a competing theory to HRT is normal accident theory (NAT) (Perrow, 1984, 

1994, 2004, 2011), which on the other hand, asserts that irrespective of whether 

organisations do more to facilitate high reliability or not, incidents are bound to occur. 

This is because of inherent system complexities that allow errors to evade detection and 

interact in unimaginable ways until they gather momentum and explode into 

catastrophic incidents/accidents (Perrow, 1984). Hence, because of this potential, HROs 

prioritise expertise and know-how over authority structures to facilitate rapid detection 

and response to emerging system errors (Christianson et al., 2009; Westrum, 1993a). 

From this perspective, NAT is supportive of HRT’s position that organisations must 

continuously do more to drive system safety and reliability. 

 

Over the years, certain factors had been identified as drivers of high reliability in high-

risk organisations, including mindfulness, attentiveness, alertness, environmental 

awareness, error anticipation and proactive detection, effective communication and 

information sharing, fault tolerant designs, better regulation, safety culture, developing 
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expertise/repertoire of action capabilities through better training and learning, and 

adequate planning and funding in order to safeguard the reliability of operational 

systems (La Porte, 2006; Roberts, 1990; Rochlin, 1989; Schulman, 2004; Sutcliffe, 

2011; Weick et al., 1999; Westrum, 1993a).  

 

On this basis, previous researchers delineated that certain practices facilitate the 

attainment of high reliability in the operations of HROs like; High levels of technical 

competence, Sustained organisational and technical performance, Continuous training, 

Flexible decision-making processes, Decentralised authority, Rewarding error discovery 

and system improvement, and Availability of structural redundancy (Frederickson & 

LaPorte, 2002). These were subsequently re-categorised as internal or external drivers 

(Frederickson & LaPorte, 2002; La Porte, 1996).  

 

Here, internal drivers facilitate developing and enhancing organisational competencies, 

and promoting safety culture and reliability. Whilst external drivers facilitate 

environmental awareness to help in recognising emerging threats and conditions that 

could undermine system reliability (Frederickson & LaPorte, 2002; La Porte, 1996). 

Altogether, this means that attaining high reliability is a complex undertaking that 

requires adequate resources, including competent people, relevant IT systems, data, 

processes and techniques (Butler & Gray, 2006) to facilitate proactive detection and 

response to signs of failure (Buckley, 1997; Jamieson & Low, 1990; Loop, 2013).  

 

2.5.1 Approaches for Attaining High Reliability  

High reliability is defined as an overall goal of a system, whereby it functions 

appropriately in its entirety (Weick et al., 1999) or has the capacity to consistently 

produce outcomes of a certain quality (Butler & Gray, 2006). Broadly, literature 

highlights three main models for attaining high reliability in high-risk and complex 

organisational environments namely, prevention (or compliance) and resilience (or 

deterrent) models (Blatt et al., 2006; Schulman, 2004; Sutcliffe, 2011; Vaughan, 2005) 

as well as ‘mindful organising’ (Vogus, 2011; Vogus & Sutcliffe, 2012; Weick et al., 

1999). These three approaches are elaborated below.  

 

The prevention model is forward-looking and focuses on developing a ‘culture of 

prevention’ by proactively measuring and detecting performance deviations in order to 

ensure that errors that are not supposed to occur, never occurs (Vaughan, 2005). Thus, 
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precluding them from system operations (Blatt et al., 2006; La Porte, 2007; Schulman, 

2004; Sutcliffe, 2011). This approach reflects an error avoiding system (Perrow, 1983) 

that depends on accurately anticipating, detecting and eliminating errors in advance (La 

Porte, 2007; Rerup, 2009; Schulman, 2004; Weick, 2011a). Thus, to be effective, it 

requires; Developing capacity to anticipate and detect errors, identifying precursor 

conditions that could trigger errors, and procedures that prevent precursor conditions 

from occurring in the first place.  

 

The resilience model on the other hand, is backward-looking and focuses on developing 

a ‘culture of resilience’ that helps to react positively to threatening situations, by 

capitalising on strategies that foster resilience in the face of challenging situations (La 

Porte, 2006; Vaughan, 2005; Weick & Roberts, 1993; Weick & Sutcliffe, 2006). Such 

as mindfulness, improvisation and failure containment through creative thinking and 

good judgment (Blatt et al., 2006; Weick, 1993). In this regard, the resilience model 

contends that unexpected failure should not necessarily result in catastrophes, if actors 

draw on their creativity and good judgment to improvise, even whilst under intense 

pressure (Weick, 1993). Hence, unlike the prevention model, the resilience model 

acknowledges that system failure is inevitable and unpreventable. Thus, there is a need 

to prepare to confront them in the most effective way possible, to minimise their impact 

(Perrow, 2009, 2011). 

 

However, in terms of criticism, both the prevention and resilience models had been 

criticised for their underlying assumptions, which are simplistic and rooted in a static 

view of organising that departs from the reality of organisational life and human 

activities in general, which are intrinsically fluid (Chia, 2003; Tsoukas & Chia, 2002). 

To elaborate, whilst the prevention model assumes that all system errors and reliability 

lapses are predictable and preventable through planning and good designing, the 

resilience model on the other hand, assumes that all errors and reliability lapses could be 

detected and responded to in real-time (Blatt et al., 2006).  

 

However, evidence from complex and dynamic system environments suggests that these 

assumptions are overly simplistic and unsupported because neither could all errors be 

predicted in advance nor be noticed in real-time (Blatt et al., 2006). Although, even if 

all errors are noticed, prevailing organisational and environmental factors like poor 

coordination and communications (Kathleen M Sutcliffe, Lewton, & Rosenthal, 2004) 
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could allow them to go unheeded or be normalised as non-threatening. Aside from 

these, human cognitive limitations, stress and fatigue (Paton & Flin, 1999) could also 

generate errors, with consequences for operational systems (Vaughan, 1999).  

 

On this basis, both the prevention and resilience models are flawed and may be 

incapable of helping organisations to prevent or cope with all system errors. Hence, 

neither models could solely be relied upon to drive high reliability in complex and high-

risk organisational operations. However, in practice, the two models complement each 

other and are often drawn upon simultaneously (Vaughan, 2005).  

 

Lastly, aside from the prevention and resilience models, the crisis literature also 

highlighted that attaining high reliability is a matter of attentiveness, awareness and 

careful management of different risks through teamwork and coordination of 

operational activities (Hutchins, 1990). This diligence allows emerging signs of failure 

to be promptly detected and heeded through on-going scrutiny and refinement of 

expectations (Vaughan, 2005). Whilst remaining open to alternative interpretations and 

action possibilities (Fiol & O'Connor, 2003; Rerup, 2009; Weick & Sutcliffe, 2001). 

 

Furtherance to this view, the concept of ‘mindful organising’ was identified as another 

way to achieve high reliability in high-risk organisations (Roberts, 1990; Sutcliffe, 

2011; Vogus & Sutcliffe, 2012; Weick & Sutcliffe, 2007; Weick et al., 2000; Weick & 

Roberts, 1993; Weick et al., 1999). This unique approach to attaining high reliability is 

explored further in Chapter 3.  

 

2.6 Summary  

This literature review chapter consists of four main sections, covering the four strands 

of literature that the current study drew upon for relevant theoretical ideas and concepts 

for investigating and analysing the empirical data. These are namely, IT Infrastructure, 

IT operations, Incident Management, and High Reliability literature.  

 

Firstly, the review of the IT infrastructure literature showed that five main aspects of IT 

infrastructures had previously been explored. These are namely, Infrastructure design 

and implementation, Nature of infrastructure, Impact of infrastructure and risk 

management, Infrastructure capability and adoption/use, and Infrastructure management 
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and governance. This diversity of topics highlights the relevance of IT infrastructures to 

modern organisational life, especially in the last two decades.  

 

Further, there is consensus that IT infrastructure environments are characterised by 

rampant instability (Hanseth & Lyytinen, 2010; Henningsson & Hanseth, 2011; 

Kallinikos et al., 2013), which requires managing in order for infrastructures to be 

relatively stable for organisations to rely upon. However, considering their inherent 

complexities and scale, this challenge often outstrips the capacity of humans. Hence, the 

agencies of non-humans like smart IT become indispensable (Arisholm et al., 2006; 

Bartolini et al., 2009; Butler & Gray, 2006; Caralli et al., 2010; Garcia et al., 2010).  

 

Also, there is a divergence in existing conceptualisations of what constitutes IT 

infrastructure in terms of its nature. These fundamental differences have implications 

for how it may be studied, controlled or managed reliably (Eaton et al., 2015; Hanseth 

& Lyytinen, 2010; Pipek & Wulf, 2009). This is because whilst some perceive it as a 

substrate on which organisations rely upon to run their business activities (Ciborra & 

Osei-Joehene, 2003; Tilson et al., 2010), others also contended that it emerges as a 

relationship between structure and organised work practices, and once these practices 

cease, then the infrastructure too ceases to function (Star & Bowker, 2006; Star & 

Ruhleder, 1996). This study adopts a technical definition of IT infrastructure, which 

aligns with the earlier conceptualisation of IT infrastructure as a substrate or critical 

asset that facilitates business activities.  

 

Secondly, the review of IT operations literature showed that a wide range of activities 

and resources are necessary to effectively operate and maintain IT systems and 

infrastructures (Abeck & Mayerl, 1999; Dekleva, 1992; Harman et al., 2005; Moreton, 

1990; Nelson et al., 2000; Shaft & Vessey, 2006; Sharon, 1996; Taylor et al., 1997). 

These help to ensure their continuous functioning over extended periods. In doing these, 

three broad approaches are highlighted notably, reactive, proactive and hybrid 

(Edwards, 1984) as the systems traverse three key stages in their useful lifecycle 

notably, a period of change anchoring, a period of prolonged change refinement and a 

period of change termination (Swanson & Dans, 2000).  

 

In terms of aspects covered, previous literature mainly examined software maintenance 

aspects like; software maintenance process and management (Agrawal et al., 1998; 
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Charette et al., 1997; Dekleva, 1992; Henry et al., 1994; Moreton, 1990; Sharon, 1996; 

Singer, 1998; Taylor et al., 1997), controlling software maintenance costs (Krishnan et 

al., 2004; Moreton, 1990; Tan & Mookerjee, 2005), maintaining software code and 

configurations (Charette et al., 1997; Voas, 1998), and maintenance decision support, 

system use and replacement (Jorgensen, 1995; Krishnan et al., 2004; Swanson & Dans, 

2000). With only a handful that examined IT operational risks and resilience 

management (Caralli et al., 2010; Charette et al., 1997; Glass, 2004). Hence, there is a 

dearth of research in IT operational risks and incidents.  

 

Thirdly, the review of IT incident management literature showed that previous studies 

explored various aspects like incident management system modelling and development, 

IS security incident management, incident management approaches, incident data 

management, incident characteristics and risk management, incident team management, 

incident impact and coping, incident troubleshooting/fault diagnosis, incident impact on 

task performance and behaviour, and the nature of IS incidents and prevention in the 

context of IS use. This range of topics reflects a diverse interest in IT incident 

management, although IT incidents still remain on the margins of IS scholarship with 

consequences for our understanding of IT operational systems reliability and how they 

support business operations.  

 

Also, there is consensus in the literature that incidents in general, are disruptive events 

that are fundamentally unpredictable due to system complexities. In this sense, incident 

situations generally test the capabilities of organisations (La Porte, 2007), with most 

requiring a range of resources (Anderson et al., 2004; Bartolini et al., 2009; Bigley & 

Roberts, 2001; Crichton et al., 2005; Kapucu et al., 2010; Lutz & Lindell, 2008), aside 

from people. These resources help to respond effectively to incidents (Brown et al., 

2016; O'Callaghan & Mariappanadar, 2008; Ruefle et al., 2014; Steinke et al., 2015). 

 

Finally, the review of high reliability literature revealed two schools of thought about 

incidents. Here, proponents of high reliability theory (HRT) contend that system 

incidents are avoidable if organisations do more by adopting better designs, investing in 

safety, improving competencies, driving attentiveness and enhancing resources among 

others (Frederickson & LaPorte, 2002; La Porte, 2006, 2007; Weick & Sutcliffe, 2006; 

Westrum, 1993a). On the other hand, proponents of normal accident theory (NAT) 

contend that system incidents are unavoidable, irrespective of how hard organisations 
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try to avoid, because system complexities allow emerging errors to evade detection 

(Perrow, 1984, 2011).  

 

Further, literature also highlighted three approaches for attaining high reliability in 

high-risk organisations namely, prevention, resilience and ‘mindful organising’ models. 

Here, the ‘mindful organising’ model entails five mindful processes that facilitate the 

attainment of high reliability in the operations of HROs (Sutcliffe, 2011; Weick et al., 

1999). In alignment with these processes, literature clarified that unlike conventional 

organisations that prioritise success and efficient decision-making by capitalising on 

highly specified structures, HROs on the other hand, prioritise understanding of system 

failures and competence to ensure that instances of failure are quickly detected and 

responded to, in order to safeguard system reliability (Christianson et al., 2009; Weick 

& Sutcliffe, 2006; Westrum, 1993a).  

 

On this basis, HROs prefer under-specified structures, as these allow errors to migrate 

freely to competent people, irrespective of their seniority. This prevents organisations 

from being saddled with bureaucracy and other inefficiencies like lack of imagination 

and inertia that often characterise hierarchical organisational structures (Weick & 

Sutcliffe, 2006; Westrum, 1993a).  

 

2.7 Literature Gaps 

Regarding IT infrastructure literature, firstly, the review showed that although different 

aspects of infrastructures had previously been explored, the specific aspect of IT 

infrastructure management activities remains under-explored. As a result, little 

understanding exists as to how IT infrastructures and their associated incidents are 

managed daily and in a manner that sustains infrastructure reliability.  

 

Secondly, on one hand, IT infrastructure environments are characterised by rampant 

instability (Kallinikos et al., 2013), owing to their distributiveness, interconnections, 

flexibility and unbounded potential (Eaton et al., 2015; Henningsson & Hanseth, 2011). 

But on the other hand, they are expected to be relatively stable to be relied upon by 

organisations. This presents a dilemma that extant literature says little about. Hence, 

further research that focuses on how such reliability is attained is required.  
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Thirdly, aside from unexpected incidents, the constant flux that characterises IT 

infrastructure also presents a challenge, in terms of how it could be controlled to allow 

organisations to capitalise on IT infrastructure capabilities. Here, literature noted that 

any such control usually emerges episodically through self-organising (Hanseth & 

Lyytinen, 2010) and standardisation efforts (Eaton et al., 2015; Jackson & 

Chongthammakun, 2011; Pipek & Wulf, 2009; Star & Bowker, 2006) or other activities 

like effective incident management. From this perspective, it is imperative to examine 

such activities in order to better understand how IT infrastructures become reliable and 

fit for supporting business operations. 

 

Lastly, whilst literature acknowledges that attaining IT infrastructure reliability calls for 

a range of resources like competent people and smart IT systems (Arisholm et al., 2006; 

Bartolini et al., 2009; Butler & Gray, 2006; Caralli et al., 2010; Garcia et al., 2010), it 

often neglects the role of such non-humans in IT infrastructure management. Hence, 

there is a need to examine what they also contribute.  

 

Regarding IT operations literature, the review showed that operating and managing IT 

systems involve a wide range of activities that are performed by different actors to 

ensure that operational IT systems continue to function at optimum levels in a reliable 

fashion. Despite this long-standing insight, which dates back to the 1980s and 1990s 

and with a bias towards software maintenance (Dekleva, 1992; Edwards, 1984), the 

intervening decades had seen a paucity of research interest in IT operations. This had 

resulted in a situation whereby little insight exists into how these different activities that 

are necessary to continuously operate and sustain the useful life of IT systems are 

performed in a manner that meets organisational needs for system reliability.  

 

Especially, in the current era, where modern organisational work environments are 

pervaded by smart IT systems and intelligent datasets/algorithms. Here, whilst previous 

researchers had called for a more integrated and holistic approach to understanding IT 

operational activities and dealing with IT system problems (Caralli et al., 2010; Reiss, 

2006), to date very little attention had been paid to this research need. 

 

Regarding incident management literature, the review highlighted three main gaps 

namely, Neglect of IT incidents in the crisis and incident management literature, 
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Neglect of the contributions of non-humans (technology and data/algorithms) in 

incident management, and Lack of practice-oriented researches in incident management.  

 

To elaborate, firstly, despite the prevalence of IT incidents (Garcia et al., 2010; 

Goldstein et al., 2011) and consequentially IT incident management, literature 

overlooks them. Preferring instead to focus on natural disasters, industrial and high-risk 

technological incidents like aircraft crashes and chemical/nuclear plant disasters. Few 

exceptions include studies that focused on IT service (Barash et al., 2007; Bartolini et 

al., 2006; Bartolini et al., 2009; Bartolini et al., 2010; Brown et al., 2016; Forte, 2007; 

R. Gupta et al., 2009) and IT security incidents (Chen et al., 2014; Chu et al., 2009; 

Davis et al., 2009; Lee & Lee, 2010; Ruefle et al., 2014; Steinke et al., 2015). Although, 

these mainly focused on data-related incidents. Hence, little understanding exists about 

IT incident management and how IT professionals work within their complex and 

integrated social and material environments to resolve IT function-related incidents, in 

order to drive infrastructure reliability.  

 

Secondly, regarding the neglect of non-humans, it is acknowledged that 

technologies/smart IT partake in IT incident management (Brown et al., 2016; 

O'Callaghan & Mariappanadar, 2008; Ruefle et al., 2014; Steinke et al., 2015) and more 

broadly organisational work performance (Alter, 2013; Orlikowski, 2009; Robey et al., 

2013; Suchman, 2007). Yet, incident management literature overlooks this with few 

exceptions (Butler & Gray, 2006; Gärtner & Huber, 2018). Hence, there is a lack of 

understanding about what 21st century smart technologies for instance, bring to modern 

organising (Weick, 1990a). For IS research, this is unfortunate because IT and its 

impact are often claimed as integral to IS discipline (Benbasat & Weber, 1996; 

Benbasat & Zmud, 2003; Sidorova et al., 2008). Similarly, little work exists on the role 

of data and its underlying algorithmic agency in organisational work performance. 

Although, some researches are emerging (Faraj et al., 2018; Galliers et al., 2017; Klein 

et al., 2007; Newell & Marabelli, 2015; Orlikowski & Scott, 2015). 

 

Thirdly, regarding the lack of practice-oriented research, it is acknowledged that IMTs 

generally operate in complex environments that are worthy of research consideration, in 

order to understand how work unfolds in such challenging contexts. Despite this, almost 

no IS research examined IT incident management from a practice perspective. 

Although, some explored the related domain of breakdown and repair work, focusing on 
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electronic hardware failures (Houston & Jackson, 2016; Orr, 1996, 2006), information 

communications technology (ICT) (Jackson, 2014, 2016; Jackson & Kang, 2014; 

Jackson et al., 2011) and data assemblages/big data (Tanweer et al., 2016). This means 

that there is little insight into what IT incident management actually entails, although it 

is crucial for IT infrastructure reliability.  

 

Regarding high reliability literature, the review highlighted three models for attaining 

high reliability in organisations that operate high-risk technological systems namely, 

prevention, resilience and ‘mindful organising models. Here, the review showed that the 

five processes that underpin ‘mindful organising’ are mainly socio-cognitive or human-

centred (Sutcliffe, 2011; Weick et al., 1999). Hence, they overlook the role of non-

humans, even within integrated social and material organising contexts, where smart IT 

(Gärtner & Huber, 2018; Leonardi, 2013; Orlikowski, 2009) and different 

datasets/algorithms (Faraj et al., 2018; Galliers et al., 2017; Newell & Marabelli, 2015; 

Orlikowski & Scott, 2015) pervade and contribute in organisational work performance 

(Alter, 2013; Pickering, 1999).  

 

This demonstrates that existing socio-cognitive models of organising do not fit the 

context of modern organisations that are reliant on IT. From this perspective, there is a 

need to understand what technology and data bring to modern organising (Weick, 

1990a). Even though, they also induce mindlessness (Carlo et al., 2012), which reduces 

mindfulness (Dernbecher & Beck, 2017).  

 

It is these literature gaps that the current research intends to help narrow by focusing on 

the practice of IT incident management, which is a key IT infrastructure management 

activity that facilitates rapid incident response on IT infrastructures, in order to sustain 

their reliability and performance. 
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CHAPTER 3: Theoretical Framework 

 

This chapter presents the theoretical framework that was drawn upon to analyse the 

empirical data. It discusses the relationship between ‘organisation’ and IT, and how the 

relationship is broadly conceptualised in IS and organisational studies literature. It then 

provides an overview of high reliability organising and discusses in detail the concept of 

‘mindful organising’. Overall the chapter consists of five sections. Section 1 presents a 

discussion on organisation and IT. Section 2 presents a discussion on how the 

relationship between organisation and IT had been conceptualised by different 

integrated social and material perspectives. Section 3 presents a discussion on high 

reliability organisation (HRO) and the concept of ‘mindful organising’. With the latter 

focusing on the five mindful processes that facilitate high reliability in high-risk 

organisations. This also elaborates on empirical applications of ‘mindful organising’ in 

extant literature. Section 4 presents the justifications for drawing on the integrated 

social and material approach to ‘mindful organising’ in this research.  

 

3.1 Organisation and IT 

The concept of ‘organisation’ and its relationship with IT is important in this research 

study because the phenomenon under consideration and modern organisational life in 

general, are pervaded by IT. These, along with people help to accomplish organisational 

tasks (Orlikowski, 2009; Robey et al., 2013; Suchman, 2007). Further, IT is also usually 

developed and used within social contexts (Jones, 1998; Orlikowski & Iacono, 2001; 

Sein et al., 2011). This suggests that the social and material worlds are interrelated 

(Mumford 2006; Pickering, 1993).  

 

This means that in modern organising, both human and technological agencies are 

implicated and therefore all IT-related work also involves both human and non-human 

actors specifically, people, technologies, and datasets (Alter, 2013; Lee, 2010). 

Similarly, the causes of IT incidents like service outages and security breaches are also 

usually traceable to these actors, aside from flawed social structures and processes that 

allow blind-spots to emerge (Chia, 2003; Weick, 1998, 2011a).  

 

On this basis, the relationship between ‘organisation’ and IT is important to all IS 

research as embodied in the sociotechnical systems framework that guides IS discipline 
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(Alter, 2013; Sarker et al., 2019). Therefore, its treatment and range of actors have 

implications for the study of all IS related phenomena (Leonardi, 2011; Leonardi & 

Barley, 2008; Orlikowski, 2005; Rose et al., 2005). Hence, for the current research 

context where both human and non-human actors pervade, there is an increased need for 

sensitivity to their interrelationships and how they jointly shape the phenomenon of IT 

incident management. 

 

3.2 Relationship between Organisation and IT 

Historically, the relationship between organisation (people) and IT had been treated in a 

deterministic manner, either as technology shaping organisation or organisation shaping 

technology (Sarker et al., 2013; Thomas, 1994). These opposing treatments implied 

technology determinism and social construction respectively. However, arguments for a 

middle ground that emphasises their mutuality culminated in the framing of various 

integrated social and material perspectives like the sociotechnical (Bostrom & Heinen, 

1977; Emery, 1993; Trist, 1981) and sociomateriality (Orlikowski, 2009; Orlikowski & 

Scott, 2008) perspectives, which are elaborated below. 

 

3.2.1 Integrated Social and Material Perspectives 

The integrated social and material perspectives depart from determinism by asserting a 

middle ground that balances the relationship between organisation and technology or 

the social and material worlds. This conceptualisation emerged in the 1950s, starting 

with the sociotechnical systems perspective (Cherns, 1976; Emery, 1993; Mumford 

2006; Trist, 1981).  

 

At its core, it rejected both technology determinism and social construction by arguing 

that the relationship between organisation and technology is mutually constituted. With 

both entities participating and cooperating with each other, at their intersection to 

produce organisational outcomes (Leonardi & Barley, 2008; Mumford, 2010; Trist, 

1981). This means that neither humans nor technologies are privileged (Cherns, 1976; 

Mumford 2006) and each alone is ineffectual in producing such outcomes (Leonardi, 

2011; Orlikowski, 2007; Pickering, 1995; Robey et al., 2013; Suchman, 2007).  

 

Further, various empirical findings also started to question the premise of technology 

determinism by showing that patterns of IT use and development of organisational 

capabilities for example, emerge through practice, rather than being pre-determined 
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(Orlikowski, 2000, 2002; Robey, 1979; Tyre & Orlikowski, 1994). On the other hand, 

the premise of social construction also started to weaken as research constraints made it 

difficult to prove that organisational choices alone shape technology and its effects 

(Thomas, 1994). Since social rules and subconscious behaviours are sometimes 

attributed to IT in mindless fashion (Kim & Sundar, 2012; Nass & Moon, 2000). 

 

These empirical insights and changing trends in system use led to a resurgence of 

interest in the integrated social and material perspective over the last few decades, as 

researchers attempt to reconcile the two deterministic perspectives. Since they overlook 

the multiplicity of factors that mediate the relationship (MacKenzie & Wajcman, 1999). 

Hence, at their core, the integrated social and material perspectives emphasise that 

organising and the production of organisational outcomes is a joint effort between 

human and technological actors.  

 

This interdependency broadens the scope of what organisational work for instance, 

entails. Since it implies that like humans, non-humans also possess agency or capacity 

for action (Introna, 2014; Orlikowski, 2007; Pickering, 1993) that is active in the ‘realm 

of action’ where practice unfolds. This has implications for purposeful action and 

related notions like shared understanding, mutual intelligibility and situated learning 

(Suchman, 2007). Since only humans can form intentions (Introna, 2014; Mumford, 

2010), although non-humans like smart IT and their inbuilt scripts also have pre-defined 

intentionality (Introna, 2014; Pickering, 1993; Suchman, 2007; Walsham, 1997). 

 

Recent examples of integrated social and material perspectives that are oriented towards 

practice and popular in IS research include, mangle of practice (Pickering, 1993, 1995), 

ANT (Callon, 1986; Latour, 2004, 2005), sociomateriality (Orlikowski, 2007; 

Orlikowski & Scott, 2008) and imbrication (Leonardi, 2011, 2013). These, along with 

the sociotechnical systems perspective are elaborated below.  

 

3.2.1.1 Sociotechnical Systems Perspective 

The sociotechnical systems perspective balances the relationship between organisation 

and technology by conceptualising it in a manner that acknowledges that both entities 

are effectual in producing organisational outcomes. Hence, it optimizes the 

contributions of both entities, in order to drive the attainment of organisational goals 

(Cherns, 1976; Emery, 1993; Mumford 2006, 2010; Trist & Murray, 1990; Trist, 1981). 



 68 

From this perspective, organisational work performance is driven by both human and 

technological actors or subsystems (Bostrom et al., 2009; Bostrom & Heinen, 1977). 

 

Therefore, there is a need to ensure an adequate fit between the two sub-systems 

(Cherns, 1976; Trist & Murray, 1990; Trist, 1981). Whilst this suggests 

interdependency, it also implies that from IS implementation and use perspectives, both 

sub-systems deserve equal attention, in order to meet organisational goals (Mumford 

2000; Robey et al., 2013; Trist, 1981). In this regard, the perspective capitalises on 

some principles that allow the sociotechnical perspective to be drawn upon in work 

situations to facilitate problem-solving, if both system operators and users collaborate 

democratically (Mumford 2000, 2006; Trist & Murray, 1990; Trist, 1981).  

 

These principles are namely, A work system with activities that constitute a functional 

whole, rather than individual jobs, a work group that drives work performance, rather 

than individual roles/jobs, a work system that regulates itself, rather than through 

external supervisors, a focus on redundancy of functions/skillsets that augments 

response repertoire to facilitate rapid response during crisis, a focus on exercising 

discretion where necessary, treatment of humans as complementary to technology, and 

diversity and heterogeneity in group knowledge and skillsets to help minimise 

bureaucracy (Emery, 1993; Trist & Murray, 1990; Trist, 1981).  

 

In terms of criticisms, firstly, from an empirical research standpoint, the perspective 

often struggles to foreground technology and its effects. Because in practice, its 

treatment of the relationship usually mirrors that of contingency theories. In that, many 

researchers often end-up focusing on either reconfiguring organisational structures to fit 

technology or reconfiguring technology to fit structure. Thereby privileging one over 

the other (Cecez-Kecmanovic et al., 2014; Kim et al., 2012; Leonardi, 2012; Robey et 

al., 2013; Sarker et al., 2013).  

 

Secondly, the perspectives emphasis on collaborating or balancing between human and 

technological actors or even between system designers/operators on one hand, and users 

on the other hand, has implications for power dynamics, which the perspective 

overlooks (Sarker et al., 2013). Although, it may be more successful in relatively new 

organisations (green fields). Rather than established ones where power dynamics, social 

structures, work routines and processes are fairly matured and integral to prevailing 
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work culture (Emery, 1993). 

 

Lastly, the perspective’s orientation towards collaboration between different actors and 

groups suggests a need for pre-planning. This, unfortunately, makes it unsuitable where 

time is of essence or in spontaneous situations (Sarker et al., 2013).  

 

3.2.1.2 Mangle of Practice 

The ‘mangle of practice’ emerged as a broad framework for understanding how new 

knowledge is produced in scientific practice (Pickering, 1993, 1995). It asserts that such 

knowledge emerges through temporal structuring, which involves a dialectics of agentic 

resistance and accommodation. Also referred to as the ‘mangle’ since it is an on-going 

interaction between human and material agencies, within the sphere of practice. This 

aligns it with the performative worldview. 

 

However, the ‘mangle’ metaphor also seeks to highlight the role of agency in real-world 

practice without being deterministic or biased towards either human or technological 

agency (Pickering, 1993, 1995). Nonetheless, the perspective subscribes to the idea that 

reality is performed by agencies and therefore seeks to shed light on fundamental 

questions like ‘who acts in the world’ and ‘for what purposes’ and why or how 

(Pickering, 1994)?  

 

This ontological grounding departs from the representational worldview that dominates 

the natural sciences, by instead perceiving the world and its associated facts and 

observations as products of different agencies. Rather than as taken for granted facts 

and observations that merely need discovering by humans (Pickering, 1994). On this 

basis, the perspective recognises the effects of both human and technological agencies 

and pays attention to their enactments, along with the mechanisms through which they 

manifest (Pickering, 1994). Even though this is also an acknowledgement that 

technological agency is unique and not reducible to human agency nor its effects.  

 

Whilst this premise is influenced by the sociotechnical perspective and ANT, it departs 

from ANT’s symmetrical treatment of human and non-human actors (Callon, 1986; 

Latour, 2005; Latour & Woolgar, 1986). By acknowledging that humans are distinct 

from non-humans since they also possess the capacity to form and act upon intentions 

(Pickering, 1995; Renner & Fine, 1996). Unlike non-humans like technology, which on 
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the other hand, merely follow their inbuilt scripts and intentionality (Introna, 2014). By 

acknowledging this distinction, the mangle of practice allows researchers to closely 

examine different agencies to assess how they contribute to jointly produce 

organisational outcomes.  

 

To do this, the perspective capitalises on certain key concepts including the notions of 

agentic resistance and accommodation, tuning, negotiating and evolving sociomaterial 

assemblages (Pickering, 1993, 1995). At their core, these concepts recognise the mutual 

relationships between different actors thus, aligning the perspective with the idea that 

the social and material worlds are relational and through their interrelationship 

outcomes emerge (Leonardi, 2011; Mumford, 2010; Suchman, 2007).  

 

In terms of criticism, although the ‘mangle of practice’ is a useful theoretical framework 

for genuinely following and explaining ‘practice’, it has some drawbacks. These 

include; Doubt about its purported departure from representationalism (Rheinberger, 

1999; Sargent, 1998), Issues with its advocacy for pure emergence and non-determinism 

(Rheinberger, 1999; Schatzki, 1999), Inconsistencies in reconciling advocacy for non-

determinism with tracing historical patterns (Rheinberger, 1999), Neglect of socio-

cultural structures (Constant, 1997; Renner & Fine, 1996; Sargent, 1998; Schatzki, 

1999; Turner, 1999), Using metaphors and unclear language (Pinch, 1999; Renner & 

Fine, 1996; Rheinberger, 1999; Roqué, 1998; Sargent, 1998), and Advancing a diluted 

‘theory of everything’ about practice (Lynch, 1996; Pinch, 1999; Renner & Fine, 1996; 

Sargent, 1998; Turner, 1999) without explaining anything specific about technological 

artefacts nor scientific facts (Pinch, 1999). 

 

3.2.1.3 Sociomateriality 

Sociomateriality as grounded in ‘agential realism’ (Barad, 2003), departs from the 

representational worldview and rejects the separation of social and material worlds 

(Orlikowski, 2005, 2007; Orlikowski & Scott, 2008). Arguing that they are 

constitutively entangled and inseparable. Hence, it is generally useful for exploring the 

entanglement of the social and material aspects of ‘organisation’ through the medium of 

practice (Orlikowski, 2005, 2007).  

 

This focus is informed by the perspectives grounding in ‘agential realism’, which 

asserts that actors lack independent existence (Barad, 2007) and therefore only exist in a 
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relationship or ‘intra-action’ that is inseparable (Barad, 2003; Orlikowski, 2005; 

Orlikowski & Scott, 2008). On this basis, the dualisms that are common in the 

representational worldview suddenly disappears, thereby allowing the perspective to 

focus on the nature and emergence of practices, and how they matter from a 

performative standpoint (Barad, 2007).  

 

In terms of criticisms, the radical ontology that the perspective adopts had attracted 

several criticisms. Firstly, because its conceptualisation of the relationship between 

organisation and technology departs from mainstream views (Cecez-Kecmanovic et al., 

2014; Jones, 2014; Leonardi & Barley, 2010; Mutch, 2013), drawing on the perspective 

requires faithfulness to its novel principles (Jones, 2014). Since doing otherwise risks 

undermining its essence (Mazmanian et al., 2014).  

 

Secondly, the premise of constitutive entanglement and inseparability of humans and 

non-humans are too remote and contradicts the real-world. Similarly, the notion of 

‘agential cuts’ which asserts that distinctions are always superficial enactments also 

contradicts the real-world (Mutch, 2013). Resulting in lack of explanatory power, as it 

says little about the real-world, nor does it clarify how empirical data may be collected, 

controlled, analysed or critiqued (Doolin & McLeod, 2012; Jones, 2014; Mutch, 2013; 

Robey et al., 2013). Since all these require knowing who does what, how and for what 

purposes (Introna, 2014).  

 

Thirdly, by claiming that two things are in a relationship, the perspective concedes that 

they are distinct entities. This undermines its premise of constitutive entanglement and 

inseparability of the social and material worlds (Kautz & Jensen, 2012, 2013). 

Similarly, its reference to co-production of outcomes implies ‘duality’ in roles, which 

also undermines the premise of inseparability as it fails to eliminate the dualisms of 

human versus technology (Cecez-Kecmanovic et al., 2014; Stein et al., 2014). 

 

Fourthly, the fact that only humans can be held accountable for the moral implications 

of technologies raises ethical questions that the perspective fails to shed light on 

(Introna, 2014). Aside from the fact that its adherence to constitutive entanglement also 

means that the perspective is incapable of saying anything specific about human nor 

technological actors (Bansal & Knox-Hayes, 2013; Leonardi & Barley, 2010; Mutch, 

2013; Robey et al., 2013).  
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Lastly, the perspective’s neglect of ‘time’ means that it neglects the historicity of 

enactments and how ‘practice’ evolves over time. As this is the only way by which past 

enactments, conditions and their effects may be tracked (Mutch, 2013; Venters et al., 

2014). In this sense, it also neglects broader and enduring effects of practices as well as 

their socio-political consequences. This is also because it focuses on micro-level events 

(Leonardi, 2013; Mutch, 2013), without accounting for their affective or emotional 

effects on actors (Jones, 2014), nor their bodies and functions that facilitate work 

performance (Stein et al., 2014). 

 

3.2.1.4 Imbrication 

Imbrication emerged as a means to explain how human and technological actors 

become constitutively entangled (Kautz & Jensen, 2013; Leonardi, 2011) as argued in 

sociomateriality. However, in doing so, it invariably departed from sociomateriality’s 

premise of constitutive entanglement and inseparability of the social and material 

worlds. This is because it acknowledges the independent existence of human and 

technological actors (Leonardi, 2011, 2012, 2013). Thus, it conceded that these two 

actors are distinct and separable (Bratteteig & Verne, 2012).  

 

On this basis, it asserts that it is entirely possible for separate entities with mutually 

implicating properties to be intertwined in various configurations of human and 

technological actors (Suchman, 2012) without necessarily diffusing into each other 

(Leonardi, 2011). From this perspective, ‘imbrication’ reflects entwinement of different 

relationships for purposes of producing enduring capabilities, infrastructures and 

assemblages that comprise different human and technological actors (Leonardi, 2011).  

 

In terms of criticism, whilst imbrication aligns with other integrated social and material 

perspectives that acknowledge the separation of the social and material worlds, it had 

also attracted some criticisms. Mainly because it purports to clarify how constitutive 

entanglement arise, and yet deviates to subscribe to an ontology of separateness, instead 

of inseparability (Kautz & Jensen, 2012, 2013).  

 

3.2.1.5 Actor-Network Theory (ANT) 

ANT emerged in the 1980s as a method for describing phenomena in terms of 

heterogeneous ‘network of relations’ through which human and non-human actors 
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emerge (Callon, 1986; Latour, 1999, 2004; Latour & Woolgar, 1986; Law, 2009; Law 

& Callon, 1994). Such ‘network of relations’ provides the space, time, and resources 

necessary to drive organisational outcomes (Law, 1999; Law & Callon, 1994).  

 

Hence, at its core, the perspective facilitates the simultaneous study of both social and 

technological aspects of organising. By providing the means, relevant ideas and 

concepts for understanding integrated social and material phenomena (Mutch, 2002; 

Walsham, 1997). These help to explore fundamental ontologies like the existence of 

varied realities and episteme about how organisational practice for instance, is enacted 

(Law, 2009). In this regard, ANT is oriented towards epistemology (Mutch, 2002) and 

provides disparate material-semiotic methods and approaches for analysing things as 

part of ‘network of relations’, rather than in isolation (Law, 2009).  

 

This suggests that ANT is a grand theory/method for describing and presenting local 

relations as an integral part of global networks (Latour, 1999; Law, 2009). In this 

regard, translation plays a role in ANT’s description or rendering of networks (Law, 

1992) that entail heterogeneous nodes, roles, identities, actions/enactments, interests and 

gateways or obligatory passage points for local networks (Callon, 1986). From this 

perspective, ANT is ideal for specifically studying heterogeneous networks with 

unsettled dynamics. Since it does not recognise stable, isolated, independent or 

redundant nodes or relations (Callon, 1986; Latour, 2004, 2005; Law, 1992, 2009).  

 

Further, like the other perspectives that subscribe to an integrated social and material 

view of organising, ANT also recognises the mutual relationship between human and 

technological actors and their co-evolution (Callon, 1986; Latour & Woolgar, 1986; 

Law & Callon, 1994). Although, unlike the rest, it also asserts symmetry between the 

two actors (Latour, 1999, 2005; Mutch, 2002). Despite fundamental differences 

between them (Rose et al., 2005; Suchman, 2007) and therefore, to study the social 

aspect of a network is also to study its material aspect and vice-versa (Law, 2009). 

 

Furtherance to this, ANT’s main argument is that all actors, irrespective of their kind 

are effectual and acts in ways that contribute to the development and 

stabilisation/destabilisation of heterogeneous networks. On this basis, all organisational 

phenomena result from the effects of various ‘network of relations’ where no actor is 

privileged (Callon, 1986; Latour & Woolgar, 1986; Law, 1992, 2009), but each 
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possesses transformative potential capable of instantiating relations across networks.  

 

In terms of criticism, ANT’s assertion of symmetry between human and non-human had 

attracted significant criticisms. With some arguing that it advances a flawed and amoral 

view that disregards moral norms and societal boundaries (Introna, 2014; Walsham, 

1997). Thus, it is too remote from the real-world, where unique human traits and 

capabilities are evident (Introna, 2014; Pickering, 1995).  

 

Secondly, whilst ANT’s alignment with the performative worldview (Law, 2009) and 

symmetrical treatment of all actors are intended to avoid the dualism that typifies the 

representational worldview, unfortunately, its attempt also inadvertently introduces new 

forms of dualism (Cecez-Kecmanovic et al., 2014; Stein et al., 2014).  

 

Thirdly, despite its symmetry treatment of actors, the perspective nonetheless allows 

organisational aspects that are difficult to translate in network-relations terminology to 

simply disappear from view, during empirical application. This is aside from the fact 

that it is incapable of recognising the political agenda of the very stories it produces 

(Law, 2009). This limits analysis of social structures, particularly at the macro-level, 

despite the fact that rich data may abound at the micro-level (Leonardi, 2013; Mutch, 

2013; Walsham, 1997). 

 

Lastly, the different interpretations of what actually constitutes ANT is also problematic 

and boils down to difficulties concerning the reliance on ambiguous terminologies like 

actor, network, theory and translation (Latour, 1999) that are all applicable to a host of 

different entities. Thus causing confusion in language, as different people interpret them 

differently (Latour, 1999; Law, 1999).  

 

3.2.2 Summary of the Relationship between Organisation and 

IT 

In summary, the relationship between organisation and IT had previously been 

examined in two main ways, either deterministically or through an integrated social and 

material approach. In sum, the deterministic perspectives notably, technology and social 

determinism respectively argued that agency is the preserve of only technology or 

humans and therefore either can exclusively determine or shape the other.  
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On the other hand, the perspectives that align with the integrated social and material 

approach emphasised that the relationship between organisation and IT is mutually 

constituted and through this, organisational outcomes are produced. Hence, agency is 

neither the preserve of humans nor technology and therefore, both actors are equally 

responsible for producing organisational outcomes. 

 

Table 5 below compares the integrated social and material perspectives discussed 

above. Although, it is worth noting that other integrated perspectives also exist like 

system thinking. 

 

Table 5: Philosophical orientations of the five integrated perspectives 

No. Balanced 

Perspectives 

Orientation/Influences Key Concept & 

definitions 

1 Socio-

materiality 

Post-humanist, agential realism, feminist 

technoscience, constructionism, 

practice/performativity, semiotics (entities 

attain attributes through their 

interrelationship), relationality, voluntarism. 

Inseparability,  

constitutive 

entanglement, 

intra-action,  

2 Imbrication Post-humanist, critical realism, 

constructionism, practice/performativity, 

influenced by socio-tech and mangle of 

practice, relationality, representationalist 

divisions, voluntarism. 

Separability,  

entwinement,  

enduring 

infrastructures 

3 The mangle 

of practice 

Post-humanist, constructionism, relationality, 

practice/ performativity, emergence, 

influenced by socio-tech, science and 

technology studies (STS), voluntarism. 

Negotiation, 

tuning, 

resistance,  

accommodation, 

assemblages 

4 Actor-

Network 

Theory 

Post-humanist, post-structuralist, relationality, 

constructionism, practice/performativity, 

heterogeneity, symmetry, science and 

technology studies (STS), semiotics (entities 

attain attributes through their 

interrelationship), voluntarism. 

Symmetry, 

local/global 

networks, 

obligatory 

passage points 

stabilisation 

5 Socio-

technical 

Systems 

Perspective 

Post-humanist, systems theory, contingency 

theory, open-systems, relationality, 

representationalist divisions, action and 

design research, voluntarism. 

Work system, 

redundancy, 

collaboration, 

optimization  

 

 

3.3 Mindful Organising 

As stated in chapter 2, aside from the preventive and resilience models of attaining high 

reliability, the crisis/high reliability organisations literature also identified the concept 
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of ‘mindful organising’ as a way to attain high reliability in high-risk organisations that 

consistently deploy complex and risky technologies (Roberts, 1990; Sutcliffe, 2011; 

Weick & Sutcliffe, 2007; Weick et al., 2000; Weick & Roberts, 1993; Weick et al., 

1999). The following sections elaborate on this unique concept. 

 

At its core, ‘Mindful Organising’ is underpinned by the socio-cognitive notion of 

mindfulness, which is defined at the individual level as a state of conscious awareness 

and engagement in the present (Langer, 1989, 1992, 2000). With an emphasis on 

alertness to distinctions, openness to novelty, orientation to the present, and awareness 

of varied interpretations. At the collective/organisational level, it had also been defined 

as a state of enriched distinction making through cognitive processes that facilitate 

awareness of context and learning (Weick & Sutcliffe, 2006; Weick et al., 1999).  

 

Following these, ‘Mindful Organising’ then is a bottom-up process that focuses on 

everyday organising at the front-line or lower-levels of organisations (Dernbecher et al., 

2014; Ray, et al., 2011; Vogus & Sutcliffe, 2012). Where employees work together and 

interact among themselves by drawing on socio-cognitive processes to continuously 

refine their expectations based on new observations and experiences. This allows them 

to pay attention to key details and distinctions in unfolding events, whilst still 

maintaining awareness of their entire operational environment (Weick & Sutcliffe, 

2007), particularly during turbulent moments when such details might signal failure or 

threats to system reliability.  

 

However, these vital signs can only be captured through active observation and scrutiny 

of existing interpretations, categories and expectations. Whilst also creating new ones to 

facilitate novel thinking and richer awareness of different contexts (Langer, 1992, 

2000). Hence, ‘mindful organising’ is both a medium and outcome of social practice 

(Gärtner, 2011) that unfolds through constant checking, validating, decontextualising 

and adapting, rather than as an end state (Gebauer, 2013). This understanding supports 

the view that ‘mindful organising’ is a dynamic social process that captures 

discriminatory details in events (Weick et al., 1999) and the organising acts between 

people (Schulman, 1993, 2004). Thus, it conceptualises mindfulness as an activity, 

rather than a characteristic or an attribute like ‘organisational mindfulness’ (Ray et al., 

2011; Vogus & Sutcliffe, 2012).  
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In this research, we adopt the former conceptualisation that emphasises that ‘mindful 

organising’ is an activity that, results from bottom-up processes, is fragile and demands 

continuous accomplishment/re-accomplishment, and enacts the context for both 

thinking and action-taking at the front-line (Vogus, 2011; Vogus & Sutcliffe, 2012). In 

this regard, the concept of ‘mind’ is also important to the theorisation of ‘mindful 

organising’. Since it embodies the mental and flexible socio-cognitive processes that 

people draw upon to act in the present like perceiving, reflecting and assessing 

situations to obtain new information in order to make judgments (Langer, 1992, 2000).  

 

Unlike rigid behaviours like routinisation, habituation, rampant simplification and 

categorisation (Langer, 2000; Weick & Sutcliffe, 2006). Thus, mindfulness focuses on 

the different ways in which cognitive processes in the mind interrelate to facilitate 

conscious distinction making, learning and action-taking (Rerup, 2009; Weick & 

Sutcliffe, 2006). In this sense, the mind must be focused and disciplined in order to 

facilitate mindfulness and be relied upon to evaluate situations, by counteracting 

mindlessness, inattentiveness, carelessness and distractions through constant 

introspection and attention to prevailing operational contexts (Weick & Putnam, 2006).  

 

From this perspective, attention quality is important to ‘mindful organising’ because the 

different cues and signals that emanate from organisational environments compete for 

human cognitive resources (Weick & Sutcliffe, 2006) and time. Hence, ‘mindful 

organising’ also demands balancing different organisational needs without 

compromising attention quality. This, coupled with the fact that organisational issues 

are complex and sometimes contradictory makes it difficult to be mindful, especially 

where cognitive resources are limited and distractions abound (Weick & Sutcliffe, 

2006). In this regard, ‘mindful organising’ is also about filtering out distractions, whilst 

mentally holding onto distinctions that matter (Weick & Putnam, 2006). Thus, if 

organisational actors are mindful and attentive to their activities then, they would notice 

the distinctions within and the limitations of their cognitive frames (Weick, 2006). This 

should give them a chance to reflect and make necessary adjustments to avert disaster. 

 

3.3.1 The Processes of Mindful Organising 

‘Mindful organising’ as an activity is underpinned by five key processes namely, 

Preoccupation with failure, Sensitivity to operations, Commitment to resilience, 
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Reluctance to simplify, and Deference to expertise/under-specification of structures 

(Sutcliffe, 2011; Weick et al., 1999). These are discussed below. 

 

3.3.1.1 Preoccupation with Failure  

Unlike most organisations that preoccupy themselves with success and efficiency, 

HROs on the other hand, preoccupy themselves with detecting failures early and 

striving to understand them in-depth. Even though such failures seldom arise. Yet, they 

do this because they are constantly worried about the reliability of their high-risk 

systems and delicate operations. Thus, they devote themselves to proactively detecting 

and examining possible signs of failure and threats, no matter how small. This allows 

them to quickly respond to avert catastrophic consequences. Since such failures are 

much easier to resolve at their incipient stages, rather than after they had developed 

fully into system-wide failures (Weick & Sutcliffe, 2006).  

 

This reality explains why HROs reward failure detection and preoccupy themselves 

with understanding failure in-depth, in order to learn more about their system 

behaviours and environments (Weick et al., 1999). In doing so, they pay attention to 

their observations and past experiences, in order to rapidly detect emerging failures or 

threats and respond swiftly to enact order. In the hope that such responses would limit 

any disruptive effects and facilitate system reliability (Weick, 2005; Weick, 2011a). 

Hence, vivid observation is essential because it aids distinction making, which in turn 

allows people to detect discriminatory details in unfolding operational events and 

activities (Sutcliffe, 2011; Weick et al., 1999).  

 

Here, ‘distinction making’ refers to human capacity to perceive and isolate distinct 

elements in flow of events. This leads to rich awareness about any subtle distinctions 

and nuances that could inform decision-making and subsequent action-taking (Weick, 

2006; Weick & Sutcliffe, 2006). In this sense, distinction making directs attention to the 

finer details that are often overlooked or missed because they are squashed into broad 

categories or over-simplified. To do this to maintain high levels of attentiveness and 

awareness, HROs proactively and consistently monitor their system operations, in 

search for signals and cues that point to potential instances of failure (Rerup, 2009).  

 

From this perspective, HROs heed all signs of failure because doing otherwise may 

allow them to evade detection. Thereby, threatening system reliability (Rerup, 2009) 
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due to inattention and poor visibility that permeate operational environments. Despite 

this negative potential, the role of modern system operators like IT engineers and pilots 

are increasingly characterised by high workload, high pressure and high cognitive 

complexity that often outstrip human capabilities (Perrow, 1983). Especially, during 

incident situations.  

 

To alleviate some of these pressures and allow failure detection to be performed 

effectively, organisations that operate complex and high-risk technological systems 

constantly draw on various routines and automation (Perrow, 1983). In order to perform 

complex, sensitive or repetitive tasks like system monitoring, failure detection and 

tracking. It is this obsession with detecting, tracking and constantly studying failure that 

encapsulates the notion of preoccupation with failure. 

 

3.3.1.2 Sensitivity to Operations  

In order for system failures and their impacts to be detected, it is necessary to be 

sensitive to on-going operations within the system environment. Since this allows cues 

and signs of failure to be observed and attended to early (Roberts, 1990; Sutcliffe, 2011; 

Weick & Sutcliffe, 2006; Weick et al., 1999). Rather than being missed or discarded 

through normalisation, until they grow into major incidents with catastrophic potential 

(Vaughan, 2005). Such sensitivity also facilitates richer interpretation, contextual 

learning and mindful action (Weick, 2006; Weick & Putnam, 2006; Weick et al., 2005).  

 

However, the complexity and scale of high-risk technological systems means that it is 

almost impossible for people to solely draw on human agency in order to be sensitive to 

their on-going system operations. Hence, HROs also draw on various routines, 

processes and procedures (Langer, 1992; Langer, 2000; Weick & Sutcliffe, 2006) as 

well as technologies (Butler & Gray, 2006; Carlo et al., 2004; Carlo et al., 2012; 

Hutchins, 1990; Melby & Toussaint, 2011; Valorinta, 2009) to help meet this need. 

Even though they also induce mindlessness (Carlo et al., 2012; Dernbecher & Beck, 

2017; Fiol & O'Connor, 2003). 

 

Nonetheless, this commitment to utilising all available resources and means to facilitate 

sensitivity to system operations in the interest of sustaining system reliability 

demonstrates the extent to which HROs are willing to go. In order to ensure that they 
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are sufficiently aware of the state of their operations, unfolding events and other 

happenings in their system’s operational environments.  

 

3.3.1.3 Commitment to Resilience  

In order to attain high reliability in high-risk operations, commitment to resilient 

operations and systems is necessary (Westrum, 1993b). This includes developing 

necessary capacities to anticipate issues and where necessary absorb their associated 

impact or take proactive measures to ensure that requisite expertise and resources are 

readily available. Even where no real threat to system performance or reliability is 

imminent. However, such readiness and preparedness to respond to unexpected 

incidents and eventualities at short notice, demonstrate organisational commitment to 

ensuring resilient operations (Sutcliffe, 2011; Weick et al., 1999). Despite external 

pressures and unpredictable variables that are outside their control. 

 

This is important because such incidents test the capabilities of system operators 

because they are unexpected and hardly ever predictable. This means that irrespective of 

what actors are doing, they must divert attention to any new emerging threats. This 

imposes extreme demands on cognitive resources by demanding that people urgently 

refocus their attention (Weick & Putnam, 2006). Whilst at the same time striving to 

recollect the past, without losing sight of current happenings. This calls for discipline, 

diligence and commitment to operational resilience, in order to safeguard system 

reliability, even in the midst of debilitating incidents.  

 

HROs, understand and accept this challenge and focus on continuously learning and 

discovering new knowledge about their system environments (Fiol & O'Connor, 2003; 

Weick et al., 1999). In order to develop requisite competencies to boost their response 

repertoire (Valorinta, 2009; Westrum, 1988, 1993a). Thereby empowering them to 

effectively respond, even though no two threats or incidents are the same. 

 

This preparedness demonstrates their commitment to system resilience despite the many 

unknowns that typically characterise incident situations. It also demonstrates their 

unwavering desire to do whatever is necessary to ensure that as a team, they are 

adequately equipped with the necessary domain knowledge and skillsets that would 

allow them readily and confidently rise to the occasion to confront incidents by limiting 

or eliminating their negative impact on system reliability and organisational operations 
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(Westrum, 1988, 1993a). In doing so, there is also the need to be imaginative, to the 

point of imagining the unimaginable, in order not to be shocked by rare events or 

catastrophes. Since being imaginative encourages actors to be inquisitive and to 

consider novel or worst-case scenarios (Weick, 2005; Westrum, 1993a).  

 

Hence, HROs invest in developing processes that routinise the exercise of imagination 

to ensure that that their operatives regularly think about worst-case scenarios and how 

they may respond in such situations without prompting to safeguard their system and 

operational reliability (Weick & Sutcliffe, 2006). In this regard, an inability to imagine 

or think about the unthinkable could prove catastrophic, once it materialises 

unexpectedly (Westrum, 1993b).  

 

Further, the fact that all system components are imperfect with various reliability 

constraints means that the very systems of which they are a part of are also imperfect. 

Since they are constitutive of unreliable components (Butler & Gray, 2006; Perrow, 

1994). Aware of this fact, HROs prioritise system safety and reliability by favouring 

designs that facilitate component redundancy and multiple pathways. So that in the 

event of an unexpected failure, the negative impact of such incidents would be 

contained and limited to their immediate environs with spreading throughout the 

system. Thereby safeguarding system reliability (La Porte, 1996). Such proactive design 

choices demonstrate organisational commitment to resilience. 

 

3.3.1.4 Reluctance to Simplify  

In order to gain clearer and deeper insight into events, it is often necessary to zoom-in to 

unpack layers of evidence and interpret them, rather than simply accepting existing or 

standardised interpretations. Such diligence helps to obtain contextual information from 

different perspectives as may pertains to various system configurations or on-going 

interactions for example. Hence, HROs avoid simplifying interpretations in order to 

fully examine all available evidence. In this regard, they eschew guesswork and 

jumping to conclusions (Sutcliffe, 2011; Weick, 2005; Weick et al., 1999).  

 

Since such simplifications are often based on incomplete information/observations, 

unproven assumptions, rigid categories, past experiences and pre-existing mental and 

conceptual frames that have little bearing on current events. Hence, simplified 

interpretations are likely to be devoid of accurate facts and therefore present real risks. 
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Since they could lead to misinterpretations, mislabelling, miscommunications and 

misspecifications (Weick, 2005, 2011a). This, in turn, could cause organisational actors 

to erroneously overlook vital details and potential threats to system reliability, with the 

consequence being unimaginable risks to system reliability.  

 

On this basis, HROs resist simplification by being sceptical of existing interpretations 

and through a constant desire for verification and validation of evidences that emerge in 

their system environments (Weick et al., 1999). Such resistance facilitates diligence and 

holistic examination of all pieces of evidence. Hence, searching for evidence and 

validating emerging threats for instance, continue unabated, until their causes are 

identified with some level of certainty. Similarly, all propositions are carefully 

scrutinised until they are validated or abandoned for lack of evidence. Thus, for HROs, 

only verifiable evidence drives decision-making and action-taking.  

 

This approach to problem-solving is important because the flux that characterises 

organisational activities is unbounded, and anything is possible. Hence, it is important 

for people to acknowledge this trait of human activity and organisational life in general, 

(Chia, 2003; Tsoukas & Chia, 2002). On this basis, HROs empower their teams to think 

independently and freely about their system operations and risks that may arise. Hence, 

they are given the ‘license to think’ and act without fear of retribution or blame, if 

things go wrong (Westrum, 1988, 1993a). This encourages them to continuously 

inquire, explore and imagine both risks and solutions, instead of blindly following 

existing interpretations, rigid categories and discrete concepts that narrow the scope of 

what can be thought of under different circumstances. 

 

This however, requires dedication and attention to on-going operations in order to 

interpret unfolding events in a manner that is honest, accurate and reliable (Weick, 

2011a) in order to avoid misinterpretation. Since misinterpretation or 

miscommunication of information impacts distinction making (Weick & Sutcliffe, 

2006), which could impede efforts at attaining failure-free operations and for that matter 

reliable system functioning (Weick, 2011a).  

 

3.3.1.5 Deference to Expertise  

For any operational issue that arises, there is always a need for information and 

knowledge, but also expertise and competence in order to facilitate in-depth 
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examination. Irrespective of where the issue emanates from or resides within a system’s 

environment (Westrum, 1993a). In this sense, expertise is crucial for driving safe and 

effective intervention efforts. Aware of this fact, HROs insist that all system issues be 

allowed to freely flow to those with the requisite knowledge and expertise to deal with 

them as quickly as possible (Weick et al., 1999; Westrum, 1993a), and in a manner that 

restores system functioning and safeguards reliability.  

 

To facilitate this, HROs eschew rigid structures and mindless routines by under-

specifying their organising structures. In order to avoid impediments that could impede 

the flow of problems to competent people with the requisite knowledge and expertise. 

This approach to organising disregards status, seniority, authority or power by 

prioritising requisite domain knowledge and expertise (Sutcliffe, 2011; Weick & 

Sutcliffe, 2006; Weick et al., 1999). For this reason, the underspecified structures of 

HROs are deliberately flexible and decentralised to help focus on actual problem 

solving. By ensuring that adequate attention is always paid to detecting system failures 

and matching them with competent people or teams, who are capable of troubleshooting 

and devising solutions (Westrum, 1993a). This approach facilitates high reliability in 

high-risk organisations, despite system complexes (Frederickson & LaPorte, 2002; La 

Porte, 1996; Weick, 2011a).  

 

Therefore, by focusing on expertise and capacity to think and act competently, HROs 

are better positioned to quickly detect system failures by paying attention to the ebbs 

and flows in their operational environments. In order to give them a chance to quickly 

intervene where necessary. This approach to operating high-risk technological systems 

contrasts the operations of conventional organisations that on the other hand, focus on 

success and efficient decision-making (Weick, 2005, 2011b). For which their rigid and 

highly specified structures are suited. Unlike HROs where such structures are unsuitable 

because of their inherent inefficiencies that encourage bureaucratic tendencies and 

entrench centralised control.  

 

These introduce barriers that disempower frontline operatives, thereby allowing system 

errors to evade detection and accumulate until they cascade throughout the system 

(Perrow, 1984, 1994, 2011; Weick, 1998). Additionally, although such highly specified 

structures facilitate orderliness in human affairs, thereby making their activities, 

interactions and relationships more predictable and controllable, such structures also 
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create dedicated pathways for errors, mistakes and anti-tasks to easily diffuse and be 

amplified throughout systems (Weick, 1998). Such unimpeded spread increases the risk 

of errors interacting in unimaginable ways, resulting in catastrophic failures (Perrow, 

1984, 2011). 

 

On this basis, the under-specified structures of HROs are more desirable. Since they 

allow issues to migrate or be deferred to experts who are sufficiently knowledgeable 

and competent to think about them and take necessary actions to rapidly resolve them, 

in the interest of sustaining system reliability. Therefore, HROs prioritise expertise, 

competence and knowledge over authority, position, status, titles or ranking in an 

organisational hierarchy. From this perspective, there is little value in rigid structures. 

Hence, for HRO, under-specified structures are ideal as they act like ‘garbage can’ 

processes that collect and store anything (Weick, 1998). Although, they also disrupt the 

flow of errors. Since they lack dedicated pathways that aid error migration by allowing 

them to spread in predictable ways (Weick, 1998).  

 

On this basis, under-specified structures are safer since responsibility for ensuring 

system safety and reliability shifts from top management to frontline operatives 

(Frederickson & LaPorte, 2002; Weick, 1998). To this end, HROs attach importance to 

ensuring that adequate resources and expertise are available at the frontline to enable 

operational actors to effectively detect and attend to system issues, with a shared sense 

responsibility for operational safety (Frederickson & LaPorte, 2002; Westrum, 1993a). 

From this perspective, failure in complex and high-risk systems occur not necessarily 

because of incompetent staff or defective technologies alone, but also because of flawed 

social structures that allow errors and blind-spots to spread unimpeded (Frederickson & 

LaPorte, 2002; La Porte, 2006; Weick, 1998). 

 

Further, although the structures of HROs are inherently loose and rich in slack (Perrow, 

1994), they seem inappropriate for driving efficient decision-making. However, this is 

not the priority of HROs since they prefer to focus on understanding events and 

experiences in their operating environments. In order to enact order into them to 

facilitate high reliability (Weick, 2005; Weick, 2011a). In this sense, under-specified 

structures enable HROs to balance their need for error anticipation and adaptation to 

changing situations with their need for adequate processes that facilitate effective 

management of their complex operations, in order to avoid chaos and be resilient (La 
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Porte, 2006). This flexibility also allows different teams to work together to solve 

complex problems (Frederickson & LaPorte, 2002), instead of being segregated or 

impeded by hierarchical or departmental boundaries (Westrum, 1993b).  

 

3.4 Empirical Application of Mindful Organising  

Broadly, studies that drew upon the concept of ‘mindful organising’ started emerging 

following its separation from the notion of ‘organisational mindfulness’ around 2010 to 

examine various phenomena (Vogus, 2011; Vogus et al.,2010; Vogus & Sutcliffe, 

2012), mostly from a human-centred perspective. Although, few studies also drew upon 

it within integrated social and material organising contexts. These two broad 

applications are elaborated below. 

 

3.4.1 Human-Centred Mindful Organising 

A sample of publications over the last two decades showed that about thirteen 

publications drew upon the concept of ‘mindful organising’ (MO) from a human-

centred perspective and either directly or indirectly as per table 6 below.  
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Table 6: Publications with a human-centred view of mindful organising 

Human-Centred Mindful Organising (MO) 
 References Question Findings Theme 

Empirical 

(Direct) 

1.(Vogus & 

Sutcliffe, 

2007) 

 

2.(Vogus et 

al., 2010) 

-Demonstrate self-

reporting measure of 

safety organising in 

improving care.  

-Effect of workgroup 

properties 

(antecedents) on MO 

in nursing unit. 

-Nursing units with 

high levels of MO 

reported fewer errors. 

 

-MO had positive 

non-linear 

relationship with 

professional tenure.  

-MO impact on 

error rate 

(Healthcare) 

 

- Workgroup 

characteristics 

impact on MO 

(Healthcare)  

Empirical 

(Indirect) 

3.(Roberts 

et al., 2005) 

 

4.(Madsen 

et al., 2006) 

 

5.(Bigley & 

Roberts, 

2001) 

 

6.(Beck et 

al., 2011) 

 

 

7.(Sun & 

Fang, 2010) 

 

 

8.(Rerup, 

2009) 

 

 

9.(Weick & 

Sutcliffe, 

2003)  

-Building HROs and 

what benefits are 

realised? 

 

-Impact of MO on 

organisational 

performance 

-How firefighters use 

of ICS maintained 

reliable org 

functioning 

-How orgs manage 

vendor portfolio 

mindfully in multi-

sourcing ISD proj? 

-How mindfulness 

influences decision 

to accept tech in 

online collaboration? 

-How organisations 

learn from a crisis? 

 

-How actions enact 

structure that entraps 

orgs in behaviour 

that avoids learning? 

-Leaders trained in 

HRO principles 

enabled MO and high 

performance. 

-Staff enacted MO 

that resulted in fewer 

deteriorations. 

-Identified processes 

that align with MO, 

which drive reliability 

in emergencies  

 -Extended OM by 

generating theory on 

mindful management 

practices in ISD 

-Mindfulness in tech 

acceptance posits that 

it reduces uncertainty 

about tech 

-Attentional 

triangulation is a 

basis of org learning 

-Poor performance 

resulted from dogma 

that precluded 

learning/improvement 

-MO impact on 

performance 

(Healthcare) 

 

-MO impact on 

performance 

(Healthcare) 

-Organising 

structure/process 

(Emergency) 

 

- Mindfulness in 

IS development 

(IS Dev mgmt) 

 

-MO impact on 

tech acceptance  

(Online collab) 

 

-Organisational 

learning 

(Healthcare) 

-Organisational 

learning  

(Healthcare) 

Theoretical 10.(Vogus, 

2011) 

 

 

11.(Vogus 

& Sutcliffe, 

2012) 

12.(Rerup, 

2005) 

 

 

13.(Knox et 

al., 1999) 

 

-Effects of MO on 

organisation 

reliability and 

performance? 

-Using established 

OM scale to resolve 

conceptual puzzles. 

-Strategies 

entrepreneurs use to 

make experience 

impact new venture? 

-An approach to the 

prevention of patient 

injury and medical 

malpractice claims 

-Qualitative and 

quantitative evidence 

suggests that MO 

improves safety  

- Integrating OM and 

MO insights suggests 

that OM enables  

-The mindfulness 

with which they use 

experience help or 

harm new venture. 

-Units that enacted 

MO had better safety 

record and fewer 

malpractice claims. 

-MO impact on 

reliability 

(Healthcare) 

 

-MO impact on 

OM 

(HRO) 

-MO impact on 

new venture 

(Entrepre-

neurship) 

-MO impact on 

job performance 

(Healthcare) 

Total 13 papers   

 

4 themes/ 

6 sectors 
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The review of this sample showed that the identified papers mainly focused on four 

broad themes namely, Mindful organising (MO) impact, Organisational learning, 

Organising structure and processes, and Mindfulness in IS development. This is across 

six main sectors namely, Healthcare, Emergency services (firefighting), IS 

development, Online collaboration (IS use), High reliability organisations (HRO), and 

Entrepreneurship. The following sub-sections elaborate on these studies.  

 

Regarding mindful organising impact, the studies examined three main areas namely, 

MO impact on performance in healthcare, workgroup characteristics impact on MO, and 

MO impact on technology acceptance. In terms of MO impact on performance, within 

healthcare, one study drew upon a safety organising scale (SOS) and compared its items 

against collective mindfulness concepts and the five known MO processes, which were 

capitalised upon to develop a survey. In order to examine the impact of MO on error 

rates in a hospital’s nursing unit, along with relevant SOS items that could help to 

differentiate between safe and unsafe units by examining their ongoing 

actions/interactions. The study found that nursing units that demonstrated high levels of 

MO reported fewer errors in patient care (Vogus & Sutcliffe, 2007).  

 

A second study drew upon HRO/MO processes to examine the benefits of building 

HROs at a large US hospital’s paediatric intensive care units (Roberts et al., 2005). In 

this context, general HRO processes, along with some MO processes that underpin 

HRO functioning were capitalised upon to analyse things that unfolded during the 

adoption and post-adoption periods at the units. Here, the MO processes helped to 

describe HROs processes as well as to establish the causes/consequences of reversing 

these processes. At the leadership level, the study found that leaders who were trained 

in HRO principles enabled or facilitated MO, which in turn facilitated high performance 

(Roberts et al., 2005). Further, the study revealed that after a leadership change, the 

HRO processes were reversed and this led to degradation in infant mortality. 

 

A third study focused at the frontline level by indirectly drawing on ideas from MO to 

identify research gaps. Specifically, the lack of insight about the design processes that 

give rise to reliable organisations and how such designs evolved over time, as well as 

the impact of such MO processes on organisational performance at a US hospital’s 

paediatric intensive care unit (Madsen et al., 2006). The study found that similar to the 

leadership level findings above, in situations where front-line staff enacted behaviours 
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that reflect MO processes, performance levels improved, causing fewer patient 

deteriorations (Madsen et al., 2006). 

 

A fourth study focused on testing the effects of workgroup characteristics as 

antecedents of MO to understand the joint effect of professional tenure and commitment 

of workgroup on MO at a hospital’s nursing units. Here, ideas from MO were drawn 

upon to generate testable hypotheses between workgroup characteristics and their 

relationship with MO. It found that professional tenure had a positive non-linear 

relationship with MO. But this relationship was moderated by variabilities in 

professional tenure and prevailing commitment climate (Vogus et al., 2010). Hence, the 

positive impact of tenure on MO tapered off, once a certain threshold was reached. At 

this point, the benefits of tenure start to diminish due to factors like lack of flexibility 

and adaptability issues that impeded MO. 

 

A fifth study involving users of an online wiki drew upon mindfulness at the individual 

level to explore how being mindful influence decisions to accept and use technology? 

The study utilised ideas from mindfulness literature to framed mindfulness in 

technology acceptance as reflective of four main aspects namely, active information 

searching and processing, continuous comparison between the technology under 

consideration and other alternatives, awareness of the implications of the technology 

under consideration for users, and openness to alternative technologies. These aspects 

were subsequently utilised to develop a research model to guide the conduct of the 

study. The findings revealed that MO reduces uncertainty about technology by reducing 

its complexity and enhancing its perceived usefulness, which in turn encourages 

acceptance of the technology, as levels of certainty increase. Based on this finding, the 

study developed a model of mindfulness in technology acceptance to highlight this fact 

as a driver of technology acceptance (Sun & Fang, 2010).  

 

Regarding organisational learning, within healthcare, two human-centred studies were 

identified. The first study was conducted at a large Danish pharmaceutical company 

with an extensive range of diabetes products. It examined how organisations learned 

from crisis? By drawing on mindfulness aspects including MO processes to structure 

the data collection in order to trace key issues that informants and their hierarchical 

functions consider important before a particular crisis. In order to understand how 

different hierarchical levels attend to weak cues and learn from crisis. It found that three 
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interdependent aspects of organisational attention namely, attention stability, vividness 

and coherence helped to identify critical issues with catastrophic potential (Rerup, 

2009). Based on this finding, the study developed the concept of ‘attentional 

triangulation’ to explain how organisations could identify potential risks or threats from 

weak cues in order to prevent a crisis from reoccurring. This concept emphasised three 

aspects of organisational attention, which form the basis of effective organisational 

learning. Since they helped organisations to proactively attend to weak cues that are 

emerging in their operating environments. This, in turn, facilitates rapid recovery and 

for that matter reliable organisational performance (Rerup, 2009). 

 

The second study conducted at the Bristol Royal Infirmary’s (BRI) paediatric cardiac 

surgery also examined how micro-actions enact social structure that ultimately entraps 

organisations in behaviours that preclude learning and improvement? The study drew 

upon the notion of ‘safety culture’ and ideas from MO (albeit indirectly) to describe and 

analyse the events that unfolded at BRI. Particularly, by viewing the infirmary as an 

organisational environment that entraps staff in behavioural commitments that preclude 

learning and improvement. In order to understand why the Infirmary continued to 

perform paediatric cardiac surgeries for almost fourteen years (1981-1995), despite 

persistent poor performance? The study found that the persistent poor performance at 

the hospital resulted from their culture about risks and safety, which unfortunately 

precluded learning and improvement (Weick & Sutcliffe, 2003). 

 

Regarding organising structure and processes, within emergency services, one study 

examined how firefighters structure and maintain reliable organisational functioning at 

a fire department? In the inductive data analysis, ideas from MO among other concepts 

emerged and were indirectly drawn upon to make sense of the data. The study identified 

three main processes that drive organisational reliability in emergency situations that are 

hazardous, dynamic and where the incident command system (ICS) is usually deployed 

(Bigley & Roberts, 2001). These processes are namely, structuring mechanisms, 

organisational support for constraint improvisation, and cognitive management methods 

(Bigley & Roberts, 2001). These processes align with MO processes like under-

specifying structures/deferring to expertise, which allowed problems to migrate to those 

with the requisite expertise to resolve them quickly (Weick et al., 1999).  
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Regarding mindfulness in IS development, one study explored effective management 

practices, in order to understand how organisations could manage their vendor 

portfolios mindfully, in the context of multi-vendor ISD outsourcing projects? The 

study pursued this focus through a single case study where empirical data was analysed 

inductively, using a grounded theory approach. The study revealed four main mindful 

management practices that suggest that; Relational knowledge should be viewed as an 

enabler, rather than as a standard recipe for inter-firm cooperation, Cross-organisational 

trial-and-error learning processes should be leveraged early, Inter-vendor power 

relations should be determined on the basis of expertise, and Multi-channel 

communication should be structured around context (Beck et al., 2011). Subsequently, 

these empirical insights were compared to OM and MO processes. This confirmed that 

the practices are supported by four MO processes namely, commitment to resilience, 

preoccupation with failure, under-specification of structures/deference to expertise, and 

sensitivity to operations. This insight formed the basis for extending OM and MO 

theorisation to IS development. Where the study contributed by generating a theory on 

mindful management practices in ISD (Beck et al., 2011). 

 

3.4.2 Integrated Social and Material Mindful Organising 

Whilst the human-centred approach to mindful organising had yielded significant 

insight, especially in healthcare contexts, the plethora of IT systems in most 

organisational environments today means that modern organising is increasingly 

decoupled from humans. This calls for a holistic and integrated approach that 

acknowledges the influence of IT systems. Such an approach would help to better 

understand what 21st century technologies bring to organising (Weick, 1990a).  

 

In this regard, recent studies had sought to expand the scope of ‘mindful organising’ 

beyond its traditional socio-cognitive boundaries. By highlighting that its processes also 

manifest in integrated social and material organisational contexts that are pervaded by 

both people and IT systems (Gärtner & Huber, 2018; Leonardi, 2013; Orlikowski, 

2009), as well as a plethora of data/algorithms (Faraj et al., 2018; Galliers et al., 2017; 

Newell & Marabelli, 2015; Orlikowski & Scott, 2015). All of which contribute to 

organisational work performance (Alter, 2013; Pickering, 1999). 

 

Hence, whilst the majority of previous studies that drew upon the concept of ‘mindful 

organising’ focused on the social realm, a handful of recent studies also drew upon the 
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concept, within integrated social and material contexts. Here, around nine publications 

were identified over the last two decades, including three empirical studies (Dernbecher, 

2014; Dernbecher et al., 2014; Gärtner & Huber, 2018) that directly drew upon the 

concept. With three other empirical studies doing so indirectly (Carlo et al., 2012; 

Melby & Toussaint, 2011; Valorinta, 2009), without specifically using the term 

‘mindful organising’. Three other studies were theoretical (Butler & Gray, 2006; 

Gärtner, 2011; Swanson & Ramiller, 2004) as per Table 7 below. 
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Table 7: Publications with an integrated social and material view of mindful organising 

Integrated Social and Material Mindful Organising (MO)  
 References Question Findings Theme 

Empirical 

(Direct) 

1.(Gärtner & 

Huber, 2018) 

 

 

2.(Dernbecher 

et al., 2014) 

 

 

 

3.(Dernbecher, 

2014) 

 

-How OTAP 

shaped processes 

of mindful 

organising (MO)? 

-What are the 

distinguishable 

effects of OM and 

MO on job 

performance. 

-How mindful and 

less mindful 

organising staff 

differ, in terms of 

perceived benefits 

of DaaS? 

- Shortcomings of 

OTAP influenced 

MO and collective 

mindfulness 

-Positive impact & 

differentiated 

effects of OM and 

MO on job 

performance.  

-Preoccupation 

with failure and 

reluctance to 

simplify made 

staff reserved 

about benefits 

-IS impact on 

MO  

(Healthcare) 

 

-MO impact 

on work 

performance  

(Mobile-

Legal) 

-MO impact 

on tech 

acceptance  

(Mobile-

Legal)  

Empirical 

(Indirect) 

4.(Melby & 

Toussaint, 

2011) 

 

 

5.(Valorinta, 

2009) 

 

 

6.(Carlo et al., 

2012) 

 

-How staff cope 

with unforeseen 

events and the 

ways IS support 

them?  

-How IT impacts 

mindfulness in 

organisations?  

 

-Consider the uses 

of IT in settings 

that require high 

reliability 

-Surgery units 

share some 

features of HROs. 

But IS support for 

coping was poor.  

-People reflect less 

if accustomed to 

IT that impact 

mindfulness. 

-Actors selectively 

use IT that enables 

both mindful & 

mindless acts. 

-IS impact on 

MO 

(Healthcare) 

 

 

-IS impact on 

MO 

(Retail)  

 

- IT impact on 

MO  

(Built 

environment) 

Theoretical 7.(Gärtner, 

2011) 

 

 

 

8.(Swanson & 

Ramiller, 

2004) 

 

9.(Butler & 

Gray, 2006) 

 

-Putting 

mindfulness in 

capabilities 

clarifies dynamic 

capabilities? 

-Show theoretical 

synthesis with 

mindful/ mindless 

interaction  

 

-How firms attain 

reliability with 

complex, fragile, 

and unreliable IS?  

- MO explains the 

micro-foundations 

of dynamic 

capabilities like 

sensing threats. 

-Outlined theory 

where mindfulness 

and mindlessness 

interact  

 

-IS design/use 

issues showed that 

mindfulness helps 

in studying IS 

-MO impact 

on 

capabilities 

Org 

capability 

-Impact of 

mindfulness/ 

mindlessness 

Org 

capability 

-Impact of IS 

on MO/org 

reliability  

(IS use) 

Total 9 papers   2 themes/ 

6 sectors 
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The six empirical studies identified focused on two main themes, across five sectors 

namely, Mindful organising (MO) impact on organisational work and IS impact on 

mindful organising (MO). Hence, all the studies that adopted an integrated social and 

material approach to mindful organising (MO) were impact related. Specifically, MO 

impact on work performance in mobile environments (Legal Practice), MO impact on 

technology acceptance in mobile environments (Legal Practice), IS impact on MO in 

healthcare, IS impact on organisational mindfulness (OM) and MO in Retail and IS 

impact on MO in the Built environments. Altogether these themes can be summarised 

or tied together as a relationship as shown in figure 2 below. 

 

 
Figure 2: Research themes and their interrelationships 

 

Regarding mindful organising (MO) impact on work performance, two main themes 

were examined namely, MO impact on work performance in mobile environments 

(Dernbecher et al., 2014), and MO impact on technology acceptance (Dernbecher, 

2014). In terms of mindful organising (MO) impact on work performance, within legal 

mobile work environments, one study examined the German Ministry of Justice’s 

Desktop as a service system (DaaS), which supports their mobile legal personnel by 

providing them with vital information. The study focused on delineating the 

distinguishable effects of organisational mindfulness (OM)/indirectly MO on job 

performance at different hierarchical levels (Dernbecher et al., 2014). Here, Insights 

from both OM and MO were drawn upon to generate a research model and a survey 

instrument. Using these, the study found positive influence and differentiated effects of 

OM on job performance. Thus, they suggested a nuanced view of OM that incorporates 

the influence of different hierarchical levels (Dernbecher et al., 2014).  

 

A second study explored organisational mindfulness (OM) and mindful organising 

(MO) impact on technology acceptance and use in mobile work environments (legal 

practice) (Dernbecher, 2014). The study drew on two OM processes notably, 

‘preoccupation with failure’ and ‘reluctance to simplify’, along with Delone and 

Mclean’s IS success model as a theoretical lens to generate hypotheses and survey 

instrument. In order to examine how mindful and less mindful users differ, in terms of 
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their perceptions of the perceived benefits of DaaS and its impact on tasks performance. 

Here, OM was considered as a higher-level trait of the ministry, whilst MO was 

considered as a lower or individual level trait. The study found that differences exist 

between the perceptions of mindful and less mindful staff in terms of DaaS use and its 

effects on work. Further, the MO processes made mindful staff more reserved about 

DaaS benefits, although they were convinced that by using reliable IS, the negative 

impact of errors in organisational work can be mitigated (Dernbecher, 2014). 

 

Regarding IS impact on mindful organising, three main themes were explored namely, 

IS impact on mindful organising in Healthcare, IS impact on organisational 

mindfulness/OM in retail and IS impact on mindful organising in built environments. In 

terms of IS impact on mindful organising (MO), within healthcare, one study examined 

medical practice as it unfolded in operating theatres at a German hospital (Gärtner & 

Huber, 2018). This is in order to understand how a computer-based IT system (OTAP) 

shaped processes of mindful organising (MO)? Here, in order to accounts for the 

relevancy of IT systems in organisational practice, the study also drew upon the notions 

of ‘inscription’ and sociomateriality to help examine how the IT system shaped MO and 

pave way for the development of a theoretical model that integrates IT into a 

sociomaterial model of MO. The study found that the use of the IT system facilitated 

MO processes and this led to collective mindfulness (Gärtner & Huber, 2018). Although 

it also revealed that the five known MO processes that unfolded were sociomaterial and 

that the shortcoming of the IT system also contributed to MO, by making actors more 

attentive (Gärtner & Huber, 2018). 

 

A second study focused on IS impact on coping with unforeseen events in healthcare 

provisioning by examining a large Norwegian hospital’s surgery department (Melby & 

Toussaint, 2011). This is in order to understand how staff in their perioperative unit 

cope with unforeseen events and the ways in which IT support them? Following an 

inductive data analysis, the study drew upon the concept of ‘mindful infrastructure’ 

from high reliability organisation (HRO) literature (Weick & Sutcliffe, 2007) to 

describe and analyse the strategies implemented in the surgery departments for coping 

with unforeseen events. The study found that the coping strategies observed could be 

perceived as principles for managing unforeseen events and are comparable to the five 

known HRO/MO processes. Although the non-emergency planned surgery units did not 

necessarily share all the features of HROs. However, several were evident. It also found 
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that IT system support for coping with unforeseen events at the units was poor. Even 

though such events often triggered deviations in plans. Causing staff to apply various 

coping strategies to make the plans work (Melby & Toussaint, 2011).  

 

A third study focused on IS impact on mindful organising (MO) in retail operations, by 

examining the supply-chain operations and change processes of two European retail 

companies. This is in order to understand how complex IT impacts mindfulness in 

organisations, in terms of how it drives or inhibits mindfulness (Valorinta, 2009). By 

identifying the different organisational mechanisms/ways through which the 

development and use of IT impact mindful behaviour in these organisations, either by 

influencing cognitive and behavioural aspect that in turn drive more or less mindfulness. 

Theoretical insights from OM/MO were drawn upon and grounded theory approach was 

used to analyse the data. The study found that IT promoted mindfulness, in that IT-

related problem-solving engaged actors through extensive search processes that fuelled 

innovation, as people drew upon diverse skills and shared ideas that improved their 

awareness of risks and IT complexity. This suggested that there is a relationship 

between mindfulness and inclination to use IT since higher-levels of mindfulness make 

organisations more likely to use IT (Valorinta, 2009). However, on the negative side, 

extensive IT use also created monotonous, simple and repetitive tasks that posed risks to 

reliable operations. Since people became less inclined to reflect on tasks and 

environmental cues, once they become accustomed to IT (Valorinta, 2009).  

 

A fourth study focused on IS impact on mindful organising (MO) in the built industry, 

by examining a complex building construction project, specifically the use of an 

interactive, three-dimensional IT application called CATIA that was used in its design 

and construction (Carlo et al., 2012). The study focused on the uses and meanings of IT 

systems like CATIA in complex organisational settings that require high reliability. 

This was intended to help understand how actors selectively appropriate such IT that 

can enable both mindful & mindless acts. In this regard, the notions of ‘collective 

mindfulness/collective minding’, the five HRO/MO processes, and a dialectic theorising 

of mindfulness vs mindlessness were drawn upon. These were utilised as sensitizing 

devices for interpreting the data in terms of the different ways in which the IT 

capabilities of CATIA were appropriated. Grounded theory approach was used to 

analyse the data. The study found that collective mindfulness emerged through a 

dialectic process of collective minding, where actors are both mindful and mindless and 
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struggled with contradictions in MO processes. This created tensions that led to the 

same IT capabilities being enacted as multiple and contradictory technologies-in-

practice, where IT capabilities were appropriated selectively. This insight was 

subsequently drawn upon to advance a dialectic theory of collective minding that 

emphasised the continuous and dynamic tension between organisations’ need to be both 

mindful and mindless to cope within uncertain environments (Carlo et al., 2012). 

 

3.4.3 Summary of Mindful Organising Literature 

Earlier publications (mostly prior to 2011) generally did not distinguish between 

organisational mindfulness (OM) and mindful organising (MO). Despite this, the 

twenty-two publications that directly or indirectly drew upon the concept of ‘mindful 

organising’ focused on four broad themes namely, Mindful organising (MO) impact, 

Organisational learning, Organising structure and processes, and Mindfulness in IS 

development. Table 8 below presents the distribution of these publications across these 

themes. This showed that 81.8% of previous publications focused on mindful 

organising impact, predominantly within healthcare contexts. 

 

Table 8: Distribution of empirical and theoretical publications on mindful organising 

Context Mindful 

organising 

impact 

Organising 

structure and 

processes 

IS 

development 

management 

Organisational 

learning 

Healthcare 8   2 

Emergency Services   1   

IS development   1  

IS use 2    

HRO 1    

Entrepreneurship 1    

Mobile work -Legal 2    

Retail 1    

Built/construction 1    

Org capability 2    

Total 18 (81.8%) 1 (4.5%) 1 (4.5%) 2 (9.1%) 

 

Regarding integrated social and material mindful organising, out of fifteen empirical 

studies, only six considered ‘mindful organising’ from an integrated social and material 

perspective as summarised in the following paragraphs. The focus on these six is 

informed by the current research objective, which is to account for the role of humans 

and non-humans in mindful organising as they strive to attain high reliability. In this 

regard, the summaries below focused on insights that emerged from these studies. 
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The first study examined MO impact on work performance in mobile work 

environments (Legal Practice), in order to delineate the distinguishable effects of 

organisational mindfulness (OM) and indirectly MO on work performance across 

different organisational levels. It found that MO had a positive impact on work 

performance across different organisational levels with differentiated effects, which 

indicate that a more nuanced view of OM that accounts for different hierarchical levels 

is necessary for a holistic view of mindfulness to emerge (Dernbecher et al., 2014).  

 

The second study examined MO impact on technology acceptance in mobile 

environments (Dernbecher et al., 2014) by exploring how mindful and less mindful 

users of a desktop as a service system differ? In terms of the perceived benefits of the 

system and the net impact on task performance. It found that differences exist between 

the perceptions of mindful versus less mindful staff, in terms of system use and its 

effects on task performance. Noting that MO processes caused mindful users to be 

reserved about system benefits. Although, they also became convinced that by using 

reliable IS, the negative impact of errors on task performance can be mitigated 

(Dernbecher, 2014). 

 

The third study examined IS impact on MO in healthcare contexts by exploring medical 

practices at a German Hospital’s operating theatres. In order to understand how a 

computer-based IT system (OTAP) shaped processes of mindful organising (MO) 

(Gärtner & Huber, 2018)? It found that the use of the IT system influenced and facilitate 

MO processes and this led to collective mindfulness (Gärtner & Huber, 2018). It also 

revealed that the MO processes unfolded as sociomaterial enactments and even the 

shortcoming of the IT system also contributed to MO, as actors pay more attention. This 

contrast the established socio-cognitive view of mindful organising. 

 

The fourth study also examined IS impact on MO in healthcare. But in terms of how 

staff cope with unforeseen events at a perioperative surgery unit in a Norwegian 

hospital and the ways in which IT systems support them (Melby & Toussaint, 2011). It 

found that the coping strategies observed in the empirical case are comparable to 

established HRO/MO processes. Despite the fact that the surgery units do not 

necessarily share all the features of HROs. It also found that IT system support for 

coping with unforeseen events was poor and that IT support must include both systems 
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that facilitate awareness and systems that help to control the effects of unforeseen 

events (Melby & Toussaint, 2011).  

 

The fifth study examined IS impact on organisational mindfulness (OM) and indirectly 

MO by studying the supply-chain operations and change processes of 2 northern 

European retail companies. In order to understand how complex IT impacts mindfulness 

in organisations, in terms of how they drive or inhibit mindfulness (Valorinta, 2009). It 

found that IT promoted mindfulness as IT-related problem-solving often engaged actors, 

causing them to resort to extensive search processes, which in turn fuelled innovation, as 

people drew upon diverse skills and shared ideas. This improved their awareness of IT 

complexity & risks (Valorinta, 2009). 

 

The last study examined IS impact on MO in a built environment by studying a 

complex building construction project. Specifically, the use of an interactive three-

dimensional IT application called CATIA in the design and construction (Carlo et al., 

2012). This is in order to understand how actors selectively appropriate such IT systems 

that enable both mindful & mindless acts? It found that collective mindfulness emerged 

through a dialectic process of collective minding, where actors are both mindful and 

mindless and struggle with contradictions in MO processes. This creates tension that 

leads to the same IT capabilities being enacted as multiple and contradictory 

technologies-in-practice.  

 

3.4.4 Gaps in Integrated Social and Material Mindful 

Organising Literature 

Based on the above literature review and summaries, the six empirical studies that 

adopted the integrated social and material view of ‘mindful organising’ had provided 

key insights, particularly in two respects. The first concerns the impact of mindful 

organising on organisational work performance across different hierarchical levels 

(Dernbecher et al., 2014), and on technology acceptance within mobile work 

environments (Dernbecher, 2014).  

 

The second concerns the impact of IS in facilitating high reliability performance 

through mindful or mindless acts within different contexts, including healthcare 

(Gärtner & Huber, 2018; Melby & Toussaint, 2011), retail (Valorinta, 2009) and built 
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environments (Carlo et al., 2012). Here, literature highlighted that IT impacts mindful 

organising, which in turn impacts work performance and ultimately high reliability 

organising (HRO).  

 

Also significantly, it was established that the shortcomings of IT also contributed to 

mindful organising by causing people to be more attentive to their on-going tasks and 

system operations (Gärtner & Huber, 2018). This alludes to agentic limitations that 

must be attended to and overcome in order to facilitate high reliability. Despite this 

insight, both mindful organising and HRO literature remain silent about agentic 

limitations and how they may be overcome. With respect to both human and non-human 

actors whose agencies appear to be inherently limited in various respects. This 

represents a theoretical gap that needs narrowing in order to enhance HRO theorising 

and make its insights more relevant to modern organisational environments that 

increasingly typify integrated social and material contexts.  

 

3.4.5 Adopting the Integrated Social and Material Approach  

firstly, the fact that both human and technological actors have inherent limitations and 

therefore are imperfect in different respects, calls for a holistic examination of how 

modern organising unfolds in complex organisational environments that are pervaded 

by both human and non-human actors. This premise underpins the current study’s 

commitment to draw on the integrated social and material view of ‘mindful organising’ 

to explore How do IT professionals achieve high reliability in the critical context of 

IT infrastructure incidents management? From this perspective, the current work, to 

the best of our knowledge represents the first empirical research attempt to explore and 

narrow the literature gap pertaining to agentic limitations and how they may be 

overcome. In order to facilitate high reliability in modern organisations that are reliant 

on smart IT systems.  

 

Secondly, the awareness that existing human-centred/socio-cognitive models of 

organising are deficient and overlook the role of non-humans in modern organising 

means that there is a need for researchers to cast their gaze beyond such models that 

solely focus on what humans do (Weick, 1990a). If a holistic view of modern 

organising, in terms of how work actually unfolds is to emerge. Since advance IT 

systems are an integral part of modern organisations and the work they perform to 

achieve business objectives. On this basis, it is more worthwhile to adopt the integrated 
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social and material approach, in order to holistically account for the roles and 

contributions of all the different actors that are involved in modern organisational work 

and the attainment of highly reliable outcomes like effective IT incident management.  

 

Thirdly, as per Table 3 above, studies that adopted the integrated social and material 

approach to mindful organising revealed insights that otherwise would have been 

impossible to glean, had they adopted a human-centred approach. This includes the 

revelation that the shortcomings of IT also triggered mindful organising in a hospital’s 

operating theatre (Gärtner & Huber, 2018), and the finding that the capabilities of some 

IT systems facilitated both mindful and mindless acts, which both contributed to 

collective mindfulness (Carlo et al., 2012).  

 

Other studies also revealed differentiated effects of mindful organising on work 

performance across different hierarchies (Dernbecher et al., 2014), as well as the insight 

that some mindful organising processes caused staff to be more reserved about the 

possible benefits of adopting new technologies (Dernbecher, 2014). This potential of the 

integrated social and material approach to draw attention to the realities of 

organisational context in a holistic manner that facilitates the emergence of revelatory 

insights, aligned with the objectives of the current research. Which is to closely examine 

the phenomenon of IT incident management in order to glean revelatory insight. 

Considering that it is under-explored in IS literature.  

 

Fourthly, the involvement of people, technology and data in IT incident management 

suggests a need for a conceptual framework that is sensitive to the role of different 

actors, in order to help clarify how they become enmeshed in the making of 

organisational outcomes. On this basis, the integrated social and material approach to 

mindful organising seems more appropriate as it recognises the involvement of both 

human and non-human actors and their associated agencies in the production of 

organisational outcomes. This should also help to more directly account for the roles of 

not just people and technology, but also data and its underlying algorithmic agency 

(Chatterjee et al., 2017; Faraj et al., 2018; Galliers et al., 2017; Newell & Marabelli, 

2015; Orlikowski & Scott, 2015).  

 

Such a direction is important because the prevalence of modern technologies in 

organisational life today, especially in contexts like IT incident management where 
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system failures often take on unexpected forms means that much remains concealed 

from ‘existing socio-cognitive models’ (Weick, 1990a). Hence, rather than focusing on 

socio-cognitive frames like ‘collective mind’ or ‘mindfulness’, this study focuses on 

practices and actions/agencies driving them in order for a more holistic understanding to 

emerge, in terms of how work unfolds in modern organisations. 
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Chapter 4: Research Methodology 

 

This chapter presents the research methodology. It provides an overview of the 

philosophical and methodological stances, research approach/strategy as well as the data 

collection and analysis methods adopted in this research. The chapter consists of six 

sections. Section 1 presents a brief discussion on the three main philosophical 

paradigms in social science research namely, positivism, interpretivism and critical 

research. It also elaborates on the underlying philosophies and assumptions adopted in 

the current study and provides some justifications. Section 2 presents an overview of the 

two broad research approaches in social science namely, quantitative and qualitative 

research. It also provides justifications for adopting the qualitative research approach in 

this study. Section 3 presents the research methods and the research strategy adopted in 

this study. Section 4 presents the data collection. Section 5 presents the data analysis 

and also elaborates on the inductive analysis approach that was adopted. Section 6 

presents the summary and conclusions. 

 

4.1 Philosophical Paradigms 

This section briefly reviews the three broad philosophical paradigms in social science 

research notably positivism, interpretivism and critical research perspectives (Morgan, 

1980; Morgan & Smircich, 1980). Each paradigm is defined by three interconnected 

philosophical aspects, specifically ontology, epistemology and methodology. These  

capture their basic belief systems, principles and assumptions about the world and 

knowledge (Denzin & Lincoln, 2011; Guba & Lincoln, 1994). Appendix 6 compares 

these across the three philosophical paradigms.  

 

At their core, the underpinning beliefs, principles and assumptions of these 

philosophical paradigms relate to the nature of the world and what can be known about 

it. As well as the place of the researcher in the world, their relationship with what can be 

known and the means through which such knowledge can be obtained (Evered & Louis, 

1981; Guba & Lincoln, 1994; Morgan & Smircich, 1980; Orlikowski & Baroudi, 1991). 

Hence, although each paradigm facilitates human understanding of real-world 

phenomena, they espouse particular values, beliefs and assumptions about the nature of 

reality, humans, knowledge and the relationship between reality and knowledge (Evered 
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& Louis, 1981; Guba & Lincoln, 1994; Klein & Myers, 2001; Orlikowski & Baroudi, 

1991; Schultz & Hatch, 1996). Hence, each paradigm is associated with particular 

research methods and techniques for acquiring knowledge (Mingers, 2004).  

 

These philosophical aspects can also be understood through certain basic questions. 

Here, ontology concerns what the nature of reality is and what can be known about it? 

Including whether a particular social or material world or reality may be considered as 

objective or subjective (Guba & Lincoln, 1994; Orlikowski & Baroudi, 1991). 

Epistemology concerns the nature of the relationship between what can be known or is 

known about the world and the knower. In other words, what is the nature of the 

relationship between knowledge and the knower or researcher seeking it? The answer to 

this is dependent on the ontological beliefs and assumptions held by the researcher, 

regarding the nature of the world (Guba & Lincoln, 1994). Hence, epistemology also 

relates to methodological assumptions about the ways in which knowledge is produced 

and evaluated as valid (Orlikowski & Baroudi, 1991). Lastly, methodology concerns 

how knowledge is acquired and clarifies how one searches for it (Guba & Lincoln, 

1994)? Key to this is the fact that ontological assumptions provide the basis for 

theorising, which in turn dictates the epistemological and methodological stances to 

assume (Morgan & Smircich, 1980).  

 

In this regard, these philosophical aspects are interconnected since methodological 

decisions also concern issues pertaining to the researcher’s intentions, values, research 

objectives and theorem choices (Orlikowski & Baroudi, 1991). Therefore, research 

methods play important roles in how theory is established and validated. Although, the 

mechanisms for doing so differ from paradigm to paradigm (Benbasat, Goldstein, & 

Mead, 1987; Klein & Myers, 2001; Lee, 1989; Lee & Baskerville, 2003). Hence, 

depending on the philosophical paradigm, certain phenomena, methods, techniques and 

theories may be more appropriate than others. This indicates that alignment between 

philosophical paradigms, theories, research strategy, methods and research designs must 

also align with data collection processes and techniques when conducting empirical 

research (Benbasat et al., 1987; Klein & Myers, 2001; Morgan & Smircich, 1980). The 

paragraphs below elaborates on the three broad philosophical paradigms.  

 

Firstly, positivism is grounded in the belief that phenomenon has concrete existence 

with absolute characteristics that are geared towards orderliness or regulation (Hassard, 
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1991). On this basis, realities like objects, phenomena, social structures, and relations 

assume stable/fixed forms and exist independent of human action (Guba & Lincoln, 

1994; Mingers, 2004). Owing to this characterisation, it tends to simplify complex and 

chaotic social phenomena, relations and experiences by reducing them to predictable 

linear correlations, statistical variances, hypotheses or binary deductions (Bernstein, 

1978), which can be observed from a distance or studied in isolation and objectively 

using standard scientific methods and measures (Denzin & Lincoln, 2011; Evered & 

Louis, 1981; Morgan, 1980; Noor, 2008; Lee, 1991). This paradigm is however 

criticised for its deterministic and simplified view of the world (MacKenzie & 

Wajcman, 1999; Pinch & Bijker, 1984; Thomas, 1994; Walsham, 1997; Orlikowski & 

Baroudi, 1991; Galliers & Land, 1987; Russo & Stolterman, 2000; Lucas, 1975). 

 

Secondly, interpretivism is grounded in the belief that social and natural phenomena are 

different because the former emerges from social processes (Lee, 1991; Van Maanen, 

1979). This stance made distinct contributions to knowledge production due to its 

acknowledgement of social construction, human subjectivity, individuality and context 

(Klein & Myers, 2001; Orlikowski & Baroudi, 1991). Through various anti-positivist 

research traditions like phenomenology, ethnography, anthropology, existentialism, 

experientialism, hermeneutics, participative, dialectical and case studies that are more 

appropriate for investigating complex, dynamic and subjective social phenomena 

(Denzin & Lincoln, 2011; Evered & Louis, 1981; Klein & Myers, 1999; Markus & Lee, 

1999; Mingers, 2004). Since, such phenomena are usually the outcome of rational and 

irrational social processes (Russo & Stolterman, 2000). Therefore, there is a need to 

study these processes and the cultural contexts that shape them (Klein & Myers, 1999; 

Myers, 2008; Noor, 2008). Despite this, interpretivism had also been criticised for its 

focus on deconstructing phenomena to examine their different dynamics and aspects 

(Denzin & Lincoln, 2011). Since, this is challenging, time-consuming and causes 

researchers to rely on limited samples (Darke et al., 1998; Luthans & Davis, 1982).  

 

Thirdly, critical research philosophy is an alternative to positivism and interpretivism 

that emerged following arguments regarding whether social reality is objective or 

subjective (Ngwenyama, 1991; Richardson & Robinson, 2007). This argument was 

juxtaposed against arguments pertaining to the nature of society (Morgan, 1980; 

Morgan & Smircich, 1980), in terms of sociology of regulation versus radical change. 

This generated two additional paradigms namely, radical structuralist and radical 
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humanist (Morgan, 1980; Morgan & Smircich, 1980). Here, the radical structuralists 

assert the objectivity of reality, whilst the radical humanists assert its subjectivity. 

Hence, their research approaches and lenses for perceiving reality differ (Morgan, 

1980). Nonetheless, critical researches usually examine the status quo to provide honest 

critiques that illuminate entrenched, alienated, contradictory or restrictive social 

structures to make organisations aware of their shortcomings and make improvements 

(McGrath, 2005; Ngwenyama, 1991; Walsham, 2005; Hassard, 1991). Despite this, the 

critical research paradigm had also been criticised for its preoccupation with the status-

quo, which suggest that it may be unable to provide meaningful insights into the nature 

of enduring social structures and their effects (Morgan, 1980).  

 

4.1.1 Philosophical Positioning of this Research 

This research aligns with the interpretivist paradigm (Klein & Myers, 2001; Klein & 

Myers, 1999; Walsham, 1995, 2006). Because as highlighted in Chapter 1, the current 

research seeks to closely examine organisational practice, specifically IT incident 

management, in order to understand how organisational outcomes like IT incident 

resolution are attained. In this regard, the interpretivist paradigm is best suited since it 

facilitates the conduct of studies that seek to examine social phenomena closely, despite 

their complexities and subjectivity.  

 

To address the research question notably, How do IT professionals achieve high 

reliability in the critical context of IT infrastructure incidents management? There is 

a need to explore IT incident management in-depth using rich qualitative data. This 

should allow contextual insights about its embedded practices, activities and 

interactions to emerge, whilst also helping to shed light on how they unfold, in a 

manner that drives highly reliable performance and outcomes.  

 

This research objective aligns with the ethos of the interpretivist philosophy, which 

acknowledges the influence of human agency in the decisions and actions that shape 

social phenomena (Denzin & Lincoln, 2003; Evered & Louis, 1981; Morgan, 1980; Van 

Maanen, 1979; Yin, 2010). From this perspective, the current study is interested in 

exploring the practices of IT incident management, rather than testing abstract 

hypotheses or providing a critique on the phenomenon. This focus should help to 

uncover their embedded activities and how they unfold to drive reliable organisational 
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outcomes. This should also help to identify which type of actors partake in the activities 

and the roles they play, irrespective of whether they are human or non-human.  

 

From this perspective, interpretivism seems appropriate for guiding the conduct of such 

studies that aim to explore a relatively unknown phenomenon. Since it is more likely to 

preserve and account for the complexities involved like its embedded activities, 

interactions, relations, processes, values, cultures, meanings and even structures. 

Thereby providing a window into the realities of the phenomenon, without stripping its 

contextual nuances, at the expense of statistical measurement and generalisability, 

predictability or simplicity as is typical in positivistic studies (Miles et al., 2014).  

 

However, to do this effectively, there is also a need to draw on multiple data sources in 

order to sufficiently explore the different aspects of the phenomenon. This requirement 

is also more likely to be accommodated for by interpretivism. Since it embraces the use 

of varied data sources (Denzin & Lincoln, 2011; Flick, 2008; Yin, 2010) by allowing 

them to converge in a manner that facilitates data triangulation. Thereby helping to 

build rigour, verifiability and reliability into the study and the reporting of its findings 

(Denzin & Lincoln, 2011; Kaplan & Duchon, 1988; Klein & Myers, 2001; Mingers, 

2004; Noor, 2008; Yin, 2009, 2010). Primarily because such an approach to data 

collection and analysis allows researchers to more easily compare and cross-validate 

emerging theoretical themes and constructs (Hodder, 2000; Miles & Huberman, 1994).  

 

Also, by aligning with the interpretivist paradigm, the very nature of IT incident 

management, which is characterised by dynamism/fluidity both in terms of activities 

and participants no longer presents a barrier. Since interpretivism acknowledges the 

complexity and subjectivity of social phenomena and readily provides the space and 

flexibility necessary to examine them. Thereby, enabling researchers to sufficiently 

probe why or how certain symbolic actions for instance, are enacted at certain times, by 

certain actors and in certain ways.  

 

Specifically, the current research subscribes to a worldview that acknowledges the 

influence of both human and non-human actors and therefore renders agency to both 

(Latour, 2005; Lebovitz & Levina, 2018; Orlikowski, 2005; Pickering, 1995; Suchman 

et al., 2002). This integrated social and material worldview is consistent with the 
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context of the current research. Since IT operation engineers usually work in 

environments that are reliant on advance IT systems as well as intelligent data streams.  

 

Here, various theoretical perspectives align with this integrated view of organising by 

acknowledging the agencies of both humans and non-humans/materials. Indeed, the 

concepts of sociotechnical and sociomaterial artefacts and arrangements (Suchman et 

al., 2002) were previously coined to reflect the role both humans and non-humans play 

in different aspects of organising. In this sense, the term sociomaterial is a broad 

umbrella under which perspectives that recognise the agencies of both actors can be 

grouped (Elbanna, 2016; Jones, 2014; Suchman, 2007). It is this broad integrated social 

and material worldview that the current study aligns with, rather than a particular 

flavour or perspective per se. At its core, this philosophy is post-humanist and 

decouples organising from humans by acknowledging that non-humans also contribute 

to work performance, and through their joint contributions, organisational outcomes are 

realised. Although, neither human nor non-human/material agency alone is effective in 

producing such outcomes (Leonardi, 2011; Orlikowski, 2007; Pickering, 1993; 

Suchman, 2007). Since such outcomes emerge as a result of the instrumental action that 

unfolds through their mutual interrelationship and help to make a difference in the 

world (Gaskin et al., 2014; Jones, 2014; Scott & Orlikowski, 2014).  

 

4.2 Research Approaches  

Methodologically, two research approaches are prominent in social science research, 

namely qualitative and quantitative methods. In this study, we adopt the qualitative 

research approach, which aligns with the interpretivist philosophical paradigm. These 

research approaches are elaborated upon below. 

 

At its core, the qualitative research approach capitalises on research methods that 

facilitate investigations of the qualities, contexts, meanings, dynamics and processes 

that characterise real-world social phenomena (Bryman, 1984; Denzin & Lincoln, 2011; 

Guba & Lincoln, 1994; Sarker et al., 2013). In this regard, qualitative researches are 

pre-occupied with the lived world, where different experiences, subjective beliefs, 

values, meanings, cultures, thoughts, ideas, criticisms, politics, opinions, biases and 

preferences abound (Flick, 2008; Yin, 2010).  
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On the other hand, the quantitative research approach aligns with the positivistic 

philosophical paradigm that capitalises on research methods like surveys and 

experiments (Feagin et al., 1991) to facilitate investigations into quantifiable 

phenomena that are tangible, objective, independent and measurable (Lee, 1991; 

Schutz, 1954; Van Maanen, 1979). This research approach originated from the natural 

sciences, where it still dominates in fields like mathematics, physics and chemistry. 

Primarily because it draws on standardised statistical processes and quantifiable/precise 

measures to investigate observable phenomena (Feagin et al., 1991).  

 

Despite these different orientations, no one paradigm has a monopoly over any 

particular research approach or method (Bryman, 1984; Denzin & Lincoln, 2011; Guba 

& Lincoln, 1994; Klein & Myers, 2001). Since not all qualitative researches are 

grounded in interpretivism and not all quantitative researches are grounded in 

positivism (Benbasat et al., 1987; Kaplan & Duchon, 1988; Miles et al., 2014). 

Therefore, what is essential is the understanding that whilst positivism assumes a realist 

ontology, objectivist epistemology and a nomothetic/law-like methodology that 

demands control over research setting and data manipulation, interpretivism on the 

other hand, requires no such control. Instead, it assumes a nominalist ontology, anti-

positivist epistemology and an idiographic methodology (Guba & Lincoln, 1994; 

Luthans & Davis, 1982) that embraces variability and subjectivity.  

 

It is these different orientations and underlying assumptions that have methodological 

implications, which influence the choice of research methods, strategies, topics, 

objectives and research questions. Although, such choices may also be influenced by 

other contextual factors that pertain to a particular phenomenon or existing knowledge 

about it (Benbasat et al., 1987; Guba & Lincoln, 1994; Miles et al., 2014).  

 

4.2.1 Adopted Research Approach  

This study adopts a qualitative research approach. Because as highlighted by the 

research question, the current study seeks to investigate, How do IT professionals 

achieve high reliability in the critical context of IT infrastructure incidents 

management? In this regard, the study is concerned with exploring the work practices 

of IT professionals in-depth, in order to gain meaningful insight into how they perform 

their work to drive high reliability. 
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This research objective and the complex environmental context within which IT 

incident management occurs informed the choice of the qualitative research approach. 

Since both factors suggest a need for rich qualitative data. Especially, as little is known 

about the phenomenon. Such dataset should facilitate in-depth exploration of the 

phenomenon, in order to understand its embedded practices and how the different 

agents involved organise their work to achieve reliable organisational outcomes? 

Gleaning such insights also requires immersion in the phenomena in order to experience 

and examine its different aspects by interacting with participants, rather than probing 

from a distance (Evered & Louis, 1981; Morgan, 1980; Van Maanen, 1979).  

 

From this perspective, the qualitative research approach is best suited for the current 

research context since it allows the researcher to directly collect the necessary 

contextual data from participants. Especially those pertaining to their own experiences 

and the meanings they ascribe to happenings in their organisational work environment. 

Such rich accounts should allow different aspects of the phenomenon to be studied 

comprehensively, in order to generate novel insights. In this regard, the research drew 

upon four different qualitative data sources namely, semi-structured interviews, 

participant observations, document and email reviews.  

 

4.3 Adopted Research Methods 

In conducting this research, an inductive, interpretive case study design (Gehman et al., 

2017; Gioia et al., 2013) was adopted. This design choice was made after careful 

consideration of other possible research designs like survey, experimentation, and 

historical/archival analysis methods. Primarily, the choice of the case study method was 

informed by two research considerations.  

 

Firstly, the research question sought to answer a “how’ question and no control over the 

research setting, participants or events was necessary. Secondly, the phenomenon under 

consideration is contemporary and increasingly becoming commonplace. These meant 

that the case study method aligns best with the research context, compared to other 

qualitative research methods. Such alignment is something past researchers had always 

emphasised as important, in order to avoid gross misfits (Benbasat et al., 1987; 

Creswell, 2012; Galliers & Land, 1987; Yin, 2009).  
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4.3.1 Case Study Method  

Regarding definition of case study, literature offers several definitions. The first defines 

it as a research strategy that focuses on examining one or more particular cases or 

instances of a phenomenon to understand its dynamics in-depth (Eisenhardt, 1989). The 

second views it as an intensive study into the particularities and complexities of a 

bounded or spatially delimited phenomenon that is observable at a point in time or over 

a period, in order to understand and generalise any insights across a larger set of units 

(Gerring, 2004, 2006; Stake, 1995). The third considers it as an in-depth multifaceted 

investigation of a single social phenomenon using qualitative research methods and 

multiple data sources (Feagin et al., 1991; Flyvbjerg, 2006). The fourth views it as an 

empirical inquiry with a 'design logic' that investigates contemporary or distinctive 

phenomena in-depth, especially where multiple variables are at play (Yin, 2009, 2011).  

 

These definitions suggest that a case is something that is specific/distinctive, bounded, 

complex, functional and arouses curiosity/research interest for its uniqueness or 

universality (Stake, 1995). For such interesting or complex phenomena, new questions 

may arise that depart from routine statistical questions. Here, it is usually necessary to 

obtain and analyse varied qualitative data about the activities and experiences of the 

actors involved, in order to understand the phenomenon and allow any new questions to 

be addressed adequately (Feagin et al., 1991; Stake, 1995). Since such new and original 

questions can hardly be examined through standard statistical approaches like 

regression analysis, due to measurement limitations (Flyvbjerg, 2006; Gerring, 2006).  

 

Therefore, in such complex contexts, an approach that focuses on examining an instance 

of the phenomenon as a case is more appropriate. Since it allows the attributes of the 

phenomena to be studied thoroughly in their natural environment, over a period of time 

using varied data sources (Feagin et al., 1991; Stake, 1995). Whilst such studies tend to 

be criticised for narrowly focusing on one instance of a potentially broad phenomenon, 

they nonetheless facilitate detailed investigation and contextual understanding of the 

case (Flyvbjerg, 2006; Walsham, 1995). This, in turn, drive the emergence of 

fundamental insights about their embedded social activities, networks, interactions, 

complexes and associated meanings or motives (Feagin et al., 1991). Since by focusing 

on one case, reliable accounts of the phenomenon’s underlying causal mechanisms and 

interrelationships are likely to emerge (Gerring, 2004, 2006).  
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Further, the case study method is characterised by certain features. These are notably, It 

examines phenomena in their natural settings, and it relies on integrating multiple data 

sources that converge in a triangulating fashion, whilst benefitting from the guidance of 

relevant theories. Also, it examines relatively small samples at specific analysis levels 

like the individual or group levels, it is appropriate for producing classifications and 

propositions or describing and testing propositions and it requires no control over 

research setting nor empirical data manipulation. Additionally, it requires no declaration 

of dependent/independent variables in advance, it is flexible and allows data collection 

techniques or cases to be modified even as the research progresses, and it is suitable for 

addressing ‘why’ and ‘how’ questions that probe into social phenomena to understand 

their dynamics or embedded relations (Gerring, 2004; Stake, 1995; Yin, 2009). 

 

This qualitative emphasis helps to indicate if a particular case concerns or represents 

something larger than itself (Gerring, 2004). Since aside from the depth and richness 

that case studies provide in terms of describing and analysing micro-level events, they 

also provide insights into larger social structures and other broader classes that together 

constitute social life (Feagin et al., 1991; Flyvbjerg, 2006). Even if such generalisations 

are only issued tentatively (Gerring, 2004). In this sense, the case study method also 

offers researchers the opportunity to learn something about broader phenomena, instead 

of trying to prove that something is universal. Since in human affairs only specific cases 

exist and from these, context-dependent knowledge could be gleaned (Flyvbjerg, 2006). 

Hence, like all qualitative research methods, the case study method also lends itself to 

theory generation, which entails suggesting new ideas, interpretations and concepts or 

re-examining old ones in innovative ways (Feagin et al., 1991; Yin, 2011).  

 

In this regard, both case studies that reflect single instances of broader phenomena 

(Feagin et al., 1991) as well as cross-case studies are equally important and complement 

each other (Gerring, 2006; Seawright & Gerring, 2008). For instance, insights from a 

single case study regarding a phenomenon’s underlying complex mechanisms and 

relationships could be framed as hypotheses and tested through cross-case studies or 

even quantitative methods like field experiments (Feagin et al., 1991; Flyvbjerg, 2006; 

Gerring, 2004). This demonstrates that relationships that are discovered from a single 

case have ‘prima facie’ causal connection that may be generalised.  
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In this sense, whilst, the case study method is usually associated with interpretivist 

research philosophy, its aspects like problem definition, sample selection and construct 

validation resembles aspects of positivist research philosophy like hypothesis testing 

(Eisenhardt, 1989). On this basis, the case study method may also be deployed in 

positivist research contexts (Benbasat et al., 1987; Galliers & Land, 1987; Klein & 

Myers, 1999; Seawright & Gerring, 2008; Yin, 2010).  

 

Regarding criticism of the case study method, despite its usefulness in both 

interpretivist and positivist paradigms, the case study method had been criticised for a 

number of reasons. Firstly, aside from its capacity to generate rich qualitative data from 

specific cases or social contexts, there is also a risk that such samples may be too small 

and therefore not representative enough (Eisenhardt, 1989; Gerring, 2006; Yin, 2009). 

Hence, like most interpretive research methods that focus on contextual understanding, 

questions regarding the generalisability of findings often surface. Even though, such 

criticisms are largely unfounded. Since interpretive researches aim to generalise from 

cases to theory, rather than from sample to population (Eisenhardt, 1989; Lee & 

Baskerville, 2003; Noor, 2008; Yin, 2009). Further, insights from case studies may also 

be generalised through processes of ‘falsification’ whereby if just one observation from 

a similar context fails to fit a proposition advanced from a case, then it is presumed 

invalid and must be revised or discarded (Flyvbjerg, 2006). 

 

Secondly, others criticised the case study method for its tendency to accumulate vast 

amounts of empirical data and arriving at conclusions without spelling out systematic 

steps that clarify how such data was obtained and analysed or how results and 

conclusions were arrived at (Gerring, 2006). To counter these accusations of sloppiness 

about case studies, its defenders argued that such lack of care is not inherent to the 

method, but boils down to researchers’ sloppiness and indiscipline (Yin, 2009) 

 

Thirdly, appropriately designing and scoping cases can be challenging, due to practical 

concerns like securing access to case sites, availability and willingness of participates to 

partake in the studies, along with ethical considerations like providing anonymity to 

participants (Darke et al., 1998). Here, it is important to note that these practical 

challenges apply to other empirical research methods too. However, to help overcome 

some of these challenges in the current study, the researcher relied on his professional 

network involving ex-colleagues to identify and gain access to the case site.  
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Lastly, the method’s focus on facilitating in-depth investigations of cases often leads to 

prolonged periods being spent on completing cases (Noor, 2008), with the consequence 

being the accumulation of vast amounts of rich data that may be difficult to manage and 

analyse fully (Eisenhardt, 1989). Whilst this criticism is justified, it largely stems from 

the data collection techniques that some case study researchers tend to prefer like 

ethnography, which prolongs and generates vast amounts of data that can be difficult to 

manage effectively (Eisenhardt, 1989). Rather than this being an inherent problem of 

the method (Yin, 2009). To avoid such problems, the current study utilised semi-

structured interviews, participant observations, document and email reviews to ensure 

that data was collected from relevant participants and on time (Rubin & Rubin, 2011).  

 

4.3.2 Adopted Research Method: Inductive, Interpretive Case 

Study Design  

Considering the relevancy of the case study method to the current research context as 

highlighted above, it was adopted to explore IT incident management in a multi-national 

news and media organisation that is heavily reliant on IT. This case was purposefully 

selected (Flyvbjerg, 2006; Seawright & Gerring, 2008) to allow perspectives from 

different locales to be brought to bear, in order to facilitate comprehensive exploration 

of the phenomenon, which to date is largely under-explored.  

 

Regarding its application, an inductive, interpretive case study design (Gehman et al., 

2017; Gioia et al., 2013) is adopted in the current research to closely explore the 

phenomenon. This entails focusing on a particular case and exploring it using different 

data sources and analysing the data inductively to develop an in-depth understanding 

and generate new theoretical constructs (Gehman et al., 2017; Gioia et al., 2013). This 

research design thus hinges on an inductive analysis of qualitative data and aligns with 

interpretivist philosophy. It was adopted because very little is known about the 

phenomenon (Corley & Gioia, 2004). Especially, as it unfolds in modern organisations 

that are reliant on advance IT. Hence, the design was intended to help investigate the 

phenomenon in-depth, so as to help build an emergent theory that is grounded in 

empirical data (Charmaz, 2006; Gehman et al., 2017; Gioia et al., 2013; Glaser & 

Strauss, 2017; Sarker et al., 2000; Urquhart, 2012). 
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This approach to theorising foregrounds the interpretations of the participants who 

experience the phenomenon and understand its ebbs and flows better than external 

observers (Feagin et al., 1991). From this perspective, the researcher is reporting on the 

activities and dynamics of the phenomenon from the perspective of the knowledgeable 

participants involved (Corley & Gioia, 2004; Gehman et al., 2017). In this regard, we 

adopted an interpretive perspective in order to draw us closer to the phenomenon, in 

order to obtain rich qualitative data from participants. This would then be analysed 

inductively to provide meaningful insights into their lived experiences (Denzin & 

Lincoln, 2003; 2011; Morgan & Smircich, 1980).  

 

This approach should also allow new constructs that are grounded in empirical data to 

emerge (Gehman et al., 2017; Gioia et al., 2013). On this basis, the inductive approach 

adopted here rejects the notion of universal truth, singular meaning or objective reality 

that is entirely measurable and predictable using standard models (Lee, 1999). From this 

perspective, the contextual qualities of the phenomenon like its embedded practices, 

activities, relations, values and other nuances (Miles et al., 2014) would be preserved 

and studied closely (Hassard, 1991; Lee, 1999). This would allow a more holistic and 

reliable account of the phenomenon to emerge (Evered & Louis, 1981).  

 

Further, this research design also aims to draw attention to the practices, activities and 

actions that shape the phenomenon. Although the case study method itself does not 

generally intend to examine the entire organisation. Rather it focuses on specific 

aspects, functions, units, activities or problem domains (Noor, 2008). In this study, it is 

deployed to focus attention on the phenomenon as it unfolds within the organisation’s 

IT operations function, comprising its global network operations centre (GNOC), WAN 

service, smart IT/tools management, and problem management teams, who are spread 

across three continents. Overall this organisational function constitutes the current case. 

The unit of analysis is the collective involving people, technology and data.  

 

In terms of justifications for the current research design, firstly, as previously 

highlighted, the case study method is appropriate for investigating contemporary social 

phenomenon. Since it is capable of facilitating the emergence of novel, interesting and 

theory breaking insights especially, in domains like IT incident management where little 

theorising exist (Benbasat et al., 1987; Darke et al., 1998; Eisenhardt, 1989). 
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Secondly, the capacity of the case study method to capture emerging and immanent 

features of social phenomena like their activity flows and dynamism (Noor, 2008) 

means that it is appropriate for the current research context. Since it focuses on the 

practices and activities that unfold in the phenomenon of IT incident management.  

 

Lastly, the preference for a single case study design was informed by the researcher’s 

awareness that IT incident management is under-explored and theorisations on IT 

incidents are woefully lacking in IS and organisational studies literature. In this sense, 

adopting a single case study design would facilitate in-depth exploration of a particular 

case, using multiple data sources to drive the emergence of novel and interesting 

insights that provide a basis for future studies (Elger & Smith, 2005; Yin, 2009).  

 

Based on the above, the adopted case study design is intended to help focus on a 

particular case to gather rich and detailed qualitative data as evidence to facilitate in-

depth analysis of the phenomenon. In order to develop new understanding and 

theoretical constructs (Elger & Smith, 2005; Gehman et al., 2017; Gioia et al., 2013). 

Since the case study method is also useful for theory development, aside from 

facilitating initial exploration and description of cases (Yin, 2009). These justifications 

provide a basis for adopting an inductive, interpretive case study design, which is 

consistent with the adopted interpretive philosophy, research method, research question, 

data collection techniques as well as the phenomenon under consideration (Benbasat et 

al., 1987; Galliers & Land, 1987; Yin, 2009). 

 

4.3.3 Case Study Research Strategy  

In summary, the research strategy below in Table 9 was followed to ensure alignment 

between the various research aspects and help avoid gross misfits that could derail 

research progress (Alvesson, 2003; Cassell, 2015; Roulston, 2010).  
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Table 9: Research strategy 

No. Strategy Item Methodological Choices 

1 Research Phenomenon IT incident management in IT operations 

2 Research Question How do IT professionals achieve high reliability in the 

critical context of IT infrastructure incidents 

management? 

3 Research philosophy Interpretivism  

4 Research Approach Qualitative research 

5 Research Method(s) Inductive, interpretive case study (Exploratory) 

6 Case Selection  Single case (Purposively selected due to the criticality 

of this kind of IT infrastructure to key industries) 

7 Data Collection  - Snowball sampling 

- Semi-structured interviews (Arranged meeting and 

informal discussions on-site) 

- Participant observation (Took field notes) 

- Document and email reviews  

8 Data Analysis Inductive data analysis (grounded in data) 

- First round (line-by-line open coding) 

- Second round (thematic coding) 

- Third round (thematic coding) 

- Fourth round (theoretical coding) 

 

4.4 Data Collection  

As stated in the introduction chapter, this research gained access to a multinational 

information and news organisation called Alpha Technologies. This is a pseudonym and 

specific details including the names of interviewees had been omitted to preserve the 

organisation’s anonymity and abide by the corporate disclosure agreement that the 

researcher signed prior to commencing the data collection. For this same reason, actual 

photos of the organisation’s smart IT systems and operational environment had been 

replaced with similar photos that are publicly available from relevant technology 

partners and solution vendor sites.  

 

Regarding data collection, semi-structured interviews, participant observations, emails 

and document reviews were performed to gather rich qualitative data. As shown in 

Table 10 below, thirty-two interviews were performed between May and November 

2017, with twenty participants drawn from three continents (APAC, EMEA and the 

Americas). These comprised of 1st and 2nd line wide area network (WAN) engineers, a 

3rd line smart IT/tools specialist and a problem manager. Participants were selected 

through snowball sampling and few were interviewed more than once. These were 

performed purposefully to reach the most relevant people to provide data (Corley & 

Gioia, 2004; Guba & Lincoln, 1994; Rubin & Rubin, 2011), by drawing on their own 
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experiences of IT incident management and knowledge of the organisational IT 

infrastructure.  

 

Considering that the three hands-on managers of the IT operation teams that the study 

was interested in were experienced and well-informed about their teams’ activities, we 

interviewed them first. The first manages the global network operations centre (GNOC) 

team in APAC and the Americas, the second manages the GNOC team in EMEA and 

India/Asia, and the third manages the WAN service (WANSA) teams across APAC, 

EMEA and the Americas. As per Appendix 8, an interview protocol was designed and 

used flexibly, without commitments to any pre-existing theoretical constructs (Gioia et 

al., 2013; Urquhart, 2012), in order not to overly restrict the data collection. Overall, the 

interview protocol featured a range of questions that focused on IT incident 

management activities like infrastructure monitoring, incident detection and 

troubleshooting, configuration management and smart IT use among other aspects.  

 

This semi-structured interview approach allowed interviewees to express themselves 

(Alvesson, 2003). Since most of the questions were open-ended and posed in a manner 

that encouraged participants to elaborate on their experiences like encounters with IT 

incidents and domain knowledge to answer questions. Hence, the interviewer only 

interjected periodically to pose follow-up questions or seek clarifications on interviewee 

responses and insights from previous sessions (Alvesson & Ashcraft, 2012; Brinkmann 

& Kvale, 2015; Corley & Gioia, 2004; Gioia et al., 2013; Rubin & Rubin, 2011).  

 

The interviews were performed mostly one-on-one during pre-arranged sessions and 

informal discussions, where questions about specific aspects of the phenomenon were 

posed to interviewees. Although, progressively, the interview questions became more 

targeted, as the interviewer probed deeper with follow-up questions (Corley & Gioia, 

2004). The interviews were conducted both on-site and off-site, using the organisation’s 

own WebEx conferencing facility and phone lines as they desired. In order to ensure 

that no sensitive operational or business data was inadvertently disclosed. As the 

interviews were semi-structured, the interview protocol featured a range of questions 

that primarily focused on IT incident management activities like infrastructure 

monitoring, incident detection and troubleshooting, configuration change management 

and tool usage among other aspects. 
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Following the initial interviews with the three hands-on managers, they recommended 

suitable participants from their respective teams as well as two other collaborative 

teams, notably smart IT systems/tools management and problem management. Since 

these teams are also very knowledgeable and experienced in certain aspects of IT 

incident management. We followed these leads and others that were suggested by 

interviewees. Aside from these, we also sought interviews with three junior engineers 

who were usually assigned to relatively simpler and well-defined tasks during incidents. 

These interviews ensured that we gained a representative view from across the spectrum 

of participants. Since it became apparent during data collection that the experienced 

engineers were mostly pre-occupied with complex and ill-defined problems. Hence, it 

was necessary to interview a variety of participants.  

 

The interviews continued until theoretical saturation was reached, where no new themes 

emerged from additional data collection (Glaser & Strauss, 2017). To help follow-up on 

key themes that surfaced, as well as to identify and eliminate factual inaccuracies or 

misrepresentations (Alvesson, 2003; Alvesson & Ashcraft, 2012; Roulston, 2010), we 

took precaution. By interviewing eight participants more than once as per the list of 

interviewees in Table 10 below. In total, 22.57 hours of audio was recorded and 

transcribed verbatim, with each interview session lasting between 25-77 minutes. 

 

Table 10 below shows the breakdown of participants who were selected and 

interviewed following consultations with their respective team managers and based on 

their experience in IT operation as well as exposure to IT incident management.  
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Table 10: List of interviewees 

IT Ops 

Dept 

Team & 

Location 

Interviewee Details Sex Experience 

at Alpha 

Experience 

Elsewhere 

No of 

Interviews 

Total 

Duration 

Dates 

1st Level 

Support 

(GNOC) 

  

Global  

Team 1 - 

APAC 

1. Engineer 01,  

 GNOC Team lead 

2. Engineer 02  

 GNOC, Network  

 Engineer 

3. Engineer 03  

 GNOC, Associate  

 Network Engineer 

4. Engineer 04  

 GNOC, Associate  

 Network Engineer 

5. Engineer 05  

 GNOC, Trainee  

 Network Engineer 

6. Engineer 06 

 GNOC, Associate  

 Network Engineer 

7. ENG Manager 01 

 GNOC 1st Line  

Male 

 

Male 

 

 

Male 

 

 

Female 

 

 

Male 

 

 

Male 

 

 

Male 

6 years 

 

5 years 

 

 

3 years 

 

 

1.5 years 

 

 

1 years 

 

 

1 years 

 

 

22 years (9 as 

manager) 

6 years 

 

2 years  

 

 

0 years  

 

 

0 years  

 

 

0 years 

 

 

0 years 

 

 

0 years 

3  

 

1 

 

 

1  

 

 

1  

 

 

1  

 

 

2  

 

 

1  

160 mins 

 

58 mins 

 

 

58 mins 

 

 

39 mins 

 

 

54 mins 

 

 

59 mins 

 

 

50 mins 

01/06/17,05/06/17,10/07/17 

 

19/06/17 

 

 

30/08/17 

 

 

06/09/17 

 

 

05/09/17 

 

 

07/09/17, 14/09/17 

 

 

23/05/17 

Global  

Team 2 - 

Americas 

8. Engineer 07 

 GNOC, Network  

 Engineer 

9. Engineer 08 

 GNOC, Network  

 Engineer 

10. ENG Manager 02 

 US GNOC  

Female 

 

 

Male 

 

 

Male 

1.5 years 

 

 

6 years 

 

 

6.5 years 

 

2.5 years 

 

 

1 years 

 

 

9.5 years 

1  

 

 

1  

 

 

1  

55 mins 

 

 

52 mins 

 

 

68 mins 

25/10/17 

 

 

25/10/17 

 

 

07/11/17 

2nd Level 

Support 

(WANSA) 

EMEA  

 

11. Engineer 09  

 WANSA, Network  

 Support Engineer 

12. Engineer 10 

 WANSA, Network  

 Support Engineer 

Female 

 

 

Male 

 

 

20 years  

 

 

12 years 

 

 

0 years 

 

 

13 years  

 

 

2  

 

 

2  

 

 

52 mins 

 

 

89 mins 

 

 

05/05/17, 08/06/17  

 

 

16/05/17, 07/06/17 
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13. ENG Manager 03 

 WANSA, 2nd Line  

14. Engineer 11 

 WANSA, Network  

 Support Engineer 

Male 

 

Male 

17 years (as 

manager) 

9 years 

6 years 

 

2 years 

 

1  

 

2  

50 mins 

 

91 mins 

23/05/17 

 

13/07/17, 20/07/17 

Americas  

 

15. Engineer 12  

 WANSA, Network  

 Support Engineer  

16. Engineer 13  

 WANSA, Network  

 Support Eng TL 

Male 

 

 

Male 

7 years 

 

 

16 years 

10 years 

 

 

7 years 

 

1  

 

 

1  

26 mins 

 

 

41 mins 

07/06/17 

 

 

07/06/17 

APAC  

 

17. Engineer 14  

 WANSA, Network  

 Support Engineer 

18. Engineer 15 

 WANSA, Network  

 Support Engineer 

Male 

 

 

Male 

6 years 

 

 

10 years 

0 years 

 

 

3 years  

3  

 

 

4  

115 mins 

 

 

125 mins 

02/05/17,18/05/17,26/06/17 

 

 

02/05/17,06/05/17,01/0617, 

15/06/17 

Problem 

Management 

(WANSA) 

Global 

(Based in 

APAC) 

19. PM Manager 01 

 Problem Manager,  

 Infrastructure Serv 

Male 6 years 7 years 2  59 mins 21/08/17, 07/09/17 

IT Tools 

Management 

(WANSA) 

Global 

(Based in 

EMEA) 

20. TL Engineer 01 

 2nd Line Network  

 Tools Specialist 

Male 23 years 

 

7 years 1 53 mins 15/10/17 

Total 3 locations 20 interviewees 17 M, 

3 F 

179.5 years 76 years 32 Interview 22.57 hrs 7 months 
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The participant observations involved visiting the European hub of the organisation to 

observe and shadow their 2nd line WANSA team for about twenty days (8 hours each) 

as they worked. However, after about 2 weeks of intensive observation, some engineers 

started feeling uneasy about the continuous presence of the researcher, compelling their 

manager to suggest that the researcher sticks to informal discussions and interviews, in 

order to avoid creating a guarded work environment that could impede communications. 

Since most participants were more comfortable with these forms of data collection, 

which are less intrusive and relaxing for them (Brinkmann & Kvale, 2015; Rubin & 

Rubin, 2011; Sinding & Aronson, 2003). Hence, the daily intensive observations ended 

after two weeks, with the remaining period spent on conducting informal discussions.  

 

Overall, the observations focused on the practices, activities and interactions that 

unfolded in a working day, with particular emphasis on IT incident management. This 

involved IT incidents of varying complexity, severity and scale that unfolded and were 

dealt with collectively. The management of these unexpected IT incidents or deviations 

in IT infrastructure performance constituted a major part of daily IT infrastructure 

management at the organisation. Whilst the observations focused on IT incident events 

and associated management activities, other aspects of day-to-day IT infrastructure 

management were also observed. Field notes were taken and reviewed.  

 

Additional data were also obtained through document and email reviews. These focused 

on identifying relevant documents including corporate reports and operational 

documents like infrastructure network diagrams, service assurance reports, standard 

operating procedures (SOPs), runbooks, periodic incident summary reports, process 

guides, system manuals, shift rotas, incident ticket work-logs and email correspondence 

with 3rd party solution providers and clients. In total, 405 pages of interview data, 402 

pages of corporate reports, 57 pages of emails, and 32 pages of written notes were 

collected as per Table 11 below, which lists the qualitative datasets that were reviewed.  
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Table 11: List of qualitative data sources 

No. Data Sources Quantity 

1 Semi-structured interviews - 405 pages of transcribed interview data 

2 Participant observation - 32 pages of written notes 

3 Document reviews - 402 pages of corporate reports 

- 27 pages of service assurance reports 

- 3 shift rotas 

- Several operational docs (SOPs, runbooks) 

- Several infrastructure network diagrams 

- Several Periodic incident summary reports 

- Several process guidelines 

- Several system manuals 

- Several incident ticket work-logs 

4 Email reviews - 57 pages of emails 

 

By drawing on these different data sources, significant amounts of qualitative data 

accrued. This allowed the phenomenon to be explored comprehensively, as the variety 

of data sources added both breadth and depth (Denzin & Lincoln, 2011; Kaplan & 

Duchon, 1988; Mingers, 2004; Noor, 2008; Yin, 2010). Although, breadth is often cited 

as lacking in case studies (Flyvbjerg, 2006). Besides, the variety also helped to verify 

accounts more fully (Klein & Myers, 2001).   

 

4.5 Data Analysis 

 

4.5.1 Inductive Analysis Approach 

The adjective ‘inductive’ in this context describes a way of analysing empirical data, 

such that it places the data at the heart of the development of any new theory or 

theoretical ideas, concepts and constructs (Glaser and Strauss, 2017). This avoids 

imposing ‘a priori’ or external theoretical assumptions to ensure that any emergent 

theory, concepts or constructs from the study would fit and be applicable to the context 

of the phenomenon (Glaser & Strauss, 2017; Urquhart et al., 2010). This is important 

for IS literature, which is replete with social science theories that are remote from IS 

practice (Corley & Gioia, 2011). 

 

The inductive approach to theory building is also recognised for its emphasis on 

originality, creativity, rigour and potential to generate new theories and insights that are 

grounded or tightly linked to empirical data (Charmaz, 2006; Gioia et al., 2013; 

Orlikowski, 1993; Sarker et al., 2000; Urquhart & Fernandez, 2006), rather than abstract 
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deductions. The inductive data analysis approach adopted departs from the popular 

Glaser and Strauss’s grounded theory approach. This is specifically, at the point where 

they argued for starting theory development entirely from a ‘blank slate’, rather than 

existing literature (Glaser & Holton, 2004; Glaser & Strauss, 2017).  

 

In this sense, the inductive approach adopted here, recognises the importance of 

reviewing existing literature and connecting with existing theories at the later stages of 

data collection and analysis. As particular themes become more apparent and are 

pursued by the researcher for richer understanding to emerge (Gehman et al., 2017; 

Urquhart & Fernández, 2013). Therefore, as is typical in inductive data analysis, the 

initial sets of data were coded qualitatively and emergent themes were identified, sorted 

and synthesised. This involved attaching relevant textual codes or labels to slices of the 

data that reflect particular themes (Charmaz, 2006). This helped to distil the data by 

comparing different codes (slices of data) more effectively. Thereby, allowing the 

researcher to better gauge what is happening in the phenomenon and form some initial 

impressions based on different ideas that emanated from the applied codes.  

 

This helps to inform the researcher about which aspects of the phenomenon should be 

explored further, in subsequent rounds of data collection (Charmaz, 2006). In this 

regard, emergent ideas from previous interviews become the focal points of subsequent 

discussion with other interviewees as the data collection progresses. As this process 

continued and more slices of data were coded and compared, the data analysis then 

began to take shape. At which point, the researcher started taking preliminary analytic 

notes about the codes, ideas and comparisons between them (Charmaz, 2006).  

 

This iterative process of applying codes, comparing codes and taking relevant notes 

about the codes and their comparisons help to develop further ideas that enable the 

researcher to interpret the data and form analytic categories (Charmaz, 2006), or 

compose aggregate dimensions that are grounded in the data (Corley & Gioia, 2004; 

Gioia et al., 2013; Glaser & Strauss, 2017). If during this process, doubts or questions 

arise that point to possible gaps in the emerging analytic categories, then additional data 

is collected to help narrow the gaps and learn more about the phenomenon. Thus, 

strengthening the categories further (Charmaz, 2006).  
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This succession of data collection and analysis at different conceptual levels gradually 

transforms the analytic categories to take on abstract or theoretical forms. By 

establishing relationships between these, a conceptual view emerges that helps to 

explain the phenomenon, rather than just describe, test or verify facts deductively 

(Glaser & Strauss, 2017). Here, the current research draws on the inductive data 

analysis variant developed by Gioia and his colleagues (Corley & Gioia, 2011; Gehman 

et al., 2017; Gioia & Chittipeddi, 1991; Gioia et al., 2013). 

 

4.5.2 Adopted Process for Inductive Data Analysis  

As stated above, in this research study, the guidelines for performing grounded 

inductive data analysis (Gehman et al., 2017; Gioia et al., 2013) were drawn upon. In 

order to systematically collect and analyse the empirical data, as well as to present the 

results in a manner that foregrounds the experiences and interpretations of participants.  

 

In this regard, and in alignment with the inductive approach, rather than start with some 

pre-existing theoretical framework, we started by systematically collecting and 

examining empirical data from the field (Charmaz, 2006; Urquhart & Fernandez, 2006). 

Hence, once sufficient data was collected, it was analysed and the results informed 

subsequent data collection, in terms of what and where to sample from next (Corley & 

Gioia, 2004; Glaser & Holton, 2004; Glaser & Strauss, 2017).  

 

This interaction between data collection and data analysis meant that these two research 

phases overlapped for a period of time as is typical in interpretive researches that adopt 

the inductive or grounded analysis approach. Since data collection and analysis unfold 

simultaneously (Charmaz, 2006; Glaser & Strauss, 2017; Guba & Lincoln, 1994; 

Hodkinson, 2008; Urquhart et al., 2010) to ensure that insight from previous rounds of 

data collection inform subsequent rounds of both data collection and analysis. However, 

like most inductive studies, here too, the data analysis and reporting phases continued 

after the data collection ended.  

 

To help organise all the empirical data, Nvivo 11 software was used to code and 

categorise the data into themes (Gehman et al., 2017; Gremler, 2004; Hughes et al., 

2007). Further, our commitment to the integrated social and material ontological 

worldview of organising (Orlikowski, 2005, 2007; Pickering, 1995; Suchman, 2007) 
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meant that in analysing the data, we paid attention to both human and non-human actors 

and the different activities they were involved in.  

 

Regarding the data coding procedure, because the data collection and analysis phases 

partially overlapped, the coding started once the initial set of interviews were 

performed. In alignment with the research objective and its ontological commitment to 

an integrated social and material worldview (Latour, 2005; Orlikowski, 2007; Pickering, 

1995; Suchman et al., 2002), attention was paid to both human and non-human aspects 

of the phenomenon. In this regard, the data analysis focused on micro-level practices, 

activities and interactions that were enacted during IT incident management, by an 

organisational collective comprising IT operations engineers, smart IT systems and 

intelligent data streams.  

 

To gain some sense of what activities were unfolding in the phenomenon, the field 

notes, corporate reports, operational documents, system manuals and emails were first 

reviewed and analysed, before turning to the interview dataset. Since the latter 

contained the direct accounts that were obtained in the field, from the knowledgeable 

participants we interviewed (Gehman et al., 2017; Gioia et al., 2013). In total, four 

rounds of coding and analysis were performed, comprising one open coding, two 

thematic coding and one theoretical coding (Charmaz, 2006; Glaser & Strauss, 2017). 

 

In the first round, line-by-line open coding of all the data was performed and this led to 

the identification of over seventy first-order activities. These were coded to reflect the 

language of the participants and what they were describing (Gehman et al., 2017; Gioia 

et al., 2013). Upon another look, a few similarities and distinctions were observed in the 

codes and this allowed each duplicate to be removed. Thereby reducing the number to 

sixty-eight as per the data structure in Appendix 11. Further, a closer look at these 

activity categories showed that they reflected work practices that were being performed 

by various human and non-human actors. This insight informed subsequent interviews 

to focus not just on what people did, but also the role played by the various smart IT 

and intelligence data streams that pervaded the operational environment. 

 

In the second round, thematic coding was performed. This focused on identifying 

clusters in the first-order codes that were suggestive of broader theoretical themes. In 

this respect, the previous observation that the first-order codes/activities were performed 
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by both humans and non-humans informed this round of coding and we focused on 

isolating all such integrated social and material activities. In doing so, people, 

technology and data emerged as an integrated social and material unit that was 

mindfully driving the activities. By focusing on their actions and interactions, the first-

order codes were re-interpreted into twenty-one broad second-order codes that could be 

examined more theoretically (Gehman et al., 2017; Gioia et al., 2013).  

 

In the third round, thematic coding was performed across the twenty-one second-order 

codes to further distil them into possible clusters. This resulted in the emergence of nine 

broad third-order codes, which we identified as key practices. Upon closer look, we 

observed that ‘mindful organising’ was emerging across them as a suitable theoretical 

frame to synthesise all the data. Hence, we drew upon its five mindful processes 

namely, Preoccupation with failure, Sensitivity to operations, Commitment to 

resilience, Reluctance to simplify, and Deference to expertise (Sutcliffe, 2011; Weick et 

al., 1999) as relevant constructs to analyse these nine emergent codes theoretically. 

Here, it is important to reiterate that we were compelled to draw upon these five 

constructs only because ‘mindful organising’ emerged from the data at this point.  

 

Therefore, their usage was never predetermined (Berente & Yoo, 2012; Levina & Ross, 

2003). Drawing on these five constructs, we reviewed the nine third-order codes and re-

categorised them under the five constructs of ‘mindful organising’. In doing this, we 

were flexible and did not force codes to fit these constructs, as this would restrict the 

data. This led to two of the third-order codes falling outside the five constructs. We 

reviewed and placed these under a new construct called ‘Zooming Out’, which ran 

counter to ‘Reluctance to Simplify’. 

 

In the fourth round, theoretical coding (Charmaz, 2006; Glaser & Strauss, 2017) was 

performed to determine if any work patterns manifested across the six (5 existing + 1 

new) constructs of mindful organising. In other words, what common threads relate or 

link across the six categories. Here, their underlying practices/codes and relevant 

sections of data were reviewed to see if particular work patterns were observable across 

them. This led to the identification of seven main ‘work patterns’ that we interpreted at 

a higher-level of analysis as; Balancing being sensitive and attending to agentic 

limitations, Balancing historical data and producing new data, Balancing risk avoidance 

and quick mitigation/risk-taking, Balancing impact mitigation and root cause resolution, 



 127 

Balancing mindful and mindless performance, Balancing reluctance to simplify (zoom-

in) and simplifying (zoom-out), and Balancing precision and experimentation.  

 

At this point, the question arose as to why these work patterns manifested and after 

several weeks of reflection and careful probing, it became apparent that they manifested 

because they were being drawn upon by different actors to overcome either their own 

agentic limitations or those inherent in other actors. On this basis, we labelled them as 

‘organisational strategies for overcoming agentic limitations’. Thus, our inductive data 

analysis allowed us to develop new constructs for ‘mindful organising’ that accounted 

for the complex relationships between people, technology and data, in the context of 

modern organising. Particularly organising for high reliability within complex and 

integrated social and material contexts like IT incident management. 

 

4.6 Summary and Conclusions 

This chapter presented the philosophical and methodological stances adopted in this 

inductive, interpretive case study. It also highlighted the data collection and analysis 

procedures that were drawn upon to conduct the case study and present the findings.  

 

In summary, the study collected qualitative data from multiple sources and analysed 

them inductively by drawing on the Gioia methodology (Corley & Gioia, 2011; 

Gehman et al., 2017; Gioia et al., 2013). In order to develop new constructs and insights 

that are grounded in empirical data. Thus, the study adds to a modest list of IS 

researches that sought to build theories that are intimately tied to empirical data by 

giving voice to participants and foregrounding their experiences and interpretations, 

over abstract ideas. 

 

In doing this, the researches commitment to an integrated social and material worldview 

that renders agency to both humans and non-humans also meant that the inductive data 

analysis focused on joint performances that were enacted by different actors within the 

phenomenon. This helped to reveal that aside from humans and technologies, data and 

its underlying algorithmic agency also contributes in producing organisational 

outcomes. Hence, in modern organisational contexts, organising for high reliability 

through ‘mindful organising’ cannot occur successfully without accounting for the 

interactions between these different actors and their agencies.  
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Chapter 5: Case Study Description  

 

This chapter presents the case description. It provides an overview of Alpha 

Technologies Limited, the case under consideration in this research. It focuses on its 

business context, from an operational perspective. In particular, its consistent reliance 

on a complex and expansive IT infrastructure to operate and deliver data-oriented 

products and IT services to a global clientele, in a highly reliable fashion. The chapter 

consists of four sections. Section 1 presents the research site and an overview of the 

organisation’s technology and operations unit. Section 2 presents an overview of 

Alpha’s IT operations function at the time of the study. Section 3 presents an overview 

of the Alpha’s IT incident management teams. Section 4 presents Alpha’s IT 

operational systems and their purposes.  

 

5.1 Introduction to Alpha Technologies 

As indicated above, this study gained access to a multi-national information and news 

organisation called Alpha Technologies Limited (pseudonym), who are industry leaders 

in the provisioning of news, intelligent market data and associated software services to 

financial, accounting, tax, legal, risk and media firms as well as compliance/regulatory 

and governmental agencies around the world. Alpha is headquartered in North America 

and operates within the regulated finance and media sectors in over 100 countries and 

across five continents, where its data-driven services and digital products are popular. 

To facilitate the provisioning of these digital services and products as well as to 

efficiently scale its global operations, Alpha runs a complex and expansive IT 

infrastructure. This provides client access to IT solution platforms, services and 

products like intelligent data feeds from different market sources and industry verticals.  

 

Regarding case selection, this case was selected because of the significance of Alpha’s 

IT infrastructure to the global financial sector and the far-reaching consequences of IT 

incidents that emanate from critical infrastructures of this kind. Rather than because of 

practical or personal considerations (Seawright & Gerring, 2008). Hence, the case 

selection was problem-driven (Flyvbjerg, 2006) to help maximise the chances of 

gleaning meaningful insight about the phenomenon (Stake, 1995).  
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5.2 Technology and Operations Organisation 

Operationally, Alpha’s business model focuses on delivering news and intelligent 

market data as subscription-based services with appropriate service level agreements 

(SLA) that ensure service quality. Owing to this model, in 2016, Alpha attributed over 

90% of its revenue to data and technology solution sales. This prompted it to establish 

an Enterprise Technology Operations (ETO) department in the same year to help 

transform the technology operations into an integrated enterprise with a unified IT 

infrastructure that is highly reliable, secure and scalable. This infrastructure comprises 

multiple technology platforms, IT products, software solutions and applications, IT 

services and hardware/datacenter assets like network devices and cable systems. 

 

Organisationally, the ETO department combined about ten different technology, 

operations, procurement/sourcing and real estate functions into a single entity that 

accounts for over $3 billion in annual operating expenses. It also commands a 

workforce of about 12,000, which represents nearly 30% of Alpha’s total workforce, 

who are co-located in over 200 locations. This workforce collaborates to develop and 

operate various IT systems, solutions, applications and services that are integral to the 

IT infrastructure. It includes system architects, software engineers, security analysts, 

data analysts, IT operations engineers and technical support teams that work 24 hours, 7 

days a week to operate and maintain the IT infrastructure.  

 

On this basis, the ETO department and its sub-units like Enterprise Network 

Technology (Implementation and Operations), Network Technology (Products & 

Services), and Platform Support teams are integral to Alpha’s overall business strategy. 

By consolidating the technological and data assets of these units into an integrated IT 

infrastructure, many productivity and efficiency goals were realized. For instance, it 

resulted in the retirement of nearly 110 legacy applications and redundant datacenters. It 

also consolidated the work performed from about 60 different office locations. 

Resulting in headcount reductions of about 20%. 

 

5.3 IT Operations Function 

Alpha’s IT infrastructure is managed by the IT operations function, which is part of its 

Enterprise Network Technology unit. The IT infrastructure delivers market data on a 

daily basis, in order to provide insight and facilitate thousands of business transactions 
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around the world. In 2016, Alpha’s instant messaging community initiated over 300,000 

digital data connections across 30,000 enterprises in about 180 countries. The total 

volume of traffic, in terms of market related messages transmitted on the IT 

infrastructure surpassed 75 billion messages.  

 

The IT infrastructure also stores about 60,000 terabytes of digital data across its 

datacenters. This is much higher than the average volume handled by other major data-

driven organisations like Wikipedia, whose total data is just about three terabytes. The 

IT infrastructure also supports many software applications and IT services, including 

several from 3rd party developers. In the same year, over 50,000 developers for instance, 

utilised Alpha’s APIs globally, and over 2,000 customers relied on its enterprise 

platforms to support their own trading infrastructures in over 40 countries.  

 

This demonstrates the criticality of Alpha’s IT infrastructure to the global financial 

industry and the other markets it serves. To continuously support its daily functioning 

and smooth delivery of these products and services, various support teams are available 

24 hours, 7 days a week to operate, manage and maintain the infrastructure. Key among 

these support teams are the Global Network Operations Center (GNOC) and WAN 

Service (WANSA) teams, who provide 1st and 2nd line technical support for the core 

segment of the IT infrastructure respectively.  

 

These two teams are of particular importance to the current study since they form the 

central nexus from where all IT infrastructure incidents are managed. Hence, our 

empirical investigations mainly focused on these two IT operations support teams.  

 

5.4 IT Infrastructure Management 

For the organisation to effectively support its news and intelligent data delivery 

business around the world, it needed to effectively manage its IT infrastructure, which 

consists of about 75,000 high availability IT network devices from multiple vendors. 

Including Cisco and Juniper routers, switches and firewalls that are deployed across 

some 50 datacentres in different countries as well as about 500 WAN/MPLS links, 

hundreds of leased lines and undersea fibre cables that interconnect the datacentres. 

Other components include multiple LAN, VLAN and VPN circuits and their 

terminating/access points, hundreds of web servers and power supply units (PSUs), 
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storage attached network (SAN) and network attached storage (NAS) devices. Software 

related components include multiple operating systems, firmware, middleware, 

databases, applications and virtual machines among others.  

 

To adequately manage this complex and expansive IT infrastructure, Alpha’s IT 

operation teams rely on various smart IT systems. These will be elaborated upon in 

subsequent sections of the chapter. However, regarding daily management of the 

infrastructure, these smart IT systems allow Alpha to effectively and efficiently perform 

vital operational tasks on the infrastructure, such as incident detection and management. 

These activities are necessary to ensure the continuous functioning of the IT 

infrastructure at optimum levels. To allow the organisation to meet its existing SLAs 

and service delivery commitments to clients.  

 

Regarding the conduct of IT Incident Management, which is the phenomenon of interest 

in this research, at Alpha Technologies, this activity is regularly performed by two main 

technical support teams that are part of the IT operations outfit. These are namely, the 

Global Network Operations Center (GNOC) and the WAN Service (WANSA) teams. 

These teams are directly responsible for the management of all IT incidents on the core 

network and in particular the WAN segment of Alpha’s IT infrastructure.  

 

To ensure continuous functioning of the IT infrastructure, these two operational teams 

work round the clock using shift rotas to ensure 24 hours, 7 days a week coverage. To 

elaborate, the GNOC is a unified 1st line support team that operates from India and 

USA, whilst the WANSA team operates from India, USA and Europe. For this research, 

twenty 1st (GNOC) and 2nd (WANSA) line support engineers and managers were 

interviewed. The European 2nd level WANSA team was also observed at their offices 

in a major European City (name removed for anonymity). Additionally, one problem 

manager and one smart IT systems management specialist were also interviewed.  

 

5.5 Operational Systems 

To facilitate the effective and efficient performance of IT infrastructure management 

activities on a daily basis, the GNOC and WANSA teams rely on five main operational 

systems and several processes and procedures. These operational systems and their 

associated processes are interconnected to serve particular purposes and are managed by 

various teams. Therefore, changes in one operational system have implications for 
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associated records in the databases of other operational systems. Specifically, these are 

namely, Incident Management, Problem Management, Change Management, 

Configuration Management, and Asset Management Systems.  

 

Firstly, the incident management system comprises a ticketing system that allows all 

incidents to be detected and logged by the engineers or once they are reported to the 

team by clients. This way each incident is assigned a unique incident number that is 

used to track its status at any point in time. The incident ticketing system (ServiceNow) 

allows updates and comments to be added to the ticket’s work-log either manually or 

automatically. Such updates also trigger corresponding emails that notify relevant 

parties to update them or to elicit more information, where necessary. This way, the 

ticket work-log provides a running commentary about incidents, right from the moment 

they are detected and logged through to their resolution. 

 

The incident ticketing system is also integrated with the GNOC’s IT monitoring 

systems like the Netcool Webtop in figure 3 below. This way, once an incident alert is 

received, a ticket can be generated and populated automatically with the alert details. 

Further, these alerts are pre-configured to display with particular colour codes that 

indicate their severities. This informs what their priority levels are and how quickly the 

GNOC engineers should respond, in order to avert escalation. For instance, red alerts 

have the highest priority (Priority 1 - P1), orange and yellow alerts have medium 

priority levels (Priority 2 - P2 and Priority 3 - P3 respectively) and green, grey or blue 

alerts have the lowest priority level (Priority 4 - P4).  

 

 

Figure 3: Netcool webtop dashboard. Source: IBM (Harthoorn 2013) 

 

Thus, the colour codes help the engineers to prioritise the handling of different incident 

alerts and follow-up accordingly using unique tickets. This also helps with the 

management of alert volumes. Because although the incident management processes 

stipulate that all incident alerts should be attended to, irrespective of their priority 
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levels, the high volume of alerts that are received makes this almost impossible partly 

due to resource limitations. This results in a situation whereby the GNOC engineers 

often focus on the high priority (P1 and P2) alerts with the consequence being that 

overtime, lower priority alerts may deteriorate and develop into high priority alerts as 

they are left unattended to. 

 

However, the integration between these smart IT systems helps to adequately perform 

incident management activities that are vital in ensuring rapid incident detection and 

management. In this regard, the GNOC and WANSA teams consistently appropriate 

smart technologies with data analytics and AI capabilities. Like remote sensors, SNMP 

agents, syslog traps, software crawlers, crons and various graphical user interface (GUI) 

dashboards, in order to detect and troubleshoot incidents on the IT infrastructure. 

 

Along with the above, various incident management processes are in place to guide 

engineers as to which internal or external contact should be notified or engaged as per 

Table 12 below. This is in respect of particular types of incidents and their development 

stages. Such engagements are important because the services delivered to each client are 

governed by various service level agreements (SLAs) as previously stated.  

 

Table 12: IT Incident Management Actors 

No IT Incident Management Actors 
 Internal External 

1 1st line GNOC support engineers  Client NOC/technical contact  

2 2nd line WANSA engineers  Client account representative  

3 Problem managers  

4 Smart IT systems/tools specialists  

5 3rd line escalation teams (designers,  

architects and database admins) 

3rd party equipment, solution & 

service providers  

6 Datacentre technicians Hands & Eyes 

7 Operations managers  

8 Incident managers  

9 Service managers  

10 Customer account managers  

11 IT communication systems  

12 Smart IT systems (Netcool, SevOne, HPNA 

ServiceNow, SecureCRT, NetBrain, Crons, 

Sensors, Crawlers, Daemons, Jump boxes)  

 

 

Table 13 below also enumerates the various stages in IT incident management and 

activities that are typically performed at each stage. 
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Table 13: IT Incident Management Phases and Corresponding Actions 

IT Incident Management Phases and Activities 

Stages Typical Actions 

1. Detection Internal: 

1. Alert appears in IT monitoring systems and picked up by GNOC 

2. GNOC opens an incident ticket as part of their 1st line duties. 

3. GNOC examines the alert 

4. GNOC verifies that the alert is genuine (not ‘false positive’) 

5. If false, Smart IT/tools team is engaged to investigate and re-tune 

External: 

1. Client or 3rd party detects an issue and escalates to GNOC /1st 

line WANSA team to investigate 

2. GNOC opens incident ticket and updates clients/3rd party with 

ticket reference and assures them that the issue is being investigated  

2. Response 

(Troubleshoot) 

 

1. GNOC assigns incident priority and includes it in all notifications  

2. GNOC performs initial investigations to assess incident impact  

4. GNOC determines if it is a known or unknown/new issue  

5. GNOC applies existing work-around if it’s a known issue 

6. GNOC forms conclusion based on their initial investigations  

7. GNOC notifies teams on status/estimated time to recovery (ETR) 

8. GNOC decides to escalate and confirm it’s unrelated to a change  

9. GNOC/1st line escalates to WANSA/2nd line 

10. 2nd line support takes ownership and investigates 

3. Response 

(Resolution) 
1. WANSA/2nd line engineers examine & confirm incident impact.  

2. WANSA/2nd line cross-checks to determine if the issue is new 

3. If it relates to change, then it may be corrected/rolled back 

4. If P1 or P2, 1st and 2nd line may open a technical resolution team 

(TRT) bridge to troubleshoot together 

5. An incident manager then joins to coordinate response efforts. 

6. If the incident emanates from a 3rd party device or service, then 

GNOC will reach out to the vendor to join the TRT bridge to assist. 

7. If the issue resides on Alpha’s infrastructure, then the TRT call 

will remain open, until the impact is neutralized. 

8. If there is redundancy, the affected service will be failed over. 

9. If the cause is unknown, but fix is found, then an emergency 

change may be raised, and approval sought.  

10. Once the change is approved, an appropriate technical team will 

be asked to apply the fix as a remediation step. 

11. If the change does not resolve the issue, then the TRT call will 

continue until a viable solution emerges. 

4. Recovery 

(Post- 

Resolution) 

 Internal verification: 

1. Perform smoke test 

2. Perform manual scans, traces and spot checks 

3. Review alerts in monitoring consoles 

4. Verify that relevant alerts have cleared from devices/monitoring  

5. Run automated scripts to check the health of all affected hosts 

External/client verification: 

Engage relevant 3rd party to check/verify that the issue is resolved 
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Secondly, the problem management system also comprises a ticketing system that 

allows all long-standing problems and recurring issues for which no specific solution is 

available to be logged and tracked. It is thus, primarily concerned with tracking 

complex issues that do not necessarily qualify as incidents, owing to their unknown or 

limited impact on IT infrastructure performance and IT service delivery. Nonetheless, 

they require attention in the long term to ensure that they do not escalate to pose greater 

threats to infrastructure reliability. 

 

Therefore, unlike the incident management system that facilitates immediate incident 

response and resolution, the problem management system on the other hand, takes a 

long-term view and aims to identify the root causes of issues in order to address them 

thoroughly, rather than just eliminating their negative impact. In this regard, all such 

problems are usually escalated to the dedicated problem management team, once any 

immediate impact is addressed to the point that they no longer present threats to IT 

infrastructure reliability, in the short-term.  

 

On this basis, the involvement of the 1st and 2nd line engineers in problem management 

is limited to helping to resolve any immediate impact or escalation where no solution or 

temporary work-around exists. In terms of problem escalation, the problem 

management team, which is a separate operational team that is fully dedicated to 

investigating and providing permanent solutions to relevant problems.  

 

However, because such proposed solutions often require changes on the IT 

infrastructure and other production systems, the problem management system is 

integrated with the change management, configuration management, asset management 

and incident management systems. This makes it possible to easily trace the history of 

changes, incident causes, asset owners and upcoming service launches, 

downgrades/upgrades, system decommissioning or replacement dates among others.  

 

Thirdly, the change management system comprises a ticketing system that allows 

change requests and their statuses to be logged and tracked by the engineers. This is in 

order to plan and control the deployment of changes on the IT infrastructure. Such 

changes include software patches, upgrades, expansions, decommissions and new 

service launches on the infrastructure. Aside from this, it also tracks the actual 

implementation and validation of changes on the infrastructure based on IT service 
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management best practices as stipulated in the ITIL framework. In this regard, various 

change management processes and change approval procedures had been developed to 

control changes, both in terms of software and hardware.  

 

These procedures, among other things, stipulates that accurate change details are 

provided, including the details of the implementation team or individuals responsible 

for implementing the change. Here too, the change management procedures require 

change notifications to be sent to all relevant internal and external parties in advance as 

well as during the implementation in order to provide appropriate updates on the 

progress of the change implementation effort. Upon completion of the change, various 

verifications/smoke tests are performed to validate that the implemented change is 

having the desired effect on the IT infrastructure, and if not, then the change may be 

rolled-back to return infrastructure performance and conditions to their previous states.  

 

Such rollbacks also suggest that change implementations effort could in fact, trigger 

instances of IT incidents. In this respect, the change management system is also 

integrated with the incident management system. This allows incident cause and effects 

to be rapidly established and where necessary allow high priority changes to be fast-

tracked in the interest of sustaining infrastructure reliability. 

 

Fourthly, the configuration management system comprises an extensive database that 

tracks and stores all configuration changes applied to the IT infrastructure. In this 

respect, it includes configuration Items (CI) and Configuration management databases 

(CMDB) that automatically detects, and updates changes to configuration record in real-

time. Hence, the configuration management system is a comprehensive database that 

stores and updates all software and hardware configurations at both local and 

centralised locations. Based on configuration items references, which are pre-configured 

in a manner that allows any change to configuration settings to be automatically 

updated. This ensures that at any point in time, only the most recent configurations 

settings would be active and available for examination where necessary.  

 

However, despite the effectiveness and efficiency of the automated approach to IT 

infrastructure configuration management, there is always a risk that unexpected 

incidents situations may compromise the integrity of the configuration management 

database. To guard against this, back-up copies of all configurations are also regularly 
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captured and stored on a secondary database.  

 

Lastly, the asset management system comprises an extensive inventory database that 

tracks both tangible and intangible infrastructure assets including hardware, software, 

databases, leased lines and software licenses. This is in respect of pre-production, 

production and retired operational assets. Hence, upon acquiring a new asset or 

infrastructure component, a database record is created, and the relevant component 

details entered into the system. Similarly, upon upgrading or retiring a production asset, 

the existing database record is updated accordingly to ensure that the most recent details 

about infrastructure component are readily available from a centralised system. 
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Chapter 6: Data Analysis 

 

This chapter presents mindful organising In IT incident management. This is informed 

by the adopted theory, specifically ‘mindful organising’ (Vogus & Sutcliffe, 2012; 

Weick et al., 1999). The chapter is organised around the integrated social and material 

‘mindful organising’ processes that were identified as driving high reliability in IT 

incident management. The chapter consists of six sections. Section 1 presents the 

process of preoccupation with failure. Section 2 presents the process of sensitivity to 

operations. Section 3 presents the process of Commitment to Resilience. Section 4 

presents the process of Reluctance to simplify. Section 5 presents the process of 

Deference to expertise. Section 6 presents the new process of Zooming Out. Section 7 

presents the Summary.  

 

The following sections present the inductive data analysis, which focused on the nine 

integrated social and material practices that emerged as drivers of ‘mindful organising’ 

in IT incident management. These practices are namely, Monitoring constantly to 

capture data, Validating incident events, Tracking incident events, Establishing facts to 

drive mitigation/solution, Maintaining risk awareness/precaution taking, Planning 

recovery, Planning response, Navigating/managing risks, and Executing solutions 

diligently. At their core, seven of these practices mirror the five processes of mindful 

organising as highlighted in HRO literature (Sutcliffe, 2011; Vogus & Sutcliffe, 2012; 

Weick et al., 1999). Whilst the remaining two are distinct to integrated social and 

material organising contexts, from where they initially emerged. We categorised these 

two practices under a new process of mindful organising called ‘Zooming Out’ as 

elaborated below. 

 

6.1 Preoccupation with Failure: Monitoring Constantly to 

Capture Data 

This process refers to a consistent focus on failure by being preoccupied with 

identifying and understanding every system failure in-depth, in order to learn more 

about system behaviour and the operational environment. This is done by paying 

attention to observations and experiences in order to rapidly detect and respond to 

emerging signs of failure or potential threats, in a manner that limits their disruptive 

effects to facilitate high reliability. In the current research context, this process of 
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preoccupation with failure entails one main integrated social and material practice 

namely, Monitoring constantly to capture data. This involves, sensing deviations and 

early warning signs, and gathering and interpreting data as elaborated below. 

 

Regarding monitoring constantly to capture data, this involves two main activities 

namely, sensing deviations and early warning signs, and gathering and interpreting data. 

Here, in an effort to rapidly detect and respond to incidents, IT operation engineers 

preoccupied themselves with scanning the vast IT infrastructure to sense possible 

deviations in performance and signs of failure. In doing these, they consistently drew 

upon smart IT to scan hundreds of infrastructure components and interconnections. This 

helped to detect abnormalities and odd patterns in component performance, behaviour, 

health and resource utilisation like memory, central processing unit (CPU) or bandwidth 

as per figure 4 below, which shows a typical SevOne dashboard with various system 

resource utilisations. Specifically, CPU, Memory and bandwidth use across different 

nodes within particular timeframes. 

 

 
Figure 4: A typical SevOne dashboard showing resource utilisations. Source: SevOne 

 

Despite this, the complexity of the IT infrastructure and its expansive scale often means 

that unexpected incidents could still emerge anytime, without prior warning. Since 

nearly all components and segments of the infrastructure are subject to failure. Hence, 

the IT operations engineers constantly monitor the health and performance of the IT 

infrastructure, using various smart IT and datasets. In order to have a chance at 

detecting emerging incidents as explained by an engineer below. 

 

So, if something goes down, we will be getting an alert on this webtop. Like it is 

the main tool for monitoring all our network devices. If something goes down or 

something goes up and there’s some issue on the network that completely close a link 

down, we will be immediately getting the alert on this Webtop [Engineer 06]  
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It is this reality that compelled the IT operation engineers to consistently draw on smart 

IT systems and datasets to effectively monitor and detect incidents on the infrastructure 

as explained by an engineer below.  

 

So, we have another tool that we call SecureCRT that we use to check the device 

and after that, we check the logs. So, from the logs we will come to know what 

happened like the device never went down... Yes, secureCRT, the tool we use to telnet 

our devices. So, we check the logs on the device from that particular tool, and we will 

telnet the device and we will come to know whether this particular circuit is down or 

up? …. So, first, we received an alarm on the Webtop. So, we came to know that the 

following incident had happened, and we check the alarm on secureCRT, and we come 

to know that the following incident had taken place at this particular place, at this 

particular time [Engineer 05] 

 

Hence, the practice of constant monitoring is fundamentally an integrated social and 

material activity, where the agencies of people, smart IT and intelligent datasets interact 

to ensure that abnormalities on the infrastructure are detected rapidly, to safeguard 

infrastructure reliability. To elaborate, there are multiple smart technologies like 

Netcool and SevOne, which are the main monitoring systems that the engineers rely 

upon to monitor the infrastructure. These consist of different features and functions that 

are powered by various smart technologies like remote electronic sensors and software 

crawlers/crons. These autonomously and repeatedly scan different infrastructure 

components every few seconds to detect their heartbeats and report on any irregularities 

in their performance patterns, resource utilisation, health and overall behaviour.  

 

These parameters differ from component to component and from configuration to 

configuration. Hence, they generated different network effects that further add layers of 

complexity to the infrastructure and how each component is monitored. Therefore, to 

effectively monitor all the different parameters, the IT engineers typically delegate key 

aspects of infrastructure health and performance monitoring to thousands of different 

sensors that are implanted across the infrastructure as explained by an engineer below.  

 

We use the SevOne to look at the health of the device, the availability of the 

device, CPU utilisation, link utilisation. If we’re looking at “Oh, the utilisation was 

100% on this device. Then we lost connectivity with this device and then an hour and a 

half later we got connectivity back,” well, that could mean the CPU’s through the roof 

and the tools became unreachable because the device became unstable [Engineer 13] 
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This includes segments that are situated in remote and hostile environments like 

undersea and mountainous terrains that are far from human settlements. Therefore, 

without the involvement of these non-human actors that constantly monitor remote 

segments and feed incident data back to the IT monitoring systems, which the engineers 

monitor, emerging incidents would go undetected. Especially, those unfolding on 

infrastructure segments that are beyond human reach. Even though they are integral to 

the functioning of the whole IT infrastructure as explained by an engineer below.  

 

We have circuits all around the world. So, if say there’s earthquake or 

hurricanes overseas, there’s a lot of different weather. Especially like sub-sea cable 

cuts and things like that. You know when there’s cable undersea. Those are definitely 

things that happen. And there are fibre cuts. I mean just in general. [Engineer 07] 

 

However, aside from this constant scanning and monitoring by electronic sensors and 

other smart IT, multiple engineers also keep vigil by working round the clock in shifts, 

especially during incidents to monitor and assess incident data that are being fed to the 

various IT monitoring systems as shown in figure 5 below.  

 

  
Figure 5: Engineers working in a typical NOC. Source: Barco (Barco 2013) 

 

This ensures that detected signs of failure and for that matter emerging incidents on the 

infrastructure would be promptly acknowledged and attended to by the engineers. This 

also helps to maintain awareness of the trajectory of different events and their effects 

across the infrastructure. Yet, the engineers can only do this with the aid of thousands of 

remote sensors, syslog daemons and SNMP agents among other smart technologies that 

are implanted across the infrastructure to scan, sense, analyse and feed/return incident 

data to provide cues to changing situations on the IT infrastructure. By constantly doing 

these, patterns of abnormality and other performance deviations are more easily 

detectable as explained by an engineer below.  
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There’re some other tools that we use, which we always use in our 

investigations. One particular tool is called SevOne. It’s a utilisation graphing tool. It 

looks at the health of the network devices, but also the health of the path. It takes a 

heartbeat of the utilisation of the devices, the interfaces, the links. So, we can look at… 

If we see a suspicious link or we have a report of latency or breach or anything like 

that, we’ll look at SevOne [Engineer 13] 

 

To emphasise this collaborative approach to the practice of constant monitoring, the 

GNOC and WANSA teams (1st and 2nd line support) run shifts from three continents. 

Although they still work as a unified IT operations team that follows the sun. With at 

least one team actively checking the available smart IT monitoring systems at any point 

in time. Hence, the IT infrastructure is never left unattended or abandoned. This mode 

of working round the clock further demonstrates the team’s obsession with failure 

detection on the infrastructure. Despite this preoccupation with failure, the engineers are 

only able to perform their monitoring tasks because the sensors implanted across the 

infrastructure consistently feeds data to their monitoring dashboards, which then allows 

them to observe events and happenings on the infrastructure and respond accordingly. 

Without this automated data feeds from the sensors and other smart technologies, the 

engineers on their own are incapable of drawing on their human agency and cognitive 

resources alone to perform the monitoring as explained by an engineer below.  

 

There are too many devices… because it's too many devices and you have to 

manually access every device each second to see if there's something wrong with it. So, 

the only way is to have a tool that's connected to the device, and every second this 

device is telling the tool "Hey, I'm alive, I'm alive, I'm alive, I'm alive." [Engineer 08] 

 

From this perspective, the practice of constant monitoring is informed by the 

organisation’s profound awareness that both active and passive monitoring of 

infrastructure components, including both software and hardware pieces are required. 

Here active monitoring involves the monitoring of detected deviations and 

abnormalities by the engineers with the help of various dashboards. Whilst passive 

monitoring on the other hand, involves routine/constant monitoring of components by 

various smart IT systems round the clock, in order for early warning signs and cues that 

signal possible incidents on the infrastructure to be promptly detected and assessed. 

Doing otherwise would allow small errors and blind spots to evade detection, with the 

consequence being error accumulation and subsequent explosion into unimaginable 

failures. In this regard, constant monitoring provides an early warning mechanism that 

helps the IT engineers to proactively observe and notice abnormal patterns that may 
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point to possible ‘signs of failure’ or active threats like developing incidents as 

explained by an engineer below.  

 

So, tools make me know that the incident had taken place from this particular 

area, and the tools you know... makes me ensure everything is documented so the tools 

are important and without tools we can’t do anything [Engineer 05] 

 

Once abnormal patterns are detected by the remote sensors or other smart IT system, 

they are captured and interpreted as intelligence data. The sensors then utilise this data 

to trigger incident alerts to notify the operation engineers, through their monitoring 

dashboards like the Netcool webtop. This intelligence gathering, data interpreting and 

transmission are performed autonomously by the sensors and other smart technologies. 

However, in order to notice the alerts on the monitoring dashboards, the operation 

engineers actively monitor them 24 hours, 7 days a week to ensure that no alert is 

overlooked or missed as stated earlier. Once an alert appears on a dashboard, its 

integrated timer starts to tick and the engineers would observe this timing detail to 

detect any deviations or state changes over time, typically within seconds or minutes.  

 

In the first instance, if the alert persists for more than 10 seconds, its counter on the 

Netcool monitoring dashboard starts to increment and this helps to remind the engineers 

that a potential incident is imminent on the IT infrastructure. This immediately attracts 

their attention since they are aware that such alerts may be indicative of component 

failures on the infrastructure like sudden power loss, CPU over utilisation or some other 

malfunctioning. For this reason, all alerts that appear on the monitoring dashboards are 

heeded by the engineers and therefore, nothing is taken for granted, as engineers are 

always on-standby to respond at short notice as explained by an engineer below.  

 

To be honest, in this environment where we’re dealing with incidents all the 

time, we’re not just sitting there waiting for that ticket to come in, because we’re off 

dealing with other stuff [Engineer 10] 

 

Further, depending on the severity of alerts as depicted by their respective colour codes, 

they are accordingly prioritised and attended to. This determination occurs swiftly 

because all alerts adhere to a standardised colour coding scheme that is understood by 

all the engineers. These codes are red (critical), orange (major), purple (intermediate), 

yellow (minor), blue (warning), green (clear) and sometimes grey (informational). This 

scheme allows engineers to quickly identify critical incidents and prioritise them to 

avoid jeopardising infrastructure reliability.  
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Here, both the human and non-human actors that are involved are pre-occupied with 

failure detection and tracking. This in the main comprises the IT engineers, smart IT 

and different dataset, along with their underlying algorithms that scan across the 

infrastructure, in search of signs of failure, abnormality or performance deviations. 

Owing to this collaboration, the absence of any one of these actors undermines the 

organisation’s capacity to constantly and effectively monitor events and happenings on 

the infrastructure, particularly during incidents. Which represent the most volatile and 

fragile moments on the infrastructure, in terms of IT service delivery.  

 

For example, without intelligent incident data that automatically updates based on 

changing conditions, the smart technologies alone are incapable of detecting and 

reporting deviations in infrastructure performance. Similarly, without smart 

technologies like the remote sensors that constantly scan the infrastructure to detect 

abnormalities across different nodes, the availability of intelligent data alone is 

meaningless and at worst useless to the engineers. Since they are incapable of solely 

drawing on their human agencies to rapidly search through large amounts of 

accumulated data.  

 

Further, whilst the Netcool monitoring dashboard also depends on syslog daemons and 

SNMP agents/traps to receive and display incident alerts, such alerts alone are also 

meaningless unless they could be interpreted and understood by the engineers who 

monitor the dashboards. Hence, again smart technologies or datasets alone are also 

incapable of monitoring the IT infrastructure in any meaningful way. This 

preoccupation with failure through constant monitoring involving both human and non-

human actors explains why at Alpha, over 80% of incident alerts emanate from the 

available IT monitoring systems as explained by an engineer below.  

 

I will probably say that about 80-85% of our tickets is from our end, from our 

own alarms and understanding of problems. It’s probably more than that actually. And 

that’s probably because we are very good at our job [ENG Manager 03] 

 

Here, the remaining 15-20% of alerts emanate from external sources like clients and 

third-party vendor emails or phone escalations. Here, in order not to miss such external 

incident alerts, the IT engineers also monitor their respective team and personal emails 

as well as their telephones as explained by an engineer below.  
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We also get other issues from other teams about Alpha’s services. We monitor 

our emails as well. We may sometimes receive issues on email. It is not just limited to 

the webtop. We also get emails. [Engineer 06] 

 

Regarding sensing deviations and early warning signs, as highlighted above, a key 

aspect of constant monitoring is the ability to sense early signs of failure and 

performance deviations. This helps to maintain vigilance, which makes it difficult for 

small errors to evade detection. Here, the IT monitoring systems that are capitalised 

upon by the engineers include Netcool, NetBrain and SevOne Network Performance 

Monitor, all of which interact with the remote sensors and streams of data that 

accumulate at various nodes on the IT infrastructure. Hence, for any abnormality or 

performance deviation that the sensors detect, they automatically trigger alerts which 

appear on the GNOC’s Netcool monitoring dashboards. These dashboards have multiple 

webtops or terminal that are accessible from different locations, in order to facilitate 

constant monitoring for 24 hours, 7 days a week as an engineer explains below. 

 

We have a tool—the webtop. We are just constantly looking at it and every time 

that we see an issue, we have time to respond… Every time we see an alarm, it just pops 

up an alert and we just look at it the whole day…. If the device does not send a 

heartbeat alert, a heartbeat traffic to that server, that server is going to shoot an alarm 

in webtop and then we are going to see it [Engineer 08] 

 

To clarify, the Netcool webtop is one of the main IT monitoring systems for the GNOC 

team, and it is deployed as an automated alerting system that runs continuously across 

multiple desktops/workstations. It functions by capitalising on sensors and remote 

agents implanted across the infrastructure that scan components health and 

performance. This helps to detect deviations like processing failures and abnormal 

behaviours at the micro-levels of the infrastructure. It does this in order to 

autonomously report on parameters for different infrastructure components like network 

routers, switches, firewalls and gateways as well as their associated interfaces, ports, 

sockets and other terminating points. Figure 6 below is a screenshot showing the 

dashboard of a typical Netcool webtop with different active alerts.  
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Figure 6: Netcool webtop. Source: IBM (Harthoorn 2013) 

 

Another IT monitoring system is NetBrain (figure 7 below), which also functions as an 

adaptive network automation system with an integrated search engine for exploring the 

entire IT infrastructure. Here the description of NetBrain as an adaptive system is 

because of its capacity to sense performance deviations across the infrastructure and 

automatically adjust the parameters of its engine to take into accounts the changing 

conditions. This allows the engineers to quickly search and monitor particular network 

connections that are experiencing performance deviations at particular times. To do this, 

NetBrain capitalises on modern network mapping capabilities for deep network 

discovery and visualisation. This allows it to reach deep into the network layers of the 

infrastructure within seconds, rather than hours or days. It is also equipped with 

standalone application modules called Q-Apps that are executable from within any 

NetBrain terminal. These provide live descriptions of particular network problems to 

allow the engineers to visualise them on network maps or trace them in real-time 

problem reports as explained by an engineer below.  

 

We can use our tool NetBrain where we can map out a path. We can take a 

traceroute and put the traceroute in the tool and we can see the exact legs of the path 

and the exact interfaces this particular path goes over, which again there’s a graphical 

representation of us doing the same thing if we do a traceroute within the device and we 

look at the traceroute hop-by-hop ourselves in the device. By using the NetBrain tool 

it’s just a little bit quicker, discovery of a path. We can also run what they call Q-Apps 

within this tool and we can check for live at the time. We can look for interface errors, 

we can look for utilisation of a link, we can look for the utilisation of the device. So, we 

can take some real-time readings using this NetBrain tool, which is a very handy tool 

[Engineer 13] 
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Figure 7: NetBrain with a sample network mapping. Source: NetBraintech 

 

Regarding gathering and interpreting data, in order for the sensors and other smart 

technologies implanted across the infrastructure to perform their job of scanning and 

detecting abnormalities and performance deviations, they require some level of 

intelligibility, much like their human counterparts. This is necessary to allow them to 

recognise and distinguish between different states and conditions such as relevant 

versus irrelevant behaviour or normal and abnormal heartbeats. This capability is 

necessary because it allows the sensors to detect performance patterns that may be 

indicative of abnormalities/deviations like potential incidents. Hence, once a sensor 

detects a pattern that deviates from the norm, it triggers an alert, which appears on the 

Netcool monitoring dashboard to warn the engineers about a possible incident. Such 

data-driven threat sensing and detection capability are crucial if incidents are to be 

detected promptly on such a complex IT infrastructure, with thousands of different 

components, segments and interconnections that all require monitoring as explained by 

a senior engineer/GNOC manager below.  

 

We are monitoring thousands of devices, so without those tools, we would be 

blind to what is occurring on the network [ENG Manager 01] 

 

Therefore, constant monitoring is necessary in order for emerging incidents to be 

detected early, rather than after they had fully developed and exploded into catastrophic 

incidents. At which point infrastructure reliability may have already been eroded. 

Further, for any such incident to be attended to, there is a need for the engineers to 

notice or be notified about their emergence. This is where the intelligence and 

autonomy of the remote sensors become even more crucial. Since they must trigger 

alerts immediately to ensure that the engineers know about any emerging incidents in 

order to respond in a manner that averts aggravation. This ‘need to know’ also puts 
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significant pressure on the engineers, causing them to also constantly monitor the 

Netcool webtop and other IT monitoring systems in order to detect incident alerts and 

other cues that may point to emerging incidents. Especially as such alerts could appear 

at any time, and they would have no choice, but to respond promptly.  

 

Here, once an incident starts to develop, the remote sensors that are implanted across 

the infrastructure immediately sense this as an abnormal event or some sort of 

performance deviation. Hence, they would capture this intelligence and transmit it to the 

Netcool monitoring dashboard as an incident alert. The sensors perform this incident 

detection and associated data transmission autonomously using their inherent 

technological agencies. Once the alert appears on the dashboard, human involvement 

becomes necessary, in order to interpret, validate and attend to the alert. In doing so, the 

engineers draw on not just their human agencies and domain knowledge, but also on the 

technological agencies of the IT monitoring systems, as well as the algorithmic agencies 

of the relevant datasets as explained by an engineer below. 

 

We received an alarm from one particular tool—Netcool Webtop. And after that 

we came to know that the circuit went down then we went to secureCRT to check 

whether it was down or up [Engineer 05] 

 

Whilst this highlights the integrative nature of IT incident detection and validation, it 

also highlights that each smart IT system that is drawn upon serves particular purposes. 

Hence, at its core, the practice of constant monitoring also requires adequate IT systems 

as an engineer explained eloquently below.  

 

Now, when we buy a tool from anyone, any vendor there will be many things 

that this tool can do but it cannot do everything. It cannot measure everything and when 

we look at our network, our network will be made of multiple operating systems, 

multiple hardware types-- even within one manufacture's stable. So, for Cisco we have 

maybe 7600, 3500. We have ASR, we have Nexus. For each of these, there are different 

operating systems. For each of these different operating systems, there are different 

ways of deploying configuration. So, one tool cannot be made to be sentient of every 

permutation of every scenario. Inevitably, like perhaps a dentist or a mechanic, you will 

have a box of tools. You know that tool number one can give you the length. Tool 

number two is perfect at giving you the weight and tool number three can show me eye 

colour [Tools Engineer 01] 

 

Further, even where all the necessary IT systems and datasets are available, the 

involvement of human agency is still needed because only the engineers can determine 

which one is necessary or should be juggled as an incident progress. Further, the need 
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for different IT systems for accomplishing different incident detection or validation 

tasks also brings into focus the relevance of domain knowledge and the need for 

engineers to be adept at reading/analysing different datasets with their smart IT systems.  

 

Unless it’s something really obvious right from the start, what the problem is, 

we have several tools for us to use. There’re internet tools we can also use… So, we 

really have quite an array of tools that we can use to work on an incident, and we use 

all of them all the time. No one tool works better than another, but they all work great 

together’ [Engineer 13] 

 

Also, whilst different IT systems are readily available for the engineers to draw upon in 

ways that complement each other during incident situations, this is not necessarily the 

case for the datasets. Since most require retrieving and processing into new datasets or 

produced afresh in order to facilitate better and quicker understanding of incidents. In 

this regard, incident data production and reproduction or what the engineers refer to as 

‘massaging a report’ also constitutes an important aspect of incident detection.  

 

When we connect to a device, we can run show commands that will give us the 

same output as the graphical tools will give us, only the graphical tools look nicer. You 

can massage a report or make a graph and it’s very visual right there, but by us doing 

show commands like ‘show interface’ and show things like that, we can see how much 

traffic is going over that interface and we can point that out to the folks and we can 

show “Look, you have drops right here.” So, in the device itself there’s a bunch of 

commands we can run, all kinds of show commands, log in commands, error 

commands, drop commands [Engineer 13] 

 

Overall, constant monitoring and scanning of thousands of infrastructure components 

by smart IT systems, data algorithms and people help to gather and interpret incident 

data meaningfully to detect emerging incidents. This often led to comparisons with 

patient monitoring at hospitals, for purposes of detecting irregular or missing heartbeats. 

However, in the context of IT infrastructure monitoring, such data gathering extends 

beyond components to include their immediate environments/segments or the entire 

infrastructure environment, in order to holistically learn about the impact of incidents on 

infrastructure performance.  

 

Since by repeatedly gathering infrastructure performance data, all the actors involved 

are able to learn more about particular incidents and progressively refine their 

assumptions as an incident unfolds. Hence, over time, their incident detection 

capabilities improve and are more able to accurately and rapidly detect and validate 

incidents. For example, if the temperature of an infrastructure component is lower or 
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higher than usual, the sensors are able to detect this as an abnormality and subsequently 

trigger alerts to notify the engineers about the changing environmental conditions.  

 

Similarly, if a component misses a heartbeat, the sensors detect this as a deviation and 

accordingly trigger an alert. This same incident sensing mechanism also applies to the 

monitoring of system resource utilisation. Whereby by regularly scanning system 

resource utilisation like memory, bandwidth, storage and power usage, the sensors are 

able to establish accurate utilisation baselines against which on-going utilisation are 

compared to distinguish the extent of performance deviations or emerging incidents. 

Additionally, this sensing mechanism applies not just to components, but also their 

interconnections or links. Here, the ‘keep-alive’ statuses of these links, in terms of their 

inbound and outbound traffic are regularly scanned and monitored by the sensors to 

help to distinguish between normal and abnormal/idling states. Once an abnormal state 

or idling time interval is detected, it is interpreted as a deviation and this intelligence is 

immediately transmitted to the monitoring dashboards as a potential incident alert.  

 

Hence, it is the capacity of the remote sensors to scan, compare and distinguish between 

different states or conditions that make them indispensable in IT infrastructure 

monitoring. This along with their capacity to continuously learn and refine alerting 

baselines, rather than merely execute by rote is crucial for alert accuracy. Since the 

engineers depend on such alerts to make judgments about incident situations. Therefore, 

without this technological capability, performance deviations and abnormalities that are 

reflective of emerging incidents would go unnoticed, with the consequence being 

delayed incident detection and response.  

 

In this regard, it is imperative that the monitoring system in place, comprising both 

human and non-human actors facilitates awareness of ‘early warning signs’. Since such 

awareness helps to promptly detect and avert potential incidents, whilst also drawing 

attention to other potential threats that may arise. Instead of allowing them to fester, 

until they trigger catastrophic incidents that erode infrastructure reliability as an 

engineer explained below.  

 

Well, this is our monitoring tool, so when an alarm comes… I mean we watch it 

all the time and when we see an alert, we look into it, we research on it. So, when we 

see an alert, we investigate, and we have 15 minutes [Engineer 07] 
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6.2 Reluctance to Simplify: Validating Incident Events 

This process refers to entertaining different perspectives and keeping enquiry open by 

consistently zooming in for as long as possible. This helps to avoid simplifying or 

jumping to conclusions without diligently assessing events and happenings to uncover 

their contextual details. Whilst remaining open-minded about their different meanings 

and possible interpretations. This scrutiny continues until some level of certainty and 

confidence in interpretations is attained. In the current research context, this process of 

reluctance to simplify entails one main integrated social and material practice namely, 

Validating incident events. This involves performing verifications to legitimise alerts 

and resolving a paradox of trust vs mistrust in available data as elaborated below. 

 

Regarding validating incident events, this involves consistently trying to verify events, 

actions and behaviours by carefully drawing on different smart IT systems and datasets 

to examine things like incident alerts to validate them and if possible, trace their triggers 

and impact. Further, owing to infrastructure complexity and scale, the engineers were 

always hesitant to make decisions without first verifying/validating available data. They 

do this to drive due diligence by ensuring that all relevant incident data is adequately 

scrutinised before being relied upon to inform decisions. In this sense, the engineers are 

never fully confident about the accuracy of datasets until every bit had been validated 

using various data analysis systems like NetBrain and SevOne.  

 

For instance, for every incident alert that is received from either technological or human 

sources, they are almost always viewed with suspicion and mistrust, until they prove 

otherwise, following validation of every piece of associated data to avoid false-positive 

or misleading alerts. This is important because any misleading sets of data have 

implications for the effectiveness of incident management efforts, but also for the 

performance and reliability of the IT infrastructure, which is highly complex, along with 

its operational environment, where the IT engineers work. Therefore, regarding 

performing verifications to legitimise alerts, the engineers are always hesitant to solely 

rely on their past experiences, let alone guesses, conjectures or ungrounded assumptions 

as an engineer explained below.  

 

There are times when you are approaching an incident and you’ll not have 

enough information and you have to investigate the problem. Why it happened or how it 

happened? See, for resolving a problem or for approaching the incident, there have to 

be certain things which should be available, in terms of troubleshooting the issue 

[Engineer 15] 
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In this regard, they constantly drew upon multiple IT systems and datasets to scrutinise 

and validate the desired effects of proposed mitigation steps and incident events 

themselves in order to be sure about happenings on the infrastructure. For example, 

once an incident alert is for instance, transmitted by remote agent, rather than 

immediately spring into action based on that available data, they instead reach out to 

other IT systems and data sources. They do this in order to obtain other relevant data 

that could allow for cross verification and validation. Without this, no decision or action 

is ever taken since few facts are known.  

 

Similarly, if an incident is reported by a client, rather than trust the information, the 

engineers hesitate until they are able to retrieve relevant data and verify it using various 

smart IT systems. Once validated, then there is a legitimate case that warrants closer 

examination. Whilst such validation helps to safeguard infrastructure reliability, it also 

protects service delivery to clients by reducing threats of incident aggravation. Hence, 

until the engineers are convinced by their data analysis systems like NetBrain and 

SevOne that an alert is genuine, they are unwilling to act because of potential risks. 

From this perspective, verifying and validating incident data is also a matter of 

collaboration between people, technologies and data. 

 

Therefore, this obsession with the verification and validation of incident data starts from 

the moment an alert appears on the Netcool monitoring dashboard. This reliance on 

smart IT systems stems from the fact that the engineers acknowledge and accept the fact 

that it is practically impossible to solely rely on their human agencies to monitor a 

complex IT infrastructure that spans the globe and consists to over 65,000 nodes. This 

limitation also forces them to always be sceptical not just about their human agencies, 

but also the technological and algorithmic agencies of the various smart IT systems and 

datasets respectively. Since like human agency, these technological and algorithmic 

agencies are also imperfect and have unique strengths and weaknesses. On this basis, 

rather than take incident alerts on face value or simply trust one smart IT system, they 

avoid such simplifications. Preferring instead to consistently juggle multiple IT systems 

and datasets to verify until they become convinced that an alert is valid and reflects a 

real incident on the IT infrastructure as an engineer explained below.  

 

For any one incident that we get, we’re going to use probably half a dozen 

tools…. Unless it’s something really obvious right from the start what the problem is, 
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we have several tools for us to use. There’re internet tools we can also use… So, we 

really have quite an array of tools that we can use to work on an incident, and we use 

all of them all the time. No one tool works better than another tool, but they all work 

great together’ [Engineer 13] 

 

If, however, there is still no evidence in support of the alert, then it may be discarded as 

invalid with no basis for further examination until subsequent data proves otherwise. 

Therefore, whilst alert verifications are necessary for all incident situations, the 

engineers also acknowledge that every IT incident is unique and therefore the resources 

that are drawn upon to verify and validate each varies from incident to incident. Hence, 

every incident is examined on their own merits and in the interest of maintaining 

infrastructure reliability. In this regard, nothing is taken for granted and every piece of 

evidence is scrutinised mindfully to its logical conclusion. However, if no such 

conclusion can be drawn, additional data is extracted and analysed using various smart 

IT systems. This process continues until some meaningful conclusion emerges, 

regarding what is happening and how it may be troubleshot and addressed.  

 

Without this, incident alerts may simply be taken on face value, with detrimental 

consequences since the IT engineers for instance, may just focus on nodes that showed 

symptoms, rather than delve deeper to understand their context, possible triggers and 

overall behaviour. Further, with every new insight that emerges, the engineers validate 

them using appropriate data analysis systems like NetBrain, SevOne or Splunk among 

others. They also do this by sometimes checking various network diagrams and 

configuration management systems like HPNA, which regularly captures and back-up 

the configuration data of each infrastructure component. Here, once the affected node or 

interface is identified, it is examined to reveal both their current behaviour and 

historical health or performance patterns using data analysis systems like SevOne to 

generate graphs that show such patterns over specific timeframes.  

 

Such graphical representation of events on the infrastructure helps the engineers to 

visualise and identify abnormal health or performance patterns that may be indicative of 

issues like packet loss. Which for instance, may suggest that packets are being dropped 

before they reach their expected destination and therefore triggering an incident alert. 

Where such drops are found to be intermittent, then the engineers would adjust the 

search window or other parameters in order to zoom in on specific timeframes to clearly 

observe traffic/packet flow or bandwidth utilisation patterns. This helps them to better 
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understand what is happening across the duration they are interested in, say over several 

minutes, hours, days or even weeks. If after zooming in, significant packet drops are 

observed, lasting for several minutes, then the engineers may interpret this as instability 

in the affected network link.  

 

At this point, the engineers would draw on several traffic analysis systems including 

SevOne to assess the impact of the drops on client services in terms of quality and scale. 

If they conclude that only one or two clients are impacted, then they may decide to 

hold-off intervening, in order not to risk aggravating the situation for the vast majority 

of clients who are unaffected. This decision will also be communicated to the respective 

client account and service managers by the GNOC engineers and a plan discussed as to 

whether the traffic should be failed over immediately or after business hours using the 

available automated fail-over scripts.  

 

All these verifications and due diligence is necessary for avoiding incident aggravation 

and spread across the infrastructure. This highlights that the IT infrastructure being a 

shared resource that serves multiple clients and on which multiple IT services rely, there 

is a need to mindfully verify and validate every event and proposed action in order not 

to expose the infrastructure to risks unnecessary. This consideration regarding the 

infrastructure being a shared resource adds an extra layer of complexity that compels 

the engineers to insist on verifying things in order to effectively manage incidents in a 

manner that balances different client needs on the infrastructure. This approach to 

incident management that depends on verification and validation aligns with the notion 

of ‘reluctance to simplify’, which eschews simplification of complex interrelations.  

 

Aside from the verification of every incident events and actions across the 

infrastructure, component status and reported incident symptoms also require careful 

verification and validation in order to informed decision to be made during incident 

management. Instead of just deciding things based on past experiences or gut feelings. 

In this sense, having verified that an alert is active for example, the engineers proceed to 

check and validate that an incident had indeed occurred as implied by the alert. They do 

this by first identifying the component affected and checking its status and the state of 

its associated services. They perform these checks to help overcome their mistrust of the 

alert triggered by the remote sensors that performed the initial assessment that 
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suggested that some sort of performance deviation had occurred. This points to a 

paradox of trust versus mistrust in available data. 

 

Here, regarding resolving this paradox of trust versus mistrust in available data, had the 

engineers trusted the sensors initial assessment, additional verifications would have 

been unnecessary. However, the agentic limitations of the sensors that performed the 

assessment and triggered the alert, coupled with infrastructure complexity and scale 

mean that such incident alerts cannot be trusted on face value, without being scrutinised. 

Hence, to overcome this mistrust in incident data, the engineers retrieved the affected 

component’s details from the alert’s text as displayed on the dashboards. These 

typically include the domain name, IP addresses and location of the affected component 

as an engineer explains below. 

 

What we do is, we get the information and confirm that--- These basic 

information, source and destination address and traceroute and what time it started and 

what is the region? [Engineer 01]  

 

Here, it is important to note that these verifications also apply to incident alerts received 

from human sources like client emails and phone calls. Armed with these details, the 

engineers proceeded to verify if an incident had indeed occurred on the identified 

component. They checked this by drawing on low-level IT systems and utilities like 

Jump boxes that are dedicated servers with connections to sensitive infrastructure 

components like core routers, switches and firewall as explained by an engineer below. 

 

We can login to the router and check it.. Jump boxes are servers that are 

connected to the routers. If you have to log in to a server, we do that through the Jump 

box [Engineer 08] 

 

These Jump boxes are also equipped with command line interfaces (CLI), from where 

the engineers enter Linux commands like ‘ping’ to automatically established 

connections to the affected component to allow its availability or reachability to be 

confirmed. Here, it is important to note that such connections are possible only because 

the technological agency of the Jump boxes enable such command to be entered and 

processed through the CLIs as an engineer highlighted below.  

 

We’d get on the command line and use our best judgement to find the symptoms 

and to be honest, that’s what we do most of the time anyway [Engineer 10] 
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However, if after multiple attempts, no connection is established, then the engineers 

may conclude that the affected component is indeed down. Hence, an incident had 

occurred as the sensor had previously assessed. However, had the verification diverged 

from the sensor’s diagnosis, the engineer would instead have concluded that the 

sensor’s diagnosis was false, causing the alert to be disregarded. 

 

In another instance, where a number of links alerted on the dashboard, after checking 

their utilisation levels from the NetBrain and SevOne data analysis systems, the 

engineers found that indeed traffic flow across the alerting links had indeed terminated. 

But, as designed they also confirmed that the traffic in question automatically diverted 

to an alternative secondary link. This means that there was sufficient redundancy, which 

helped to avert incident aggravation and, in the process, safeguarded infrastructure 

reliability without manual human intervention.  

 

This mode of operation entails vast amounts of complex system and service 

configurations that the engineers had no interest in simplifying. Because they are 

necessary to facilitate rapid recovery from such unexpected incidents. This ultimately 

helps to drive infrastructure reliability. Although, in this instance incident aggravation 

was avoided by the automatic activation of the secondary links. This intervention 

through technological agency was subsequently verified by the engineers by reviewing 

relevant configuration data. This attests to the participation of both human and non-

human agencies in driving infrastructure reliability as explained by an engineer below.  

 

I think because invariably, we have to try and solve problems that are outside of 

standard faults and quite often we will get a problem that the experience level of the 

first line hasn’t quite understood what the problem is and it can be discovering a bug 

that hasn’t existed before.... I mean when it comes to some really high or big issues then 

obviously technical knowledge [ENG Manager 03] 

 

Further, the criticality of Alpha’s infrastructure to various financial markets around the 

world also means that even low priority alerts that appear on the monitoring dashboards 

could also pose future threats if not addressed sooner. Hence, the engineers also 

recognise this potential danger and try to dutifully acknowledge them by adding them to 

their work backlog as non-critical issues to be attended to or escalated to other specialist 

teams at a later date as explained by an engineer below.  

 

So, given the feedback that we’re getting from the people who are making the 

complaints and other teams on the call, we would actually… (1) We would set off a 
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thread with somebody else. We would initiate a thread with somebody to go and raise 

the issue of the management tools not working with the management tools team. We’d 

try and get somebody on the call [Engineer 10] 

 

This again emphasises the team’s reluctance to simplify. Preferring instead to keep track 

of every potential risk to infrastructure reliability. Additionally, identifying and 

validating incident symptoms is another important verification that the engineers 

consistently perform during incident management. Here too, they juggle multiple smart 

IT systems like SecureCRT, NetBrain and SevOne because again, they would rather 

doubt and scrutinise incident data until proven otherwise. Irrespective of whether the 

data emanates from human or non-human sources.  

 

This obsession with ascertaining the accuracy of data leads them to draw on these 

different IT systems to validate reported incident symptoms. Here, in one instance, the 

engineers connected to an affected component using a Jump box and then entered a 

series of commands in the corresponding CLI. Each time, he waited for the output to be 

displayed on the screen. Based on the output he cross-checked from the SevOne and 

NetBrain systems in order to validate its accuracy before entering more commands. He 

did this until he was satisfied that the symptoms as reported as initially reported on the 

monitoring dashboard by the remote sensors were valid as explained below. 

 

We’d get on the command line and use our best judgement to find the symptoms 

and to be honest, that’s what we do most of the time anyway [Engineer 10] 

 

Here, despite the fact that the alert proved valid, the engineer still felt the need to also 

verify the corresponding symptoms due to his own mistrust of the underlying sensor 

data. This partly stemmed from his awareness of the complexes on the infrastructure 

like the different configurations and multitude of service interconnections traversing 

across the affected link as explained below.  

 

If multiple services are running on one device and for example, say I'm 

changing an account policy on the device and okay I do that in the global config. That 

affects every device interface on the device. And that affects all the services. Sometimes, 

it's a disruption because it changes and then it starts working again. So that's a known 

thing that we inform the services about…. Okay, this is what we are doing, and you may 

see it cause disruption due to that [Engineer 11] 

 

Hence, he wanted to be sure that the reported symptom of ‘traffic drop’ in this instance 

was valid, before taking any further steps. Therefore, whilst the different IT systems and 
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datasets played crucial roles, it also highlights the engineer’s judgment based on 

available data. This further informs which datasets and smart IT systems should be 

drawn upon next to assess the symptoms more thoroughly. This highlights the 

collaborative effort between people, technologies and data.  

 

With respect to performing emergency maintenance works to help resolve incidents, the 

engineers typically verify from the affected component that there is indeed a failure of 

some sort as was reported by the initial incident alert. This verification is necessary 

because an active alert implies the incident is still on-going hence, this check helps to 

confirm same before considering any further steps. Anything short of this is conjecture 

and risks aggravating the incident situation due to the fact that there are too many 

unknowns and several variables could potentially trigger false alerts. For example, 

maintenance works like expanding or reducing network circuit capacity or replacing an 

obsolete infrastructure component or other maintenance works could also cause the 

sensors to trigger incident alerts, since the effects of such changes too may be 

interpreted by them as performance deviations because unlike humans, they are often 

oblivious of the nuances that exist between different types of deviations in component 

health or performance.  

 

So, for instance, somebody might say to us “We’re getting high CPU on a 

device,” and we might try and correlate instances of high CPU to whether we can 

match them with events like US markets open or something like that. So, we might then 

start looking for trends in that type of device in the network using those tools, as 

opposed to reacting to events as they happen [Engineer 10] 

 

This situation whereby every deviation is interpreted by the sensors as an emerging 

incident highlight their agentic limitations. Since they are incapable of recognising 

nuance distinctions regarding cause and effect, when compared to humans. This is 

despite the fact that they are entirely capable of distinguishing between different finite 

states and conditions. Nonetheless, even for the engineers, short of being given advance 

notice, their only hope of establishing such distinctions rapidly is through careful 

verification of incident alerts/sensor data. Viewed this way, the agentic and 

intelligibility limitations of the remote sensors contribute to the engineers’ mistrust of 

alerts, which gives rise to consistent verification and validation checks. Hence, this 

partly underpins their mistrust in incident data and the need to eliminate such mistrusts 

and doubts by juggling multiple smart IT, in order to build some level of trust in data.  
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For each of these different operating systems, there are different ways of 

deploying configuration. So, one tool cannot be made to be sentient of every 

permutation of every scenario. Inevitably, like perhaps a dentist or a mechanic, you will 

have a box of tools. You know that tool number one can give you the length. Tool 

number two is perfect at giving you the weight and tool number three can show me eye 

colour [Tools Engineer 01] 

 

Once the alert was acknowledged by the engineer, he verified if it was still active by 

checking the alert counter on the dashboard to see if the alert count was incrementing or 

not? Since every alert represents a potential risk and the least he could do was to 

diligently assess the risk, rather than take it for granted or over-simplify it as an 

engineer explained below.  

 

If red alarm comes... we have different types of nodes on our networks, there are 

6 networks... six set-ups in our network. So, it becomes like six signals and all those... 

similarly it is like those PDNs (packet data network), CDNs (content delivery network) 

and the connections… So, whenever we are receiving an alarm, first we check whether 

it is... you know which specific set-up got the alarm. So, we will be dealing with that 

[Engineer 05] 

 

On this basis, knowing in real-time if the alert count was incrementing or not is 

important. Therefore, even if the alert counter malfunctions, the engineers would still 

verify this through other ‘manual’ means. In such situations, they typically draw on 

lower-level smart IT to quickly gain direct access to the affected component. This 

allows them to manually perform verifications as an engineer explained below.  

 

So, we have another tool that we call SecureCRT that we use to check the device 

and after that, we check the logs. So, from the logs we will come to know what 

happened like the device never went down... Yes, secureCRT, the tool we use to telnet 

our devices. So, we check the logs on the device from that particular tool, and we will 

telnet the device and we will come to know whether this particular circuit is down or 

up? …. So, first we received an alarm on the Webtop. So, we came to know that the 

following incident had happened, and we check the alarm on secureCRT, and we come 

to know that the following incident had taken place at this particular place, at this 

particular time [Engineer 05] 

 

Here, it is revealing to note that these so-called ‘manual’ verifications still depend on 

the engineers drawing on smart IT systems and intelligence data. This again reflects 

collaboration between human, technological and algorithmic agencies for purposes of 

validating alerts. So, for example, in situations where all remote access attempts to 

components fail, the engineers usually have no choice but to engage their emergency 

‘hands and eyes’ support teams to physically visit the site to examine the affected 
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component based on the location data retrieved from the smart IT systems like HPNA, 

to see if there is indeed an active alert as explained by the engineer below.  

 

We might work with somebody who has local access to the device who can give 

us some visual data. If it appears that the device is not booting up correctly or is hung 

up in some way, we might have to power cycle the device or reload the card on it 

[Engineer 12] 

 

Therefore, whilst ‘manual’ verifications are also driven by smart technologies and 

datasets, they are also labour intensive and time-consuming, due to infrastructure 

complexity and the urgency associated with incidents. Hence, such manual verifications 

are often a last resort that helps to avoid wasting vital time and resources on alerts that 

may later turn out to be non-critical and could be attended to at a later date when time 

and resources permit. Such prioritisation of critical issues is crucial as an engineer 

explained below. 

 

At the end of the day, if you lose a network, you’re dead in the water. So, there 

might be the same issue or an outage and then you have to ring somebody else that has 

connectivity to the network because usually we have resiliency in the pool, but there’s 

nothing I can do on this. [Engineer 09] 

 

This dreadful reality among the engineers often generates a sense of urgency that calls 

for rapid response, in order to safeguard infrastructure reliability by at least taking 

necessary steps that minimise the negative effect of incidents. This also implies that 

delays at the initial stages of IT incident management impacts subsequent stages and 

therefore rapid verification of incident alerts is an important aspect that helps to avert 

catastrophes on the infrastructure. Here, in situations where multiple incident alerts are 

received as depicted on the Netcool monitoring dashboard in figure 8 below, such 

situations from a troubleshooting perspective further widen the scope of possible causes 

and therefore demands even more human and non-human resources. In order to rapidly 

sort and verify each alert. This is also necessary to help establish logical relationships 

between alerts as explained by an engineer below. 

 

For a router on the core network, you are going to get 50 or 60 events because 

the surrounding areas will lose connectivity, so we see that quite often…‘So, basically, 

this happens a lot especially on the weekends or when a big device goes down on the 

network. So, the methodology we use is we look at the… we can sort the events in 

multiple ways, so first thing we do is sort the events, the screens are shared. So, we look 

at the first event that appeared on our webtop, then we look at the region where it’s 

coming from, is it a local or global issue? We can look at the device down alarms to see 

if there’s any hardware that had just gone down [ENG Manager 01] 
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Figure 8: Netcool Monitoring Dashboard. Source: IBM (Harthoorn 2013) 

 

Among the troubleshooting systems that are drawn upon in such instances are high-

level data analysis and pattern recognition IT systems with elaborate graphical user 

interfaces like NetBrain and SevOne, as well as low-level system utilities like Linux 

Jump boxes and VPN tunnels that provide remote access to the affected nodes as 

explained by an engineer below.  

 

We can login to the router and check it.. Jump boxes are servers that are 

connected to the routers. If you have to log in to a server, we do that through the Jump 

box [Engineer 08] 

 

Here, the engineers also draw on multiple computer scripts that are instantiated from 

Linux CLIs to scan system data that automatically accumulate every few minutes like 

event logs, process logs and configuration updates. Through these scans, they would 

retrieve relevant data and perform a series of tests using SecureCRT and various scripts 

to help to understand what is happening by revealing any commonalities in health or 

performance patterns.  

 

They do this by checking the status of the processes that were running on the affected 

nodes to determine if the same processes were behaving abnormally across the different 

nodes or not. Such insights help to establish whether the triggers of the alerts point to a 

common source or not. Once some commonalities are identified, they are closely 

examined using various data analysis systems like NetBrain, SevOne and HPNA to 

graphically map their health and performance trends over time. This helps the engineers 

to vividly see if any configuration changes occurred around the time of the alerts or not, 

and if so, then who and why were they performed?  
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6.3 Sensitivity to Operations: Tracking Incident Events 

This process refers to the desire to always be sensitive to on-going system operations in 

order to observe and attend to emerging cues and possible signs of failure as early as 

possible. Rather than risk missing them, until they develop into major incidents with 

catastrophic potential. In the current research context, this process of sensitivity to 

operations entails one main integrated social and material practice namely, Tracking 

incident events. This involves, tracking incidents and activities, and adhering to SLA 

accountability as elaborated below. 

 

Regarding tracking incident events, this is performed to ensure that every incident and 

related events are automatically logged into dedicated logging servers, rather than being 

allowed to go undetected. Since aside from constant monitoring, it is the only other 

means by which incident events and the plethora of risks can be accounted for across 

the vast infrastructure in a timely manner. Therefore, without automated event logging, 

it is practically impossible to keep track of incidents as an engineer explained below.  

  

It's impossible, nobody can log into 65,000 devices every second all that long 

and at once. We need a tool to do that’ [Engineer 08] 

 

This is because, it is humanly impossible for the engineers to solely draw on their 

human agencies and cognitive resources to sense, detect and memorize every incident 

that unfolds and their unique contexts. In this regard, the joint tracking of incident 

events by both human and non-human actors allow for optimum attention to be paid to 

every incident. Hence, once an incident alert is detected from external or internal 

sources like Netcool dashboard, the engineers immediately acknowledge it and then 

checks its ‘counter’ to validate if it is still active or inactive. If it is validated as active 

and therefore legitimate, they spring into action to create an incident ticket with a 

unique reference number to track the incident and any subsequent status changes, 

through their incident management ticketing system called ServiceNow. If, however, 

they suspect that the alert relates to a recurring incident, then they would check their 

shared incident management ticketing system to see if the alert had previously been 

logged. This helps to avoid creating duplicate tickets as explained by an engineer below.  

 

I checked whether there is any ticket already there in the queue or not… But 

there was no ticket for that, so I created a new ticket... We right click on that particular 

alarm and we will get an option ‘create a ticket’. So, when we create the ticket, then it 

will come into our group queue in ServiceNow [Engineer 05]  
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Such tickets are unique electronic records that track incidents. Once the ticket is created, 

they proceed to draw on relevant IT data analysis and troubleshooting system to 

examine the incident more closely. In order to understand its dynamics, impact, triggers 

and trajectory if possible. Any such insight that emerges is entered as a record in the 

incident ticket. Hence, all events and acts that occur during incident management are 

diligently tracked as incident data in incident tickets to facilitate incident analysis and 

troubleshooting. Figure 9 below depicts the process of tracking new incidents. 

 

  
Figure 9: Process of tracking new incidents 

 

To create a new ticket, the engineers would right-click on the incident alert on the 

Netcool dashboard. This opens a menu with an option to select ‘create ticket’. Once this 

is clicked, an electronic form with a unique ticket number is generated and presented to 

the engineer on the computer screen to fill. Here, some of the entry fields on the form 

are pre-configured to only accept certain character types or pre-populated options that 

the engineer can select from a drop-down list. Once all relevant fields are populated, the 

‘submit’ button is then pressed and this automatically creates and saves the ticket in the 

ServiceNow database. Additionally, this action also automatically registers the new 

ticket in the ‘opened’ ticket queue from where it could be retrieved and updated as the 

incident response progresses.  

 

It is also important to note that the ‘create ticket’ function that pops-up on the Netcool 

monitoring dashboard is made possible only because it is integrated with the 

ServiceNow ticketing system. This allows the functionalities of the ticketing system to 

be accessible through the Netcool monitoring dashboard. Hence, both IT systems are 
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vital for the engineers since every potential incident requires tracking with a unique 

reference number. Because at any given moment, there could be different incidents 

unfolding or under investigation by different teams. These demand effective tracking 

considering that no two incidents are the same and every incident usually involves 

different components, symptoms, impact, triggers, priority, timestamps, trajectory and 

requisite knowledge and expertise as explained by an engineer below. 

 

Again, it comes down to what the problem is as to where you mentally start your 

aspect… And so, that where my worry is, it wears my brain and when I get a call 

coming in and they say “Oh, we can’t connect to the network” I’ll go “Well, how did 

you come in? What’s your entrance point?” we want to know the entrance point 

because we use VRS and we need to know what’s in each table and that may be, I know 

it has to be in that table to that table over there [Engineer 09] 

 

This complexity means that a sophisticated system is required to effectively manage 

incident tracking, so that detected incidents could be tracked and attended to. Thus, 

ensuring that no active incident disappears from view to threaten infrastructure 

reliability. From this perspective, the ServiceNow ticketing system helps to compensate 

for the engineers’ inability to manually track the wide variety of incidents and issues 

unfolding on the infrastructure at any point in time. Without this chaos will ensue as the 

engineers progressively lose track of different incidents, allowing them to accumulate 

and become unmanageable. With dire consequences for infrastructure reliability.  

 

Aside from facilitating incident tracking, the ServiceNow ticketing system also has an 

in-built database that stores updates that are progressively added to incident tickets like 

changes in incident status and executed steps and their outcomes. This helps to provide 

a running commentary that is fully documented and relied upon as an audit trail that is 

reviewed by the engineers when necessary as by an engineer below.  

 

OK, after creating the ticket, we check the logs and update the work logs with 

what was the issue, and we use pre-defined guidelines to update the ticket—that is what 

is the cause of the issue, what actions we have taken and what next steps are now 

required. We update all those things in the ticket… and after that, I filled all my 

information there in the ticket like what is the configuration item. Configuration item is 

like what was the circuit ID and what was the service running on it, and you know like 

what is the priority? And what is the issue and what is the impact on our services 

[Engineer 05] 

 

In this regard, tracking incident events demonstrate sensitivity to operations as it 

focuses on paying close attention to unexpected events that are unfolding, in order to 
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quickly notice them and any changes in their attributes or trajectory. This helps the 

engineers to revise their tactics where necessary to contain incident impact and facilitate 

effective resolution. Aside from this, all event logs pertaining to each infrastructure 

node are also tracked and logged automatically in various databases by various software 

agents, every few minutes. This trove of events data facilitates evidence gathering 

during incident situations. Without such data, the IT engineers have no way to reliably 

troubleshoot incidents to determine their triggers or impact on infrastructure reliability. 

Hence, such datasets are crucial in incident troubleshooting, much like the smart IT 

systems and engineers, who examine and interpret the data based on their domain 

knowledge and skillsets.  

 

Without this integrative approach between people, smart technologies and data 

algorithms that ensure that vital traces of events are captured regularly, troubleshooting 

would be extremely difficult. Considering the complexity, scale and dynamism that 

characterise the IT infrastructure. Resulting in IT incident management efforts being 

reduced to guesswork and thus fraught with many inadequacies like ungrounded 

assumptions and exaggerations that may lead to unnecessary incident aggravation and 

erosion of infrastructure reliability. 

 

Therefore, it is this integrative social and material approach to incident data gathering 

and tracking that ensures sensitivity to unexpected events and component interactions 

on the infrastructure. Since it ensures that at a minimum useful data like the timestamps 

of unexpected events would be captured in various event and system logs to help 

uncover incident triggers and assess their impact at both the micro and macro-levels of 

the infrastructure. Such contextual and holistic understanding based on verifiable data 

allows the engineers to objectively assess incidents and carefully consider their 

troubleshooting tactics to ensure that adopted tactics do not aggravate incidents. Since 

any such aggravations could prove catastrophic for infrastructure reliability.  

 

Regarding adhering to SLA Accountability, at its core, this practice stems from the 

team’s awareness of the negative financial impact of incidents on service delivery and 

existing SLAs. This awareness and the need to adhere to SLAs in order to avoid 

financial penalties impose extreme demands on infrastructure reliability. This often 

raises a sense of urgency that drives the engineers desire for rapid incident detection and 
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response. Since as frontline support teams, they are directly responsible for ensuring 

that all SLA commitments can be accounted for in a timely manner.  

 

From this perspective, the need to adhere to SLAs amount to an external pressure that 

weighs heavily on the shoulders of the engineers. Thus, compelling them to draw on the 

agencies of multiple smart IT systems and datasets to help meet this need. In this regard, 

this integrated social and material approach to IT incident management is crucial if 

existing SLAs are to be adhered to by ensuring that incident impacts are minimised 

rapidly to avoid SLA breaches. This necessity is often evident in incident situations 

where risks are very high and there is a need for engineers to carefully isolate the 

affected infrastructure segment and delay corrective actions, whilst they monitor the 

situation closely. Therefore, in such situations, the engineers are prepared to allow 

incidents to run their course, once they had been isolated from the rest of the 

infrastructure to reduce the risk of SLA breaches as explained by an engineer below.  

 

One thing we can’t do is identify a problem and just jump straight to a fix 

because in the financial services market and the financial services industry the worst 

thing you can actually do is break the network while trying to fix something else…. For 

an individual client reported the issue, it’s very rare that you would fix it in market 

hours because even though your fix might be targeted at an individual client, there’s 

risk every time you go on any device in the network of operator error [Engineer 10] 

 

Whilst this cautious and pragmatic approach to incident management helps to limit the 

spread of incident impact, it also highlights sensitivity to on-going operations on the 

infrastructure and the desire of the engineers to thoughtfully consider all possible 

ramifications, in order to minimise disruption to infrastructure reliability and for that 

matter service delivery to businesses. Since such isolation reduces the potential blast 

radius or reach of incidents to ensure the existing SLAs are not unnecessarily breached, 

whilst also protecting the rest of the infrastructure. Instead of jeopardising it in its 

entirety. Further, this sensitivity to operations, also manifests in the wide consultation 

that the IT engineers undertake with their specialist teams before making such sensitive 

decisions which on one hand, ensures the protection of vast segments of the 

infrastructure, but on the other hand, subjects the affected segment to endure disruption 

over extended periods.  

 

Further, in making such sensitive decisions, several smart IT systems and datasets are 

also consulted and relied upon to inform risk assessment and key decisions. These 
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include IT monitoring, troubleshooting and data analytics systems that provide decision 

support. Like the available NetBrain system, which is relied upon to map-out incident 

trajectory based on multiple data-points like current sensor data and observations, as 

well as historical traces. Hence, without such datasets, which are relied upon to reveal 

current and future performance trends, for example, the engineers would be incapable of 

making informed judgments about incident impact nor their and trajectory.  

 

Similarly, without the requisite IT systems to search the available datasets in order to 

track relevant incident data or to gather new data where necessary, the IT engineers 

would be left wanting and incapable of making informed decisions because of their 

human limitations. Since they are incapable of relying on their human agency alone to 

search through vast amounts of data, within a few seconds or even minutes as an 

engineer explained below.  

 

First, for the network, we have too many devices and the infrastructure is 

globally deployed. So, if I don't know where to start or I don't have any logs to 

investigate or any tool that will help me to check the logs, I will have to check by 

logging into may be 500 devices. So, that's why we need these tools here, yes. We are 

very dependent on tools [ENG Manager 02] 

 

This indicates that without the technological agency of the various smart IT systems that 

are drawn upon, it is practically impossible for the engineers to examine vast amounts 

of incident data, in order to yield meaningful insight into the origins of events across the 

IT infrastructure. Hence, without this capability, they would be blind-sided by emerging 

threats, with the consequences being catastrophic incidents, as infrastructure reliability 

is progressively eroded. Further, although alerts usually emanate from infrastructure 

nodes like routers and switches, these in themselves are also nexuses from where other 

network connections emanate or terminate as an engineer explained below.  

 

If multiple services are running on one device and for example, say I'm 

changing an account policy on the device and okay I do that in the global config. That 

affects every device interface on the device. And that affects all the services. Sometimes, 

it's a disruption because it changes and then it starts working again. So that's a known 

thing that we inform the services about…. Okay, this is what we are doing, and you may 

see it cause disruption due to that [Engineer 11] 

 

Therefore, all incidents have the potential to impact multiple infrastructure components 

and this dynamic explains why multiple alerts are often received on the monitoring 

dashboards around the same time, with implications for overall infrastructure reliability. 
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Since they present risks that the engineers remain sensitive about due to the complexes 

involved and their implications for SLAs. On this basis, they proceed cautiously by 

demonstrating sensitivity to on-going operations and activities unfolding on the 

infrastructure. Here, for every incident, the engineers consistently draw on multiple 

datasets and verification systems to validate them before considering any further steps. 

They do this by tracing all associated incident events and their histories, as well as any 

possible triggers or acts that may have acted as the catalyst. They do this from the 

moment an alert appears on the monitoring dashboards and in the interest of sustaining 

infrastructure reliability as well as the SLAs they must adhere to in order to avoid 

financial penalties. These considerations mean that the IT engineers are always diligent, 

and their response processes always preclude jumping to conclusions and wild guesses.  

 

This demonstrates their sensitivity to operations on the infrastructure, which ensures 

that their responses are always grounded in facts, to safeguard infrastructure reliability. 

In this regard, all the monitoring dashboards including the Netcool webtop are equipped 

with timers that log the start time of every incident alert and its duration. This allows the 

engineers to retrieve and meticulously analyse alerts and their timestamps in order to 

piece together chains of events that potentially triggered particular incidents. Such 

evidence is vital and underscores why all events and actions are automatically logged in 

various datasets or recorded in relevant tickets to facilitate incident tracking, despite the 

need for rapid response.  

 

Hence, irrespective of the severity or complexity of incidents, often efforts are made to 

capture as much details as possible by both human and non-human actors, rather than 

take risks. This is more so during incidents, where such data is vital as evidence, in 

terms of what may or may not have happened. The engineers search these data by 

drawing on multiple data analytic systems to retrieve and analyse incident dynamics and 

risks from different perspectives like the micro and macro infrastructure levels to drive 

informed decisions. In terms of what to do and what not to do, even as the incident is 

still unfolding and incident management efforts are underway.  

 

By tracking all these events and cues that emerge prior to or during incidents, the 

engineers are able to approach incident troubleshooting, knowing that they have 

relevant data that can be scrutinised by drawing on appropriate smart IT systems to 

reveal what is happening and how to respond. These include NetBrain, which they rely 
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on to search vast amounts of incident data of varying types, including event logs that 

continuously accumulate on various databases across the infrastructure. This helps to 

establish which infrastructure components or segments are impacted and what the 

triggers are. Such insights help to rapidly narrow down to the crux of the matter and 

pave way for remediation actions.  

 

However, the fact that the infrastructure is also shared among multiple clients and 

services adds another layer of complexity and risks. This compels the engineers to be 

very mindful and sensitive about events and interactions that unfold on the 

infrastructure, in order not to inadvertently trigger unintended consequences through 

their actions. In this regard, they take nothing for granted, preferring instead to mistrust 

their instincts and even available incident data, until they are validated from different 

smart IT systems and experts as explained by an engineer below.  

 

Most of the time we can figure out what the problem is, and we can figure out 

what a solution is, but we’re not at liberty to put the solution in place to solve the 

problem. We have to escalate it up the chain to, say, project engineering or design and 

say “Look, this was missed. This is what we think we have to do, but we need to get you 

guys’ your approval and blessings and say yes, this is what needs to be done.” If they 

do that, then they’ll say “Yeah, your solution is correct. I agree with your hypothesis” 

[Engineer 13] 

 

Additionally, their sense of responsibility towards maintaining SLAs also means that 

they always prioritise communications with clients, in order to cause as little disruption 

as possible, in all their undertakings. Even if this means resorting to temporal, rather 

than permanent fixes. In this regard, they always asked for proposed fixes to be 

reviewed and approved by experts as explained by an engineer below. 

 

One thing we can’t do is identify a problem and just jump straight to a fix 

because in the financial services market and the financial services industry the worst 

thing you can actually do is break the network while trying to fix something else…. For 

an individual client reported issue it’s very rare that you would fix it in market hours 

because even though your fix might be targeted at an individual client, there’s risk 

every time you go on any device in the network of operator error. [Engineer 10] 

 

The above demonstrates that in integrated social and material contexts, tracking IT 

incidents is a collaborative effort between people, technology and data, where each of 

these actors contributes to ensure that incident details are adequately captured to 

facilitate rapid response.  
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6.4 Deference to Expertise: Establishing Facts to Drive 

Mitigation/Solution 

 

This process refers to allowing system failures and operational issues to flow freely to 

actors with the requisite knowledge and technical expertise to deal with them, 

irrespective of their position. This allows failures to reach the most competent actors, in 

order to be responded to rapidly and competently through an in-depth examination and 

intervention to limit their impact and avoid unintended consequences that might 

aggravate or undermine system reliability. To facilitate this flow, incident management 

structures are under-specified to allow competent experts to have the chance to attend to 

incidents or consult widely to devise and apply effective solutions to safeguard 

infrastructure reliability. In the current research context, this process of deference to 

expertise entails one main integrated social and material practice namely, Establishing 

facts to drive mitigation/solution. This involves, investigating to establish incident 

impact and causes, driving shared understanding through collaboration, and exploring 

mitigation strategies/solutions as elaborated below. 

 

Regarding establishing facts to drive mitigation/solution, this involves thoroughly 

investigating incident events and conditions to establish their impact and causes. 

Without this, untested solutions may be applied without sufficiently understanding the 

incident. This could aggravate the situation by eroding infrastructure reliability, with 

detrimental consequences for service delivery. To guard against this potential, various 

specialist teams are consulted to advise on possible risks as pertains to proposed 

solutions. Here, they draw on various data analysis systems and datasets to simulate 

solutions. This way, their potential impacts across the infrastructure is assessed and 

addressed prior to solution execution.  

 

Similarly, any detrimental network effects could be established, and precautions taken 

to address them. This level of diligence permeates all aspects of proposed solutions. 

Also, if a solution involves the replacement of a faulty component with a new one, such 

solutions are carefully examined by drafting and testing of various pre-change and post-

change execution steps. This helps to capture and track the status of components prior to 

and after the execution of functional changes. Thus, allowing for objective comparison 

and evaluation of expected outcomes. This way change outcomes can easily be 

assessed, and their effectiveness confirmed or refuted with confidence and more rapidly.  
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Further, after the solution is executed, the applied change is carefully monitored by 

relevant specialist teams for several hours to ensure that any potential negative effects 

are rapidly detected and remedied. In some cases, this involves immediately rolling 

back the change using specific smart IT systems and scripts to revert to some desirable 

prior state. It is for this reason that every change on the infrastructure is accompanied by 

a validated roll-back or back-up/reverse steps as explained by an engineer below.  

 

He will have on the day a change plan, which will have the pre-checks, post-

checks, the change plan--what has to be done, the verification plan, then there will be a 

back-up plan. Back-up in case it doesn’t work or doesn’t give the result as is expected 

then he needs to have a reverse plan as well in the main change, just in case. Yes, pre-

checks, implement, post-checks…. then there will be a reverse plan as well so that just 

in case it doesn’t work on the expected line, he will have the instructions as to what to 

do to reverse [Engineer 11] 

 

Without such steps, solution or change plans cannot be executed because they could 

pose a threat that the engineers may struggle to combat effectively and in a timely 

fashion. Hence, unless there are clear roll-back steps or other stipulated paths for 

navigating such risks, the proposed solutions are automatically rejected by the change 

management team, in order to safeguard infrastructure reliability as an engineer 

explained below.  

 

Without approval from the change management team, we do not have the 

authority to provide a solution. So, when we are providing a solution and doing some 

changes on the network, there should be approval. It is mandatory. That’s the rule, 

that’s the protocol... So, he provided me with the solution. Then I requested from the 

change management team that I'm going to create the emergency change because of 

this outage, and this is the solution I got from the design team. I'm going to implement 

this change so you need to approve it.. Then, once the change was approved, I applied 

that particular solution [Engineer 15] 

 

Therefore, regarding driving shared understanding through collaboration, the above 

highlights the collaborative nature of solution execution, involving various specialist 

teams, technologies and datasets. This approach to solution execution is crucial because 

of the complexity and scale of the infrastructure, which means that there is often the 

need to search through thousands of infrastructure components and nodes in order to 

isolate specific ones that are deemed culpable or responsible for particular incidents. 

Further, the steps involved in such executions are highly complex and repetitive across 

various nodes or clusters of nodes. This is aside from the time pressure that incident 

situations typically exert, which often means that such executions must be executed as 
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efficiently as possible, rather than through individual or manual actions that are devoid 

of broader consultation and therefore prone to human error 

 

From this perspective, IT engineers are left with no choice other than to resort to 

various smart IT systems and automated scripts to test proposed solutions and to 

efficiently comb through thousands of clusters of nodes and data streams within seconds 

or minutes, rather than hours, days or weeks. This highlights the limitations of human 

agency. Since this demands often outstrip the capacity of the engineers to perform such 

searches and solution executions entirely on their own due to the potential risks that 

may be posed by human error. In this regard, by acknowledging the limitations of their 

human agencies, they willingly defer the execution of such tedious tasks to appropriate 

IT systems and scripts/data algorithms. This helps to compensate for the limitations of 

their human agencies as the technological and algorithmic agencies of these non-human 

actors are drawn upon to help meet these pressing operational needs, in order to mitigate 

and resolve IT incidents as explained by an engineer below.  

 

We really have quite an array of tools that we can use to work on an incident, 

and we use all of them all the time. No one tool works better than another, but they all 

work great together [Engineer 13] 

 

This again highlights the involvement of people, technologies and data in IT incident 

management. In this regard, the experts in the current context comprises both human 

and non-human actors thus, emphasising the integrated social and material context 

within which IT incident management unfolds. Here, in situations where the GNOC 

engineers find it difficult to assess incidents and draw their own conclusions, they defer 

or escalate the incidents to expert actors, in the form of technical specialists and 

dedicated IT systems or datasets. Such escalations continue until significant progress is 

made and meaningful insight emerges leading to some logical conclusion being drawn 

regarding what may be happening or how to proceed further to mitigate the incident. 

 

Similarly, in instances where incident alerts are being received by the front-line product 

support teams from various clients via telephone and emails, the product support teams 

rapidly check the status of their affected services using various IT monitoring systems. 

They do this in order to verify and validate any application software or database related 

issues that could be causing the incident. If all seem clear following their checks, then 

they will proceed to escalate to the respective product team to also check the status of 
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the affected services from their backend application servers and databases to see if there 

are any application issues. In performing these checks, they draw on various smart IT 

systems and utilities including Linux Jump boxes where they issue various commands 

and run test scripts via SSH sessions.  

 

Once the product teams also confirm that no application issues are evident at the 

application layer that could account for the incident, then the next logical step is to 

explore the network layers beneath the application layer. To do this, they would escalate 

the incident to the LAN team to investigate at the LAN infrastructure level to see if the 

incident was triggered by any LAN related issues. They perform this escalation because 

the product teams only specialise at the application layer and therefore lack the 

competence to examine the network layers. This demonstrates ‘deference to expertise’ 

and they do this because there are no rigid structures or boundaries to prevent them 

from asking for help from those who specialise in infrastructure networks, rather than 

applications as explained by an engineer below.  

 

You know, we might have some problem reported by an application team, so 

they’ll be represented on the call. They’re first. You know, before we even get involved, 

they’ll probably have already engaged the LAN support team and usually done triage to 

the point where they’re able to rule out the application in the LAN and their next, 

logical option is to look to the LAN. They want to make sure that they get our input as 

well [Engineer 12] 

 

Following the escalation, the LAN team draws on their network troubleshooting 

systems and utilities like telnet and SSH sessions to access the network interface to see 

if any application related traffic is being processed across the interface or not? Once the 

LAN team confirms that nothing is being processed and that the LAN segment is fine, 

then they would revert to the product team and advise them to escalate to the GNOC 

and WAN team in order for them to also check the WAN segment. Once GNOC 

receives the escalation for the product team, the GNOC engineers would again spring 

into action and commence checking the incident by checking their monitoring 

dashboard to see if any related alerts were received. 

 

Upon tracing related alerts on their dashboard, the GNOC engineers would retrieve the 

existing incident ticket and update it with the alert details. Subsequently, they would 

decide after several minutes of examining the alert that the best course of action in this 

incident situation would be to immediately escalate to the 2nd line WAN assurance 
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team. Since there is an outage, but are unable to determine exactly what was causing the 

issue, because the data from the event logs had several gaps with significant packet 

drops across the interface. Besides the WAN team are the experts on the WAN segment 

and responsible for managing those interfaces. Hence, they are better placed to clarify 

what was happening as explained by an engineer below. 

 

‘So, we could get a case escalated to us where we have to investigate why 

there’s a degraded service or a non-service where there’s an outage in between. So, the 

first level support guys will triage, will do the initial triage, and if they can’t figure out 

what the problem is, they’ll escalate to us and we take a deeper look into the situation.. 

A lot of times when we’re troubleshooting an issue, we’re troubleshooting an issue with 

multiple teams because each team only sees so much of the network. We see the whole 

segment of the WAN. We don’t see the LAN segment. So, we always check our devices 

and we make sure that everything’s clear in the path and we’re checking access lists, 

policies, interfaces, drops, circuits’ [Engineer 13] 

 

Thus, the incident was escalated to the 2nd line WAN team by placing the incident ticket 

into their ServiceNow ticket queue, along with a phone call to inform them that an 

incident had been escalated to their queue and requires urgent attention because there is 

an outage at the interface. Upon receipt of the incident, the 2nd line WAN engineers 

picked up the incident ticket and immediately started examining the incident based on 

the incident data the GNOC team had added in the ticket. The 2nd line WAN engineers 

subsequently retrieved the location details of the affected interface, specifically the IP 

address and FQDN. 

 

Using these details, they quickly verified the status of the interface and its dependent 

circuit connections from two other smart IT systems notably, HPNA and SevOne. They 

found based on the timestamps in the configuration data in HPNA that some recent 

changes occurred which potentially triggered the service outage. With this information 

at hand, the 2nd line WAN engineers immediately contacted the relevant change 

management team to inform them that it appears one of the changes they applied on the 

WAN segment a short while ago had inadvertently triggered an incident according to 

the details in the corresponding configuration data. Upon further checks, the engineer 

also detected that several other services were also impacted by the same change.  

 

Unfortunately, the change team subsequently confirmed that the change implementer 

had already signed off and needs chasing in order to reverse the change. However, 

considering the impact of the incident, the 2nd line WAN engineers decided to intervene 
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themselves to resolve the incident as quickly as possible. To do this, they retrieved the 

method of procedure (MOP) and full datasheet from the respective change ticket, which 

was residing in the change management system. They referenced the roll-back section 

of the datasheet to see what the roll-back steps involved and reviewed each step to 

ensure they could be executed successfully.  

 

Following this review, they found two discrepancies between the code lines that are 

supposed to be executed in the change plan and what was actually executed by the 

engineer as this reflected in the configuration management system (HPNA). These 

discrepancies signalled that the change implementer mistakenly missed two vital 

commands, which subsequently triggered the incident. On this basis, the 2nd line WAN 

engineers with the permission of the service managers proceeded to re-add the missing 

command lines and this instantly stopped the packet drops and services were restored.  

 

Highlighting that as a complex IT infrastructure with many functional parts that serve 

different purposes and clients, human agency alone is incapable of managing incidents. 

For this reason, the engineers are compelled to draw on technological and algorithmic 

agencies in order to effectively respond to incident situations. Further, this complexity 

also means that generalised knowledge is insufficient. Hence, rampant specialisation 

pervades with the consequence being that incidents must be deferred to experts who are 

knowledgeable and competent to intervene in incident situations to safeguard 

infrastructure reliability. 

 

In our current context, these experts include both human and non-human actors that 

specialise in performing particular tasks that they are best suited for, based on their 

unique agentic abilities and limitations. Thus, causing engineers to defer the 

performance of certain vital incident management tasks that they are incapable of 

performing effectively or efficiently to various smart technologies, scripts and 

datasets/algorithms. Hence, again collaboration between IT engineers, technologies and 

data is what facilitates the attainment of infrastructure reliability.  

 

Regarding exploring mitigation strategies/solutions, the constant need for reliability and 

effectiveness usually means that for complex and critical IT incidents, the engineers 

must consult widely and across different specialist teams to ensure that only feasible 

solutions are proposed and considered. This is crucial because of time limitations and 
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the urgent need to restore infrastructure reliability. From this perspective, incident 

situations are communicated widely across the organisation to give all relevant technical 

teams a chance to make relevant contributions that could help resolve incidents as 

quickly as possible. This holistic approach to problem-solving also helps to avoid blind 

spots by ensuring that different aspects of incidents and their impact are considered.  

 

Doing this means that rather than simply rely on specific individuals or specialist teams, 

all relevant teams are invited to make a contribution. This ranges from exploring 

incident courses, exploring possible areas of impact, exploring possible mitigation 

strategies and exploring possible improvement that could facilitate infrastructure 

resilience to ensure that the likelihood of such incidents is reduced and or that there are 

better controls in place to sure that such incidents would be detected and rapidly address 

to limit their negative impact on infrastructure reliability and service delivery.  

 

Further, once different mitigation strategies and solutions are suggested by different 

specialist teams, they are carefully considered and only the most feasible option is 

selected for further consideration and implementation by the incident management 

team. Doing this also requires expert knowledge hence, the most knowledgeable and 

competent teams are invited to consider and propose appropriate solutions that could 

help mitigate the incident impact, but also facilitate identification and resolution of 

incident root causes. 

 

On this basis, rather than allow the GNOC engineers to make the call, the decision is 

deferred to the specialist teams who are well-versed in the specific dynamics and 

components and configurations implicated in the incident at hand. Once a decision is 

made, this is then communicated to all interested parties. At this stage, the most 

technically relevant and competent teams are identified and tasked with planning and 

executing the selected mitigation strategy/solution. This is to ensure effective and 

accurate execution and the detection of possible unintended consequences.  

 

Regarding possible unintended consequences, the implementation team’s ability to 

anticipate them is vital, even though it is practically impossible for all such 

consequences to be predicted in advance. This is primarily because of the complexity of 

the infrastructure. Nonetheless, the awareness that successful execution of mitigation 

strategies or solutions is never ever guaranteed mean that people are able to think about 
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worst-case scenarios. And this allows the teams to be more prepared to expect the 

unimaginable during incident management.  

 

Whilst this highlights the importance of deferring to experts, it also brings to the fore 

the fact that expert knowledge and competence may also be limited and for this reason, 

there is a need to be cautious during incidents in order not to further risk infrastructure 

reliability. Hence, in situations where incident complaints are being received by the 

front-line support teams, they would rapidly check the affected services from their smart 

IT monitoring systems because they lack the capacity to determine this solely by 

drawing on human agency. Therefore, they verify and confirm any issues and if all 

seem fine, then they would escalate to the respective product teams to also check from 

their backend application servers.  

 

Whilst generalised knowledge and know-how are important in managing day-to-day 

infrastructure operations, often such knowledge alone is insufficient in dealing with 

complex issues. At such moments when they reach a dead-end, the frontline operations 

engineers for instance, acknowledge the limitations of their human agencies and 

promptly escalates or consult their specialist infrastructure, application or database 

teams among others as explained below.  

 

So that issue was reported by the product team to our front-line desk. So, they 

created the ticket and they investigated initially. But they were unable to find why it is 

not working. So, they escalated that issue to our queue, that is second line team, since 

I’m part of second line team. I picked the incident, and I verified the path. I did my 

initial troubleshooting, and I found there were some changes that happened in that 

environment, which caused that particular outage. So, I called the change team. 

[Engineer 15] 

 

In other situations, escalate to relevant 3rd party vendors with the requisite technical 

know-how and understanding as the following narrative highlights. 

 

‘Then I engaged the vendor once I had evidence. And then the vendor said that 

this is a kind of bug behaviour and they gave us a tactical fix. [TL Engineer 01] 

 

Further, regarding incident data acquisition, sometimes the smart IT systems like HPNA 

refuse to return search results for various reasons. At such moments, the engineers 

typically consult their senior colleagues who are more experienced in the use of the 

HPNA system. Here, in one instance, a senior colleague responded to a cry for help 
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since it is part of their job to avail themselves to assist in incident situations as 

explained by an engineer below. 

 

First of all, we have the most experienced senior engineers and our team leaders 

and our 2nd line guys are there. So, they'll give us help. We can assign the case to them 

and they are going to work on the case.. they're always available for it. It doesn't matter 

what they're doing, they will always have to stop what they're doing and work on the 

incident [Engineer 08] 

 

In this case, the senior colleague responded to the call and explained that searching 

HPNA with just an IP address takes more time and system resources because the system 

would effectively try to search its entire database for just that single IP. This also 

consumes a lot of computing resources hence, he suggested that a better approach is to 

terminate the current search and retry using the available filter in HPNA to specify all 

the details he knows about the component he was interested in, including its domain 

name. Following this advice, the engineer retried and instantly, the results were 

returned. This demonstrates that by consulting a colleague and utilising the available 

search filter as advised, the technological resistance posed by the smart IT system was 

overcome, allowing troubleshooting to progress. In this sense, engineers are encouraged 

to consult with their seniors or experts as explained by an engineer below.  

 

We have our TLs (Team leaders) and we have our senior engineers to guide us. 

And then when we joined the company, we had a training session regarding how to use 

the tools and how to troubleshoot--- the basic troubleshooting steps, and everything is 

shared to us. And if we need help, we ask our seniors [Engineer 06] 

 

In another situation where the necessary configuration data was required, the engineer 

proceeded to draw on HPNA, which also serves as the main configuration management 

system. to quickly identify the services most impacted or at risk. The engineer 

performed this task based on his consultations with senior colleagues about the services 

running on the affected infrastructure segment. This consultation with his seniors was 

informed by the engineer’s concern for avoiding unintended consequences that may 

arise due to human error. Since such errors could further aggravate the incident, thereby 

compromising infrastructure reliability.  

 

6.5 Commitment to Resilience 

This process refers to organisational commitment to resilient infrastructure operations 

by ensuring that requisite capacity in terms of system resources and capabilities are 

available to anticipate possible system issues and where necessary proactively intervene 
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to absorb any potential impact in order to safeguard system reliability. Rather than risk 

undermining infrastructure performance and reliability. In the current research context, 

this process of commitment to resilience entails three main integrated social and 

material practices namely, Maintaining risk awareness/precaution taking, Planning 

recovery, and Planning response as elaborated below. 

 

6.5.1 Maintaining Risk Awareness/Precaution Taking 

This practice involves taking necessary precautions like ensuring the availability of 

redundant nodes, circuits, smart IT, data sources and even stand-by engineers. Since 

risks can emerge at any moment and awareness of this is crucial for safeguarding 

infrastructure reliability. For instance, in incident situations where a circuit is 

experiencing an issue that is causing it to flap (connect and disconnect) repeatedly, they 

would proceed based on their assessment of relevant data obtained from different smart 

IT systems. In most cases, they would immediately divert traffic to a 

redundant/secondary circuit in order to isolate the risk from the rest of the 

infrastructure. Instead of allowing it to propagate and cause widespread disruption 

across the infrastructure.  

 

Further, in situations where external clients detect incidents like circuit flaps or other 

instances of service degradation and had escalated to the GNOC, the engineers would 

immediately assess the issue and proceed to retrieve relevant data, in order to validate 

that there is an incident. Since a flap for instance, implies circuit instability that could 

undermine infrastructure reliability and service performance, if left unattended. Hence, 

once the alert is validated as a flap, rather than expend hours on detailed troubleshooting 

due to the complexes involved and the fact that the cause may be external and therefore 

outside their control, the engineers instead focus on rapidly eliminating the potential 

risk. After they had monitored the situation for a few minutes hoping that the slack/self-

resolution mechanisms that are in-built into the infrastructure would learn of the flap 

and automatically resolve it.  

 

If this fails, then the engineers would manually intervene to eliminate the risk. They do 

this by checking the alert to retrieve its details like IP address and domain name 

(FQDN) of the affected circuit/link in order to consider ‘failing over’ the traffic to the 

available secondary link that is already configured with the same configurations and 

capacity. Whilst ‘failing over’ traffic sounds simple in theory, in practice, it is a very 
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delicate operation considering the complex interconnections and multiplicity of services 

that traverse each circuit. For this reason, rather than risk incident aggravation through 

potential human error, the engineers usually draw on automated scripts and precautions 

by informing all relevant service/product teams about their intentions to ensure that no 

critical operations would be put at risk.  

 

They proceed by drawing on the available HP network analysis (HPNA) system, which 

also serves as the main configuration management system to check if a 

secondary/redundant circuit is ready. Once this is confirmed by HPNA and the capacity 

and bandwidth configurations are the same as explained by an engineer below, then 

they proceed to run a script to isolate the faulty circuit from the infrastructure.  

 

HPNA takes the back-up of the device configs and if any changes---those as 

well. So, it does the version control that way and if we are looking for say particular 

changes at a given time, then it saves the name of the person—the user ID so everyone 

knows who had done the change and at what time. And it also shows what was there 

before making the change, and what had changed after the change. So therefore -- okay, 

we have an idea of what really changed---what had been done by that person. Then that 

information helps us to trace the number of changes list [Engineer 11] 

 

To run the script, the engineers connect to the management interface of the primary 

circuit using an appropriate Jump box or terminal like secureCRT. Once connected, 

they would examine the flapping to confirm its average duration by running a series of 

commands and scripts that are executable from the command line, like SSH, ping, 

traceroute, telnet and dig.  

 

Once the duration is confirmed as above the accepted threshold, they would check the 

overall traffic across the circuit using more sophisticated traffic analysis systems like 

SevOne to ensure that the issue is not capacity related. Since capacity related flaps 

cannot be resolved by swapping the circuit with an identical one. Once this is ruled out, 

the engineers simply follow their standard operating procedures (SOPs) to execute the 

‘fail-over’ script. This systematically shuts down the active line interface on the primary 

circuit, but in doing so, it also automatically switches on the line interface of the 

secondary circuit. Once the execution is completed, the engineers simply check and 

confirm that the secondary circuit is fully active. 

 

Once the secondary circuit is on-line and active, the engineers would access Netcool 

and SevOne monitoring systems to monitor the stability of the secondary circuit and if 
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no further issues are observed, then the GNOC engineers would confirm to all relevant 

teams that a secondary circuit had been brought up after isolating the primary circuit. 

This communication gives the product teams a chance to update all affected clients. 

This collaborative effort between people, smart technologies and data to maintain risk 

awareness and ensure infrastructure reliability allows the organisation to more readily 

prepare by taking necessary precautions to help them deal with IT incidents in a more 

reliable manner. This includes ensuring that self-correction, fault tolerance and 

redundancies are in-built into the infrastructure, despite their associated financial costs 

as an engineer explained below.  

 

Let’s say it’s business hours in India connecting to Docklands, if the circuit goes 

down, there is interruption, right? Now, the circuit is down so there’s interruption, but 

still they will be having resiliency, so they will not come to know because there is 

resiliency and automatically the traffic is re-routed… What we do is, if it’s down, we 

straightaway cross it out. So, when it comes up, we wait and monitor for stability. If it’s 

not stable, let’s say if it’s bouncing every now and then, we will remove it from 

production and the services will not see anything because there’s resiliency [Engineer 

01] 

 

This demonstrates not just an awareness of risks, but also more importantly, the team’s 

commitment to resilience, especially considering their role as the guardians of the IT 

infrastructure. This coupled with their immense awareness that every incident 

potentially poses threats to infrastructure reliability instils a sense of responsibility that 

compels the engineers to put risk awareness at the forefront of their incident 

management efforts. Since by doing so, they are likely to be the first to detect emerging 

incidents or risks on the infrastructure. Especially, as undetected risks are dangerous 

and could accumulate until they successfully erode infrastructure reliability by 

unexpectedly exploding into catastrophic incidents. This potential therefore, underpins 

the team’s obsession with risk awareness and preparedness to always draw on their 

expertise to do something about risks once detected, rather than ignore them 

(Christianson et al., 2009; Westrum, 1988).  

 

Also, in situations where all available risk management controls fail to avert incident 

aggravation as in the narrative below, where 3 service outages occurred due to 

unintended consequences of configuration changes, then more human and non-human 

resources are usually required. In order for the engineers to assert some control over the 

aggravating situation. In this example, more engineers, smart technologies and datasets 

were enlisted to help address the unexpected aggravation, which manifested through a 
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sudden flood of alerts to the Netcool monitoring dashboard. Upon close examination of 

the new alerts, it was realised that they all pointed to the same core network router, 

which had suddenly failed. Thus, causing all traffic across it to drop. 

 

An engineer shut down a port to a core router which black-holed 5 clients in 

APAC from getting these 3 services and did not restore the connectivity to India users 

so it created 2 issues… Original incident - Intermittent Network Issues in Infinity Tower 

A, 2nd Floor = IM0000001 followed by a 2nd incident ticket when the engineer stupidly 

shut down a major uplink from the clients to our core routers = IM0000002. Some 

customers in Asia experienced FXT GUI login issues… This came down to an 

individual that decided this was the best process whereas if we had discussed it more 

internally, we might have determined the risk was too high and prevented the 2nd 

outage [Engineer 09] 

 

As highlighted by this engineer, had the entire team discussed the incident more 

thoroughly before attempting to respond, the aggravation may have been avoided. This 

reiterates the sense that collaboration is crucial in responding to infrastructure incidents. 

Since collectives such as competent engineers with requisite IT systems and relevant 

datasets are more capable of dealing with complex technological problems because of 

their diversity of knowledge, skillsets, experience and resources at their exposure 

(Banker & Slaughter, 2000).  

 

Further, in striving to maintain incident risk awareness, we observed that taking 

necessary precaution is an important aspect that ensures that the impact of incidents and 

risks are significantly reduced. This facilitates better infrastructure performance and 

reliability during incidents. For instance, during incidents, it was common to see vast 

segments of the infrastructure remain unaffected or marginally affected by ongoing 

incidents. This speaks of the team’s commitment to infrastructure resilience, as 

redundant nodes, circuits, IT systems, data sources and even stand-by engineers are 

brought online as and when needed.  

 

This mode of operating such a complex and expansive IT infrastructure stems from the 

team’s awareness of the fact that incidents can emerge at any moment, even on the most 

resilient infrastructures. Similarly, the incident trajectory is also unpredictable owing to 

the complexes of interconnections on the infrastructure. From this perspective, on-going 

risk management is an integral part of IT incident management and requires 

collaboration between people, smart technologies and datasets. In order to rapidly detect 

risks and take necessary measures to counter them in a manner that safeguards 

infrastructure reliability.  
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Therefore, to ensure that incident situations do not aggravate further, there is a need to 

identify and effectively manage their associated risks by taking necessary precaution to 

protect the infrastructure. Risk in this research context refers to unexpected events or 

conditions that present threats to infrastructure reliability. Hence, continuous risk 

awareness and management are integral aspects of IT incident management. To 

facilitate this on a complex and expansive infrastructure, various IT systems are drawn 

upon to help detect, track and address risks. One such system is the HPNA automated 

configuration management system that autonomously tracks configuration changes 

across infrastructure nodes. It automatically stores these changes to various databases.  

 

Without such tracking, critical changes that could pose new risks would go undetected, 

with the consequence being the exposure of vital infrastructure components to potential 

threats. On this basis, automatic tracking of changes allows the engineers to accumulate 

such details and review them when necessary to uncover and respond to any new risks 

that may be emerging. This helps to drive high reliability through precautions taking, as 

the engineers become more aware of potential risks and threats to infrastructure 

reliability, especially during incidents. From this perspective, ongoing risk management 

also drives a culture of safety.  

 

6.5.2 Planning Recovery 

Similar to the incident response phase, executing any incident mitigation or 

solution/recovery strategy at Alpha usually starts with identifying and planning the 

tasks involved. This includes identifying all the necessary resources and know-how to 

execute the identified solution as an engineer explained below.  

 

Our team leader or manager will usually make that call and he will, or the 

person acting for him will then make a judgement as to which engineering resources 

are involved on which ticket. So, we’ve had times when we’ve had more than one ticket 

running concurrently and he will allocate individual resources and at that point, the 

person running with the ticket or the group of people running with that ticket will then 

determine whether they need to get Cisco on the call or not, and that may be by 

discussion with the manager [Engineer 10] 

 

Here, once appropriate engineers had been identified and assigned the task, they start 

working out the details of the solution and how best to execute it. For example, in one 

instance, they discussed their options and settled on a number of tasks including pre-
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checks and post-checks like traffic monitoring and comparing configurations among 

others. Such comparisons for example, helped to avoid introducing unnecessary 

complications and blind spots. These precautionary steps, that precede solution 

execution helps to enhance visibility, thereby safeguarding infrastructure reliability.  

 

Once in the recovery mode, the engineers collectively draw on the most appropriate 

monitoring and troubleshooting IT systems that could facilitate solution execution, even 

if the cause of the incident is still unidentified. Since root cause identification can be 

very time-consuming due to the thorough analysis required. From this perspective, the 

least they can do under such immense time pressure is to agree on some mitigation or 

temporary solution that would help to contain the incident impact as quickly as possible. 

This however also requires careful planning and consideration of several risk factors.  

 

Therefore, the engineers identify and review various proposals before selecting the most 

feasible and low risk. To do this, the incident manager collates all proposed solutions 

and collectively decide with relevant technical experts to shortlist the top two or three 

feasible solutions. So that if the first option proves to be too risky, then there are back-

up solutions that could be considered. Once the best option is agreed, then a recovery 

plan is discussed, including how best to execute the solution and which team or 

individuals should be assigned. Once they are identified, they proceed to deliberate 

among themselves and agree on an execution plan. This usually includes detailed steps 

about how the solution would be executed in a manner that effectively resolves the 

incident and enhances infrastructure reliability.  

 

Here, it is also important to note that even where a solution is deemed feasibly, its 

execution in terms of time is also considered and approved, in order to minimise any 

associated risks. For instance, changes cannot be scheduled during business hours, 

unless it is absolutely necessary to avoid incident spread across the infrastructure. Such 

restrictions are necessary to protect unaffected segments of the infrastructure. In this 

sense, any agreed execution plan also includes specified roll-back steps stipulating 

when and how they may be triggered to avoid incident aggravation. Additionally, to 

avoid missteps, the engineers also document and test the execution plan as well as roll-

back steps in a test environment to validate their efficacy. This helps to reveal possible 

unintended that could further jeopardise infrastructure reliability in advance as 

explained in the following quote.  
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He will have on the day a change plan, which will have the pre-checks, post-

checks, the change plan--what has to be done, the verification plan, then there will be a 

back-up plan. Back-up in case it doesn’t work or doesn’t give the result as is expected 

then he needs to have a reverse plan as well in the main change, just in case. Yes, pre-

checks, implement, post-checks…. then there will be a reverse plan as well so that just 

in case it doesn’t work on the expected line, he will have the instructions as to what to 

do to reverse [Engineer 11] 

 

Therefore, precautions against unnecessary risk-taking align with ‘commitment to 

resilience’ (Weick et al., 1999). This also includes the need for execution plan reviews 

and approvals, to safeguard infrastructure reliability. For example, in one instance, an 

execution plan review that was performed by one of the technical specialists revealed 

that a required ‘roll-back’ plan was missing from the execution plan. This omission was 

communicated to the technical team that drew the plan and they promptly corrected the 

execution plan. All the necessary approvals were then secured as explained by an 

engineer below.  

 

Without approval from the change management team, we do not have the 

authority to provide solution. So, when we are providing a solution and doing some 

changes on the network, there should be approval. It is mandatory. That’s the rule, 

that’s the protocol... So, he provided me with the solution. Then I requested from the 

change management team that I'm going to create the emergency change because of 

this outage, and this is the solution I got from the design team. I'm going to implement 

this change, so you need to approve it. Then, once the change was approved, I applied 

that particular solution [Engineer 15] 

 

Therefore, the submission of execution plans for review and approval in order to 

execute a change on the infrastructure is a risk control mechanism that is necessary to 

ensure that only accurate and sanctioned actions are performed to minimise the risk of 

incident aggravation. Other risk control mechanisms observed include performing 

smoke tests and service verifications to validate incident impact and identify potential 

risks, in order to take necessary precautions, minimise unintended consequences and 

eliminate guesswork.  

 

6.5.3 Planning Response 

This is another key practice during IT incident management that demonstrated 

commitment to resilience. Here, the potential consequences of incidents on 

infrastructure reliability cause the frontline engineers to systematically plan their 

response efforts and as quickly as possible. Whilst such planning is difficult due to 
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infrastructure complexity, unexpected nature of incidents and the fact that every 

incident is potentially unique, they nonetheless accept the challenge by prioritising such 

planning over other operational activities, once an incident is detected as explained by 

an engineer below.  

 

This is a complex infrastructure. I mean it’s probably… I don’t know how it 

works, but it’s probably one of the largest, financial community network in the world, 

bearing in mind that there are only several providers of this type, you know, service 

providers of this type, and it is a large piece of infrastructure that’s dedicated to this 

particular function. And the fact that as a team we’re distributed globally, you can’t 

have some individual or small group of individuals maintaining ownership of every 

single issue through the system. So, this system is designed for incidents like this to be 

held between groups [Engineer 10] 

 

In this regard, they usually discuss and strategise in order to mount an effective 

response. To plan, they usually draw on their standard operating procedures and consult 

among themselves about the best way forward. Once a decision is made regarding how 

to approach the response effort, they would then identify the key tasks that are required 

and assigned them among themselves as explained by an engineer below.  

 

Our team leader or manager will usually make that call and he will, or the 

person acting for him will then make a judgement as to which engineering resources 

are involved on which ticket. So, we’ve had times when we’ve had more than one ticket 

running concurrently and he will allocate individual resources and at that point, the 

person running with the ticket or the group of people running with that ticket will then 

determine whether they need to get Cisco on the call or not, and that may be by 

discussion with the manager [Engineer 10] 

 

Once this is done, they would identify the relevant stakeholders that are impacted and 

notify them about the ongoing incident and their response plans. This communication is 

necessary to help avoid over-reaction on the part of clients and 3rd party network 

operators. Since such over-reactions could easily aggravate incidents. Similarly, they 

need to be mindful about on-going operations on the infrastructure and plan accordingly 

in order not to aggravate the incident at hand. To do this, smart IT systems and incident 

datasets are drawn upon to help gain a better understanding of incidents and decide 

which other critical resources may be required to assess and respond to the various risks 

in a manner that contains the situation and reduces any potential for incident 

aggravation as explained by an engineer below.  

 

Issue is reported and all data to assist in fixing the issue is gathered and then 

you need to start reviewing all data to find where the problem started and how to 

resolve it quickly with a fix which will not further impact the network [Engineer 09] 
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Hence, it is the outcome of such risk assessments that inform what the response plan 

should entail, and which resources may be drawn upon. Nonetheless, for every incident, 

the ServiceNow incident ticketing and Netcool monitoring systems are always 

necessary, especially at the start of incidents. However, as the incident progresses, more 

sophisticated IT systems like NetBrain and HPNA may be drawn upon to analyse 

different sets of data or to examine particular configurations respectively. Additionally, 

other responsible individuals at the management level are consulted or simply informed 

about the incident. Hence, the constitution of the incident management team takes shape 

as the incident progresses and differs from incident to incident. Because no two 

incidents are the same, even if the same infrastructure components or services are 

involved as explained by an engineer below.  

 

Again, it comes down to what the problem is as to where you mentally start your 

aspect…. And so, that where my worry is, it wears my brain and when I get a call 

coming in and they say “Oh, we can’t connect to the network” I’ll go “Well, how did 

you come in? What’s your entrance point?” we want to know the entrance point 

because we use VRS and we need to know what’s in each table and that may be, I know 

it has to be in that table to that table over there [Engineer 09] 

 

Where more resources are required, the available on-call shift rota for support and 

specialist teams would be consulted to retrieve their phone contacts to engage them. 

Once the incident ticket is created and saved in the ServiceNow ticketing system, a 

major incident notification (MIN) email would immediately be sent to relevant teams 

and stakeholders as explained by an engineer below.  

 

We need to involve that business unit who is involved in the incident... For 

informing all those business units we need to create a major incident notification 

(MIN)... From ServiceNow, we will pick up the ticket and we follow our processes like 

you need to... After that I created a MIN in the particular ticket... there are particular 

things like pre-defined titles, so we update the title and we just create some logs and 

after that we inform all our business units that some incident came to us… So, we 

include that incident information in that particular MIN and after that we send it… So, 

after creating the MIN, we need to update some more things. So, in the MIN we need to 

update like when was the start time for the outage and when was the end time for the 

outage, what is the duration, what circuit(s) are affected and even if any services are 

running on the circuit or not. And if it is still down, then whether the circuit is in 

production or not. So, I need to update all these things in the MIN and then I need to 

save it and then I need to send it to our business units [Engineer 05] 

 

However, because the ServiceNow ticketing system is also subject to unexpected 

failures, if no responses are received from the recipients within the first few minutes, 
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phone calls may be placed, and email reminders would be sent as explained by an 

engineer below. This would usually reiterate that there is an on-going incident and their 

inputs/expertise are required to help respond effectively.  

 

You know we use emails, phone calls and other communication platforms to the 

entire business to tell them what is going on. It is very critical to get out what we are 

doing and why we are doing it and where we are with the incident. So, it’s very 

important, every 15 minutes, 20 mins, 60 mins depending on the severity you 

communicate. And when you communicate you also bring everybody on the same page, 

where are the resources required, what efforts are being made, and make sure that 

nobody goes off and do something else which may cause more problems or waste 

resources [ENG Manager 01] 

 

This initial notification is important, especially for external stakeholders because it 

helps to put them at ease, knowing that something is being done about the incident 

situations, not least by those who are best equipped and knowledgeable enough to 

respond rapidly in order to minimise impact and ensure that the incident is resolve in 

one way or another as another senior engineer/manager explained below.  

 

Communication with the customer is very key because invariably they get… even 

if you don’t know what the problem is, the more you communicate with them about what 

you are doing, the happier they are even if you don’t have the solution [ENG Manager 

03] 

 

Hence, it helps to better manage different stakeholder expectations and avoid a deluge 

of emails and calls inquiring about the same incident, whilst also preventing external 

stakeholder teams from overreacting in ways that might aggravate the incident. 

Additionally, such notifications also provide the teams with a bit more time to clearly 

understand the incident impact, in order to reduce panic. In this sense, proactive 

communications with stakeholders during incidents allow the engineers to concentrate 

on troubleshooting. Rather than wasting vital time on endless phone and email 

correspondence with clients and partners. This demonstrates the team’s commitment to 

resilience’ on the infrastructure 

 

Further, it is important to note that existing incident data is not simply copied into the 

notification section of the ticket. Rather, the engineers run search commands to identify 

and remove sensitive or proprietary data first. This data redaction is necessary to ensure 

that no sensitive incident data falls into the wrong hands once the notification is sent. 

This again highlights the engineer’s commitment to resilience’ on the infrastructure, 

even though it demands additional work to produce new datasets that are less risky. 
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Additionally, the engineers’ preference for prioritising incident mitigation over time-

consuming root cause analysis, once the incident impact is established also highlights 

their commitment to ensuring that infrastructure resilience is never compromised for 

extended periods. Since mitigation rapidly limits the spread of incident impact as 

explained by an engineer below.  

 

During troubleshooting, it is the first priority to understand the trigger, so the 

correct mitigation steps can take place. If this is not clear and sufficient disruption is 

occurring, then a mitigation step will take place (shut down a path for eg). Root-cause 

is followed after this in the background, as it then becomes important to restore any 

resiliency [ENG Manager 03]  

 

This further allows the engineers to perform detailed root cause analysis with less 

pressure and more attention. From this perspective, it is pragmatic and intended to help 

safeguard infrastructure reliability. 

 

6.6 Zooming Out  

This process refers to the desire to preserve complex and intricately intertwined 

configurations that facilitate particular system behaviours and capabilities from being 

pulled apart during incident troubleshooting. This is because doing so could potentially 

risk disturbing and distorting their complex interrelationships and prevent the full 

impact of incidents and issues from surfacing at the macro-level, with potential 

consequence for overall system reliability. Therefore, to facilitate insight into happening 

at the macro-level to determine the full scale of incident impact on the infrastructure 

and clients, there is often the need to zoom out of relevant datasets using various smart 

IT systems in order to perceive the broad picture or overall incident impact and effects 

of interventions. In the current research context, this process of zooming out entails two 

main integrated social and material practices namely, Navigating/managing risks, and 

Executing solutions diligently as elaborated below. 

 

6.6.1 Navigating/Managing Risks 

This is a key practice in IT incident management that demonstrated a tendency to 

simplify complexity for purposes of gaining a broad understanding of incidents, in 

terms of their impact and trajectory. In order to facilitate rapid risk assessment and 

management through strategic decision making. This often occurs where rapid 

intervention is required due to limited time. From this perspective, ‘zooming out’ as 

depicted in figure 10 below runs counter to the mindful process of ‘reluctance to 



 190 

simplify’ (Weick et al., 1999), which on the other hand, encapsulates a tendency to 

zoom-in to uncover the finer and subtle details of unfolding events until one becomes 

fully satisfied and confident about what may be happening in a particular situation.  

 

  
Figure 10: Zooming out to observe incident impact across geographies. Source: SevOne 

 

However, as shown in figure 10 above, rather than continuously zoom-in to thoroughly 

investigate the specific details of an error at the component level, the engineers instead 

opted to zoom-out, in order to gain some sense of the overall impact of the 

error/incident across multiple geographical regions. In this sense, ‘Zooming Out’ entail 

attempts at simplifying incident complexities by taking a step back to observe broadly 

to estimate or extrapolate incident impact at critical moments, where time is of the 

essence. This helps to rapidly advance response efforts, instead of stalling them through 

time-consuming and detailed troubleshooting or root cause analysis that could last for 

several hours or days. Thereby, potentially causing incidents to escalate to jeopardise 

infrastructure reliability, disrupt service delivery and breach existing SLAs for multiple 

clients as explained by an engineer below.  

 

Root cause has two points it’s a priority. During troubleshooting, it is the first 

priority to understand the trigger so the correct mitigation steps can take place. If this 

is not clear and sufficient disruption is occurring, then a mitigation step will take place 

(shutdown a path for example,). The root-cause is followed after this in the background 

as it then becomes important to restore any resiliency issues [ENG Manager 03] 

 

In this regard, ‘Zooming Out’ allows the engineers to take a step back and gaze from a 

distance to see what the overall picture looks like, in order to take prompt 

action/precaution. Rather than being engrossed in micro-level details. Hence, they often 

‘Zoomed Out’ to see the broader picture to allow them to gain useful insight into the 

overall state of the infrastructure and the impact a particular incident may be having 
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across different geographical regions and services, rather than just narrowly focusing on 

which specific component is impacted.  

 

They do this by aggregating available incident data, in order to perceive performance 

trends across different geographic regions and services over time, instead of just a 

particular moment in time. Zooming out to focus on such a wider timeframe helps to 

quickly reveal overall incident impact, without necessarily delving into any particular 

details. Hence, rather than zoom-in on specifics, here they zoom-out to expand their 

horizon in order to gain a broader and more holistic view of incident impact as 

explained by an engineer below. 

 

Instead of just looking at the moment, you can look at the moment and tell what 

the utilisation may be on a link, but you can also change the parameters to a week or 

this week or a month in particular or this month or you can choose six months or you 

can choose up to a year [Engineer 13] 

 

This means that sometimes, the engineers prefer to aggregate data across multiple nodes 

over several hours or days as per figure 11 below, in order to rapidly assess 

infrastructure segments as a whole or multiple service performances over several days, 

weeks or months. This helps to roughly evaluate if particular infrastructure segments or 

services are at risk, based on historical performance trends.  

 

  
Figure 11: Aggregating data across multiple nodes over hours/days. Source: SevOne 

 

Sometimes they perform these assessments simply based on their past experiences and 

retained memory of affected infrastructure segments or services. In order to quickly 

judge if further disruptions may be imminent. In which case, they would rapidly isolate 

the segments or service from the rest of the infrastructure in order to safeguard the 

reliability of the rest of the infrastructure. From this perspective, such critical 
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interventions are made without narrowing down to any specific details. But merely 

based on past experiences or instincts.  

 

This amounts to jumping to a conclusion without fully assessing all available data and 

facts. Even though no two incidents are the same and therefore the circumstances of the 

incident currently at hand may be different from previous ones. In this regard, whilst 

‘zooming out’ helps the engineers to draw conclusions rapidly by glancing across 

multiple data sets at the macro-level, such conclusions are not necessarily grounded in 

factual evidence. Thus, they could pose risks to infrastructure reliability as explained by 

an engineer below.  

 

This came down to an individual that decided this was the best process whereas 

if we had discussed it more internally, we might have determined the risk was too high 

and prevented the 2nd outage. The routing was traced down to the specific client 

connection and this interface was shut down which restored India users but the 1st 

interface from the core to the aggregate was not reconnected and hence a 2nd issue 

needed to be reviewed [Engineer 09] 

 

Similarly, depending on the engineers’ recollection of the expected behaviour of 

particular nodes or segments based on previous experiences, they often associate 

deviations in such behaviours to potential risks. Hence, in such instances too, they jump 

to conclude that an incident may likely be imminent, without consideration of all the 

other complexes and interactions that may prove differential as explained by the 

engineer in the previous quotation.  

 

Despite this, on other occasions, the engineers also ‘zoom-out’ in order to gain a better 

appreciation of the different IT services that are being impacted by an incident or are 

potentially at risk. This allows them to rapidly take necessary precautions to limit the 

incident impact. Thereby avoiding further aggravation and safeguarding the reliability 

of the rest of the infrastructure. Since any delays in limiting incident impact could 

undermine infrastructure reliability, which in turn could trigger widespread service 

outages. In this sense, whilst they acknowledge that detailed troubleshooting is 

necessary to isolate the root causes of incidents, such micro-level troubleshooting is 

extremely tedious and time-consuming, even with the juggling of multiple smart IT 

systems as explained by an engineer below.  
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If without those tools, a person as a normal human being, it is difficult to 

identify what changes caused the outage, or else we have to go back to complete human 

efforts and that will take a huge amount of time to troubleshoot the issue [Engineer 15] 

 

In this sense, ‘zooming in’ at such critical moments could result in time wastage, with 

detrimental consequences for infrastructure reliability. Because root cause 

determination on such a complex and large-scale IT infrastructure often demands a 

significant amount of time for performing detailed investigations that is sensitive to all 

the complexes that may be involved and their potential effects. In order to avoid 

creating blind spots that may aggravate incidents.  

 

Further, the IT engineers also ‘zoom out’ because often it is nearly impossible, even 

within particular segments to meticulously investigate every single impacted 

infrastructure node or component and associated configurations, due to time pressure. 

Hence, they resort to automation/mindless processing in order to rapidly inspect 

aggregated service performances across the affected segments or clusters of nodes, and 

where necessary isolate such segments entirely from the rest of the infrastructure. 

Instead of expending endless amounts of time on micro-level troubleshooting that could 

potentially risk incident aggravation and SLA breaches.  

 

Also, they adopt the same incident mitigation strategy where there is significant missing 

data or insufficient incident data, with the possibility of detailed troubleshooting lasting 

several hours or days. In such situations, especially where the monitoring dashboards 

are nonetheless being flooded with hundreds of alerts and in quick succession, instead 

of expending vital time on inspecting each alert in details, they simply proceed to 

rapidly sort and categorise the alerts into broad groups like impacted regions and 

services or some other distinctions/commonalities that may be obvious as explained by 

an engineer below.  

 

So, the methodology we use is we look at the… we can sort the events in multiple 

ways, so first thing we do is sort the events, the screens are shared. So, we look at the 

first event that appeared on our webtop, then we look at the region where it’s coming 

from, is it a local or global issue? [ENG Manager 01] 
 

6.6.2 Executing Solutions Diligently 

Whilst ‘zooming out’ is an important aspect of rapid incident management, this does not 

preclude due diligence because there is often a need to intervene to curtail aggravation. 
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Hence, even where detailed risk assessments are still pending, the engineers’ overall 

perception of imminent risks is crucial. This is often based on their knowledge of the 

infrastructure dynamics and interconnections as well as past experiences of incident 

management on the infrastructure. These help them to make good judgments and in 

worst-cases calculated guesses that inform what interventions must be considered, even 

though such judgments are often subjective as explained by an engineer below.  

 

So, what one person’s perception of a system being not operating normally 

might be is different to another’s depending on their perception of what the system is 

used for or what they perceive the systems to be used for. So, we have to… In a complex 

environment, we have to have a norm against which we measure operation and then we 

have to ensure that the system operates to or within that defined parameter or set of 

parameters [Engineer 10] 

 

From this perspective, during critical moments where there is a need for decisive action 

due to the risk of incident spread, they defer time-consuming and detailed micro-level 

analysis. Preferring instead to perform quick glances at the macro-level of the 

infrastructure. In order to gain an appreciation of where and how to intervene first based 

on their perceived scale of incident impact at the macro-level. However, such 

perception still needs to be grounded in some tentative facts and evidence as may be 

gleaned from available incident data at the time.  

 

Therefore, in forming these initial perceptions upon which temporal intervention actions 

are based, the engineers drew on their data analysis systems like NetBrain and SevOne 

to logically piece together whatever scant evidence they may have gathered from the 

available incident data. Even if this data emanates from different infrastructure nodes as 

per figure 12 below, which depicts the tracing of multiple virtual machine (VM) node 

alerts to a common source at the macro-level to facilitate rapid isolation of a potential 

fault in order to resolve incident impact and safeguard infrastructure reliability.  
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Figure 12: Tracing multiple VM alerts to a common source at the macro-level. Source: 

SevOne 

 

In this regard, the forming of such initial perceptions about incident impact at the 

macro-level and how they are rapidly prioritised and resolved, even in the absence of 

detailed risk assessments still requires diligence and logical reasoning that aligns with 

mindful organising. This also allows the engineers to logically reverse course should 

their best guesses result in unintended consequences or should an affected client object 

to such a temporal solution as explained by an engineer below.  

 

We provide a workaround to the customer so that at least he will have-- his 

services will be restored in some way via an alternative or a workaround so his 

business will not be badly impacted. If they don't agree, we can do the actual work, 

which had been damaged to fix that. But for the customers, we try to provide the fix as 

soon as possible. [Engineer 15] 

 

On this basis, macro-level perceptions of incident impact inform incident prioritisation 

and response, despite pending risk assessments that are time-consuming. For instance, 

incidents whose overall impact is perceived to be severe are prioritised over those that 

are perceived to be moderate or low. Since the former poses more risks to infrastructure 

reliability. From this perspective, ‘Zooming Out’ or taking a step back to perceive what 

overall incident impact looks like at the macro/global level is also vital. Because it 

allows the engineers to rapidly consider their options and proceed to take necessary 

response actions/precautions to curtail incident spread, in the interest of safeguarding 

infrastructure reliability. This may include opening a technical resolution team (TRT) 

conference call with specialist teams to help assess and devise mitigation options 

rapidly as explained by an engineer below.  

 

Depending upon the incident, if it’s a P1 or a P2 incident, there’s usually what 

we call a TRT call. It’s a troubleshooting call where the teams get on and we try and 

work together. Somebody usually has a WebEx going or maybe a couple of people will 
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have a WebEx going from one team and the other guys from another team have their 

own WebEx going. We’re all talking on the call, but we’re looking at something 

different. We may discover something on the WAN, and they may also discover 

something on the LAN... If it’s a P1 outage it’s multiple customers affecting, revenue 

generating affecting and we will have to work that ticket until a resolution. So, we could 

be on a call following the sun from shift to shift [Engineer 13] 

 

For instance, once on the TRT call and the GNOC had completed their initial 

assessments or pre-checks for a solution to be considered, they would inform the teams 

on the call to signal to them that they can proceed with the execution of the solution. 

Upon receiving this signal, the WAN engineers proceeded to execute the solution, after 

disentangling any complex configurations that could interfere with the solution. For 

example, in one situation where a manual link failover was deemed necessary, they first 

disabled the automated failover mechanism as a precaution, to help prevent the 

automated mechanism from reactivating unexpectedly during solution execution.  

 

Since they also suspected that the automated mechanism’s failure to activate earlier 

contributed to the incident at hand. Hence, they perceived its active status as a potential 

threat that should be eliminated to allow their manual intervention to be executed 

smoothly. Hence, this precaution was necessary to ensure that the identified threat does 

not undermine their incident response efforts. Especially as the root cause of the 

incident was still pending at that point in time. This demonstrates their care and 

diligence in executing the proposed solution.  

 

However, in doing this, the engineer connected to an appropriate Jump box using the 

terminal connection manager on his desktop to launch a Linux command line interface 

(CLI). He then issued a command at the CLI prompt to first check that the failed link 

was still logically attached to the WAN segment of the IT infrastructure. After 

confirming this, he issued a series of commands that immediately isolated the faulty 

link’s port connections from the associated router. This was followed by another 

command to verify that the faulty link had been isolated from the rest of the 

infrastructure successfully. Subsequently, the WAN engineer asked the GNOC 

engineers to check their monitoring dashboards to confirm if everything looks fine 

before he continues further. This is yet another precautionary measure that is also 

stipulated in their standard operating procedures (SOPs), regarding the execution of 

such changes on the IT infrastructure as explained by an engineer below.  
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Before he starts the change, he sends an email to the team saying we are 

starting the change, do your pre-check if anything. Once, they confirm they had done 

the pre-checks, we do the change and once we are done, we again inform them. Ok, the 

change had been done. Ok, do your post-checks [Engineer 11] 

 

Once this was confirmed after about four minutes of checking the corresponding alerts 

on their dashboards, the GNOC indicated that the WAN engineer could continue with 

the solution execution. At this point, the WAN engineer proceeded to manually connect 

the secondary link on the appropriate router. He then issued another set of commands at 

the CLI prompt to check the current status of the corresponding interface on the router. 

This check returned an ‘active-passive’ status as he was expecting. Thus, confirming 

that the secondary link and its associated interface on the router were now active, but in 

a standby mode as expected. After this verification, the WAN engineer proceeded to 

manually turn-on the interface from ‘passive’ to ‘active’ state. This action instantly 

switched on the interface status from ‘active-passive’ to ‘active-active’. Confirming that 

it was now online and taking traffic.  

 

6.7 Summary 

The research identified nine key integrated social and material practices in IT incident 

management namely, Constant monitoring; Tracking incident events, Maintaining risk 

awareness, Planning response, Planning recovery, Validating incident events, 

Establishing facts to drive mitigation/resolution, Navigating/managing risks, and 

Diligent solution execution. These mirror the five known processes of mindful 

organising that drive high reliability performance in organisations that operate complex 

and high-risk technological systems (Weick et al., 1999). However, in the current 

research context, these practices were performed by both humans and non-humans, 

rather than just humans as previous researches into ‘mindful organising’ often assert 

(Sutcliffe, 2011; Vogus & Sutcliffe, 2012; Weick et al., 1999).  

 

From this perspective, the attainment of high reliability through mindful organising 

processes was driven by the collective agency of people, smart technologies and data. 

Thus, it unfolded in a triangle of human, technological and algorithmic agencies and 

therefore, these practices show that much like human and technological actors, data is 

also a unique actor, with an inherent algorithmic agency. This allows it to effect actions 

that contribute to the rapid resolution of IT incidents, along with the human and 

technological agencies of the IT professionals and their smart IT systems respectively.  
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This collective effort at resolving IT incidents, in turn, drives the attainment of high 

reliability on the IT infrastructure, which functions within a complex/integrative social 

and material environment. Where smart IT systems and intelligent data/algorithms that 

possess environmental scanning, learning and decision-making capabilities also pervade 

and participate in these practices that drive high reliability performance. On this basis, 

the empirical data analysis shows that overall, interaction between the agencies of 

people, technology and data underpin high reliability organising in integrated social and 

material organising contexts like IT incident management.  

 

Further, the data analysis also shows that the different agencies that collaborate to drive 

mindful organising within integrated social and material organising contexts also have 

inherent limitations that must be overcome through various strategies in order to avoid 

derailing the performance of critical organisational tasks.  
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Chapter 7: Discussion 

 

This chapter presents a discussion on the research findings, as presented in chapter 6. It 

focuses on the core themes that emerged across all the integrated social and material 

practices that were identified in the data analysis. Specifically, the notion of ‘agentic 

limitations’ which the research revealed as a core concern that guided the performance 

of the identified practices. Since at every turn, actors were compelled to confront and 

overcome such limitations. In order to facilitate ‘mindful organising’ and pave way for 

the attainment of high reliability in their integrated social and material contexts, where 

smart technologies were consistently relied upon. Furtherance to this, the research 

revealed seven strategies that actors relied upon to overcome agentic limitations. 

 

The chapter comprises five sections. Section 1 presents a summary of the conducted 

research. Section 2 discusses the research findings in light of extant literature on IT 

infrastructure, IT operations, incident management and high reliability organisations 

(HRO). Section 3 presents the theoretical and practical contributions of the research. 

Section 4 presents the limitations of the research. Section 5 presents possible directions 

and relevant topics that may be considered in future. 

 

7.1 Research Summary 

This summary presents an overview of the whole thesis, comprising seven chapters. 

Chapter 1 presented the introduction. This elaborated on the research background and 

motivation. In particular, it noted that organisations are increasingly relying on complex 

IT infrastructures to facilitate their business activities. Yet, in doing so, there is a greater 

risk for IT incidents to occur, with grave consequences for business operations. Thus, 

there is a need for effective IT incident management that facilitates high reliability on 

such organisational infrastructures.  

 

However, little understanding exists about how this unfolds in practice and how do IT 

professionals in particular work within their complex and integrated social and material 

environments to perform IT incident management. In this regard, the chapter stated the 

research question as; How do IT professionals achieve high reliability in the critical 

context of IT infrastructure incidents management?  
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Furtherance to this, the current research explored IT incident management as a critical 

activity for managing incidents on IT infrastructures. By focusing on the work of IT 

operations engineers and other actors that are involved, in order to address the research 

question. Since previous HRO researchers acknowledged the possibility that aside from 

humans, non-humans like technologies also seem to contribute in modern organising 

and thus, researchers should explore this possibility further (Weick, 1990a).  

 

This call, to some extent, had been responded to by recent IS studies into ‘mindful 

organising’. Some of which revealed that the capabilities of technologies are drawn 

upon in both mindful and mindless ways to perform organisational tasks (Carlo et al., 

2012). Including IT incident management (Brown et al., 2016; Chen et al., 2014; Forte, 

2007; O'Callaghan & Mariappanadar, 2008; Ruefle et al., 2014; Steinke et al., 2015). 

Others also revealed that the ‘shortcomings’ of IT systems also contribute to ‘mindful 

organising’, by causing actors to be more attentive (Gärtner & Huber, 2018).  

 

Despite these revelations, significant gaps remain in ‘mindful organising’ theorisation. 

In particular, previous researches stand silent about how the shortcomings of smart IT 

systems and associated data are for instance, overcome in modern or integrated social 

and material organising contexts. Although, previous HRO literature highlighted the 

shortcomings of people, by noting that the contradictions and complexities of most 

organisational issues make it difficult for people to be mindful, owing to distractions 

and their limited cognitive resources (Bigley & Roberts, 2001; Vaughan, 1999; Weick 

& Putnam, 2006; Weick & Sutcliffe, 2006). 

 

Chapter 2 presented the literature review. This focused on the four strands of literature 

that the research drew upon for relevant theoretical concepts and ideas. Firstly, the 

review of IT infrastructure literature showed that in the last two decades, five main 

aspects attracted IS research attention and there is a divergence in conceptualisations of 

IT infrastructure and how it could be managed reliably (Eaton et al., 2015; Hanseth & 

Lyytinen, 2010; Pipek & Wulf, 2009). However, despite this divergence, there is 

consensus that IT infrastructures are complex and characterised by rampant instability 

that requires effective management (Hanseth & Lyytinen, 2010; Henningsson & 

Hanseth, 2011; Kallinikos et al., 2013).  
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However, these characteristics along with their potential to expand in a distributive 

fashion make their management difficult, often outstripping human capacity and 

causing organisations to resort to various non-humans like smart IT systems (Brown et 

al., 2016; O'Callaghan & Mariappanadar, 2008; Ruefle et al., 2014; Steinke et al., 

2015). Although, literature tends to neglect this aspect, which in practice is crucial for 

sustaining their performance/reliability. Hence, it is imperative to examine it, to better 

understand how such infrastructures become reliable to support business activities.  

 

Secondly, the review of IT operations literature showed that a wide range of activities 

and resources are necessary to effectively manage organisational IT systems (Abeck & 

Mayerl, 1999; Dekleva, 1992; Harman et al., 2005; Moreton, 1990; Nelson et al., 2000; 

Shaft & Vessey, 2006; Sharon, 1996; Taylor et al., 1997), in order to ensure their 

continuous functioning. To do this, three broad approaches are highlighted, as the 

systems traverse three key stages in their useful lifecycle notably, a period of change 

anchoring, a period of prolonged change refinement and a period of change termination 

(Swanson & Dans, 2000). These approaches to managing IT operational systems are 

notably, reactive, proactive and hybrid approaches (Edwards, 1984) 

 

Regarding IT operations aspects, literature mainly focused on software maintenance 

aspects like; software maintenance process and management (Agrawal et al., 1998; 

Charette et al., 1997; Cordy et al., 1990; Dekleva, 1992; Henry et al., 1994; Krishnan et 

al., 2004; Moreton, 1990; Sharon, 1996; Singer, 1998; Tan & Mookerjee, 2005; Taylor 

et al., 1997; Voas, 1998) and maintenance decision support, system use and replacement 

(Jorgensen, 1995; Krishnan et al., 2004; Swanson & Dans, 2000). With only a handful 

that examined IT operational risks and resilience management (Caralli et al., 2010; 

Charette et al., 1997; Edwards, 1984; Glass, 2004).  

 

Thirdly, the review of incident management literature, showed that researchers mainly 

focused on non-IT system incidents like aircraft disasters and nuclear/chemical plant 

meltdowns, and even when they focus on IT incidents, they are largely prescriptive, 

without offering in-depth understanding of IT incident management. As they 

concentrate on aspects like incident management system modelling/development, 

incident management approaches, incident data management, incident characteristics, 

impact/risk management, response team management, and IS security incident/fault 
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diagnosis. Hence, IT incident management remains on the margins of IS scholarship, 

although IT incidents are common (Garcia et al., 2010; Goldstein et al., 2011).  

 

This neglect had resulted in a situation whereby little insight exists about how IT 

incident management actually unfolds. Although, there is also consensus that incidents 

in general, are disruptive, unpredictable and costly events that test the capabilities and 

competencies of organisations (La Porte, 2007). Here, previous empirical findings also 

highlighted that effective IT incident management is not dependent on dedicated social 

structures (Steinke et al., 2015). Hence, IT incident managers often draw on two 

different incident response approaches, notably solution-focused or problem-focused 

(O'Callaghan & Mariappanadar, 2008). Although, effective incident management also 

calls for a range of resources, aside from competent people (Brown et al., 2016; 

O'Callaghan & Mariappanadar, 2008; Ruefle et al., 2014; Steinke et al., 2015). Despite 

this, the role of smart IT systems and associated datasets remain neglected in incident 

management literature, resulting in a gap, regarding what non-humans also contribute to 

organisational practice.  

 

Fourthly, the review of High Reliability Organisations (HRO) literature, which focused 

on the operations of organisations that operate high-risk technological systems 

highlighted that system incidents are inevitable in complex systems (Perrow, 1984; 

Perrow, 2011), including IT infrastructures (Ruefle et al., 2014). However, other HRO 

theorists contended that such incidents may be avoided if organisations strive hard to 

design better systems that are safer to operate (Frederickson & LaPorte, 2002; La Porte, 

2006, 2007; Rochlin, 1989; Sagan, 1995; Weick & Sutcliffe, 2006; Westrum, 1993a).  

 

Therefore, it is incumbent upon organisations to devise effective incident management 

strategies that system operators could rely upon to promptly detect and effectively 

respond to incidents. Furtherance to this, HRO literature highlighted three main models 

or approaches for attaining high reliability in high-risk system operations notably, 

prevention or compliance model, resilience or deterrent model (Blatt et al., 2006; Butler 

& Gray, 2006; Schulman, 2004; Sutcliffe, 2011; Vaughan, 2005) and ‘mindful 

organising’ (Sutcliffe, 2011; Weick et al., 1999). With the latter contrasting the notion 

of organisational mindfulness. 
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Chapter 3 presented the theoretical framework. It consists of two sections. Section 1 

elaborated on the philosophical stance adopted, in terms of ontology and epistemology. 

Here, the research adopted an integrated social and material worldview regarding the 

relationship between ‘Organisation’ and IT. Whereby the relationship is understood as 

being mutually constituted and therefore agency is not the preserve of either entity. 

Thus, organisational outcomes emerge at their intersection through joint performances. 

Aside from this worldview, the relationship had also previously been examined from a 

deterministic perspective. Whereby, agency is considered the preserve of either 

organisation/people or IT, with the consequence being that one entity determines and 

shapes the other, as exemplified by technology determinism and social construction.  

 

Section 2 elaborated on ‘Mindful Organising’ and its five main constructs that facilitate 

high reliability performance in high-risk organisations (Sutcliffe, 2011; Weick et al., 

1999). To elaborate, aside from the prevention and resilient approaches enumerated 

above, HRO literature also recognised ‘mindful organising’ as another approach to 

attaining high reliability in the operations of high-risk organisations. This theoretical 

frame emerged from the empirical data analysis, as an appropriate lens for synthesising 

and making sense of the data holistically. 

 

In particular, ‘mindful organising’ is understood as an on-going activity that focuses on 

noticing discriminatory details in flow of events at the front-line of organisations, where 

activities are performed (Vogus, 2011; Vogus & Sutcliffe, 2012; Weick et al., 1999). It 

emphasises five main processes that together allow organisations to be attentive and 

focus on distinction making, in order to quickly detect emerging signs of failure at their 

incipient stages (Sutcliffe, 2011; Weick et al., 1999). To give them a chance to respond 

early to safeguard system reliability (Sutcliffe, 2011; Weick et al., 1999).  

 

However, despite its immense potential at driving high reliability, extant theorisation of 

‘mindful organising’ is mainly socio-cognitive or human-centred. Hence, although 

modern organising is pervaded by non-humans like technologies (Alter, 2013; Gärtner 

& Huber, 2018; Leonardi, 2013; Orlikowski, 2009; Pickering, 1999) and 

datasets/algorithms (Faraj et al., 2018; Galliers et al., 2017; Newell & Marabelli, 2015; 

Orlikowski & Scott, 2015) that also partake in work performance, it overlooks them. 

Thus, making it incapable of being relied upon to explain modern organising and what 

21st century smart technologies for instance, contribute (Weick, 1990a). Since like other 
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socio-cognitive models of organising, it also fails to fit the context of modern 

organisations that are reliant on IT. 

 

Owing to this limitation, recent theoretical efforts sought to expand the scope of 

‘mindful organising’ by conceptualising it as an integrated social and material process 

that involves non-humans like smart IT (Carlo et al., 2012; Dernbecher, 2014; 

Dernbecher et al., 2014; Gärtner & Huber, 2018; Melby & Toussaint, 2011; Valorinta, 

2009). It is this conceptualisation of ‘mindful organising’ that the current research 

draws upon. Since a key objective of the current research is to examine modern 

organising more holistically to account for the role played by both humans and non-

humans in the attainment of high reliability in integrated social and material contexts. 

 

Chapter 4 presented the research methodology. It highlighted the research method, data 

collection and analysis procedures. Here, an inductive case study approach that aligns 

with interpretive research philosophy was adopted to explore a particular case of IT 

incident management, with the view to gain a deep understanding of the phenomenon. 

In this regard, the research collected rich qualitative data from multiple sources notably, 

semi-structured interviews, participant observations and document/email reviews. Here 

owing to the integrated social and material worldview that the research subscribes to, 

data collection and analysis progressed in a manner that was sensitive to both human 

and non-human actors. Since it was observed from the onset that IT incident 

management is a technology-intense phenomenon, with different actors involved.  

 

Chapter 5 presented the research site. This involved the IT operations department of a 

multinational news and information organisation. The department had various sub-

groups that specialised in different aspects of the organisation’s IT infrastructure 

operations. The current research focused on the Global Network Operations Center 

(GNOC) and WAN Service Assurance technical teams, who were responsible for 

operating and managing the WAN segment of the complex and expansive 

organisational IT infrastructure. Using various technological systems to undertake vital 

tasks, including performing regular incident management activities, which is the 

phenomenon under consideration in this research. 

 

Chapter 6 presented the empirical data analysis and research findings. These focused on 

‘mindful organising’ in IT incident management, which is an integrated social and 
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material phenomenon. Where IT professionals consistently drew upon smart IT and 

datasets to resolve IT incidents, in order to attain high reliability on IT infrastructures. 

Here, to facilitate the development of new theoretical constructs and insights that are 

grounded in data, the research adopted an inductive data analysis approach.  

 

Four rounds of data coding were performed, during which ‘mindful organising’ 

emerged as an appropriate frame to synthesise all the data coherently. Hence, it was 

drawn upon as a synthesising device and this led to the identification of nine major 

practices that were performed by both humans and non-humans. Five of which mirror 

the known processes of mindful organising, whilst the other two are distinct to 

integrated social and material contexts. Hence, these two practices were recategorised 

under a new construct called ‘Zooming Out’. 

 

7.2 Mindful Organising in IT Incident Management  

In order to glean broad understanding across the nine integrated social and material 

practices that were identified in the previous data analysis chapter, we performed 

theoretical coding (Charmaz, 2006; Glaser & Strauss, 2017). With the view to 

determine if any broad or core themes manifested across them. In other words, we 

sought to isolate common threads that link these practices together, in a manner that 

enables them to function coherently to facilitate high reliability in integrated social and 

material contexts. Table 14 below depicts the mindful organising processes and the 

corresponding integrated social and material practices that were identified in the 

previous chapter. 

 

Table 14: Mindful organising processes and their integrated social & material practices 

Mindful Organising Processes Identified Integrated Social and Material 

Practices 

1. Preoccupation with failure 1. Monitoring Constantly to Capture Data 

2. Reluctance to Simplify 2. Validating incident events 

3. Sensitivity to operations 3. Tracking incident events  

4. Deference to Expertise 4. Establishing facts to drive mitigation/ 

resolution 

5. Commitment to Resilience 5. Maintaining risk awareness/precaution taking 

6. Planning the recovery 

7. Planning the response 

6. Zooming Out (new process) 8. Navigating/managing risks 

9. Executing Solutions Diligently 
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The result of the theoretical coding across these nine practices revealed that ‘agentic 

limitations’ played key roles in how they are performed to facilitate mindful organising 

in IT incident management. The following sections highlight these limitations and the 

strategies that are mindfully drawn upon to overcome them, in the interest of driving 

high reliability on the organisational IT infrastructure. The identification of these 

strategies extends ‘mindful organising’ theorisation beyond its narrow human-centred 

confines to a more expansive and integrated social and material realm. Where the roles 

and contributions of non-humans like smart IT systems and datasets in high reliability 

performance are also recognised and accounted for.  

 

Based on the theoretical coding, the research identified the notion of ‘agentic 

limitations’ as a core concern that guided the performance of the nine integrated social 

and material organising practices. Since at every turn during IT incident management, 

actors were confronted by limitations of different agencies, which often compelled them 

to mindfully draw upon various smart IT systems and datasets in order to carefully 

consider how such agentic limitations could be overcome. This is in order to effectively 

perform vital activities like constant monitoring, which for instance, encapsulates the 

mindful process of preoccupation with failure that in turn drove ‘mindful organising’ 

and the attainment of high reliability on the IT infrastructure.  

 

Furtherance to this, the research showed that IT incident management is fundamentally 

an integrated social and material phenomenon, where ‘mindful organising’ involved 

both human and non-human actors like smart IT systems and data. Thus, it is not 

limited to human agency. Since it also involved the technological and algorithmic 

agencies that emanated from different non-human actors. Including various IT 

monitoring dashboards that continuously polled incident data from across the 

infrastructure, remote sensors that constantly listened and reported changes in 

component heartbeats, as well as different datasets that constantly tracked and 

correlated health and performance data about different infrastructure components.  

 

Despite these capabilities, the research also found that each of these agencies involved 

are limited in various ways. Particularly, in terms of what they can and cannot do. 

Examples here include IT engineers’ own inability to rely on their human agencies to 

rapidly scan thousands of components across the vast IT infrastructure, in order to 

detect errors and emerging signs of failure. Or their inability to solely rely on human 
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agency to physically access remote infrastructure nodes that reside in hostile 

environments like undersea and mountainous terrains. In this regard, they acknowledge 

that their human agency is inherently limited, in terms of its capacity to execute 

sensitive tasks rapidly and with precision. Primarily due to time pressure and human 

constraints like limited cognitive resources (Bearman & Bremner, 2013; Bigley & 

Roberts, 2001; Crichton et al., 2005; Kapucu et al., 2010).  

 

Owing to these limitations of human agency, the IT engineers are often compelled to 

draw on the technological and algorithmic agencies of various smart IT systems and 

datasets respectively, to perform incident management tasks that are beyond the 

capacity of human agency. Like tracking all incident events unfolding across the IT 

infrastructure as a key part of ensuring sensitivity to operations at all times. Since these 

non-human agencies are more capable of rapidly executing such tedious tasks with 

higher levels of precision. Despite the fact that such non-human agencies also have 

limitations. For instance, the technological agencies of the remote sensors implanted 

across the IT infrastructure are limited by their inbuilt scripts and logics. Thus, their 

sensing capabilities are also limited to specific infrastructure layers and segments.  

 

As a result, their associated technological agencies too are inherently limited and 

incapable of sensing all signs of failure that emerge across the whole infrastructure. 

Hence, in order for all emerging signs of failure to be detected, the agencies of multiple 

actors must be drawn upon. In order to overcome any agentic limitations and pave way 

for IT incident response efforts to progress. Thus, in basic terms, multiple actors and 

their agencies must be juggled to help overcome particular agentic limitations, in the 

interest of driving and sustaining IT infrastructure reliability.  

 

On this basis, all the integrated social and material practices that were previously 

identified involved juggling different IT systems, datasets and people mindfully. In 

order to effectively progress incident management tasks like detecting incident alerts, 

verifying and validating incident data and troubleshooting. Without this juggling of the 

agencies of different actors, such tasks would be extremely difficult to perform, if not 

impossible, due to agentic limitations, but also infrastructure complexity and time 

pressure. Leading to incident aggravations and erosion of infrastructure reliability.  
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Further, because each incident situation is unique, different sets of actors (people, IT 

systems and datasets) are often drawn upon and juggled until desirable outcomes are 

attained. Be it temporal impact mitigation or root cause resolution. Such juggling of 

human and non-human actors is often necessary to allow the agentic limitation of one 

actor to be compensated for or overcome by drawing on the agentic strengths and 

capabilities of other actors. Similarly, because of infrastructure complexity and scale, 

the engineers are often compelled to specialise in particular aspects, segments or layers. 

Since their inherent human limitations (e.g. physical and cognitive) make it impossible 

for any individual engineer or specialist team alone to fully understand the dynamics of 

the entire IT infrastructure.  

 

As a consequence, it is only by pulling actors with different expertise and agentic 

capabilities together that incidents on the IT infrastructure could be examined 

holistically and responded to effectively and in a timely manner. From this perspective, 

tasking competent actors (human or non-human) with specific tasks that their agencies 

are best suited for allows IT incident impact to be mitigated rapidly, in order to drive 

and safeguard infrastructure reliability. On this basis, IT incident management is 

inevitably laden with juggling of multiple actors and their agencies. A work pattern that 

would be unnecessary were there no agentic limitations. 

 

However, because each of the agencies involved, specifically the human, technological 

or algorithmic agencies of people, smart IT systems and data are inherently limited in 

various respects, juggling them becomes a necessity. Therefore, during IT incident 

management, each of these agencies is mindfully drawn upon in order to help 

compensate for the limitations of their counterparts. For instance, regarding the 

technological agency of smart IT systems, the fact that these are often developed by 

particular software and hardware vendors using particular technologies, networking 

protocols, programming languages and even hardware and software platforms means 

that they inherently have certain capabilities or strengths, as well as limitations.  

 

Consequently, each smart IT system is only ever effective at performing particular tasks 

at particular layers of the IT infrastructure. Rather than all tasks across all layers of the 

infrastructure. Hence, no single IT system has the agentic capacity nor expertise to 

translate all network protocols, understand all network layers and perform all tasks 

across the length and breadth of the IT infrastructure. Similarly, data from one layer of 
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the infrastructure only provides useful insight into incident impact at that particular 

layer alone. Inevitably, to effectively perform IT incident management, multiple IT 

systems must be drawn upon and juggled to facilitate rapid detection, validation, 

troubleshooting and mitigation/resolution of incidents.  

 

In this regard, juggling multiple IT systems, datasets and technical experts is a key 

feature of IT incident management and is necessary for a variety of reasons as 

articulated above. Besides the fact that no single smart IT system for example, is all 

powerful nor sentient to detecting all errors, signs of failure or incident impact across all 

the different infrastructure segments and layers. Similarly, no single set of data can 

effectively track all events and interactions unfolding across the expansive 

infrastructure at all times. Likewise, much like the smart IT systems and datasets, no 

single engineer or specialist team is capable of being knowledgeable and competent in 

all the different segments and layers of the IT infrastructure.  

 

Hence, mindfully juggling the agencies of different actors is necessary to help 

compensate for each other’s agentic limitations, be it human or non-human. It is this 

recognition on the part of the engineers that compels them to draw on multiple smart IT 

systems and datasets whenever an agentic limitation is encountered in the course of 

performing incident response tasks. Since this allows the agentic limitation to be 

compensated for, by mindfully drawing on the capabilities of other agencies that are 

complementary, in the sense that they have the capacity to overcome the limitation. 

They do this repeatedly until they are convinced that the agentic limitation had been 

overcome and is no longer an impediment to incident response progress. 

 

Further, despite the need to overcome these agentic limitations, doing so always involve 

careful consideration and selection of the most capable actors, in order to draw on their 

unique capabilities. From this perspective, the juggling of different actors and their 

agencies is always performed mindfully and logically to for instance, facilitate 

heightened risk awareness/precaution taking, which in turn drives commitment to 

ensuring infrastructure resilience. Since the IT engineers are always sensitive to the 

threats posed by different agentic limitation and the potential consequences of not 

dealing with them in a thoughtful and effective manner. Including possible risks to 

delicate task performances, which could have implications for infrastructure reliability.  
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On this basis, the engineers are always mindful in their assessment of emerging risks 

and how best they may be responded to by drawing on the most capable smart IT 

systems and datasets. In order to complement their own human agencies, in a manner 

that fosters rapid progress in incident response task performances. This constant need to 

make progress in order to rapidly mitigate and resolve incidents also means that without 

the involvement of the technological and algorithmic agencies of different smart IT 

systems and datasets, such progress would be impossible, because of human agency 

limitations. In this sense, agentic limitations are liabilities that must be avoided or 

overcome to facilitate effective IT incident management. This also highlights that 

successful incident management unfolds through the joint contributions of both human 

and non-human agencies. Without this, the performance of IT incident management 

tasks would be extremely difficult, if not impossible.  

 

7.3 Balancing Different Strategies to Drive Mindful 

Organising 

Furtherance to the above and in understanding whether any common patterns were 

observable across the nine integrated social and material organising practices elaborated 

in chapter 6, the research identified seven main work patterns or strategies across the 

nine practices that actors drew upon to drive mindful organising in IT incident 

management. In the main, these strategies allowed them to overcome their own ‘agentic 

limitations’ or those inherent in other actors that impeded mindful organising, as they 

worked towards attaining high reliability on the IT infrastructure. At a higher-level of 

analysis, these were interpreted as organisational strategies for overcoming agentic 

limitations in integrated social and material contexts.  

 

This interpretation emerged at the end of the inductive data analysis and following 

several weeks of probing and reflection to ascertain why these strategies emerged in 

mindful organising within IT incident management contexts. The following sections 

elaborate on these strategies namely, Balancing Being Sensitive and Attending to 

Agentic Limitations, Balancing Historical Data and Producing New Data, Balancing 

Risk Avoidance and Quick Mitigation (Risk-taking), Balancing Impact Mitigation and 

Root Cause Resolution, Balancing Mindful and Mindless Performances, Balancing 

Reluctance to Simplify (zoom in) and Simplifying (zoom out), and Balancing Precision 

and Experimentation. 
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7.3.1 Balancing Being Sensitive and Attending to Agentic 

Limitations 

This strategy emerged as one of the main work patterns across the nine practices. Here, 

regarding human agency, the inherent limitations of people like their susceptibility to 

lapses in memory and cognition meant that often the engineers are unable to fully track 

nor recollect the complexes and histories of all events that unfold on the IT 

infrastructure. Considering that these run into thousands at any given moment. 

Similarly, they are unable to rely on their human agencies to access remote 

infrastructure components nor rapidly search through thousands of components or vast 

amounts of different data, due to inherent limitations of human agency. These 

limitations, along with the criticality of the IT infrastructure to the global financial 

sector, exerts pressure on the engineers, especially during IT incidents.  

 

This is aside from the fact that there is often no room for error when responding to 

incident situations. Since every response task potentially presents risks that must be 

avoided, in order to safeguard infrastructure reliability. In this regard, there is a constant 

need for the engineers to draw not just on their human agencies and intellect, but also on 

the agencies of smart IT systems and intelligent datasets to help compensate for their 

human agency limitations. Which for instance, makes it difficult to recollect different 

permutations of system configurations and processes running on the infrastructure. To 

compensate for these agentic limitations, they draw on the technological agency of 

remote sensors to for instance, perform health scans at regular intervals to gather vital 

performance data from remote infrastructure components.  

 

Further, the complexity and scale of the IT infrastructure also mean that the engineers 

are often compelled to specialise in particular aspects. Because it is impossible for 

anyone to fully grasp every aspect of such a complex and expansive IT infrastructure. 

As a consequence, it is only a team of engineers with requisite smart technologies and 

datasets that can comprehend and troubleshoot IT incidents across different segments of 

the infrastructure. Despite this, even highly competent and dedicated team of engineers 

cannot solely rely on their human agencies to accurately detect, troubleshoot and 

mitigate IT incidents, especially under time pressure. Again, due to their inherent 

limitations, with the implication being that certain tasks must be delegated to smart IT 
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systems and data algorithms to perform. Especially, as these non-human actors have the 

requisite capacity and their agencies are therefore more capable. 

 

Also, because of the unknown implications and effects of some of these agentic 

limitations, it is difficult for the engineers to, for instance, predict how long an incident 

response effort or troubleshooting call may last. Aware of this fact, the engineers noted 

that such timeframes depend on several factors, including incident type, incident 

impact/severity, incident start time, type of component affected, and the actors involved 

(people, smart IT and data). In this regard, they observed that what tends to elongate 

incident durations the most, is their own agentic limitations or constraints as they put it 

themselves, below.  

 

So, I really wouldn’t like to say how long an average bridge last. It really does 

depend on the incident type and the thing that tends to elongate them more than 

anything else are our own constraints [Engineer 10] 

 

This often means that without suitable technical experts, smart IT systems and data, 

they risk being blindsided by their agentic limitations, even as incidents emerge on the 

infrastructure. Or even if such incidents are detected, they may have no choice, but to 

resort to making ungrounded assumptions and guesses about possible incident impact, 

dynamics and triggers. Since it is the technological and algorithmic agencies of smart IT 

systems and incident data respectively that allow the engineers to make such 

determinations, say through simulated tests.  

 

This sensitivity to the limitations of human agency and its possible effects on IT 

incident management efforts allows the engineers themselves to always consider and 

reflect on how to prevent such agentic limitations from negatively impacting incident 

management. By drawing on technological and algorithmic agencies. Especially, where 

such limitations impede incident management efforts and there is a need to rapidly 

assess and consider possible remediation actions. In order to avoid incident aggravation 

and facilitate rapid mitigation/resolution. From this perspective, IT engineers depend 

not just on their human agencies, but also on various non-human agencies. Since they 

acknowledge that their human agencies are limited in many respects. Hence, they draw 

on technological and algorithmic agencies to help compensate for this limitation.  

 

Secondly, regarding technological agency, the automated nature of the computer scripts 

and algorithms that underpin most of the smart IT systems that are drawn upon to 
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rapidly execute delicate and complex tasks during IT incident management means that 

such executions potentially neglect the nuisances of infrastructure and incident contexts. 

This indicates that although they are usually drawn upon mindfully by the engineers, in 

other instances, they autonomously execute by rote as designed. This represents a key 

limitation of the many smart IT systems in use. With significant implications for the 

reliability of task executions, especially as no two incident contexts are the same.  

 

This along with the fact that no smart IT system is sentient to every permutation of 

incident impact across different infrastructure components, nodes, segments and layers 

means that the technological agencies of the smart IT systems are also limited in various 

respects. Hence, there is often the need to draw on the agencies of other actors to help 

compensate for such limitations. Further, such limitations in the technological agency of 

smart IT systems also arise because often these systems themselves are developed by 

different vendors, using different network protocols, programming languages, software 

platforms and architectures with varying performance measures, behaviours and 

lifecycles. Much like the IT infrastructure itself, which is constitutive of different 

network technologies, protocols, software platforms, architectures, node 

clusters/segments and varied hardware and software configurations.  

 

These complexes in both smart IT systems and IT infrastructure components means that 

even for individual infrastructure segments, there is significant variation in component 

configurations, interconnections, interactions and behaviours. Therefore, smart IT 

systems that are designed for detecting signs of failure and health issues in one 

component, product or infrastructure segment often lack the capacity to detect health 

and performance issues in other components, segments or vendor products. Since the 

capacity of their technological agencies to detect such issues is by design limited to a 

specific pool of infrastructure components, segments or vendor products.  

 

This is because often the parameters in the computer scripts and algorithms that underlie 

the functioning or agentic capacity of the smart IT systems like their ability to 

automatically execute certain tasks, include certain variables and exclude others as 

designed. Hence, they also have inherent agentic limitations, which means that they 

only do certain things on certain components very well, and other things not so well. 

Owing to this limitation of the technological agencies of the smart IT systems and the 

fact that the IT infrastructure on which they are used is also constitutive of components 
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from multiple software and hardware vendors, means that no single smart IT has the 

capacity to detect or troubleshoot IT incidents across the entire infrastructure.  

 

Consequently, the engineers are compelled to draw on multiple smart IT systems, 

datasets and technical experts, in order to effectively detect and troubleshoot IT 

incidents on the infrastructure. For instance, their sensitivity to the limitations of the 

technological agencies of the smart IT systems manifests during incident alert and 

impact validation. Where sometimes the Netcool monitoring dashboards for instance, 

freeze unexpectedly, if multiple views or windows are opened. This is a technological 

limitation that the engineers identified and are aware of. Hence, they try to compensate 

for it by drawing on their redundant or secondary Netcool instances whenever a primary 

instance freezes. In this sense, they are prepared for such eventualities because they 

know about their underlying limitations and understand that the dashboards’ may freeze 

or degrade in performance, under heavy use.  

 

Since such heavy usage causes the dashboards’ computing resources like memory to run 

out or be overutilised. Causing the screens to freeze and in worst-cases become 

inoperable. In such instances, if no secondary instances are available to switch to, then 

the engineers simply draw on their human agencies to manually restart the frozen 

dashboard. In order to clear-up its cache and free-up much needed memory. This is 

despite the disruptive effects of such interventions. In this sense, whilst the engineers 

expect the smart IT systems to always function as designed, they are nonetheless aware 

and sensitive to their agentic limitations and how these may be compensated for, where 

necessary. In order to restore the smart IT system’s functionality as soon as possible.  

 

Thirdly, regarding the algorithmic agency of data, again, the fact that the IT 

infrastructure entails multiple layers and segments from which different datasets are 

generated means that data from one layer, like the application layer says very little 

about happenings at other layers, like the network or transport layers. Since the 

protocols running at these layers are different, with some nodes only able to interact 

with identical nodes in their own segments, rather than across the entire infrastructure. 

This compels the engineers to draw on multiple datasets from different sources, in order 

to overcome such limitations in data and its underlying algorithmic agency that could 

impact data exchange and prevent vital insights from being gleaned across different 

infrastructure layers and segments.  
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On this basis, risk assessments that focus at just one infrastructure layer or segment are 

too localised and based on limited data points. Here, HRO literature emphasised 

awareness of potential risks across entire operational environments (Weick & Sutcliffe, 

2007), particularly during turbulent moments. Hence, such localised assessments cannot 

be relied upon to inform decisions across the entire infrastructure. This limitation of 

datasets and their underlying algorithmic agencies are constraints that the engineers try 

to compensate for by drawing on alternative datasets from different sources and 

segments. In this regard, whilst one dataset from one source may be sufficient to 

investigate incident impact at one specific infrastructure segment or layer, it is too 

limited and insufficient for understanding incident dynamics and impact across the 

entire infrastructure.  

 

Therefore, additional data from other segments and layers of the infrastructure are 

required for any such holistic view to emerge. In this regard, establishing incident 

dynamics and impact in a reliable fashion demands drawing on different datasets as well 

as smart IT systems, and technical experts who can compare and analyse these streams 

of data from different segments and layers of the infrastructure, rather than just one. 

This limitation of particular streams of data usually causes the engineers to be vigilant 

and cautious about the usefulness of narrow datasets, even where they are confident 

about their validity.  

 

Hence, whilst on one hand, any such confidence in data alludes to trust in data and its 

algorithmic agency, on the other hand, their persistence vigilance and cautiousness 

about data also alludes to mistrust in their agentic capacity to yield insights that are 

wholly accurate and unquestionable. And can, therefore, be relied upon to inform 

incident response efforts. This paradoxical situation inevitably compels the engineers to 

resort to data verification and validation routines. In order to consistently verify and 

validate every dataset, irrespective of their source, be it human versus non-human or 

trusted versus untrusted sources.  

 

On this basis, the constant practice of verifying and validating incident data is borne out 

of their sensitivity to the limitations of data and its underlying algorithmic agency. 

Since they know that such agentic limitations could potentially render available incident 

data to be unreliable. Thus, their doubts about incident data are informed by their 
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awareness that all data streams and their underlying algorithmic agencies are potentially 

limited and imperfect. Much like humans and human agency or even the smart IT 

systems that are fundamentally constitutive of imperfect software and hardware 

components (Butler & Gray, 2006; Jackson, 2014).  

 

This is aside from the complex and dynamic infrastructure environment in which these 

three actors are deployed, which further makes it difficult for incident data from 

particular infrastructure segments or layers to be wholly trusted or deemed reliable. For 

this reason, during incidents, there is often the need for data that is more representative, 

and inclusive of data points from different infrastructure segments and layers to be 

gathered and analysed. In order to facilitate reliable risk and impact assessment. Since 

the complexity, scale and layered architecture of the IT infrastructure mean that no one 

stream, or data source is sufficient. Unless they are extracted from across different 

infrastructure segments and layers.  

 

However, no such data readily exists as this is almost impossible. Because as earlier 

explained, different network protocols run at different infrastructure layers and products 

from different vendors also typically run different operating systems (OS), firmware 

and application software. These are usually developed using different architectures and 

programming languages. Further, whilst some of these are modern and open-source, 

others are proprietary technologies or legacy codes. These further add to infrastructure 

complexity, which means that no single data algorithm could possibly be transparent 

across the wide range of different infrastructure components, segments and layers. 

Hence, every dataset is potentially limited and cannot be solely relied upon to provide 

holistic insight into happenings across the entire infrastructure.  

 

This situation is particularly frustrating for the engineers during incident management 

and accounts for their doubts and mistrusts about incident data emanating from 

infrastructure components/segments or smart IT systems. However, such persistent 

doubts and mistrusts about data also attests to the engineers’ sensitivity to the 

limitations of data and its underlying algorithmic agency. To compensate for this 

limitation, in one instance where the engineers remained doubtful about incident data 

that they had tried to validate from different smart IT systems without much success, 

they turned to a static network diagram that was displayed on their office wall. Since 

they felt that network link details it depicts were much clearer and less equivocal.  
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However, as they reviewed the diagram, a senior engineer intervened by pointing out 

that the nature of the incident at hand suggests that the underlying issue was further 

downstream and therefore the affected links were unlikely to reflect on the core network 

diagram. Since those links are upgraded regularly, often upon receipt of client requests 

for upgrade or complaints about latency. Thus, the static network diagram on the wall 

might also be outdated, with possible missing data. Resulting in discrepancies between 

the current implementation on the ground and what the diagram depicts.  

 

Whilst this new information further casts doubt on the veracity of the diagram, it also 

encouraged the engineers to be more trusting in the data they had previously retrieved 

with their smart IT systems. Despite its susceptible to gathering datasets that may 

contain ‘missing data’. Unfortunately, whilst instances of such missing data may be 

overlooked by data algorithms, they nonetheless have implications for data validity and 

credibility hence, the persistent data verifications. To overcome this, the engineers drew 

upon other smart IT systems to search and retrieve more recent electronic/virtual maps 

of the infrastructure segment they were interested in.  

 

This alternative was deemed more accurate because the electronic version of the maps 

automatically updates about every 24 hours, even though they may be difficult to read, 

due to the large volume of data that accumulates in their associated databases. Further, 

in situations where doubts still remain about available incident data and its capacity to 

inform incident management, then the engineers are at liberty to engage relevant 

infrastructure specialists or the smart IT system team to also examine the available data 

or network maps and provide an opinion that is consistent with the dynamics of the 

incident at hand. This diligence in verifying and validating data further highlights the 

engineers’ sensitivity to agentic limitations.  

 

Thus, in sum, sensitivity to agentic limitations is a core concern that IT engineers 

grapple with and strive to overcome in order to rapidly progress incident management 

efforts. In this sense, overcoming agentic limitations is at the heart of IT incident 

management and informs the integrated social and material practices that the engineers 

consistently draw upon to progress incident management efforts. Further, these agentic 

limitations are not limited to humans and human agency, rather they also apply to non-

humans and their associated technological and algorithmic agencies. This indicates that 



 218 

none of the actors and their respective agencies that partake in mindful organising, 

within integrated social and material contexts like IT incident management is perfect. 

Since each agency is inherently limited in one way or another.  

 

From this perspective, aside from infrastructure complexity, scale and dynamism, 

agentic limitations constitute a major factor that actors must confront as it generates 

doubts about available incident data and gives rise to persistent attempts at verifying 

and validating every stream of data that becomes available or is produced. Since doing 

otherwise would imply complacency and carelessness. But the engineers are never 

complacent and always keep their guard about the potential of the agencies involved to 

provide misleading or questionable insights that may be derived from flawed or 

incomplete datasets. For this reason, they remain vigilant and sensitive to all agentic 

limitations, in order to ensure that they do not put incident management efforts at 

unnecessary risk. Since doing otherwise could prove catastrophic, with immense 

consequences for IT infrastructure reliability.  

 

7.3.2 Balancing Historical Data and Producing New Data 

The fluidity and unexpected trajectory of IT incidents usually mean that efforts to 

respond to them in order to mitigate their negative impact are akin to chasing a moving 

target. Since the engineers are never really sure what next may follow and its 

implication for infrastructure reliability. On this basis, whilst historical incident data is 

useful in IT incident management, it has significant limitations. Because such datasets 

only provide insight into past events, with little bearing on current events that are 

unfolding. Hence, it is usually necessary for the engineers to gather or produce new 

datasets that pertain to current incident events.  

 

In practice, the production of such new datasets is facilitated by a multitude of smart 

technologies like remote sensors, crons, daemons, software crawlers and other smart 

technologies that are implanted across the IT infrastructure. Although, in rare cases, 

such incident data may also be elicited from affected clients and third-party solution 

providers or equipment vendors. Therefore, the availability of new datasets is crucial 

because it facilitates better understanding of on-going incident impact and possible 

trajectory. This allows more relevant insights into incident dynamics to emerge.  
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From this perspective, until an incident is resolved, the production of relevant incident 

data never stops. Since the insights they facilitate also allows the engineers to more 

carefully consider their response strategies and action possibilities. In order to ensure 

that none of these would become a catalyst for incident aggravation, which could 

further undermine infrastructure reliability. On this basis, both historical and new 

datasets are important and complement each other, as they help to provide a more 

holistic and better understanding of incident situations.  

 

However, to produce new data, relevant data streams are selected, and their 

corresponding parameters are tuned and re-tuned from various smart IT systems, to for 

instance, match the timestamps of particular events that are unfolding. This helps to 

zoom-in on particular timeframes and events or to zoom-out in order to gain a much 

broader view of incident situations. Once the parameters are sufficiently tuned, the 

selected data streams/sources are then juggled repeatedly with other complementary 

data streams, typically from across different layers of the infrastructure.  

 

This results in the accumulation of new datasets that are highly relevant to the context 

of unfolding IT incidents. This juggling of data streams/sources continues until 

sufficient amounts of new data accumulate, with desirable levels of granularity that 

would allow them to be relied upon to gain better insight into incident dynamics and 

possible trajectory. Rather than merely relying on historical data alone. These new data 

streams are then subsequently reviewed to ensure that they are sufficiently reliable and 

contains enough details that can facilitate rapid and effective incident management. 

 

Alternatively, the engineers may zoom-in or zoom-out of various historical data streams 

using various smart IT systems, in an attempt to glean more specific data that for 

instance, match specific patterns of component behaviour or event timestamps as may 

be depicted in relevant incident alerts on the monitoring dashboards. Hence, through 

repeated juggling of different data streams, new data is produced that could be relied 

upon to gain better insight into incident dynamics and possible trajectory. Rather than 

merely relying on historical datasets that are highly limited. Hence, in producing such 

new data that matches particular incident events, alerts or timeframes, vast amounts of 

existing data are also filtered out. 

 



 220 

This aligns with recent research findings that suggested that filtering and manipulating 

big data through algorithmic agency often result in chunks of original data being 

discarded (Monteiro et al., 2018). Nonetheless, in the context of IT incident 

management, such data filtration helped the engineers to narrow down to the most 

relevant datasets and data points that are granular enough to enhance their 

understanding of specific aspects of incident situations. And in the process gain vital 

insight about the scale of incident impact and how it might be mitigated across the 

infrastructure, rather than at particular infrastructure segments or layers alone.  

 

In this sense, balancing between relevant historical datasets and producing new datasets 

that are highly contextual and therefore more relevant to current incident events helps to 

avoid wasting vital time on searching vast amounts of irrelevant historical data. With 

the associated risk of being misled by irrelevant data or inadvertently causing incident 

aggravation. Hence, in producing new datasets, domain knowledge is also important as 

it helps the engineers to better draw on their understanding of the infrastructure and its 

dynamics, in terms of how different segments for instance, are interconnected and 

interact under particular circumstances.  

 

This allows them to proceed purposefully and in a manner that ensures that only 

relevant streams would be relied upon, even as they produce new ones to complement 

existing historical data that is deemed relevant to current incident contexts. From this 

perspective, without such prior understanding of the infrastructure, there is the risk that 

vital time would be wasted, causing existing SLAs to be breached and with potential 

consequences for IT infrastructure reliability. In this regard, in balancing between 

historical datasets and producing new ones, existing domain knowledge, past 

experiences and relevant historical data also influence their judgments and perceptions 

of incident risks. This, in turn, for example, informs where to sample data from, at 

particular stages in an incident situation.  

 

Therefore, whilst there is often the need to identify and sample data from 

complementary data streams or sources, only the engineers are in a position based on 

their understanding of the infrastructure to determine where such data may be sampled 

from. In terms of appropriate infrastructure segments or layers to sample from and the 

smart IT systems to draw upon to collect and analyse different sets of data in a timely 

fashion. So, for instance, in the case of Netcool monitoring alerts, because the engineers 
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are aware that its datasets typically emanate from the network layer of the IT 

infrastructure in the form of Syslog messages, they would accordingly opt for other 

smart IT systems like NetBrain or SevOne to produce the necessary complementary 

data. Since these accumulate application layer data, instead of the same network layer 

data. This way, the two datasets complement each other.  

 

Thus, allowing for a more holistic assessment of incident impact to be performed at 

both the network and application layers of the infrastructure. Therefore, knowing what 

dataset is already available and where to search or which smart IT systems to draw upon 

to produce new complementary data is an important aspect of IT incident management. 

Because it helps to identify complementary data streams that could help expand the pool 

of data points that is necessary to ensure that a fairly comprehensive set of data is 

available to facilitate reliable incident troubleshooting. Anything sort of this will result 

in making judgments based on limited or skewed datasets. 

 

Similarly, where there is an incident complaint and only the affected circuit’s source IP 

address had been provided by a client for example, then the engineers usually request 

for any relevant data that is missing to also be provided. In this case, the destination IP 

address. If this is unsuccessful for various reasons, then they would proceed to draw on 

their troubleshooting systems to investigate and identify the missing destination IP. This 

is because both the source and destination IP addresses are important pieces of data that 

complement each other, in terms of troubleshooting circuit incidents. Since these data 

help to provide a more holistic picture of what may be happening to traffic flow across 

the circuit. Without this, the engineers have no way of determining where the traffic is 

destined in the first place, in order to investigate the reported incident.  

 

In another example involving an existing hard copy of a network configuration diagram, 

where new data was deemed missing, alternative data sources were explored and new 

data that reflected the current configuration was produced automatically using the 

available HPNA configuration management system. This was only possible because 

HPNA is a digital and smart IT system that performs automated scans to capture 

configuration updates every 24 hours across the entire IT infrastructure. Hence, its store 

contains recent data that more accurately reflects current configurations across 

infrastructure nodes. Owning to this agentic capability of HPNA, the engineers were 

able to draw on it to produce the new data that was needed. Instead of being forced to 



 222 

rely on historical data that by all accounts was outdated and unreliable. This supports 

previous research findings that noted that as an organisational activity, smart IT systems 

are a key component in IT incident management efforts (Brown et al., 2016). 

 

This automated approach to capturing configuration updates is similar to the scanning 

of resource utilisation patterns across infrastructure components by remote sensors for 

purposes to detecting new changes in their health and performances. In this regard, such 

automated scans regularly produce new datasets from which new information and 

insights emerge to facilitate incident management. Such new insights allow the 

engineers to make informed judgments about emerging threats on the IT infrastructure 

or changes in on-going incident trajectory and how to respond to avoid aggravation that 

could further erode infrastructure reliability.  

 

Therefore, without the production of such new datasets, the engineers would effectively 

be bound to making critical judgments about unfolding incidents solely based on 

historical datasets. Even though such datasets may not necessarily be relevant nor 

reflect the current context and its unique circumstances. Such a situation could lead to 

poor judgments that could pose grave consequences for infrastructure reliability. Hence, 

as some researchers previously noted in integrated social and material organising 

contexts, sometimes new data must continue to be produced on an emergent basis 

(Alter, 2006). In this case, as additional data sources are progressively drawn upon even 

as incident response efforts progress.  

 

This is despite the fact that often in drawing on historical data to compare them against 

newly produced data, there are usually doubts on the part of the engineers. For instance, 

in situations where after several verification attempts, doubts still remain about the 

validity of historical data, then they proceed to draw on other complementary data 

sources to cross-validate. Leading to multiple datasets being balanced in order to 

reconcile the different data. In so doing, new datasets are again produced, as chunks of 

historical data from different sources are filtered and stripped out as irrelevant, whilst 

other relevant chunks are aggregated and synthesised. Again, resulting in the production 

of new datasets that are remarkably different from the original datasets.  

 

Therefore, the so-called reliable data that the engineers often seek are in fact products of 

their own enactments, as they balance historical and new datasets, along with their 
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underlying algorithms. Thus, such data are constructed through integrated social and 

material practices. But in doing so, tensions often emerge as newly produced datasets 

are compared to their historical counterparts. This requires balancing because each 

dataset is important, as they provide pictures that tell different stories about the same 

events. It is this situation that often leaves the engineers in limbo, unable to reconcile 

contradictory datasets, even as the clock is ticking and on-going incident impact 

remains to be resolved. A similar dilemma also surfaces when data provided by one 

actor regarding a particular incident conflicts those provided by another actor.  

 

Such situations often leave the engineers with no choice, other than to draw on various 

smart IT and datasets, in order to balance or reconcile the underlying tension because it 

is almost impossible to resolve. Since on one hand, historical datasets have their own 

context that is frozen in time, whilst newly produced datasets also have their own 

context that reflects current events. Thus, the engineers are in a tight situation, unable to 

rely on either historical or newly produced data alone. Since each tells a slightly 

different story and therefore the only way forward in order to advance incident 

management efforts is to balance both datasets as much as possible, without discarding 

too much or disproportionately drawing on either set of data.  

 

This again demands an understanding of different infrastructure segments and layers. 

Hence, in such situations different actors are drawn upon, including deferring to 

technical experts with the requisite expertise to weigh and balance the different datasets 

and make judgments or if one dataset should be favoured over the other. Based on 

various verification tests and risk assessments. Here, in some instances, these cycle of 

testing and data verifications continue until the risk levels associated with one dataset is 

deemed minimal. At which point it will be favoured if there are no objections.  

 

Although this process of mindfully balancing historical and newly produced data is 

tedious and time-consuming, particularly because of infrastructure complexity, scale 

and dynamism, it is often necessary because it helps to safeguard infrastructure. Besides 

both datasets are useful for particular reasons. For instance, whilst newly produced data 

is usually highly relevant to the current incident context, historical data on the other 

hand, is useful in tracing and providing broader perspectives on why certain 

configurations may have changed or why there may be discrepancies between the 

configurations of identical components that perform similar functions. It is also useful 



 224 

where there is a need to for instance, explain why particular incidents may take on 

certain forms, trajectory or impact across the infrastructure.  

 

7.3.3 Balancing Risk Avoidance and Quick Mitigation (Risk-

taking) 

Based on the above, risk awareness and management plays a vital role in mindful 

organising. Here, HRO theorists highlighted observing and noticing discriminatory 

details in flow of events as a way to detect early signs of failure in complex 

technological systems (Weick & Sutcliffe, 2006; Weick et al., 1999). As these give 

people a chance to attend to emerging risks, whilst also anticipating and avoiding other 

threats to safeguard system reliability (Perrow, 2008). By heeding signs of failure and 

ensuring on-going scrutiny and refinement of expectations (Vaughan, 2005; Weick & 

Roberts, 1993) to facilitate awareness of changing context and learning (Weick & 

Sutcliffe, 2006; Weick et al., 1999). 

 

In the context of IT incident management, this is something the engineers are pre-

occupied with, in order to help detect and avoid risks. As typified by their constant 

monitoring, verification and validation of all possible incident data, in order to pay 

attention to key details and distinctions in unfolding events (Weick & Sutcliffe, 2007). 

Although, in the current integrated social and material context, these activities were 

jointly performed by both human and non-human actors. 

 

Despite this obsession with risk avoidance, during IT incidents, there is often a pressing 

need for high infrastructure performance. Thus, IT incidents must be detected and 

mitigated quickly in order to avert aggravation. Especially as there is a pressing need to 

balance risk avoidance and quick mitigation during incidents. Since the complexity and 

scale of the infrastructure means that IT incident management is usually time-

consuming with several risks. However, these risks and other pressures in the 

environment, including the need to avoid SLAs breaches and other contractual 

agreements with clients means that there is limited time to mitigate or resolve incidents. 

 

This need to resolve incidents quickly presents significant risks that the engineers must 

consider and mindfully balance against the need for risk avoidance. Even though such 

risks emanate from different internal and external sources. For instance, sometimes 
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under immense time pressure, the engineers are left with no choice other than to draw 

on various smart IT systems and datasets, in order take measured or calculated risks 

when intervening to mitigate incident impact. This sometimes takes the form of only 

partially testing solutions or risking potential human error due to lack of time or system 

resource limitations like memory shortages that for instance, slow-down 

troubleshooting systems. This means that during incidents, whilst on one hand, avoiding 

risks is a priority, on the other hand, quick mitigation is also a priority. Thus, IT 

incident management also inherently involves risk-taking as these competing priorities 

must be balanced, in order to drive better infrastructure performance and high 

reliability.  

 

In this regard, both risk avoidance and risk-taking are integral to IT incident 

management and must be balanced mindfully to meet organisational needs. For 

instance, a newly proposed solution may require days if not weeks for the solution and 

its different permutations to be fully tested and approved for implementation on the 

production infrastructure. Such timeframes are unrealistic during incidents situations, 

which almost always demand rapid mitigation and resolution. As a result, solution 

testing times, which are intended to facilitate risk avoidance, are slashed to a few hours 

in other to help balance with the need for quick mitigation. From this perspective, 

meeting these two requirements is a challenge that the engineers must mindfully 

balance as much as possible, in the interest of sustaining infrastructure reliability. 

 

Therefore, from a high reliability performance perspective, the question the engineers 

are forced to then confront during incident situations is ‘how can we avoid risk-taking 

and yet, meet the demand for quick mitigation of incident impact? Here, considering 

that the underlying tension between these two opposing requirements is almost 

impossible to resolve, the engineers are then left with no choice other than to try and 

balance or reconcile them by looking for a middle ground that is informed by adequate 

risk assessment and how quickly any proposed solution could be executed. 

 

In one such case, an IT incident manager asked to be excused from an incident 

management bridge/call for about 3 minutes whilst he reviewed three proposed 

solutions, together with other infrastructure specialists. They discussed the advantages 

and disadvantages of the proposals in a virtual breakout room in order not to be 

destructed by on-going discussions on the main incident bridge. After about 5 minutes 
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they re-joined the main bridge to announce that considering the fact that the IT services 

that were affected by the incident had been down for a while, they decided to try the 

first proposal and if that proved unsuccessful at resolving the incident, then they will try 

the second proposal. However, they ruled out the third proposal on the basis that it was 

too risky under the current circumstances. 

 

It is this balancing act that factors in various risks and overlooks others that reflect a 

strategy of having to balance risk avoidance on one hand, and risk-taking on the other in 

order to progress IT incident management. Here, the engineers ensured that the selected 

solution involves fewer risks and is relatively quick to implement. Thus, partially 

meeting the requirement for both risk avoidance and quick mitigation as much as 

possible. From this perspective, the solution chosen was far from perfect since it is 

unable to fully meet both conflicting requirements. Because the underlying tensions 

between the two requirements can only be balanced or moderated, by weighing different 

risks, tests and attempting to reconcile different contractual and stakeholder interests.  

 

This suggests that calculated risk-taking is in fact integral to rapid incident response. 

Therefore, for the engineers, their main focus is devising a solution that is more or less a 

compromise that ensures reduced risk-taking, but also quick to execute in order to 

rapidly mitigate incident impact, rather than risk incident aggravation. Since such 

aggravations only complicate incident situations, resulting in delays and further risks as 

more time is spent on troubleshooting. Hence, performing risk assessments based on 

current context, cues and signs of failure is an integral part of IT incident management. 

 

Since it allows engineers to mindfully draw on the strengths of different actors, in order 

to avoid unnecessary risky taking. Therefore, this need for avoiding risks is partly 

responsible for the engineers’ reliance on multiple smart IT systems and datasets. A 

phenomenon that can best be described as technological entrenchment since they refuse 

to drop the IT systems even where there is little reason to cling onto them.  

 

7.3.4 Balancing Impact Mitigation and Root Cause Resolution 

The primary aims of IT incident management efforts are twofold, notably incident 

impact mitigation and root cause identification and resolution. However, in practice, 

these two aims often compete against each other. Because whilst focusing on impact 

mitigation is crucial for limiting the negative impact of IT incidents and honouring SLA 
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commitments to protect the organisation’s business operations, it does nothing to 

resolve the actual root causes of incidents. Here, previous IS researchers described this 

approach to dealing with IT incidents as being solution-focused, instead of problem-

focused (O'Callaghan & Mariappanadar, 2008).  

 

However, actually identifying and resolving such root causes is also important. 

Although, it is usually time-consuming and resource demanding. Hence, sometimes 

incident situations may have to deteriorate a bit before they can actually be controlled, 

as the situation is thoroughly and systematically investigated to safeguard IT 

infrastructure reliability. Therefore, in such instances, multiple SLAs may actually be 

breached inadvertently.  

 

Therefore, there is a need to draw on various smart IT systems and datasets, in order to 

try and balance between impact mitigation and root cause resolution, which reflects a 

desire to satisfy or reconcile two contradictory requirements at the same time. 

Unfortunately, because the requirement for incident impact mitigation demands quick 

response and root cause resolution on the other hand, demands thorough and time-

consuming investigations, there is tension between the two. And this reflects a situation 

whereby on one hand, incident impact must be mitigated rapidly, but on the other hand, 

root causes must also be identified and resolved fully.  

 

Yet, because it is practically impossible to perform thorough root cause analysis at 

speed due to agentic limitations and infrastructure complexities, it is almost impossible 

to balance these conflicting requirements in a single solution. Thus, leaving the IT 

engineers with no alternative other than to try and balance or moderate the tension 

between the two opposing requirements. Specifically, the need for rapid incident impact 

mitigation on one hand, and root cause resolution on the other hand. Even though the 

latter requirement is a very slow process and favouring just one of these requirements is 

also not desirable since both are important. 

 

For instance, impact mitigation is generally a temporal measure that allows the negative 

impact of incidents to be quickly controlled and limited, without any guarantee against 

re-occurrence. On the other hand, root cause resolution ensures that root causes of 

incidents are fully identified and resolved, with some guarantee that the same incident 

would ideally not re-occur. Since it ensures that actual causes of incidents are addressed 
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satisfactorily. However, the underpinning demands of each of these two requirements 

conflict each other and as stated earlier it becomes almost impossible for both demands 

to be met, at the same time by a single solution.  

 

Nonetheless, in balancing the underlying tension, because the engineers are aware that 

root cause identification and resolution is time-consuming and resource demanding, 

they often elect to prioritise impact mitigation. As this buys them more time, whilst also 

ensuring that the negative disrupt impact of incidents on infrastructure reliability would 

be somewhat minimised and controlled more promptly to avoid SLA breaches. Hence, 

during troubleshooting, their first priority is to understand the trigger of the incident so 

that the correct mitigation steps could be taken. Including potentially shutting down the 

affected paths to limit incident impact. However, if after this significant disruption is 

still occurring then, root cause identification and resolution becomes more of a priority. 

 

However, considering the complex interrelationships that permeate the IT infrastructure, 

the root causes of incidents can be multifaceted, even if the immediate trigger appears to 

be a single strike event. Hence, such immediate triggers are only part of the root cause 

considering the complex interrelationships that permeate the infrastructure. For 

instance, if an unexpected memory over- utilisation causes a component to fail, which 

then triggers an incident, then the actual root cause analysis would focus on what caused 

the unexpected memory utilisation, rather than narrowly focusing on the immediate 

trigger, which is that a component failed. Hence, simply replacing the failed component 

does nothing to address the actual root cause.  

 

In another instance, the engineers jointly decided on incident management bridge/call to 

initiate a manual failover of traffic from a primary link that had been impacted by an 

incident to its corresponding secondary node to see if that would temporarily mitigate 

the incident impact. Once this mitigation effort succeeded, incident impact abated, and 

attention was diverted to identifying and resolving the root causes. Until this is done, 

there is no guarantee that the incident impact would not re-occur. However, doing this 

involves comprehensive examination of all possible causes, followed by extensive 

exploration and selection of feasible solutions. In this sense, during incidents, impact 

mitigation is prioritised over root cause resolution, which as clarified above is 

unfortunately very time-consuming.  
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7.3.5 Balancing Mindful and Mindless Performances 

The digital IT infrastructure under consideration is designed as a shared resource from 

which multiple services are available and consumed by different clients. This sharing 

adds another layer of complexity to the IT infrastructure and therefore, for every 

incident, there is a need to be sensitive to the fact that its impact and associated response 

efforts could have far-reaching consequences that could prove costly. This potential 

means that there is an increased demand on IT engineers to be more mindful about their 

judgments and actions when making interventions during incident response.  

 

This calls for mindfully tracking and interrelating unfolding events, observations and 

system behaviours, in order to fully assess incident situations before making judgment 

calls regarding next steps. Although, the complexity and multiplicity of factors involved 

often mean that it is humanly impossible for the engineers to be fully attentive to all 

these different factors. Especially considering the urgency and time pressure that often 

characterise incident situations.  

 

For the engineers, this situation presents a dilemma that they must navigate during 

incident management. Because on one hand, the complex and delicate dynamics of the 

infrastructure demands high levels of mindfulness, but on the other hand, the same 

complexities and a multitude of different factors including shareability constraints that 

need to be considered under time pressure make mindfulness a non-starter. Since it is 

humanly impossible to be mindful under such incident situations by being attentive to 

all these different factors at the same time.  

 

From this perspective, whilst the complex structuring of the infrastructure and its 

services require mindfulness in order to minimise risks and sustain its reliability, on the 

other hand, the same complexity also requires automated or mindless execution by 

various computer scripts. In order for the multitude of different factors and conditions 

that are coded into various configuration files on the infrastructure to be reviewed more 

carefully and rapidly, considering the time pressure that characterises IT incident 

management. These requirements for mindfulness and mindlessness conflict and 

generate tension that leaves the engineers in limbo, unable to fully favour either because 

both are necessary to effectively manage IT incidents.  
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Since on one hand, it is necessary to mindfully draw on different agencies to be 

attentive to the specifics of particular incidents and monitor them over time, in order to 

notice or detect deviation that potentially reflects abnormal behaviour. This aligns with 

what HRO theorist refer to as discriminatory details in flow of events (Weick & 

Sutcliffe, 2006; Weick et al., 1999). Detecting these details are important during IT 

incident management. Because they provide the cues and signs of failure that the 

engineers desperately need to identify emerging failures in their infrastructure 

operations, in order to give them a chance to attend to them.  

 

However, on the other hand, attending to such cues and signs of failure on the complex 

infrastructure is challenging owing to agentic limitations. To overcome this challenge, 

the engineers on the other hand, are compelled to draw on various computer scripts to 

automatically scan the infrastructure and execute remediation, where necessary. This 

mode of functioning reflects mindless performance or operating on autopilot as previous 

researchers in integrated social and material contexts observed (Carlo et al., 2012; 

Dernbecher & Beck, 2017; Fiol & O'Connor, 2003), which contradicts mindfulness. 

However, because both mindful and mindless performance modes are necessary in 

some organising contexts, including IT incident management, in such contexts these 

two performance modes complement each other.  

 

Here, previous research into a high-risk project for instance, found that in terms of how 

IT was appropriated, the notion of ‘collective mindfulness’ was only possible through 

collective minding, whereby actors simultaneously exhibit both mindful and mindless 

acts as they drew upon the same IT capabilities in both mindful and mindless ways 

(Carlo et al., 2012). Similarly, in our current integrated social and material organising 

context, this finding is supported. Since actors regularly balanced mindful with 

mindless acts, as this allowed them to rapidly mitigate incident impact to safeguard 

infrastructure reliability. 

 

Further, the need to balance between these two seemingly contradictory performance 

modes is because often for the same IT incident situation, both mindful and mindless 

activities are necessary throughout the incident management process. For instance, 

whilst the technological agencies of various remote sensors are drawn upon to 

automatically detect incident alerts or signs of failure, validating these alerts often 

requires the engineers to draw on their human agencies to mindfully validate them using 
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different datasets. In this sense, mindful and mindless performances are balanced in 

order to progress incident management efforts.  

 

Especially as it is practically impossible to devise a single solution that a single actor 

can draw on its agency alone to meet the need to consistently execute complex incident 

management tasks both accurately (effectively) and quickly (efficiently), at the same 

time. This impossibility leaves the engineers with no choice, other than to try and draw 

on various smart IT systems and datasets, in order to balance between executing some 

tasks mindfully and other tasks mindlessly by drawing on both human and non-human 

agencies. Doing this, however, requires a thorough assessment of the particular incident 

situation and the risks involved in order to avoid incident aggravation or other 

unintended consequences.  

 

From this perspective, balancing mindful and mindless performances also involves an 

awareness of relevant risks and factoring them into decisions to perform certain tasks 

mindfully or mindlessly. In a manner that ultimately serves the interest of driving and 

sustaining IT infrastructure reliability. By placing this overarching interest at the heart 

of their incident management activities, the engineers are well-positioned to mindfully 

weigh and balance what tasks are better suited for mindless or mindless performances. 

This ensures that associated risks on either side would be moderated to reduce them and 

pave way for certain tasks that demand high levels of attentiveness to be performed 

mindfully and others that are for instance, repetitive and prone to human error to be 

performed mindlessly through automation to ensure precise and efficient execution.  

 

Whilst such mindless performance strategies like automation conflict with mindful 

performance strategies like paying attention to context, in the current context, the two 

strategies can also be perceived as complementary and therefore can be mindfully 

balanced by the engineers to produce compromised solutions that can help achieve 

desired organisational goals. Therefore, this balanced or two-pronged approach to 

mitigating or resolving IT incidents is far from perfect, but it allows noticeable progress 

to be made during incident management. Be it in terms of detecting and validating 

incident alerts or assessing emerging risks in an informed manner and where necessary 

facilitate roll-back or course reversal to for instance, avoid incident aggravation, which 

could further undermine ongoing response effort.  
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Still, it is important to also recognise that the need for this balanced approach stems 

from the fact that there often the need to make fairly accurate judgments. Since any 

inadvertent errors or missteps could trigger other unexpected disruptions on the IT 

infrastructure. Such disruptive events and their negative impact could unravel quickly, 

especially as mindless strategies like automation are in the mix and could easily amplify 

errors across the infrastructure. This negative potential is because of tight couplings 

between infrastructure components, which HRO literature highlights as an enabler of 

system failure as it facilitates rapid spread of system errors (Perrow, 1984; Weick et al., 

1999). Since each component in such situations is tightly bound to another, culminating 

in chains of delicate interrelationships.  

 

This is where mindful performance in particular, becomes crucial. Since such delicate 

interrelationships cannot be wholly subjected to mindless or automated control. This 

reality means that during incident situations and despite the need for an urgent response, 

it is still important to be attentive and proceed cautiously. Whilst taking nothing for 

granted as is typical in the operations of high reliability organisations (Vidal & Roberts, 

2014; Weick & Roberts, 1993; Weick & Sutcliffe, 2006), where premium is placed in 

reliable performance. And therefore, despite the need for speedy mitigation of incident 

impact, every piece of incident data must still be scrutinised mindfully by subjecting 

them to rigorous verifications.  

 

Here, other mindful strategies that may also be considered include being cautious, 

consistently monitoring system performance to detect environmental changes, 

attentiveness to task performances and their effects, being highly observant, prioritising 

accuracy over speed, prioritising safety, safeguarding unaffected components and 

services, carefully isolating faults and single points of failure, searching and prioritising 

evidence, and tracking abnormalities. All these are at variance with mindless 

performance and thus both performances must be mindfully balanced to facilitate 

progress in IT incident management efforts.  

 

Since without balancing mindful and mindless performances, incident durations and for 

that matter incident management efforts would prolong, possibly lasting days or weeks, 

resulting in further aggravation and breaching nearly all existing SLAs. Because it is 

almost impossible for the engineers to draw on just human agency to meticulously 

verify and validate every piece of incident data, for the sake of being mindful. Similarly, 
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the distributive nature of the infrastructure, with some segments residing in hostile 

geographic terrains as in the case of undersea fibre circuits and associated components 

means that it is again impractically to only draw on mindful performance scan and 

gather vital incident data from such remote locations.  

 

These impracticalities also leave the engineers with no choice, other than to attempt to 

balance the need for mindful and mindless performances by selectively drawing on the 

agencies of smart IT systems and datasets to help reach such remote sites. In order to 

scan, gather and transmit relevant incident data back to the engineers, through their 

monitoring dashboard and associated databases that they rely upon. From this 

perspective, the underlying tension between mindful and mindless performances still 

exist, although it had now been moderated significantly, even if temporarily.  

 

7.3.6 Balancing Reluctance to Simplify (zoom in) and 

Simplifying (zoom out)  

Like most digital infrastructures, the expansive IT infrastructure of Alpha Technologies 

is also characterised not just by complexity and dynamism, but also by heterogeneity 

(Kallinikos et al., 2013; Tilson et al., 2010). This combination of factors means that 

whilst there are different configurations of software and hardware pieces scattered 

across the infrastructure, there is often the need to take necessary steps to disentangle 

some of the complex configurations at the micro-level in order to pave way for clearer 

observations and understanding of the different interrelationships to emerge. This 

implies zooming-in or as HRO literature puts it ‘reluctance to simplify’ (Sutcliffe, 2011; 

Weick et al., 1999). 

 

However, in the current integrated social and material context, where the phenomenon 

of IT incident management unfolded on a complex IT infrastructure, the research also 

observed many complex infrastructure configurations that are intricately intertwined 

with others to facilitate particular behaviours and capabilities. Such convoluted 

configurations are things that the engineers are sometimes hesitant to pull apart due to 

their associated risks and unknowns. Hence, in some incident situations, they avoid 

zooming-in or pulling things apart. Since doing so could potentially disturb delicate 

configurations and their many interrelationships.  
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This behaviour on the other hand, reflects zooming-out or preserving complex 

configurations and macro-level categories in order to simplify things from a broader 

perspective or aggregate level. In this sense, this behaviour of ‘zooming-out’ contrasts 

the other behaviour of ‘zooming-in’. Although, HRO and mindful organising literature 

only highlight the latter with the construct of ‘reluctance to simplify’ (Roberts, 1990; 

Sutcliffe, 2011; Vogus & Sutcliffe, 2012; Weick & Sutcliffe, 2007; Weick et al., 2000; 

Weick & Roberts, 1993; Weick et al., 1999). Therefore, the current research identified 

the practice of ‘zooming-out’ as a new mindful process that emerged in integrated social 

and material organising context for the purposed of allowing actors to better observe 

and understand incident impact at the macro-level of the IT infrastructure. Rather than 

at the micro-level as zooming-in does.  

 

From this perspective, simplifying by aggregating data and insisting on preserving 

complex configurations as black boxes at the macro-level also serves particular 

purposes for the engineers during IT incident management. Since they understand that 

the sum of individual configurations, for instance, does not necessarily imply or reflect 

macro-level synergistic effects. On this basis, pulling apart complex and delicate 

configurations at the macro-level serves little purpose, for which reason there is a need 

to clearly observe incident behaviour and understand its impact at both the micro and 

macro-levels of the IT infrastructure, in order for a more holistic picture of incident 

impact to emerge. 

 

This need for both micro and macro-level insight often leaves the engineers with no 

choice, other than to try and mindfully draw on various smart IT systems and datasets, 

in order to balance these conflicting needs, in order to allow a compromised solution to 

emerge. Since it presents a situation whereby on one hand, there is a need to mindfully 

pull apart and zoom into complex configurations and interrelations, but on the other 

hand, there is also a need to mindfully zoom-out by aggregating relevant data. In order 

for both micro-level and macro-level understanding of incident dynamics and impact to 

emerge. Such understandings, in turn, allow compromised, but effective solutions to be 

devised to quickly mitigate and resolve IT incidents for the sake of driving and 

sustaining IT infrastructure reliability. Although, any such solution is far from perfect as 

it would be incapable of fully meeting both micro-level and macro-level demands.  

 



 235 

However, doing so requires confronting the underlying tension between the need to 

mindfully pull apart to zoom-in and reveal the details of delicate complexities at the 

micro-level, and the need to mindfully zoom-out in order to gain insight into the broader 

picture at the macro-level, in terms of IT incident impact and trajectory. Therefore, to 

devise a solution, on one hand, efforts are made to balance the need for pulling apart 

complexity in order to facilitate detailed investigations at the micro-level, and on the 

other hand, the need for data to be aggregated in order macro-level level patterns of 

incident impact across a range of different infrastructure segments and layers to emerge. 

Although in practice, the fact that these two requirements conflict, often leaves the 

engineers in limbo, unable to just focus on meeting one requirement.  

 

Hence, there is a challenge regarding how solutions that factor in both micro-level and 

macro-level insights at the same time could be devised to mitigate incident impact and 

resolve incidents. Since merely focusing at just the micro-level by pulling apart 

complexity in order to zoom-in to uncover the subtle details of incident causes and 

dynamics at just one infrastructure segment or layer, risk missing the incident impact 

elsewhere and for that matter the broader picture on the infrastructure. Similarly, merely 

focusing at just the macro-level by aggregating data to zoom-out in order to assess 

incident impact at just the global or broader level of the infrastructure, risks missing the 

finer details that potentially points to key underlying issues. Particularly in terms of 

where the incident first started as this usually provides cues into the root causes, which 

are often masked at the macro-level.  

 

Since the macro-level mainly captures the impacts incident have across a wider range of 

infrastructure segments and layers. On this basis, the macro-level mainly reflects the 

overall symptoms that are observable from a general perspective, in order to inform 

prioritisation of resources and time, from both technical and business perspectives. 

Hence, for the root cause of incidents to be identified and addressed fully, the tension 

between micro-level and macro-level impact analysis must be navigated and balanced, 

rather than be treated separately. In order to effectively mitigate incident impact and 

resolve the root causes as effectively as possible, in the interest safeguarding IT 

infrastructure reliability. This balancing act is necessary because often there is no 

realistic chance of meeting both micro-level and macro-level needs in a single solution 

by simply focusing at one level.  
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7.3.7 Balancing Precision and Experimentation 

To help with the detection and management of emerging signs of failure and incidents 

at both the micro and macro-levels of the infrastructure, a plethora of smart 

technologies are implanted across its numerous segments and layers. Despite this, 

precisely detecting and validating incidents in a mindful manner remains a challenge for 

IT engineers. Partly due to the complexity and instability that characterise IT 

infrastructures (Hanseth & Lyytinen, 2010; Henningsson & Hanseth, 2011; Kallinikos 

et al., 2013) and partly due to time pressure and agentic limitations.  

 

As a result, during incident management, the engineers are sometimes compelled to 

resort to experimentation. Although, the complex and delicate nature of infrastructure 

configurations tend to demand precision as HRO literature highlighted by stating that 

HROs generally lack opportunities to learn from experimentation (Schulman, 2004; 

Sutcliffe, 2011). Owing to the high-risk, complex and delicate nature of their 

operations. To this end, the current research findings contradict this long-established 

belief that emerged from a mainly human-centred perspective of organising and the 

operations of organisations that run complex and risky technological systems.  

 

In the current integrated social and material organising context, this situation on one 

hand, requires precision in the performance of IT incident response tasks, in order to 

safeguard delicate infrastructure configurations. But on the other hand, experimentation 

is also necessary for the same reasons. And also, because many of these configurations 

are unique and requires multiple tests that mirror ‘trial and error’, until desired 

outcomes surface. For instance, in terms of validating particular configuration 

behaviours. This reflects a conflicting situation whereby, both precision and 

experimentation are necessary as part of IT incident management. 

 

This, however, generates tensions because whilst on one hand, there is a need for 

precision, on the other hand, the critical datasets that would facilitate such precision are 

not readily available or are deficient, causing delays in risk assessment and judgments 

calls. With the only other option being experimentation in order to glean some relevant 

insight. Thus, the need for precision on one hand, and experimentation on the other, 

often leaves the engineers with no choice, other than to try and draw on various smart 

IT systems and datasets, in order to try and balance these two conflicting performance 

needs. This ironically is despite the fact that various smart technologies and intelligent 
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data sources are already drawn upon extensively in the performance of sensitive tasks at 

both the micro and macro-levels of the infrastructure.  

 

In order to devise a compromised solution that could at least partially meet both 

demands. Since it is impractically to fully satisfy both needs at the same time. To do 

this, they typically assess the risks on both sides and draw upon relevant datasets that 

could help provide some meaningful and useful insight even if they are imperfect. 

Although, by reviewing such datasets, the engineers are more likely to identify and 

select key parameters and metrics that could be capitalised upon through 

experimentation and data manipulation techniques. With the outcome of these being 

relied upon to help drive the emergence of acceptable solutions, even though such 

solutions too are far from perfect. Since they are unable to meet both demands because 

of the gulf between them. From this perspective, such compromised solutions reflect the 

engineers ‘best effort’.  

 

7.3.8 Summary of Balancing Strategies  

In sum, the research revealed that in integrated social and material organising contexts, 

‘mindful organising’ unfolds in a triangle of imperfect human, technological and 

algorithmic agencies. These draw on each other to overcome their inherent limitations, 

which ultimately allows task performance to progress in the interest of driving the 

attainment of high reliability as an organisational goal. In this regard, the notion of 

‘agentic limitations’ emerged as a core concern in integrated social and material 

organising contexts, where IT incident management for instance, unfolds. This is 

because they impede task performance, which causes IT engineers to explore various 

strategies to overcome them, in order to progress their tasks, which contribute to 

safeguarding the reliability of their IT infrastructures, as in the current case.  

 

To this end, the current research identified and elaborated on seven main strategies that 

IT engineers draw upon to overcome agentic limitations during incident management on 

their organisational IT infrastructure. The strategies identified are namely, Being 

sensitive and attending to agentic limitations, Balancing historical data and producing 

new data, Balancing precision and experimentation, Balancing reluctance to simplify 

(zoom-in) and simplifying (zoom-out), Balancing mindful and mindless performance, 

Balancing impact mitigation and root cause resolution, and Balancing risk avoidance 

and risk-taking/quick mitigation. 
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Further, the research reflected on how these seven strategies for overcoming agentic 

limitations relate to each other and work in concert to continuously drive and sustain 

high reliability on the organisational IT infrastructure. Figure 13 below shows an 

overarching diagram that demonstrates how these seven strategies relate and work 

together to achieve this. Here, we labelled this diagram as ‘Organisational strategies for 

overcoming agentic limitations. Since each of the strategies involved helped to 

overcome the limitations of the different agencies that partake in mindful organising 

within integrated social and material contexts.  

 

 
Figure 13: Organisational strategies for overcoming agentic limitations 

 

To elaborate on how the relationships and interactions between these seven strategies 

unfolded, firstly in some incident management situations, balancing being sensitive and 

attending to agentic limitations triggers balancing mindful and mindless performances, 

which then triggers balancing historical data and producing new data. This, in turn, 

triggers balancing reluctance to simplify (zooming in) and simplifying (zooming out), 

which then triggers balancing being sensitive and attending to agentic limitations, and 

the cycle goes on until desirable outcomes are attained. The reverse cycle also unfolded 

in some incident management situations. 

 

Secondly, in other incident management situations, balancing being sensitive and 

attending to agentic limitations triggers balancing mindful and mindless performances, 

which then triggers balancing historical data and producing new data. This, in turn, 
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triggers balancing precision and experimentation, which then triggers balancing impact 

mitigation and root cause resolution. This then triggers balancing risk avoidance and 

quick mitigation (risk-taking), which also triggers balancing historical data and 

producing new data, and the cycle goes on until desirable outcomes are attained. Again, 

the reverse cycle also unfolded in some incident management situations. 

 

7.4 Research Contributions  

The contributions of this research are three-fold namely, contributions to theory, 

contributions to IS practice and contributions to research methodology as elaborated in 

the following sections. However, broadly by drawing on ‘mindful organising’ (Weick et 

al., 1999; Sutcliffe 2011; Vogus and Sutcliffe 2012), the current research joins a handful 

of empirical studies that sought to extend HRO theorisation beyond its traditional 

sociological confines and make it relevant to modern organising. In this regard, by 

focusing on practice/agency, rather than socio-cognitive frames and processes (Maitlis 

2005; Weick et al., 2005; Weick 2011), the current research study also shifts 

discussions on ‘mindful organising’ away from people to focus on the actions and 

interactions that actually drive organisational work performance. 

 

More specifically, the analysis presented here advances that attaining high reliability on 

the organisational IT infrastructure is grounded in everyday work practices. However, in 

the context of IT incident management, these practices are not merely socio-cognitive, 

rather they are integrated social and material practices. Since they were consistently 

driven by human, technological and algorithmic agencies. This suggests that in 

integrated social and material organising context like where IT incident management 

unfolds, IT professionals collaborate with smart technologies and data to organise their 

work mindfully, in order to attain highly reliability outcomes.  

 

In regard, the research identified nine main integrated social and material practices 

within IT incidents management contexts, with most of these mirroring the five 

processes of mindful organising as highlighted in HRO literature (Sutcliffe, 2011; 

Vogus & Sutcliffe, 2012; Weick et al., 1999). Whilst the rest are distinct to integrated 

social and material organising contexts, where the research also revealed that interaction 

between a triangle of human, technological and algorithmic agencies underpin mindful 

organising and for that matter the attainment of high reliability.  
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7.4.1 Contributions to Theory  

Regarding ‘mindful organising’ theorisation (Sutcliffe, 2011; Vogus, 2011; Vogus & 

Sutcliffe, 2012; Weick et al., 1999), the current research identified a key gap in 

literature that concerns the fact that recent research findings showed that the 

shortcomings of IT systems also contributed to mindful organising by causing people to 

become more attentive (Gärtner & Huber, 2018). This also alludes to agentic limitations 

in the smart IT systems, which must be attended to and overcome in order to facilitate 

highly reliable performance. Further, previous HRO literature also highlighted the 

shortcomings of people by noting that their susceptibility to distractions and limited 

cognitive resources makes it difficult to be mindful when dealing with complex and 

contradictory organisational issues (Bigley & Roberts, 2001; Vaughan, 1999; Weick & 

Putnam, 2006; Weick & Sutcliffe, 2006). 

 

However, despite these previous finding, ‘mindful organising’ and HRO literature 

remain silent about how such agentic limitations may be overcome. It is this theoretical 

gap that the current research seeks to help narrow by clarifying how agentic limitations 

are overcome within complex and integrated social and material organising contexts. 

Specifically, the research identified seven distinct organisational strategies for 

overcoming agentic limitations. This extends theorisation of mindful organising beyond 

extant human-centred or socio-cognitive models of organising to integrated social and 

material organising contexts that typifies the reality in most modern organisations, 

where IT systems play a key role in the performance of critical organisational activities 

like IT incident management.  

 

Further, previous literature also highlighted ‘reluctance to simplify’, also interpreted as 

‘zooming in’ to uncover distinct details as one of the five main processes of ‘mindful 

organising’ that underpin high reliability performance in HROs (Sutcliffe, 2011; Weick 

et al., 1999). The current research findings lend support for this but also identified 

‘simplifying’ or ‘zooming out’ to perceive a broader or macro-level impact of incident 

events as another process of mindful organising. Specifically, in integrated social and 

material contexts IT engineers consistently balance between ‘zooming in’ and ‘zooming 

out’ of datasets to gain a holistic view of unfolding events and their impact, in this case 

across the entire IT infrastructure. Here, the research found that this balancing act is 

often necessary because of inherent limitations of human, technological and algorithmic 

agencies, which often raises doubts about incident datasets that are obtained from 
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different segments and layers of the infrastructure. Thus, ultimately, it is only by 

balancing micro and macro-level insights that a truly holistic picture of incident events 

and their impacts could emerge to inform effective decision-making and action-taking 

during IT incident management. 

 

Additionally, by interpreting the shortcomings of human and non-human actors as 

‘agentic limitations’, the current research extended the concept of ‘agency’ beyond 

humans. This helped to reveal that ‘data’ also possess agency or capacity for action 

(Giddens, 1984; Giddens & Pierson, 1998), which is equally effectual in ‘mindful 

organising’. This is revelatory because whilst different integrated social and material 

perspectives acknowledge the agency of people and technology, they often overlook 

data and its underlying algorithmic agency (Faraj et al., 2018; Galliers et al., 2017; 

Newell & Marabelli, 2015; Orlikowski & Scott, 2015). From this perspective, the 

current research highlights a triangle of agencies that researchers must be aware of and 

factor into their theorisations about how work is performed in modern organisations. 

 

 

Regarding HRO literature, whilst previous studies were mainly sociological, they 

nonetheless found that due to the high-risk that characterise the operations of 

organisations that operate complex and risky technologies, such organisations generally 

lack opportunities to learn from experimentation (Schulman, 2004; Sutcliffe, 2011). 

However, in the current integrated social and material organising context, this research 

findings showed that balancing precision and experimentation is one of the strategies 

that IT engineers draw upon to overcome ‘agentic limitations’. And that they do this by 

drawing on both human and non-human agencies and juggling them until desired 

organisational outcomes are obtained. The difference here being that the participation of 

non-humans, in particular the technological and algorithmic agencies that contribute in 

integrated social and material contexts, makes experimentation possible, despite the 

operational risks and complexities. 

 

On this basis, the current research contributes to HRO literature by highlighting that 

although opportunities for experimentation may be lacking within purely sociological 

contexts owing to human limitations, in integrated social and human organising 

contexts, such opportunities abound. Because the technologies and data that pervade 

such contexts contribute their technological and algorithmic agencies that help to 

compensate for the limitations of human agency. And this allows IT engineers to 
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mindfully balance both precision performance and experimentation, in order to more 

rapidly and effectively respond to organisational challenges. 

 

Regarding IT incident management, literature highlighted that it is a challenging 

organisational activity that demands a range of technological resources, aside from 

competent people (Bartolini et al., 2009; Brown et al., 2016; Caralli et al., 2010; Garcia 

et al., 2010; O'Callaghan & Mariappanadar, 2008; Ruefle et al., 2014; Steinke et al., 

2015). The current research findings support this conclusion, but it goes further to 

reveal that data and its underlying algorithmic agency (Faraj et al., 2018; Galliers et al., 

2017; Newell & Marabelli, 2015; Orlikowski & Scott, 2015) also contributes in IT 

incident management. This reflects a triangle of agencies. Specifically, human, 

technological and algorithmic agencies that are drawn upon and mindfully juggled 

together in a manner that allows the strengths and capabilities of one agency to 

compensate for the agentic limitations of the other. This is a significant contribution to 

IT incident management literature since it highlights a unique and collaborative way of 

working within integrated social and material organising contexts, which allowed IT 

engineers and for that matter their organisation to more rapidly detect and effectively 

respond to emerging incident situations across their organisational IT infrastructure.  

 

In this regard, this finding also contributes to IT infrastructure literature where, as per 

the literature review in chapter 2, there is a dearth of research in IT infrastructure 

management compared to other aspects like IT infrastructure design, implementation 

and adoption/use. Indeed, little understanding exists about how IT infrastructures and 

related incidents are managed in a manner that sustains IT infrastructure reliability over 

extended periods, despite rampant instability in their environments (Eaton et al., 2015; 

Henningsson & Hanseth, 2011; Kallinikos et al., 2013). Further, by identifying ‘agentic 

limitations’ as a core concern that might impede task performance in IS practice 

domains, the research contributes to IS literature. By highlighting that IT systems and 

data/algorithms also have limitations that researchers and organisations must be aware 

of, in order to reliably distinguish between IS capabilities that for instance, facilitate 

mindfulness and those that inject mindlessness, and accordingly gear each capability 

towards driving desirable organisational goals (Carlo et al., 2012).  
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7.4.2 Contributions to IS Practice 

By isolating ‘agentic limitations’ as a key concern about work performance in 

integrated social and material organising contexts, organisations now have the 

opportunity to also recognise and factor in the limitations of the smart technologies and 

data that they are increasingly relying upon to facilitate their business operations. 

Without doing this, they stand at a disadvantage by narrowing focusing on only the 

agentic capacity and limitations of humans. With immense consequences for not just 

their business operations, but their very survival as modern organisations. Since they 

would be unable no fully grasp the capabilities and limitations of the technologies and 

data analytics software that they invest in. 

 

Furtherance to the above, the research also identified and elaborated on seven main 

organisational strategies for overcoming agentic limitation within integrated social and 

material contexts. These in the main allowed organisational actors to draw on the 

agentic capabilities of other actors to help overcome their own inherent limitations or 

those inherent in other actors that partake in organisational work performance.  

 

Further, the revelation that the ‘data’ that pervade modern organisational environments 

also possess agency or capacity for action, which is equally effectual in ‘mindful 

organising’ has implications for work performance. Especially, within HROs that 

typically operate complex and high-risk technological systems and infrastructures. In 

the sense that they can now recognise that the data that permeate their system operations 

have both agentic capabilities/strengths and limitations. This should allow them to more 

carefully consider the technologies that they deploy and the datasets that they produce 

and strive to mindfully orchestrate them in a manner that best serves their organisational 

interests. If they are to capitalise on the various smart technologies and datasets that 

enable new ways of working and create opportunities for better optimisation of 

resources, including through experimentation. 

 

Also, by distinguishing between the agentic limitations of different actors and how 

these are overcome to facilitate the attainment of high reliability, the research brings to 

the fore, the potential consequences of overlooking agentic limitations. Especially as 

existing socio-cognitive models of organising do not fit the context of modern 

organisations that are reliant on smart IT, smart technologies and intelligent datasets. 

Hence, for such organisations, poorly or ignorantly drawing on IT and data analytic 
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capabilities, without consideration for their potential limitations could prove costly and 

in worst-case scenarios catastrophic for business operations. Since such non-human 

actors also have the capacity to induce mindlessness indiscriminately (Carlo et al., 

2012; Dernbecher & Beck, 2017). 

 

From this perspective, awareness of the limitations of different actors and their 

respective agencies could help organisations to more clearly identify those that facilitate 

mindful performance versus those that facilitate mindless performance. This way, such 

an organisation would be better placed to align their operational needs accordingly, in 

order to attain desirable organisational outcomes. Since both mindful and 

mindless/automated performances can be balanced effectively to facilitate high 

reliability under conducive circumstances (Carlo et al., 2012). Considering also that IT 

support for high reliability must necessarily include smart technologies that on one 

hand, facilitate awareness of happenings, but on the other hand, facilitate control over 

the negative effects of unforeseen events (Melby & Toussaint, 2011).  

 

7.4.3 Contributions to Research Methodology  

The inductive data analysis approach adopted in this research aligns with the Gioia 

inductive approach to developing theoretical insights and constructs that are grounded 

in empirical data (Gehman et al., 2017; Gioia et al., 2013). However, in the current 

research, four rounds of data coding were performed, instead of the more common three 

rounds. From this perspective and considering the revelatory insights that emerged from 

the research, we conclude that the approach to data coding that was adopted in this 

research contributed by enhancing the power of Gioia inductive research approach. 

From this perspective, it would be unwise for researchers to restrict themselves to 

performing only three rounds of data coding, even where there could be more value in 

performing four rounds. 

 

7.5 Research Limitations 

A key limitation of the current research concern method choice. Specifically, the fact 

that the research adopted a single case study. Which meant that the research focused on 

gleaning deep insight from a single organisational setting where the phenomenon 

occurs. Even though it is important to note that the chosen case actually involved 

multiple sites that span three continents. Despite this, multiple or cross-case research 

could have been considered, with the possibility of yielding more interviewees from a 
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much more diverse background and experiences. This would have enriched the study 

further as instances of IT incident management across a much broader set of cases or 

spectrum would have surfaced.  

 

Further, a longitudinal approach involving different organisational contexts would have 

enriched the research study even more, as it would have accorded the researcher the 

opportunity to also explore different integrated social and material contexts in other 

practice domains. In order to clarify the possible conditions under which the 

collaboration between human, technological and algorithmic agencies might fail and the 

challenges and options that such failures could present or what their triggers and 

implications for mindful organising might be. Unfortunately, the limited time available 

meant that such a longitudinal approach was not very feasible. Thus, limiting the 

empirical aspects of the current research to the confines of IT incident management. 

 

7.6 Future Research  

Based on the identified strategies for overcoming ‘agentic limitations’ within integrated 

social and material organising contexts, it seems appropriate that firstly, one future 

research direction should be to explore how these strategies and their balancing acts 

may be perceived through a paradoxical lens. Particularly, how paradoxical situations 

that arise in such complex contexts are overcome by modern organisations that are 

reliant on smart technologies and data. This should be a fruitful direction because the 

current findings suggest that contrary to previous researches that revealed that 

paradoxes are always socially constructed, in the current organising context, such 

paradoxes appear to be constructed through integrated social and material practices.  

 

Hence, in this context, the construction of paradoxes is not the preserve of humans, as 

non-humans also seem to play a role. This needs further research attention because, on 

the other hand, the current findings also appear to support previous assertions that the 

tensions that underlie paradoxical situations are never truly resolved. Rather they are 

actively managed to the point where they become moderated, thereby allowing various 

strategies to be formulated to overcome them.  

 

Secondly, incident management on complex organisational IT infrastructure is 

contemporary and relevant to on-going technological advancements in areas like 

driverless cars, data analytics and internet of things (IoT). Because whilst these 
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technologies are designed to serve the needs of humans, their levels of autonomy and 

agentic capabilities and limitations present both opportunities and challenges. 

Therefore, if they are to benefit society, then further exploration into their agentic 

capabilities and limitations is necessary to further advance IS theory and practice.  

 

These aspects of smart technologies, therefore, present opportunities for future research 

to better understand how the underlying IT infrastructure of driverless cars or air traffic 

control systems, for instance, may be better managed in a reliable manner. Especially as 

their operational environments are characterised by complexity and rampant instability 

(Eaton et al., 2015; Henningsson & Hanseth, 2011; Kallinikos et al., 2013). Yet, modern 

organisations and society at large must rely upon them now and in the future.  

 

Thirdly, the constitution of the organisational collective as presented in this research is 

radical and departs from typical sociological descriptions of teams. This is because the 

integrated social and material worldview adopted in this research rendered agency to 

both humans and non-humans. Here, the empirical evidence presented in this research 

justifies this positioning as both the human and non-human actors exercised their unique 

agencies collaboratively to perform activities that drove mindful organising and 

consequently the attainment of high reliability on the organisational IT infrastructure.  

 

This insight presents opportunities for further IT infrastructure research, including 

exploring how IT infrastructure may be understood as an on-going working relationship 

between structure and work practice (Star & Bowker, 2006; Star & Ruhleder, 1996). 

And how this relationship may be managed to sustain IT infrastructure reliability over 

extended periods, instead of just during incidents. Since this definition of infrastructure 

departs from the one adopted in this research, which on the other hand, perceives IT 

infrastructure as constitutive of IT systems and their associated structures, facilities, 

services and processes that organisations rely upon as substrates to generate and sustain 

economic activity (Ciborra & Osei-Joehene, 2003; Tilson et al., 2010). 

 

Lastly, the current research findings also support previous revelations that increasingly, 

technologies also partake in mindful organising (Carlo et al., 2012; Dernbecher & Beck, 

2017; Melby & Toussaint, 2011; Valorinta, 2009) by for instance, fostering vivid 

observations that enhance situational awareness. Which allows thorough and accurate 

assessment of events to be performed, in order to inform better decision-making and 
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decisive action (Butler & Gray, 2006). Rather than resorting to ungrounded conjectures 

and guesswork. From this perspective, such improvement in task performance also 

presents IS researchers with opportunities to explore modern organising, particularly 

human-machine interactions (Suchman, 2007) and technology-mediated work (Introna, 

2014) in order to theorise about how purposeful action in such contexts and their 

broader implications for organisations may be accounted for going forward.  

 

7.7 Conclusion 

In conclusion, the research firstly highlighted a triangle of human, technological and 

algorithmic agencies within which ‘mindful organising’ unfolded during IT incident 

management. On this basis, it concluded that interactions between different human and 

non-human agencies underpin the attainment of high reliability within integrated social 

and material organising contexts. These interactions unfolded as these different agencies 

were drawn upon and juggled to allow each other’s capabilities to help compensate for 

the limitations of one another until desired outcomes are attained. 

 

Secondly, in understanding how the different actors that partake in mindful organising 

contributed to the attainment of high reliability during IT incident management on the 

IT infrastructure, the research revealed that each actor contributed their unique agency. 

However, in doing so, their inherent ‘agentic limitations’ became a core concern that 

guided the performance of the nine practices that were identified in the previous 

chapter. Since these agentic limitations have the potential to derail IT incident 

management efforts, with immense consequences for IT infrastructure reliability.  

 

Thirdly, the research identified and developed seven aggregate level strategies that 

actors in integrated social and material organising contexts draw upon to overcome the 

agentic limitations of both human and non-human agencies. These were observed across 

the nine main practices that were identified as driving mindful organising in IT incident 

management and for that matter the attainment of IT infrastructure reliability. In this 

sense, the research revealed that overcoming agentic limitations is crucial for advancing 

task performance, in the critical context of IT incident management.  
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Appendices 

 

Appendix 1: Differences in IS development and IT operations 

No. IS Lifecycle 

 IS Development 

(Implementation Phase) 

IT Operations 

(Post-implementation Phase) 

1. Responsible for IT artefact design and 

development by producing new 

technical artefacts  

Responsible for IT artefact operation 

and continual functioning by effectively 

running both new and old artefacts. 

Also retires legacy/defunct artefacts 

2. Delivers new technical artefacts to 

operations to run in production 

environment 

Receives new technical artefacts from 

development to run in production 

environment 

3. Focused on producing new technical 

artefacts 

Focused on running existing artefacts at 

optimal levels non-stop 

4. Design and builds technical artefacts 

in non-prod environment 

Manages and troubleshoots failures in 

systems that are designed by others 

5. Commissions a small group of end-

users to test the functionality of new 

artefacts 

Services are deployed to a large 

constituent of end-users  

6. Failures in functionality of artefacts 

may be oblivious to end-users as there 

are no SLA, SLO or OLA 

requirements 

Services are strictly monitored and 

active SLAs, SLOs or OLAs are in 

place. Thus, functionality failures may 

be easily noticeable by end-users 

7. Focus on building one artefact/service 

at a time. Although, some 

simultaneous development work may 

occur. 

Runs, monitors and manages multiple 

services/artefacts with varying designs 

at any given time 

8 Teams are multi-disciplinary and 

technical competence focuses on new 

technologies/developing new artefacts 

Technical competence in established 

technologies dominates teams  

9 Recognised project delivery 

model/structure is followed to 

produce new artefacts 

Best practices, experience, good 

judgment and customized standard 

operating procedures are adopted to 

tackle issues  

10 Requirements and expectations are 

often well defined 

Requirements and expectation are often 

fuzzy  

11.  Does not operate the technical 

artefacts they design and develops 

Operates technical artefacts that were 

designed and developed by others 

12 Tolerant non-production environment 

where development activities occur  

The production environment where 

artefacts are operated is not very fault 

tolerant 

13 Could easily modify or discard 

problematic artefacts as user-base is 

small and doesn’t need growing 

Performs tedious problem analysis and 

maintenance on existing artefacts in 

order to cope with growing user-base 

14 Developments are often time bounded 

and budgeted for as requirements and 

expectations are defined, and failures 

Activities centre on solving unexpected 

or unstructured problems that are not 

planned. Even with scheduled 
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could be anticipated in good time.  maintenance, failures may occur. 

Hence, harder to budget for.  

15 Working hours are usually sufficient 

for development activities since 

services do not need to be delivered in 

real-time. 

Activities require round the clock 

coverage as failures could occur any 

time due to real-time delivering of 

services 

16 Failures could wait until human 

resource becomes available 

Instant failure detection, tracking and 

management are required 

17 Configuration changes and upgrades 

are often planned for as they are not 

emergencies 

Configurations changes and upgrades 

could be emergencies if they are meant 

to resolve real-time failures 

18 Tasks are often linear as they often 

start on clean canvases  

Tasks are often non-linear and complex 

19 Success and failure could be 

anticipated in good time 

Success and failures are unexpected and 

never guaranteed 

20 Development of artefacts could be 

cancelled without much impact to 

users even of at short notice 

Decisions to abandon production 

artefacts are not taken lightly and have 

implications for user-bases and 

operators 

21 Value or performance benefits could 

be projected with relative ease 

Value/performance benefits are difficult 

to project due to mixed environment 

(old and new artefact)  

22. Artefact development strategy and 

design could easily be changed  

Artefact designs are inherited from 

development and thus locked-in  
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Appendix 2: Human-Centred Mindful Organising Literature (Directly) 

 

  Human-Centred Mindful Organising (Directly) 

Paper  Empirical 

Context 

Research Method Research 

Question/Theme 

How MO was used Justification for 

using MO 

Findings and Contribution 

Vogus and Sutcliffe, 

2007. The Safety 

Organising Scale: 

development and 

validation of a 

behavioural measure 

of safety culture in 

hospital nursing 

units. Medical care, 

pp.46-54. 

Surveyed 1685 

registered nurses 

from 125 nursing 

units in 13 private 

hospitals in 

California, 

Indiana, Iowa, 

Maryland, 

Michigan, and 

Ohio. 

-Quantitative study of 

MO with 

questionnaires.  

-Validated a safety 

organising scale (SOS) 

using a sample of 

registered nurses in 

hospital units.  

Develop a self-report 

measure of safety 

organising that 

captures the 

behaviours that 

underlie safety 

culture and 

demonstrate its use 

in improving patient 

safety.  

SOS items were 

compared against 

Collective 

Mindfulness/MO. SOS 

may help differentiate 

between safe and 

unsafe units by 

examining their 

ongoing actions.  

A reliable and valid 

self-reporting 

measure of safety 

culture is needed that 

is both grounded in 

concrete behaviour 

that are positively 

related to patient 

safety.  

-Fewer errors/falls occurred over 

6 months, on units with high MO. 

-Nurses trusted in managers who 

created a sense of psychological 

safety.  

-MO paired with standardised 

care protocols resulted in fewer 

errors. 

Vogus et al., 

2010. The Nonlinear 

Effects of Professional 

Tenure and 

Commitment on 

Mindful Organising. 

Surveyed 1,685 

registered nurses 

in 122 hospital 

nursing units  

Quantitative. 

Performed survey and 

analysed the data to 

measure MO 

quantitatively in a 

large sample of nursing 

units 

-Examined premise 

that composition/ 

commitment of a 

workgroup affects its 

level of MO.  

-Focused on direct 

and joint effects of 

tenure and 

commitment  

To establish a 

foundation for MO 

research by testing the 

effects of workgroup 

characteristics, as 

antecedents of 

attention/behaviours 

that enable MO.  

To understand the 

antecedents of MO 

and that benefits of 

tenure diminish due 

to lack of flexibility / 

adaptability that 

impedes MO. Thus, 

the relation is 

nonlinear. 

-MO had positive non-monotonic 

relationship with tenure.  

-This relationship was moderated 

by variability of workgroup tenure 

and commitment climate. 

The relationship was nonlinear, 

and the positive effects of tenure 

tapered off at a point.  

 

Vogus, 2011. Mindful 

organising: 

Establishing and 

extending the 

foundations of highly 

reliable performance. 

(Theoretical) 

Literature review 

on high-reliability 

organisations 

(HROs)  

(Theoretical) 

Literature review on 

high-reliability 

organisations (HROs)  

Examined the effect 

of MO on 

organisational 

reliability and 

performance 

outcomes. 

  Proposed five new directions for 

theorising. There is consistent 

qualitative and some quantitative 

evidence that MO improves safety 

in healthcare 

Vogus and Sutcliffe, 

2012. Organisational 

Mindfulness and 

Mindful Organising: 

A Reconciliation and 

Path Forward. 

Academy of Mgmt. 

(Theoretical) 

Reviewed 

literature on 

mindfulness 

(Theoretical) 

Use an established OM 

scale as a starting point 

for resolving 

conceptual puzzles. 

  

 

-Help integrate the 

literature and offer 

an expansive 

research agenda for 

future theorising.  

 

-Articulated the nuances of OM 

and MO and clarified where and 

how different groups/hierarchies 

contribute to mindfulness. 

- Integrated OM and MO insights 

into an expanded model where 

OM enables and is reinforced by 

MO  
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Appendix 3: Human-Centred Mindful Organising Literature (Indirectly) 

Human-Centred Mindful Organising (Indirectly) 

Roberts et al., 2005. A 

case of the birth and 

death of a high 

reliability healthcare 

organisation. BMJ 

Quality & 

Safety, 14(3), pp.216-

220.  

-Back Bay, a 

large US hospital 

in an area of 2.5 

million people. 

The paediatric 

intensive care 

unit (PICU) that 

applied HRO 

processes to 

provide care via 

problem-solving  

Qualitative/ 

longitudinal Case 

study  

-Describe the 

processes involved in 

building HROs and the 

benefits realised.  

-What are the causes 

and consequences of 

reversing HRO 

processes.  

(Indirectly) -To describe the 

processes of HROs 

and establish the 

causes/consequences 

of reversing those 

processes.  

 

-Leaders trained in HRO 

principles enabled MO, which led 

to high performance as front-line 

staff enacted the 5 MO processes. 

This led to fewer deterioration in 

patients, integrated operations and 

early detection of threats to safety.  

-After a leadership changed and 

the HRO processes were reversed 

infant mortality and patient return 

rates degraded.  

Madsen et al., 2006. 

Mitigating hazards 

through continuing 

design: The birth and 

evolution of a 

paediatric intensive 

care unit. Organisation 

Science 

-William Howard 

Taft Hospital’s 

new paediatric 

intensive care 

unit (PICU) for 

an area of 2.5 

million. 

-Focused on 

PICU being 

highly reliable 

and safe unit.  

-Case study. 

Grounded theory, 

observation over 

several years. 

Informal/ familiarity 

with PICU and recent 

conversations with 

former and current 

staff.  

the impact of design 

on the organisation, its 

members, and the 

larger hospital 

organisation to which 

the unit belonged.  

(Indirectly) Ascertain the impact 

of MO on 

organisational 

performance. 

-Front-line staff enacted MO that 

resulted in fewer patient 

deterioration. This also led to a 

more integrated operations and 

early detection of threats.  

- Reveals that the unit’s design is 

an ongoing effort with structures 

often changing in response to 

unexpected consequences of the 

design. 

Knox et al., 1999. 

High reliability 

perinatal units: an 

approach to the 

prevention of patient 

injury and medical 

malpractice 

claims. Journal of 
Healthcare Risk 

Management. 

(Theoretical) 

Literature review 

on perinatal units, 

over 10 years. 

Involving more 

than 250 US 

hospitals with 

both asserted 
medical 

malpractice 

claims and 

perinatal injuries  

(Theoretical) 

 

 

An approach to the 

prevention of patient 

injury and medical 

malpractice claims 

(Indirectly) Insights from a large 

obstetrical risk 

management and 

liability database, 

consulting experience 

in a variety of 

perinatal units 

throughout the United 
States.  

 

-Found that units that enacted MO 

processes had better safety 

performance and fewer medical 

malpractice claims. 

-Low-risk units (from the 

perspective of patient injury and 

medical liability) do not happen 

by accident. But result from org 
culture that prioritise patient 

safety first, as well as managing 

clinical practices designed to 

prevent neonatal and fetal injury. 

These units’ function like HROs.  

Weick and Sutcliffe, 

2003. Hospitals as 

cultures of 

entrapment: a re-

analysis of the Bristol 

Royal 

Bristol Royal 

Infirmary (BRI) 

and the Bristol 

Royal Hospital 

for Sick 

Children’s 

 Why did Bristol Royal 

Infirmary continue to 

perform paediatric 

cardiac surgeries for 

almost 14 years (1981-

1995) in the face of 

Understand how 

small actions enact 

social structure that 

keeps the 

organisation 

entrapped in 

Drew upon 

mindfulness and the 

notion of safety 

culture. 

-This poor performance resulted 

from a culture/dogma about risk 

and safety that precluded learning 

and improvement. This entrapped 

BRI into actions that led to cycles 

of poor performance.  
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Infirmary. California 

Mgmt Review. 

paediatric cardiac 

surgery program 

in England  

poor performance?  behaviour that 

precludes learning 

and improvement. 

-The mindlessness of the cardiac 

unit was associated with excess 

infant deaths. 

Bigley and Roberts 

(2001). "The incident 

command system: 

High-reliability 

organising for 

complex and volatile 

task environments." 

Academy of 

Management Journal  

Large county fire 

department that is 

a cooperative 

venture of a 

county 

government and 

constituent cities. 

Serves a 

population of 

over 1.2 million  

Data collection 

occurred at the 

headquarters and 2 

fire stations 

Observation, 

unstructured 

interviews and doc 

reviews at 3 phases. 

using grounded 

theory/ theoretical 

sampling  

How firefighters 

maintain reliable 

organisational 

functioning in various 

risky and volatile 

emergency situations.  

(Indirectly) In emergency, the 

organising system 

must expand and 

contract, change 

strategic orientation, 

modify or switch 

tactics as events 

unfold.  

-Found 5 ICS structural and 

interrelated processes that align 

with MO processes. This suggests 

a new org form that capitalises on 

the control and efficiency of 

hierarchies, whilst resisting their 

tendency for inertia. 

-Found 3 conceptual categories 

that drive reliable ICS 

performance: structuring 

mechanisms, org support for 

constrained improvisation, and 

cognition managements.  

Beck et al., 2011. 

Mindful Management 

Practices in Global 

Multivendor ISD 

Outsourcing 

Projects. Scandinavian 

J. Inf. Systems, 23(2), 

p.1. 

A global software 

development 

outsourcing 

project, 

undertaken by a 

large 

international 

financial services 

institute with 

operations in 

Germany called 

BANK 

 

-Qualitative and 

exploratory/in-depth 

single case study.  

-Grounded theory  

 

How can organisations 

manage the vendor 

portfolio mindfully in 

a global multi-

sourcing ISD project? 

 

(Indirectly) 

-To identify 

management 

practices that 

mindfully support 

vendor management 

and coordination in 

global multivendor 

ISD outsourcing 

projects.  

 

 

Theoretical insights 

drawn from OM: 

commitment to 

resilience, 

preoccupation with 

failure, under-

specification of 

structures, and 

sensitivity to 

operations.  

 

-Extended OM by generating new 

theory on mindful management 

practices in multivendor ISD. 1. 

relational knowledge should be 

viewed as an enabler, not as a 

standard recipe for interfirm 

cooperation 2. cross-

organisational trial-and-error 

learning processes should be 

leveraged early 3. Inter-vendor 

power relations should be 

determined on the basis of 

expertise 4. Multi-channel 

communication should be 

structured around the context.  

Sun and Fang, 2010. 

Toward a Model of 

Mindfulness in 

Technology 

Acceptance. 

In ICIS (p. 121). 

-Empirical study 

on 160 adopters 

of PBwiki, an 

online wiki 

system for team 

collaboration.  

 

 

-Online survey/ 

questionnaire to 

examine the research 

model.  

 

How mindfulness 

influences one’s 

decision to accept 

technology? 

How mindfulness 

influences one’s 

beliefs about and 

intention to use a 

technology?  

 

 

(Indirectly)  

Hypotheses: 

Mindfulness is  

-Negatively related 

to tech complexity  

-Negatively related 

to uncertainty about 

acceptance.  

-Positively related to 

usefulness.  

-Positively related to 

intention to use.  

Regarding how 

mindfulness influences 

user technology 

acceptance, two 

factors were identified: 

the uncertainty of 

technology acceptance 

and the complexity of 

the technology.  

-Developed a model of 

mindfulness in tech acceptance. 

By suggesting that mindfulness 

reduces uncertainty about 

technology acceptance (directly or 

via reduced complexity), 

enhances one’s perceived 

usefulness about that technology, 

and directly promotes one’s 

intention to use it.  

Rerup, 2005. Learning 

from past experience: 

Foot notes on 

(Theoretical) 

Qualitative study 

of habitual 

(Theoretical) 

Literature review 

What strategies 

entrepreneurs use to 

make past experience 

(Indirectly)  

By combining 

literature on habitual 

-The degree of 

mindfulness with 

which they use prior 

-Developed a framework that shed 

light on how, when and why 

habitual entrepreneurs’ use of past 
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mindful-ness and 

habitual 

entrepreneurship. Scan

dinavian Journal of 

Management.  

entrepreneurs positively affect new 

ventures? How, when 

and why? 

entrepreneurship, 

organisational 

learning, and 

mindfulness. 

experience can either 

help or harm ability to 

discover/exploit 

opportunities.  

experience improve performance 

of new ventures.  

Rerup, 2009. 

Attentional 

triangulation: 

Learning from 

unexpected rare 

crises. Organisation 

Science, 20(5), 

pp.876-893. 

 

Novo Nordisk, a 

Danish 

pharmaceutical 

company with the 

broadest diabetes 

product portfolio 

in the 

pharmaceutical 

industry.  

 

 

-Qualitative/ 

longitudinal case 

study. Semi- 

structured Interviews, 

Documents and 

Participant 

Observation  

-Inductive data 

structure with first, 

second, and third-

order categories  

How organisations 

learn from a crisis? 

How the work context 

caused distinct 

hierarchical levels to 

pay attention to 

particular issues with 

changing degrees of 

stability, vivid- ness, 

and coherence?  

(Indirectly) 

To trace key issues 

that informants and 

their hierarchical 

functions considered 

important before the 

GMP crisis in 1993. 

-Compared 3 

attentional processes 

to MO processes. 

 

Examined the link 

between attention to 

weak cues and 

learning from rare 

events  

to advance an 

attention-based 

framework/ theory of 

how organisations 

learn from unexpected 

rare crisis.  

-Attentional triangulation 

involving 3 processes forms the 

basis of effective org learning. By 

helping to proactively attend to 

subtle cues, whilst also so 

facilitating recovery and reliable 

performance. Each of the 3 

processes are similar to equivalent 

process of MO. 

-Attentional fluctuations in the 

org precipitated the 1993 crisis 

through inability to coherently 

attend to cues.  
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Appendix 4: Integrated Social and Material Mindful Organising Literature (Directly) 

 

 

 

Integrated Social and Material Mindful Organising (Directly) 

Paper  Empirical 

Context 

Research Method Research 

Question/Theme 

How MO was 

used  

Justification 

for using MO 

Findings and Contributions 

Gärtner and Huber, 2018. 

Pick up your tools: 

Integrating tools into a 

sociomaterial model of 

mindful organising. Journal 

of Management Inquiry. 

Medical practice 

at a hospital in 

Germany. 

Focused on 

operating theatres 

and associated 

infrastructure 

In-depth qualitative 

case study. Drew on 

three sources of 

data- interviews, 

observations, and 

documents  

How a computer-

based tool shaped 

processes of mindful 

organising (MO)? 

Precisely, how OTAP 

enables or inhibits 

MO? 

Account for the 

relevancy of tools 

in org practice, by 

drawing on 

inscription and 

sociomateriality to 

examine how a 

tool shaped MO. 

To produce a 

model that 

integrates tools 

into a 

sociomaterial 

model of 

mindful 

organising 

-OTAP use influenced MO 

processes, which led to collective 

mindfulness 

-OTAP supported 5 MO processes  

-Mindful processes that unfolded 

were sociomaterial 

-Shortcoming of tools contributed 

to MO. 

Dernbecher et al., 2014. 

Bridging the gap-

organisational mindfulness 

and mindful organising in 

mobile work environments. 

 

German Ministry 

of Justice’s 

Desktop as a 

Service system 

(DaaS) that 

supported public 

servants by 

providing 

information on 

the move.  

-Quantitative/ 

Survey of users.  

-Multivariate 

stepwise regression.  

-Applied existing 

scales to measure 

MO, analogous to 

OM, at different 

levels 

What are the 

distinguishable effects 

of OM and MO on job 

performance 

depending on the 

hierarchical level of 

employees in a mobile 

work environment? 

-Analysed org 

mindfulness from 

a multi hierarchy 

level to augment 

MO. 

-Introduced MO to 

complement 

Organisational and 

Individual 

mindfulness  

Explore effects 

of treating OM 

as different to 

MO regarding 

its influence on 

job performance 

among 

hierarchically 

diverse users of 

DaaS  

-Found positive influence and 

differentiated effects of OM and 

MO on job performance.  

-Answered call for research on 

managerial mindfulness 

-Suggested nuanced view of 

mindfulness that incorporates the 

influence of different hierarchical 

levels. 

Gärtner, 2011. Putting new 

wine into old bottles: 

Mindfulness as a micro-

foundation of dynamic 

capabilities.  

Management 

Decision, 49(2), pp.253-

269.  

(Theoretical) 

-Critical review 

of the theoretical 

conception and 

practical 

implications of 

the notion of 

mindfulness  

(Theoretical) 

-Reviewed the 

literature on 

mindfulness as well 

as dynamic 

capabilities  

How putting 

mindfulness into 

dynamic capabilities 

can add to the 

clarification of the 

nature and 

development of 

dynamic capabilities? 

-The notion of 

mindfulness is 

used and refined 

to contribute to 

explaining some 

of the micro-

foundations of 

dynamic 

capabilities.  

- Mindfulness as 

a medium and 

outcome of 

social practices 

(MO) that 

involve enacting 

power and 

drawing on 

routines. 

-Literature neglects opportunistic 

behaviour, issues of power and 

self-contradictory aspects of MO 

- 5 propositions described how 

mindfulness contribute to 

explaining the micro-foundations 

of dynamic capabilities like 

sensing opportunities and threats. 
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Dernbecher, 2014. Having 

the mind in the cloud: 

organisational mindfulness 

and the successful use of 

desktop as a service. 2014 

47th Hawaii International 

Conference on System 

Sciences, IEEE.  

German Ministry 

of Justice’s 

Desktop as a 

Service system 

(DaaS) that 

supported public 

servants by 

providing 

information as 

they move 

between offices 

and courts  

- Quantitative/ 

Survey of 257 users. 

-Multivariate 

stepwise regression.  

-Applied established 

scales to measure 

MO, analogous to 

OM at different org 

levels.  

-How DaaS 

characteristics affect 

‘influence of use’ and 

user satisfaction on 

perceived benefits?  

-How do mindful and 

less mindful 

organising staff differ, 

in terms of perceived 

net benefit of DaaS? 

-Applied 

organisational 

mindfulness in a 

German State 

Ministry of Justice 

as organisational 

phenomenon and 

MO as individual 

facet thereof as 

theoretical 

underpinning in 

our study.  

To analyse the 

differences 

between mindful 

and less mindful 

DaaS users, 

regarding their 

evaluation of the 

DaaS success 

measures and 

resulting impact 

on task-related 

net benefits.  

-By using reliable IS, the negative 

impact of errors in orgs can be 

mitigated. 

-Differences exist between 

mindful and less mindful staff, 

regarding DaaS use and its effects 

on performance.  

-By being preoccupied with 

failure and reluctance to simplify, 

staff were more reserved about 

DaaS benefits 
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Appendix 5: Integrated Social and Material Mindful Organising Literature (Indirectly) 

Integrated Social and Material Mindful Organising (Indirectly) 

Melby and Toussaint, 2011. 

Coping with the unforeseen 

in surgical 

work. International Journal of 

medical informatics, 80(8), 

pp.e39-e47. 

 

Department of 

Surgery in a large 

hospital in Norway. 

Consists of eight 

operating rooms for 

planned surgery.  

Observations and 

interviews, in 

addition to 1 

workshop with 

personnel.  

Case study  

 

-How staff in 

perioperative domain 

cope with unforeseen 

events, and in what ways 

IS support them?   

-Which part of mindful 

infrastructure is realised 

observed coping 

strategies?   

-Which tools support 

these strategies?  

We used the concept 

of high reliability 

organisations as 

proposed by Weick 

and Sutcliffe, 2007, to 

analyse the observed 

coping strategies  

 

Weick and Sutcliffe 

proposed the concept of 

‘a mindful 

infrastructure’ for 

describing the strategies 

implemented in an 

organisation for coping 

with the unforeseen  

 

-Unforeseen events 

caused deviations in plans 

and staff applied 

strategies to rework  

-Support for coping via IT 

systems is poor.  

-IT support must include 

both systems that 

facilitate awareness and 

control of unforeseen 

events.  

-Non-emergency units do 

not share all the features 

of HROs, but many were 

evident in surgery units.  

Swanson and Ramiller, 2004. 

Innovating mindfully with 

information technology. MIS 

quarterly, pp.553-583. 

 

 

(Theoretical) (Theoretical) 

Literature review. 

Exploratory.  

Why do we see 

mindfulness or 

mindlessness in varying 

degrees, at different 

times, across org 

populations?  

-Does mindfulness 

simply displace 

mindlessness or vice 

versa, or it is meaningful 

to talk about their 

interaction?  

Explored differences 

in innovativeness by 

using notion of 

‘mindful innovation’ 

with IT’. Considered 

mindfulness and 

mindlessness where 

opposites interact to 

shape opportunity for 

innovation with IT 

Addressing the 

questions calls for a 

theory that 

accomplishes a 

synthesis of mindfulness 

and mindlessness as 

complementary 

expressions of a 

common underlying 

phenomenon.  

-Argued for applicability 

of mindfulness in IT 

domain.  

-Outlined a theoretical 

synthesis where 

mindfulness and 

mindlessness interact in 

systematic ways  

-Laid the groundwork for 

the application of 

mindfulness in studies 

that seek to elucidate org 

processes in IT innovation 

or to explain patterns in 

spread of IT innovation.  

Valorinta, 2009. Information 

technology and mindfulness 
in organisations. Industrial 

and Corporate Change, 18(5), 

pp.963-997. 

 

-Supply-chain 

operations of 2 
European retail 

companies 

(LogistiCo and 

RetailCo). 

-Dual case study. 

Conducted in-situ 

observation to help 

replicate the study in 

two identical 

environments. In 

order to compare 

similarities and 

- Face-to-face interviews 

and spent hundreds of 
hours as a participant on 

projects in both orgs. 

Archival materials 

(annual reports, IT 

strategies/ plans, process 

docs, IT infrastructure 

architectures, project 

plans, project reports, 

internal memos/ 

presentations, and press 

releases.  

 

-How IT impacts 

mindfulness in 
organisations, 

Specifically, how 

complex IS drive, but 

also inhibit mindfulness 

in two retail orgs. 

-What are the practices 

these orgs promote to 

increase the levels of 

mindfulness?  

Identifying the ways, 

IT impacted OM and 
change processes at 

LogistiCo and 

RetailCo. The  

Analysis was 

summarised around 4 

main categories, 

according to the way 

themes reflected 

cognitive, behavioural 

and mindful or less-

mindful continua.  

IT is proposed to 

promote mindfulness by 
engaging orgs in 

extensive search 

processes and fuelling 

org innovations with a 

repertoire of routines. 

But IT also decreases 

mindfulness and impede 

org adoption by 

promoting cognitive 

inertia  

 

-Identified practices that 

IT orgs apply to promote 
mindfulness. As people 

reflect less on cues/tasks 

if accustomed to IT that 

impacts mindfulness. 

- IT-related problem-

solving engaged actors 

with diverse skills and 

ideas sharing.  

- IT risk awareness 

increase mindfulness. 

-IS created monotonous, 

simple, repetitive tasks 
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differences in 

findings  

that posed risks to 

operations.  

- The relationship 

between mindfulness and 

inclination to use IT 

suggests higher-levels of 

mindfulness make orgs 

inclined to use IT. 

Butler and Gray, 2006. 

Reliability, mindfulness, and 

information systems.  

Mis Quarterly, pp.211-224. 

 

 

 

(Theoretical) 

Drawing from 

studies of individual 

and organisational 

cognition  

 

(Theoretical) 

 

How firms attain 

reliability when working 

with complex, fragile, 

and unreliable IS?  

How they create, 

manage & use 

complex/fragile IS in 

dynamic contexts to 

attain reliable outcomes? 

(Indirectly) 

As collective minding 

to explain efforts to 

achieve individual and 

organisational 

reliability in complex 

software crashes. And 

how system reliability 

translates into reliable 

org performance? 

Tech reliability fails to 

account for many 

unreliable IS. Hence, 

individual and collective 

reliability arise from 

what work is done and 

how mindfulness helps 

to examine reliability. 

-Research must engage 

tech and provide 

theories/methods that help 

practitioners to 

-Manage IS that are 

fragile, complex and 

unpredictable. 

-Real world conundrums 

in IS design, 

development, and 

management all 

demonstrate that 

mindfulness is a useful 

lens for illuminating 

under-researched aspects 

of phenomena that are 

central to the management 

and use of IS in 

organisations  

Carlo et al., 2012. Dialectics 

of collective minding: 

contradictory appropriations 

of information technology in 

a high-risk project. MIS 

Quarterly, 36(4), pp.1081-

1108. 

 

A complex building 

project. Focused on 

use of CATIA, a 

three-dimension 

interactive 

application software 

that was used during 

the design and 

construction of the 

Peter B. Lewis 

Building  

-Qualitative, interpretive 

study.  

-84 interviews/ 48 

interviewees from 16 

firms. Included architects, 

contractors, surveyors, 

structural engineers, 

lawyers, owner 

representatives, fire 

inspectors, and planners.  

-To advance a dialectic 

theory of collective 

minding that emphasise 

continuous and dynamic 

tension between orgs 

need to be both mindful 

and mindless, when 

coping within uncertain 

environments. By 

considering the 

meanings and uses of IT. 

(Indirectly) 

Drew on the five 

elements of 

mindfulness, along 

with dialectic theory 

as sensitizing device 

to interpret the ways 

in which IT 

capabilities of CATIA 

were appropriated.  

 

-To consider the 

meanings and uses of IT 

in a complex setting 

requiring high 

reliability.  

 

- Collective mindfulness 

emerge through a 

dialectic process of 

collective minding, where 

actors are both mindful 

and mindless. Thus, 

struggle with 

contradictions in the 5 

processes of mindfulness  

- This tension led to the 

same IT capabilities being 

enacted as multiple and 

contradictory 

technologies-in-practice. 

Where they selectively 

appropriate IT. Same IT 

also facilitates both 

mindful and mindless 

acts. 
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Appendix 6: Comparison of Philosophical Paradigms 

Aspects Major Philosophical Paradigms 

Ontology Positivism Interpretivism Critical Research 

 (Beliefs about 

the nature of  

the world/ 

reality and 

what can be 

known about 

it)  

- Reality is concrete, stable, 

objective and independent 

- Reality entails concrete 

processes and linear 

relations  

- Reality is understood 

through governing laws. 

- Reality is objective and 

discoverable. 

- Reality is singular  

- Reality has one meaning 

- Humans have capacity to 

respond and adapt 

- Humans have capacity to 

process information  

- Human nature is 

deterministic 

- Reality is socially 

constructed  

- Reality is projection of 

human imagination 

- Knowledge about reality is 

produced by understanding 

its context and processes 

- Reality has multiple 

meanings  

- Humans are conscious 

beings and voluntaristic 

- Difficult to measure  

- Unstable, non-linear and 

dependent relations 

- No boundary between 

observed phenomenon and 

the observer 

- For the radical 

humanist, reality is a 

social construct  

- For the radical 

structuralist, reality is 

concrete and objective  

- For the critical realist, 

independent 

transcendental worlds 

exist, but knowledge 

about them is only 

attained through social 

construction. Hence, 

structure pre-dates 

human action 

- Social beings can 

intervene  

Epistemology 

(Beliefs about 

the nature of 

the 

relationship 

between what 

can be known 

or is known & 

the knower) 

 

 

 

 

 

 

 

 

 

 

- Capitalises on scientific 

discourse that is objective  

- Separation of researchers 

from phenomenon in the 

interest of objectivity. 

- Focuses on quantification 

thus, reliant on standard 

measures and numbers 

- Use standardised measures 

to discover knowledge 

- Emphasises precision, 

predictability and 

generalisability 

- Pragmatic, useful and 

enhancement 

- Focus on social structures 

and facts  

- Use plain and large 

samples 

- Use deductive analysis and 

logical reasoning  

- Emphasises subjectivity of 

phenomena and humans 

- Knowledge about reality is 

subjective  

- Close interaction between 

researcher and phenomenon 

- Pays attention to illogical 

social processes 

- Individual centred 

- Understanding social 

construction of reality 

- Understanding meanings  

and perceptions  

- Focuses on uncovering 

subjective, unique and 

contextual qualities thus, 

reliant on words  

- Use rich, but small 

samples 

- Use inductive analysis 

- The observed and the 

observer interact  

- Evaluation of status-

quo to expose 

contradictory or limiting 

social 

structures/practices  

- Critique of taken for 

granted social structures, 

processes and practices  

- Seeks to make material 

improvements  

- Examining 

modes/processes of 

domination  

- Assess radical change 

- Examining conflicts 

and contradictions 

Methodology 

(Beliefs about 

means/how 

knowledge is 

acquired)  

- Mostly quantitative 

method 

- Hypothesis testing 

- Mostly qualitative  

- Proposition testing 

- Dialectical analysis 

- Historical analysis 

- Dialogue  

- Action research 

 

Appendix 1: Comparison of philosophical paradigms (Adapted from (Morgan & Smircich, 1980) 
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Appendix 7: List of interviewees 

IT Ops 

Dept 

Team & 

Location 

Interviewee Details Experience 

(yrs)  

Interviews

/duration 

Dates 

1st Level 

Support 

(GNOC) 

- 

WANSA 

  

Global  

Team 1 - 

APAC 

1. Engineer 01 - Avinash/ Male 

 WANSA GNOC Team lead 

2. Engineer 02 - Ananth/ Male 

 Network Engineer  

3. Engineer 03 - Manoj/ Male 

 WANSA GNOC, Associate  

 Network Engineer 

4. Engineer 04 - Chetana/ Female 

 WANSA GNOC, Associate  

 Network Engineer 

5. Engineer 05 - Amit/ Male 

 WANSA GNOC, Trainee  

 Network Engineer 

6. Engineer 06 - Pavan/ Male 

 WANSA GNOC, Associate  

 Network Engineer 

7. ENG Manager 01 - Guarang/ Male 

 WANSA 1st Level Manager 

12 /6 at Alpha 

 

7 /5 at Alpha 

 

3 at Alpha  

 

 

1.5 at Alpha 

 

 

1 at Alpha 

 

 

1 at Alpha 

 

 

22 at Alpha (9 

yrs as manager) 

3 /160mins 

 

1 /58mins 

 

1 /58mins 

 

 

1 /39mins 

 

 

1 /54mins 

 

 

2 /59mins 

 

 

1 /50mins 

01/06/17,05/06

/17, 10/07/17 

19/06/17, 

 

30/08/17 

 

 

06/09/17 

 

 

05/09/17 

 

 

07/09/17 

14/09/17 

 

23/05/17 

Global  

Team 2 - 

Americas 

8. Engineer 07 - Aimee/ Female 

 WANSA GNOC, Network  

 Engineer 

9. Engineer 08 - Sergio/ Male 

 WANSA GNOC, Network  

 Engineer 

10. ENG Manager 02 - Martin/ Male 

 US WANSA GNOC Manager 

4 /1.5 at Alpha 

 

 

7 /6 at Alpha 

 

 

16 /6.5 at Alpha 

1 /55mins 

 

 

1 /52mins 

 

 

1 /68mins 

25/10/17 

 

 

25/10/17 

 

 

07/11/17 

2nd Level 

Support- 

WANSA 

EMEA  

 

 

11. Engineer 09 - Zoe/ Female 

 Network Support Engineer 

12. Engineer 10 - John/ Male 

 Network Support Engineer 

13. ENG Manager 03 - Daniel/ Male 

 WANSA 2nd Level Manager 

14. Engineer 11 - Ravi/ Male 

 Network Support Engineer 

20 at Alpha 

 

25 /12 at Alpha 

 

23 (17 at Alpha 

as manager) 

11 /9 at Alpha 

 

2 /52mins 

 

2 /89mins 

 

1 /50mins 

 

2 /91mins 

05/05/17 

08/06/17  

16/05/17,07/06

/17 

23/05/17 

 

13/07/17,20/07

/17 

Americas  

 

 

15. Engineer 12 - Eric/ Male 

 Network Support Engineer  

16. Engineer 13 - Brain/ Male 

 Network Support Engineer TL 

17 /7 at Alpha 

 

23 /16 at Alpha 

 

1 /26mins 

 

1 /41mins 

07/06/17 

 

07/06/17 

APAC  

 

17. Engineer 14 - Jinil/ Male 

 Network Support Engineer 

18. Engineer 15 - Sunil/ Male 

 Network Support Engineer 

6 at Alpha 

 

13 /10 at Alpha 

3 /115mins 

 

4 /125mins 

02/05/17,18/05

/17, 26/06/17 

02/05,06/05,01

/06,15/06/17 

Problem 

Mgmt-

WANSA 

Global 

(Based in 

APAC) 

19. PM Manager 01 - Chethan/ Male 

 Problem Manager,  

 Infrastructure Service & WAN  

13 /6 at Alpha 2 /59mins 21/08/17 

07/09/17 

Tools 

Mgmt-

WANSA 

Global 

(Based in 

EMEA) 

20. TL Engineer 01 - Vincent/ Male 

 2nd Level Network Support  

 Tools management Specialist 

30 /23 at Alpha 1 /53mins 15/10/17 

Total 3 locations 20 interviewees 255.5 yrs / 

179.5 at Alpha 

32 /22.57hrs 

(1354mins) 

7 months 
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Appendix 8: Semi-Structured Interview Protocol  

Exposure to IT Operations Domain 

1. How long have you been working within IT operations? 

2. How would you describe IT operations  

3. How would you describe working in IT operations? 

4. How would you describe what you do at work on a day-to-day basis? 

5. How do you prepare for this role? 

Exposure to IT incident management 

1. How would you describe incident management? 

2. Is there a process that you follow to handle incidents? 

3. What does this process involve? 

4. What are your views about this process? 

5. What triggers the incident response process? 

6. At what stage do you initiate the incident management process? 

7. Is this process applicable to all incident situations? 

8. Would you describe this process as adequate? 

9. Why is this process applicable to some incidents and not others? 

10. How are the other situations handled? 

11. Who handles these other situations? 

12. How helpful or unhelpful is this process to responding to incident situations? 

13. Given the chance, what would you change in the current process? 

14. Why would you change/add that? 

15. What determines the severity of incidents (eg. S1 or S2)? 

16. How do you keep up with the changing trajectory of incidents? 

17. How do you interact with other colleagues and teams during incidents? 

18. How do you determine if an incident is over? 

19. What happens once an incident is declared over? 

20. Would you describe the way you handle incidents as being reactive or proactive? 

Exposure to specific IT incidents (Examples from between 5-10 incidents) 

1. Can you please recollect one critical incident (S1 or S2)?  

2. What is the unique ticket reference and title or description of the incident? 

3. How did you find out about this incident in the first place? 

4. Who initiated the incident response effort? 

5. Who was involved in the response effort apart from you? 

6. How did you and the response team go about responding to this incident? 

7. At what stage did you and the team understood the issue at stake? 

8. How did you and the team manage to understand the issue at stake? 

9. What exactly did you and the team do to respond to the incident? 

10. When did you and the team determine that the response was effective? 

11. How did you and the team determine that the incident had been resolved? 

Alerts, Tools and System Documentations 

1. Did you and the team notice any relevant alerts prior to or during the incident? 

2. What do you do when multiple alerts are triggered? 

3. Do you investigate all the alerts? 

4. Do you draw/rely on IT tools at any specific point during the response? 

5. For what purposes do you draw/rely on IT tool during incidents? 

6. How helpful or unhelpful are the IT tools you use during incidents?  

7. How helpful or unhelpful are automated scripts/inbuilt diagnostic monitors during incident 

response? 

8. In the absence of the IT tools and automated scripts, what will you do during incident response? 

9. How helpful or unhelpful are detailed/lower-level system documentations like source-codes, event 

log captures? 

10. How helpful or unhelpful are higher-level system design documentations and manuals during 

incidents? 

11. How would you describe the prevalence level of false alerts? 

12. How do you decide whether an alert is false or not? 

13. What role does the tools play in influencing your course of action? 
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14. Would you say the tools available to you are reliable?  

15. In the absence of these tools, what would you have done? 

16. Would you say lower-level system documentations like source-codes are crucial? 

17. Would you say abstract or higher-level system documentations like source-codes are useful to 

incident investigation? 

18. When would you consider either document worthless? 

19. Do you find automation problematic during incident management? 

Incident Sensemaking  

1. Would you please recollect one critical incident? 

2. What made you decide to classify it as an incident? 

3. How did you go about handling this incident? 

4. At what stage during the incident management would you say you understood what the issue was? 

5. Were there any triggers that you believe could have been identified beforehand? 

6. What do you do in situations where multiple alerts are triggered across a system, infrastructure or 

platform? 

7. How do you go about making sense of all the alerts? 

8. Do you start investigating each alert or you start with some sort of hunch? 

9. What informs your decision to pursue the hunch? 

10. What do you do if the hunch is leads nowhere? 

11. At what stage do you revise or abandon the hunch? 

12. In attempting to make sense of critical system failures what actions do you perform during the 

incipient stages of the incident? 

13. What is your primary source of information when dealing with incidents? 

14. In trying to understand incident situations what actions do you initially perform? 

15. How do you acquire cues and other signals about a particular incident situation? 

16. Where do you obtain these cues and signals from? 

17. Do you form educated guesses, hunches or theories based on what you observe? 

18. Do you form educated guesses, hunches or theories based on previous your own knowledge and 

experience? 

19. Do you start investigating each alert or you start with some sort of hunch? 

20. What informs your decision to pursue a particular hunch? 

21. What do you do if the hunch leads nowhere? 

22. What happens if multiple observations are made by different members? 

23. How are conflicts in incident observations/understandings handled? 

24. What do you do when an incident escalates? 

25. How do you keep up with the changing trajectory of incidents? 

26. How do you go about handling an incident whose potential root cause is traced to production 

systems or infrastructure? 

27. How do you go about handling an incident whose potential root cause is traced to a third party? 

28. How do you go about handling an incident whose potential root cause is traced to a service user? 

29. How do you go about handling possible chains of events that may be related to an incident? 

30. What do you do when an incident escalates further? 

Incident Prevalence (Hardware vs Software)  

1. How would you describe the prevalence level of incidents (daily/weekly)? 

2. How would you describe the prevalence of S1 and S2 incidents (daily/weekly)? 

3. What types of failures or incidents do you experience? 

4. What is the prevalence level of software vs hardware caused incidents? 

5. Which incident types (hardware vs software) are more challenging? 

6. Why are hardware vs software incidents more challenging? 

7. What is the prevalence level of system function vs data related incidents? 

8. How would you describe the prevalence level of false alerts? 

9. What makes you decide whether an alert is false or not? 

Incident Causes 

1. What do you think accounts for most critical incidents (S1 and S2)? 

2. What types of issues or errors would you say are the common causes of incidents?  

3. What types of errors would you say are common in this operational setting?  

4. At what stage do you become interested in actual root cause? 

5. Does human errors contribute to incidents? 

6. Does planned changes contribute to incidents?  
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7. Does third party issues contribute to incidents? 

8. Does service user issue contribute to incident? 

9. How easy is it to commit human errors in this environment you work in? 

10. What do you do once you realise a human error had occurred and triggered an incident? 

Incident prevention  

1. Are there mechanisms in place that aim to prevent some of these causes? 

2. Would you describe the incident prevention measures in place as adequate? 

3. Would you say these measures are forward-looking or backward-looking? 

4. How useful are these measures in helping to control or deal with incidents? 

5. What would you say is the connection between maintenance (planned change) efforts and incident 

prevalence?  

6. Which incident types would you say are more difficult to handle (Hardware, firmware, middleware 

and software)? 

Response Skillsets, Knowledge and Experience 

1. What skillsets would you name as important to be successful in your role? 

2. What skillsets do you consider important in IT incident management? 

3. How best do you think one can improve themselves to become more competent at incident 

management?  

4. Which training modes do you find more useful in this environment? 

5. How important are technical skills to incident management? 

6. How important are people skills to incident management? 

7. How important is the ability to interact with team members during incidents? 

8. How important is coordination during incident response?  

9. How important is teamwork during incident response? 

10. How important is previous experience to effective incident response? 

11. What sets of knowledge is vital for effective incident response? 

12. Would you say that working in this environment and specifically handing incidents had affected 

you in any way?  

13. What would you say are the major challenges in handling IT incidents? 

14. Comparing hardware to software related incidents, which would you say is more challenging? 

15. Why is it more challenging? 

 

Follow-up 

 

Follow-up questions about incident bridges  

1. When do you open a bridge? 

2. Who opens and manages the bridge? 

3. Who joins the bridge? 

4. What happens on the bridge? 

5. When is the bridge open? 

6. When is the bridge closed? 

Follow-up questions about tools usage 

1. Why do you use the tools? 

2. What exactly does the tools do? 

3. What does the tools do that people can’t do? 

4. How do you use the tool exactly? 

5. How did you learn to use the tools? 

Follow-up questions for GNOC managers 

1. How do you hand-over on-going incidents from one team to another and across different time 

zones? 

2. Why are they so reliant on tools and processes in the GNOC? 

3. Why the preference for particular tools even though several others are available? 

4. How do engineers learn how to use the tools, do you conduct drills/practices? 

5. Why the structured mode of incident troubleshooting for certain issues like flaps? 

6. Managing of incidents and personnel (is it micro-managing or something else) 

7. What is the difference between handling structured and unstructured problems? 

8. How repetitive, boring or varied are your structured problems? 

9. From your standpoint, how reliable are the tools you use? 

10. Is there any specific tool that had made your lives easier recently and how? 
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11. Is there any disappointments with tools failing to do their job, such as detecting issues? 

12. How confident are you with incident resolutions? 

13. If a fix/work-around doesn’t work, how do feel, do you care or you don’t because of workload, 

ability to defer to a later date or 2nd level team? 

14. Where does your team (IT Ops) sit in the organisational structure? 

Delivery and Organisation 

1. What broad delivery strategy are you familiar with eg product, service, or some other delivery 

approach? 

2. What do you make of this delivery approach? 

3. How would you describe the relevance of this delivery strategy to your work, specifically incident 

management? 

Follow-up questions for tools specialist 

1. Why are they so much dependent on tools? 

2. At which point are you convinced that a tool is fit for purpose? 

3. How do you ensure reliability? 

5. What typical problem have you experienced with tools? 

6. Different patterns for working and tool usage – GNOC relies on a few key tools to target a 

particular incident, whilst WANSA deploys several tools to investigate broadly and in-depth 

Follow-up questions for problem manager 

1. Based on your understanding and experience, how will you define a problem and how different is it 

from an incident? 

2. Exactly what processes and practices do you adhere to in order to ensure that recurrent/chronic 

issues do not re-occur once resolved? 

3. What steps/stages do you typically go through to ensure that the root cause of issues, rather than 

symptoms are being addressed?  

4. What factors or considerations trigger the generation of an RCA and for what purposes? 

5. How will you describe your team’s interactions/relationship with the GNOC, 2nd level WAN 

assurance and Tools teams? And will you say that these teams are dependent on the problem 

management team or vice-versa? 

6. Would you describe the problem management team as a technical or non-technical team and why? 

7. At what stage do you become convinced that the root cause of a problem had been identified and 

addressed satisfactorily?  

8. To what extent will you say that the problem management team is dependent on technological 

tools, and for what purposes? 

9. As ITIL is the main service management framework that your team applies, what systems to you 

have in place to support this? 

10. What will you say is the significance of incident management, change management and 

configuration management systems to the problem management team?  
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Appendix 9: List of Documents and Emails 

No. Document Type  Quantity 

1 corporate reports 9 (402 pages) 

2 operational documents (SOPs, runbooks) Reviewed several 

3 infrastructure diagrams Reviewed several 

4 service assurance reports  2 (27 pages) 

5 Periodic incident summary reports Reviewed several 

7 process guidelines Reviewed several 

8 system manuals Reviewed several 

9 shift rotas 3 

10 incident ticket work-logs Reviewed several 

 email correspondence 57 pages 
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Appendix 10: Previous studies that adopted Gioia’s Method (last 20 

years) 

 

Year Paper 

2019 -Smith, W.K. and Besharov, M.L., 2019. Bowing before dual gods: How structured 

flexibility sustains organisational hybridity. Administrative Science Quarterly, 64(1), pp.1-

44. 

2018 -Carton, A.M., 2018. “I’m not mopping the floors, I’m putting a man on the moon”: How 

NASA leaders enhanced the meaningfulness of work by changing the meaning of work. 

Administrative Science Quarterly, 63(2), pp.323-369. 

-Dattée, B., Alexy, O. and Autio, E., 2018. Maneuvering in poor visibility: How firms play 

the ecosystem game when uncertainty is high. Academy of Management Journal, 61(2), 

pp.466-498. 

-Grimes, M.G., 2018. The pivot: How founders respond to feedback through idea and 
identity work. Academy of Management Journal, 61(5), pp.1692-1717. 

2017 -Schlagwein, D. and Hu, M., 2017. How and why organisations use social media: five use 

types and their relation to absorptive capacity. Journal of Information Technology, 32(2), 

pp.194-209. 

-Wright, C. and Nyberg, D., 2017. An inconvenient truth: How organisations translate 

climate change into business as usual. Academy of Management Journal, 60(5), pp.1633-

1661. 

-Schabram, K. and Maitlis, S., 2017. Negotiating the challenges of a calling: Emotion and 

enacted sensemaking in animal shelter work. Academy of Management Journal, 60(2), 
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Appendix 12: Sample Quotations and their Coding 

No. Quotation First-order Codes 

1 - The team uses ‘webtop’ (a monitoring tool), which is used to update any problems with the network [ENG Manager 01] 
So, if a router goes down, it will send an alarm that would say I have lost my link, I lost my interface, I’m too hot, I’m too cold, my cpu is running at 90% [ENG Manager 01] 

- If the device does not send a heartbeat alert, a heartbeat traffic to that server, that server is going to shoot an alarm in webtop and then we are going to see it [Engineer 08] 
- I will probably say that about 80-85% of our tickets is from our end, from our own alarms and understanding of problems. It’s probably more than that actually. And that’s probably because we are very good at our job 

[ENG Manager 03] 

- So, if a link goes down, like say a point-to-point link went down. We get an alarm, we have a monitoring tool [Engineer 04] 

- Detecting and reporting 

incidents by receiving alerts 

and cues from tools 

2 - We have a tool—the webtop. We are just constantly looking at it and every time that we see an issue, we have time to respond… [Engineer 08] 

- Every time we see an alarm, it just pops up an alert and we just look at it the whole day…. [Engineer 08] 
- Well, this is our monitoring tool, so when an alarm comes… I mean we watch it all the time and when we see an alert, we look into it, we research on it [Engineer 07] 

- We monitor our emails as well [Engineer 06].  

- I: How did you find out about this incident in the first place? R: Email 1st requesting several groups to join a TRT call to fix this issue.  
- So, we check the fatal webtop to see if there is anything specifically down, then we look at events like interface down issues or high level three events like bgp or ospf, so that way it takes, we have around 15-20mins to 

identify what is the problem? And that’s the process we follow [ENG Manager 01] 
- We can actually do live monitoring of the path using this tool… ‘We can look for interface errors, we can look for utilisation of a link, we can look for the utilisation of the device [Engineer 13] 

- HPNA is involved with the changes and configs and even it watches and controls the configs. It does a back-up of the configs like every 24 hours. Every 24 hours, it sends pings to the device to check what latest config 

version and takes a back-up of the currently running configs on the devices [Engineer 11] 

- We constantly monitor the 

infrastructure, tools, 

telephone lines and email 

systems 

3 - The incidents you handle, they all come from the Webtop or they also come from somewhere else? R: No. Like, this will be related only to the network. We also get other issues from other teams about Alpha’s services 

[Engineer 06] 
- When I get a call coming in and they say “Oh, we can’t connect to the network” I’ll go “Well, how did you come in? [Engineer 09] 

- What we do is, we get the information and confirm that--- These basic information, source and destination address and traceroute and what time it started and what is the region? [Engineer 01]  

- The engineer gets the information from the front desk---the information they recorded from the customer, he will take that required information-- which is the product, the router and the means they are using to access.. 
[Engineer 15] 

- There are times when you are approaching an incident and you’ll not have enough information and you have to investigate the problem. Why it happened or how it happened? See, for resolving a problem or for 

approaching the incident, there has to be certain things which should be available, in terms of troubleshooting the issue [Engineer 15] 

- All teams joined a central webex call to hash out all information and finding on the call [Engineer 09] 
- You know, we might have some problem reported by an application team, so they’ll be represented on the call [Engineer 12] 

- So, if they are doing their job correctly, they’ll get all the necessary information that they need to troubleshoot all that– you know, the source and destination, that type of information, the time frame, when the problem 

started. The groups that were affected basically, they should be providing that information to us when they escalate, so we have a good idea of what the problem is [Engineer 12] 

- We elicit incident details 

and evidence from affected 

clients and service teams 

4 - We might work with somebody who has local access to the device who can give us some visual data [Engineer 12] 

- What we do is, we get the information and confirm that--- These basic information, source and destination address and traceroute and what time it started and what is the region? [Engineer 01]  
- Issue is reported and all data to assist in fixing the issue is gathered [Engineer 09] 

- No matter what the situation is, no matter what the outage or whatever anybody tells us the problem is, we always want a source, a destination and a traceroute so that we can … You know, the source, the destination and 

the traceroute don’t lie [Engineer 13]  
- If the teams are experiencing packet loss, we will again ask for the same three things – source, destination and traceroute’ [Engineer 13] 

- The other thing is that given the impact of… or given the description of the issues, we’d be asking for traceroutes and reverse traceroutes through the network [Engineer 10] 

- So even giving you examples of how I get to a point is still based on the same principles as I‘ve already said, source and destination. Do we know the source and destination, is it working? [Engineer 09]  

- We need basic incident data 

like source and destination 

IPs to investigate issues  

5 - We can use our tool NetBrain where we can map out a path.  

- By using the NetBrain tool it’s just a little bit quicker, discovery of a path [Engineer 13] 
- We can also run what they call Q-Apps within this tool and we can check for live at the time [Engineer 13] 

- We can look for interface errors, we can look for utilisation of a link, we can look for the utilisation of the device [Engineer 13] 
- So, we can take some real-time readings using this NetBrain tool, which is very handy tool [Engineer 13] 

- We can actually do live monitoring of the path using this tool… ‘We can look for interface errors, we can look for utilisation of a link, we can look for the utilisation of the device [Engineer 13] 

- We can take a traceroute and put the traceroute in the tool and we can see the exact legs of the path and the exact interfaces this particular path goes over, which again there’s a graphical representation of us doing the 
same thing if we do a traceroute within the device and we look at the traceroute hop-by-hop ourselves in the device. [Engineer 13] 

- Yes, we'll be verifying the services, we will be running the latency test, we'll be running the ping test, and we will be checking the neighborship and everything. That is the basic tests we'll be doing [Engineer 06] 

- We rely on tools with GUI 

to explore and analyse 

unknown conditions by 

simulating network paths 

6 - For informing all those business units we need to create a major incident notification (MIN) [Engineer 05] 

- From ServiceNow we will pick up the ticket and we follow our processes like you need to... After that I created a MIN in the particular ticket... there are particular things like pre-defined titles, so we update the title and we 

just create some logs and after that we inform all our business units that some incident came to us [Engineer 05] 

- So, we include that incident information in that particular MIN and after that we send it… [Engineer 05] 

- So, in the MIN we need to update like when was the start time for the outage and when was the end time for the outage, what is the duration, what circuit(s) are affected and even if any services are running on the circuit or 
not [Engineer 05] 

- And if it is still down, then whether the circuit is in production or not. So, I need to update all these things in the MIN and then I need to save it and then I need to send it to our business units [Engineer 05] 

- We try to codify some 

incident management 

procedures to eliminate 

variability in outcomes  

7 - So, when we see an alert, we investigate, and we have 15 minutes [Engineer 07] 
- So, first we received an alarm on the Webtop. So, we came to know that the following incident had happened, and we check the alarm on secureCRT and we come to know that the following incident had taken place at this 

particular place, at this particular time [Engineer 05] 
- What I personally see quite frequently is that actually is often a lot later in the event that you start noticing a common pattern. [ENG Manager 03] 

- What we need to start our troubleshooting is just some basic information – what their source IP is, their destination IP and if possible can we be provided with the traceroute so we can understand the path that it’s taking 

and we’ll look at the performance of the connectivity path…. [Engineer 12] 

- Verifying and validating 

incident alert by reviewing 

historical data 

8 - We received an alarm from one particular tool—Netcool Webtop. And after that we came to know that the circuit went down then we went to secureCRT to check whether it was down or up [Engineer 05] 

- If I don’t have these tools then how will I get to know that there’s a network issue… If I don’t have any tool, then how will I come to know that an incident had taken place? [Engineer 05] 

- No no no! It’s not possible to work without tools…. It’s very important actually. If the tool is not there then how will I come to know the issue and how will I do my job? [Engineer 05] 

- So, tools make me know that the incident had taken place from this particular area, and the tools you know... makes me ensure everything is documented so the tools are important and without tools we can’t do anything 

[Engineer 05] 
- There’s some other tools that we use, which we always use in our investigations [Engineer 13] 

- We might work with somebody who has local access to the device who can give us some visual data [Engineer 12] 
- So, sort of.. what is the problem and where is it at and get the information, then break off for five minutes and work out what they think the problem is and then come back in [ENG Manager 03] 

- Consulting different tools 

and teams to obtain or verify 

data 

9 - We get the information and confirm that-- These basic information, source and destination address and traceroute and what time it started and what is the region? [Engineer 01]  
- We can login to the router and check it.. Jump boxes are servers that are connected to the routers. If you have to log in to a server, we do that through the Jump box [Engineer 08] 

- If it appears that the device is not booting up correctly or is hung up in some way we might have to power cycle the device or reload the card on it [Engineer 12] 

- We’d get on the command line and use our best judgement to find the symptoms, and to be honest, that’s what we do most of the time anyway [Engineer 10] 
- At that time, we can correlate when the issue started. We correlate according to alarm timings and when they saw the first occurrence’ [Engineer 01] 

- We’d get on the command line and use our best judgement to find the symptoms, and to be honest, that’s what we do most of the time anyway [Engineer 10] 
- So, what that particular team does is, --the frontline product team is to verify the product whether it is having any issues in the EMEA region [Engineer 01] 

- Identifying and validating 

component status and 

reported 

symptoms/diagnostics 

10 - No matter what the situation is, no matter what the outage or whatever anybody tells us the problem is, we always want a source, a destination and a traceroute so that we can … You know, the source, the destination and 

the traceroute don’t lie [Engineer 13]  
- We will log into that as well… we basically log into the routers and switches to check if there are any issues there like CPU over- utilisation or if there are route mismatches, or let’s say, are there any prefixes present that 

are matching or not? [Engineer 01] 
- What we do is, we get the information and confirm that [Engineer 01]  

- How it was a problem, required manual interrogation of that box and its current state of health, plus I also did a packet capture and analysed data [Tools Engineer 01] 

- So, whenever we are receiving an alarm, first we check whether it is... you know which specific set-up got the alarm. So, we will be dealing with that [Engineer 05] 
- So, they will send an engineer to the site and he will check whether somewhere there’s a fiber cut [Engineer 05] 

- We can login to the router and check it.. Jump boxes are servers that are connected to the routers. If you have to log in to a server, we do that through the Jump box [Engineer 08] 
- We’d get on the command line and use our best judgement to find the symptoms, and to be honest, that’s what we do most of the time anyway [Engineer 10] 

- So, for instance, somebody might say to us “We’re getting high CPU on a device,” and we might try and correlate instances of high CPU to whether we can match them with events like US markets open or something like 

that [Engineer 10] 
- So, we might then start looking for trends in that type of device in the network using those tools, as opposed to reacting to events as they happen [Engineer 10] 

- Given the description of the issues, we’d be asking for traceroutes and reverse traceroutes through the network [Engineer 10] 
- But what was really the issue with this one was that the customer was not being very clear about the scope of the problem… [Engineer 10] 

- And even after several calls with them they were still not clear about the scope of the problem and I believe the issue is still ongoing at the moment because we’ve left an action on them for their engineering team [Engineer 

10] 
- We look at the traceroute hop-by-hop ourselves in the device. [Engineer 13] 

- If say for instance, a user says “I cannot connect to the network,” which is quite often what they’ll say, you would be then down to making determinations based on guesswork as to what the real cause of that issue may be, 
whereas when you’ve got access to your tools you can start doing tests to actually verify that what the complainer or the complainant is actually saying is true [Engineer 10] 

- So, we always check our devices and we make sure that everything’s clear in the path and we’re checking access lists, policies, interfaces, drops, circuits. We’re looking at inputs or outputs, queue drops. Just basically the 

overall health of the network, that’s what we’re looking at [Engineer 13] 
- Yeah, we have our remote hands support at the site, at the datacentre [Engineer 14] 

- We are sceptical about 

alerts and client complaints, 

so we verify them 

11 - So, we have another tool that we call SecureCRT that we use to check the device and after that we check the logs. So, from the logs we will come to know what happened like the device never went down... [Engineer 05] 
- One particular tool is called SevOne. It’s a utilisation graphing tool. It looks at the health of the network devices, but also the health of the path. It takes a heartbeat of the utilisation of the devices, the interfaces, the links 

[Engineer 13] 

- The thing about the tools that is a little nicer is you get more granular reporting. You can change things… Instead of just looking at the moment, you can look at the moment and tell what the utilisation may be on a link, but 
you can also change the parameters to a week or this week or a month in particular or this month or you can choose six months or you can choose up to a year [Engineer 13] 

- So, we might then start looking for trends in that type of device in the network using those tools, as opposed to reacting to events as they happen [Engineer 10] 
- Start reviewing if there is a common point between these alarms to access if this is a central break making all these alarms. Then follow normal troubleshooting of what seems to be the most impacted to the least till all 

restored…. [Engineer 09] 

- NetBrain. That is a tool that can map out the path between the source and destination for us to save us some time. [Engineer 12] 

- We check performance 

reports/graphs, historical 

traces and event logs  

12 - We are monitoring thousands of devices, so without those tools we would be blind to what is occurring on the network [ENG Manager 01] 

- We have different types of nodes on our networks, there are 6 networks... six set-ups in our network. So, it becomes like six signals and all those... similarly it is like those PDNs (packet data network), CDNs (content 
delivery network) and the connections… [Engineer 05] 

- If you have new staff, if you outsource frequently, then for those staff you have to find some way of giving them green light, red light. And green light, red light tools cannot exist in a complex network [Tools Engineer 01] 

- This is a complex infrastructure. I mean it’s probably… I don’t know how it works, but it’s probably one of the largest, financial community network in the world, bearing in mind that there are only several providers of this 
type, you know, service providers of this type, and it is a large piece of infrastructure that’s dedicated to this particular function [Engineer 10] 

- And even after several calls with them they were still not clear about the scope of the problem and I believe the issue is still ongoing at the moment because we’ve left an action on them for their engineering team [Engineer 

- The complexity of the 

infrastructure means we can’t 

over-simplify with red/green 

light signals 
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10] 

- For me I will look at source to destination and review which way the traffic is flowing and if there have been any recent changes in the network or routing tables to determine if the flow changed direction or stopped due to 

a change. I tend to work from the bottom protocols to the top so starting with layer 1&2 which is switch and cable connections up to the application level [Engineer 09] 
- First for the network, we have too many devices and the infrastructure is globally deployed. So, if I don't know where to start or I don't have any logs to investigate or any tool that will help me to check the logs, I will have 

to check by logging into may be 500 devices. So, that's why we need these tools here, yes. We are very dependent on tools [Martin] 

13 - Joined webex to be presented with the ticket number for ticket tracking… [Engineer 09] 

- Original incident - Intermittent Network Issues in Infinity Tower A, 2nd Floor = IM0000001 followed by a 2nd incident ticket when the engineer stupidly shut down a major uplink from the clients to our core routers = 

IM0000002 | Some customers in Asia experienced FXT GUI login issues… [Engineer 09] 
- I checked whether there is any ticket already there in the queue or not… But there was no ticket for that so I created a new ticket... [Engineer 05] 

- We right click on that particular alarm and we will get an option ‘create a ticket’. So, when we create the ticket, then it will come into our group queue in ServiceNow [Engineer 05] 
- We use pre-defined guidelines to update the ticket—that is what is the cause of the issue, what actions we have taken and what next steps are now required. We update all those things in the ticket… [Engineer 05] 

- So, in the MIN we need to update like when was the start time for the outage and when was the end time for the outage, what is the duration, what circuit(s) are affected and even if any services are running on the circuit or 

not [Engineer 05] 
- So even on incident management, we try to steer people clear of making mistakes. They do happen but that’s carefully tracked, so that if there’s a huge mistake we review what the problem was and see if we need to change 

the behaviour or process or if it’s just human error, sometimes you can’t help [ENG Manager 03] 

- We use a ticketing 

tool/incident management 

system to create tickets to 

track all incidents  

14 After that I filled all my information there in the ticket like what is the configuration item. Configuration item is like what was the circuit ID and what was the service running on it, and you know like what is the priority. And 

what is the issue and what is the impact on our services [Engineer 05] 

- So, when there’s an issue found from another team, they send us a ticket and then from that point we do our troubleshooting [Engineer 07] 
- HPNA is involved with the changes and configs and even it watches and controls the configs. It does a back-up of the configs like every 24 hours. Every 24 hours, it sends pings to the device to check what latest config 

version and takes a back-up of the currently running configs on the devices. And if anything changes, that is also sent back to the HPNA tool as well. We do this for all the devices within 24 hours [Engineer 11]  
- So HPNA takes the back-up of the device configs and if any changes---those as well. So, it does the version control that way and if we are looking for say particular changes at a given time, then it saves the name of the 

person—the user ID so everyone knows who had done the change and at what time. And it also shows what was there before making the change, and what had changed after the change. So therefore -- okay, we have an idea 

of what really changed---what had been done by that person. Then that information helps us to trace the number of changes list [Engineer 11] 

- We use 

configuration/change 

management system to track 

configuration changes 

15 - So we gave them the ticket, so we no longer hold the potato, if you like [Engineer 10] 

- When that ticket comes back to us … It may or may not come back to us, but when that ticket comes back to us we’ll pick it up and run with it again. [Engineer 10] 

- We use a request fulfilment 

system to track user requests 

16 - This tool monitors all the devices on our network links proactively. It is monitoring them and if there are any abnormalities seen on that particular link, it will throw the alarm. So, from that we will know that Ok, on this 

particular link, we have some abnormalities or a link had gone down or there are errors [Engineer 01] 
- Those are proactive tools, so that we can monitor how much data is currently going through and is it over-utilising or it is average or it is normal or it is using 80% of its bandwidth? That full knowledge will be identified 

[Engineer 15] 

- If it is using 80%, then the monitoring team will identify the link that’s utilising 80% [Engineer 15] 

- The shared infrastructure 

databases track traffic across 

different links 

17 - So that's a known thing that we inform the services about…. Okay, this is what we are doing, and you may see it cause disruption due to that [Engineer 11] 

- We inform all our business units that some incident came to us [Engineer 05] 
- And when you communicate you also bring everybody on the same page [ENG Manager 01] 

- And even after several calls with them they were still not clear about the scope of the problem and I believe the issue is still ongoing at the moment because we’ve left an action on them for their engineering team [Engineer 

10] 

- We send and receive 

incident 

notifications/communications 

from clients and partners 

18 - The thing about the tools that is a little nicer is you get more granular reporting. You can change things… Instead of just looking at the moment, you can look at the moment and tell what the utilisation may be on a link, but 

you can also change the parameters to a week or this week or a month in particular or this month or you can choose six months or you can choose up to a year [Engineer 13] 
- Like we will be performing IP loopback tests and checking the SLAs to clear any backlogs. So, the circuit should meet the required standards that we agreed with the Telco. So, we will be performing some tests on the 

circuit to verify. Any difference that we will be having, we inform them directly and we will be directly working with the Telco and the requester from the implementation team and when everything is fine… [Engineer 06] 

- We generate monthly 

incident report to keep track 

of SLA breaches and why? 

19 - So, whenever we are receiving an alarm, first we check whether it is... you know which specific set-up got the alarm. So, we will be dealing with that [Engineer 05] 
- We get the information and confirm that--- These basic information, source and destination address and traceroute and what time it started and what is the region? [Engineer 01]  

- We investigate and identify 

the region and customers 

affected 

20 - If you have people who have seen everything once, or seen an example of everything once and you train them and you motivate them, then they can use a pallet of tools very efficiently [Tools Engineer 01] 

- Again, it comes down to what the problem is as to where you mentally start your aspect…. [Engineer 09] 

- And so, that where my worry is, it wears my brain and when I get a call coming in and they say “Oh, we can’t connect to the network” I’ll go “Well, how did you come in? [Engineer 09] 
- I think because invariably, we have to try and solve problems that are outside of standard faults and quite often we will get a problem that the experience level of the first-line hasn’t quite understood what the problem is 

and it can be discovering a bug that hasn’t existed before.... [ENG Manager 03] 

- Making educated guesses 

based on previous experience 

and testing them 

21 - So, we check the fatal webtop to see if there is anything specifically down, then we look at events like interface down issues or high level three events like bgp or ospf, so that way it takes, we have around 15-20mins to 

identify what is the problem? And that’s the process we follow [ENG Manager 01] 

- If it appears that the device is not booting up correctly or is hung up in some way we might have to power cycle the device or reload the card on it [Engineer 12] 
- So, what we know is when you arrive at the scene of a murder, you kind of work backwards to find the killer, the motive etc. Well, the thing that alerted you was the gunshots [Tools Engineer 01] 

- Unless it’s something really obvious right from the start, what the problem is, we have several tools for us to use. There’s internet tools we can also use… [Engineer 13] 
- So, we always check our devices and we make sure that everything’s clear in the path and we’re checking access lists, policies, interfaces, drops, circuits. We’re looking at inputs or outputs, queue drops. Just basically the 

overall health of the network, that’s what we’re looking at [Engineer 13] 

- When we connect to a device we can run show commands that will give us the same output as the graphical tools will give us, only the graphical tools look nicer [Engineer 13] 
- You can massage a report or make a graph and its very visual right there, but by us doing show commands like ‘show interface’ and show things like that, we can see how much traffic is going over that interface and we 

can point that out to the folks and we can show “Look, you have drops right here.” [Engineer 13]  
- If we’re looking at “Oh, the utilisation was 100% on this device. Then we lost connectivity with this device and then an hour and a half later we got connectivity back,” well, that could mean the CPU’s through the roof and 

the tools became unreachable because the device became unstable [Engineer 13] 

- What’s your entrance point?” we want to know the entrance point because we use VRS and we need to know what’s in each table and that may be, I know it has to be in that table to that table over there [Engineer 09] 
- You need to start reviewing all data to find where the problem started and how to resolve it quickly with a fix which will not further impact the network [Engineer 09] 

- During trouble-shooting it is the first priority to understand the trigger, so the correct mitigation steps can take place [ENG Manager 03] 

- If this is not clear and sufficient disruption is occurring then a mitigation step will take place (shut down a path for eg). Root-cause is followed after this in the background, as it then becomes important to restore any 

resiliency [ENG Manager 03]  

- So, for me I will look at source to destination and review which way the traffic is flowing and if there have been any recent changes in the network or routing tables to determine if the flow changed direction or stopped due 
to a change [Engineer 09] 

- Performing systematic 

troubleshooting based on 

available evidence to identify 

causes 

22 - We would initiate a thread with somebody to go and raise the issue of the management tools not working with the management tools team. We’d try and get somebody on the call [Engineer 10] 

- Any misleading information in a tool that we come across is raised into the tools team to analyse. Any enhancements required to ensure more robust support processes is raised via a project to the same team [ENG 
Manager 03] 

- We escalate tool failures 

immediately as high priority 

23 - Where are the resources required, what efforts are being made, and make sure that nobody goes off and do something else which may cause more problems or waste resources [ENG Manager 01] 
- Our team leader or manager will usually make that call and he will, or the person acting for him will then make a judgement as to which engineering resources are involved on which ticket [Engineer 10] 

- So, we’ve had times when we’ve had more than one ticket running concurrently and he will allocate individual resources [Engineer 10] 
- There will be incident managers also on the bridge, so they will take that part, plan to do and they will get the necessary approvals and everything [Engineer 14] 

- We identify and assign an 

incident owner who will 

delegate and coordinate 

activities and resources 

24 - I mean when it comes to some really high or big issues then obviously technical knowledge [ENG Manager 03] 

- At that point, the person running with the ticket or the group of people running with that ticket will then determine whether they need to get Cisco on the call or not, and that may be by discussion with the manager 
[Engineer 10] 

- And the fact that as a team we’re distributed globally, you can’t have some individual or small group of individuals maintaining ownership of every single issue through the system. So, this system is designed for incidents 
like this to be held between groups [Engineer 10] 

- Circuit went down and it’s not coming up. So, we need to inform them that the circuit is hard down and they need to check. So, they will hire some engineer and they will go to the site and check what is the issue actually 

[Engineer 05] 
- Let’s take an example of fiber cut, so if we are getting hard down because of that and we are aware of that issue, they will fix the issue [Engineer 05] 

- A lot of times when we’re troubleshooting an issue, we’re troubleshooting an issue with multiple teams because each team only sees so much of the network. We see the whole segment of the WAN. We don’t see the LAN 
segment. [Engineer 13] 

- So, we always check our devices and we make sure that everything’s clear in the path and we’re checking access lists, policies, interfaces, drops, circuits. We’re looking at inputs or outputs, queue drops. Just basically the 

overall health of the network, that’s what we’re looking at [Engineer 13] 
- We need to take time. Because there are times when your box-router is completely down and you even cannot do anything. So the vendor has to come, and he has to replace the device. That's a kind of thing that we have to 

assure the customer of [Engineer 15] 
- I really don’t do anything on that particular issue like a sub-minute or flap issue. The issue will be taken care of by the vendors [Engineer 05] 

- Some of those interactions will involve working with suppliers like Cisco and Juniper or carriers [Engineer 10] 

- We collaborate with other 

teams and 3rd parties to 

investigate issues because we 

rely on their components  

25 - Depending upon the incident, if it’s a P1 or a P2 incident, there’s usually what we call a TRT call. It’s a troubleshooting call where the teams get on and we try and work together [Engineer 13] 
- All teams joined a central webex call to hash out all information and finding on the call [Engineer 09] 

- You know, we might have some problem reported by an application team, so they’ll be represented on the call. They’re first [Engineer 12] 

- We open conference calls 

to discuss issues and make 

decisions or to handover to 

another team/shift 

26 - So, what one person’s perception of a system being not operating normally might be different to another’s depending on their perception of what the system is used for or what they perceive the systems to be used for 

[Engineer 10] 
- In a complex environment, we have to have a norm against which we measure operation and then we have to ensure that the system operates to or within that defined parameter or set of parameters [Engineer 10] 

- This came down to an individual that decided this was the best process whereas if we had discussed it more internally we might have determined the risk was too high and prevented the 2nd outage [Engineer 09] 
- You know, before we even get involved they’ll probably have already engaged the LAN support team and usually done triage to the point where they’re able to rule out the application in the LAN and their next, logical 

option is to look to the LAN. They want to make sure that they get our input as well [Engineer 12] 

- Even though we see the network, the client still might not have a true picture of where we are to spend time on a TRT as an incident call to provide support [Engineer 09] 
- No, client doesn’t need to take any action because they will be seeing only their side… [Engineer 11] 

- I’m very proactive in trying to tell my guys that not only do they take in the information and after the information get on with their job, but they should also decide that when you get multiple groups on calls they can deviate 
them and not actually get around to the crux of the problem. So, I instruct my guys about these and they do it to varying degrees [ENG Manager 03] 

 

- There are variations in 

perceptions/interpretations of 

issues among different teams 

27 - He provided me with the solution. Then I requested from the change management team that I'm going to create the emergency change because of this outage and this is the solution I got from the design team [Engineer 15] 
- Sometimes anywhere between, you know, ten to sixty people on these calls. You’ll have application support, you’ll have the server team, you’ll have the unix specialists, you’ll have like everyone all there present when 

you’ve got a very complex problem because each person has to sign up [Engineer 09] 
- I mean when it comes to some really high or big issues then obviously technical knowledge [ENG Manager 03] 

- And make sure that nobody goes off and do something else which may cause more problems or waste resources [ENG Manager 01] 

- We need to involve that business unit who is involve in the incident.. [Engineer 05] 
- Our team leader or manager will usually make that call and he will, or the person acting for him will then make a judgement as to which engineering resources are involved on which ticket [Engineer 10] 

- Depending upon the incident, if it’s a P1 or a P2 incident, there’s usually what we call a TRT call. It’s a troubleshooting call where the teams get on and we try and work together [Engineer 13] 
- Somebody usually has a webex going or maybe a couple of people will have a webex going from one team and the other guys from another team have their own webex going [Engineer 13] 

- We’re all talking on the call, but we’re looking at something different. We may discover something on the WAN and they may also discover something on the LAN… [Engineer 13] 

- Email 1st requesting several groups to join a TRT call to fix this issue. Joined webex to be presented with the ticket number for ticket tracking…. All teams joined a central webex call to hash out all information and finding 

- We collaborate with other 

teams to understand 

problems and propose 
effective solutions  
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on the call [Engineer 09] 

- I mean as a typical starting point as to what can be involved in a matrix type phone call where you have different implementations, different business units, different technical groups within the company [Engineer 12] 

- You know, before we even get involved they’ll probably have already engaged the LAN support team and usually done triage to the point where they’re able to rule out the application in the LAN and their next, logical 
option is to look to the LAN. They want to make sure that they get our input as well [Engineer 12] 

 

28 - Depending upon the incident, if it’s a P1 or a P2 incident, there’s usually what we call a TRT call. It’s a troubleshooting call where the teams get on and we try and work together [Engineer 13] 

- You know, before we even get involved they’ll probably have already engaged the LAN support team and usually done triage to the point where they’re able to rule out the application in the LAN and their next, logical 

option is to look to the LAN. They want to make sure that they get our input as well [Engineer 12] 
- Most of the time we can figure out what the problem is and we can figure out what a solution is, but we’re not at liberty to put the solution in place to solve the problem. We have to escalate it up the chain to, say, project 

engineering or design and say “Look, this was missed. This is what we think we have to do, but we need to get you guys’ your approval and blessings and say yes, this is what needs to be done.” If they do that, then they’ll 
say “Yeah, your solution is correct. I agree with your hypothesis [Engineer 13] 

- If we can’t fix or have no 

right to fix, we escalate and 

suggest possible solutions  

29 - I think because invariably, we have to try and solve problems that are outside of standard faults and quite often we will get a problem that the experience level of the first-line hasn’t quite understood what the problem is 

and it can be discovering a bug that hasn’t existed before.... [ENG Manager 03] 
- So, given the feedback that we’re getting from the people who are making the complaints and other teams on the call, we would actually… (1) We would set off a thread with somebody else [Engineer 10] 

- We would initiate a thread with somebody to go and raise the issue of the management tools not working with the management tools team. We’d try and get somebody on the call [Engineer 10] 
- So, when there’s an issue found from another team, they send us a ticket and then from that point we do our troubleshooting [Engineer 07] 

- We escalate based on 

available evidence to identify 

and apply fix  

30 - If it’s a P1 outage it’s multiple customer affecting, revenue generating affecting and we will have to work that ticket until a resolution. So, we could be on a call following the sun from shift to shift [Engineer 13] 

- And a separate call run by management teams to determine impact to our company and assess risk of any changes we wanted to make to the network to restore services [Engineer 09] 
- But there are some scenarios sometimes there might be a fault or anything-- physical issue from our side, so if we need to take some decision like changing the ports or trying to change the connection to another port, then 

we may need to take the permission or approval from our second level (L2). In such cases, we will escalate [Engineer 03] 
- We had to insert that line, the missing config, but not like on the fly. We had to make a change and through an approved window we did that change. An approved window and we notified everyone…. We will have to run a 

change and we have to note down the pre-checks and post-checks and after the implementation, the router will get re-loaded. So we have to notify the business. The change management thing needs to be approved… 

[Engineer 14] 
- So, if I want to implement some stuff in the infrastructure, so who are the stakeholder… it is a shared infrastructure so it is change management’s responsibility to inform all the service owners whose services are going 

through that common path since it’s a shared infrastructure. So, he gets the approval from the respective service owners. Yes, this is a servicing impacting, and he once he got the approval note, then we executed the change 
to fix the issue…. [Engineer 15] 

- We consider financial 

constraints when exploring 

solutions 

31 - At the end of the day, if you lose a network you’re dead in the water’ [Engineer 09] 
- With such a sensitive traffic, you need to be able to fully operate. We consider it at between 3-6 months, because there's no room for mistakes [Engineer 08] 

- You need to start reviewing all data to find where the problem started and how to resolve it quickly with a fix which will not further impact the network [Engineer 09] 

- Your job is to mitigate a problem so that it’s no longer an issue that weaken our resiliency and then it just depends on the scale of the problem [ENG Manager 03] 
- So, what they do is ---the moment you want to fix some solution immediately and it’s a service impacting change, so what these change planners they will do is, they will call all the respective service owners to come to the 

ECAB call and then make a final decision whether they want to implement this change or not. So when the ECAB…. once the change is approved, then we implement the change [Engineer 15] 
- Yeah! so when an incident is cleared a decision is made whether a PM ticket should be opened on the incident depending on, you know, if there was any uncertainty about the resolution or indeed any perceived ongoing 

problems or maybe a recurring issue or just an unknown issue. Dan takes part in a lot of things that we call post incident reviews of any incident that’s above a certain severity or impact [Engineer 10] 

- So, once the issue is fixed, the circuit comes up. We login to both devices, you know and do a ping test and try to put a load back on the line. Let’s say we have a 9100mtu link with the telco and see whether the expected, 
whatever the expected latency between A to B…. are we seeing the same expected latency or not? Let’s say there’s a 15 millisecond (ms) latency expected with 1900 mtu, we should get that particular expected latency with 

that particular load [Engineer 01] 
- When the circuit is brought into production, we will be performing some tests also then there's something giving them to corrupt and maybe perform some tests also to make sure everything is working fine or not [Engineer 

06] 

Like we will be performing IP loopback tests and checking the SLAs to clear any backlogs. So the circuit should meet the required standards that we agreed with the Telco. So we will be performing some tests on the circuit 
to verify. Any difference that we will be having, we inform them directly and we will be directly working with the Telco and the requester from the implementation team and when everything is fine… Yes, we'll be verifying the 

services, we will be running the latency test, we'll be running the ping test, and we will be checking the neighborship and everything. That is the basic tests we'll be doing [Engineer 06] 

- Preventing aggravation 

because there is little room 

for error in our high-risk 

environment  

32 - An engineer shut down a port to a core router which black-holed 5 clients in APAC from getting these 3 services and did not restore the connectivity to India users so it created 2 issues… [Engineer 09] 

- This came down to an individual that decided this was the best process whereas if we had discussed it more internally we might have determined the risk was too high and prevented the 2nd outage [Engineer 09] 

- We have around 15-20mins to identify what is the problem? And that’s the process we follow [ENG Manager 01] 
- If the engineers are not really, you know aware of the issue to begin with, it might take up to 25 mins to identify where the problem is [ENG Manager 01] 

- NetBrain. That is a tool that can map out the path between the source and destination for us to save us some time. [Engineer 12] 

- Interventions like 

configuration changes may 

trigger unintended 

consequences, especially 

under time pressure 

33 - Are all old patches in the path correctly configured? We’ve got MPLS and at the two ends can we see what neighbours are up and can we see the BGP up? [Engineer 09] 

- When I told them, this is what is happening, they asked me to do the change on the day, then I said I will not do the change because it was part of the migration and I didn’t know the change that was done on the other side 

and I told them this is what they are advertising and this is what is in our configurations [Engineer 11] 

- Changes also account for 

the environmental instability 

and shifting boundaries 

34 - Sometimes, it's a disruption because it changes and then it starts working again. So that's a known thing that we inform the services about…. Okay, this is what we are doing, and you may see it cause disruption due to that 

[Engineer 11] 
- We can look and see “Okay, we see a major outage going on within Europe and this prefix is coming out of Europe, so this could be affected by this outage that we have,” and then we can drill down on the map that is 

represented to us using these online tools [Engineer 13] 

- 3 services were broken for specific number of clients in Asia. This was due to overlapping address space. A new client was added to the network and in turn populated this new network range into the global network which 
was being used by our internal team in APAC, which stopped them from being able to connect to the network [Engineer 09] 

- An engineer shut down a port to a core router which black-holed 5 clients in APAC from getting these 3 services and did not restore the connectivity, so it created 2 issues [Engineer 09] 
- I: What are the major challenges in IT incident response? R: Collection of all the data you need to use to troubleshoot the issue, complexity of the fix you need to add to the network to restore service and whether this might 

break something else in the process…. But I do draw on paper a lot to show someone in my team what I suspect is the issues or fix [Engineer 09] 

 

- Incidents are unpredictable 

and inevitable because 

changes introduce unknown 

variables, aside from 

complexity  

35 - Before coming into production—any device, the first thing we will do is the OAT for the devices. The OAT will be the Operational Acceptance Test. So, any device that need to be deployed into the network, first it has to 

undergo an OAT. The OAT is where we check the ports status of the router or it may be a switch connecting. Before that we have to check the-- and we have to then check the configuration backup and everything [Engineer 
04] 

- This tool monitors all the devices on our network links proactively. It is monitoring them and if there are any abnormalities seen on that particular link, it will throw the alarm [Engineer 01] 

- If it is using 80%, then the monitoring team will identify the link that’s utilising 80% [Engineer 15] 

- First of all, we work with financial traffic, financial market traffic. So, the person should be ready to work [Engineer 08] 

- This came down to an individual that decided this was the best process whereas if we had discussed it more internally we might have determined the risk was too high and prevented the 2nd outage [Engineer 09] 
- He will have on the day a change plan, which will have the pre-checks, post-checks, the change plan--what has to be done, the verification plan, then there will be a back-up plan [Engineer 11] 

- Back-up in case it doesn’t work or doesn’t give the result as is expected then he needs to have a reverse plan as well in the main change, just in case [Engineer 11] 
- Without approval from the change management team, we do not have the authority to provide solution [Engineer 15] 

- So, when we are providing a solution and doing some changes on the network, there should be approval. It is mandatory. That’s the rule, that’s the protocol... [Engineer 15] 

- So, he provided me with the solution. Then I requested from the change management team that I'm going to create the emergency change because of this outage and this is the solution I got from the design team [Engineer 
15] 

- I'm going to implement this change so you need to approve it.. Then, once the change was approved, I applied that particular solution [Engineer 15] 
- Before he starts the change, he sends an email to the team saying we are starting the change, do your pre-check if anything. Once, they confirm they had done the pre-checks, we do the change and once we are done, we 

again inform them. Ok, the change had been done. Ok, do your post-checks [Engineer 11] 

- We will have to run a change and we have to note down the pre-checks and post-checks and after the implementation, the router will get re-loaded... [Engineer 14] 
- There’s a lot of steps to do in the background... You have to identify which software is to go, we need to test it and manage it [Engineer 14] 

- There’s a lot of processes involved... If it is a WAN link we will do our ping test, if it is successful then we’ll see the protocol- if the protocol was up before the link blink for the peering. That is another check which people 
do. And you can do trace checks [Engineer 14] 

- We are not supposed to make a change immediately without any approval from the business units on the call. That has to be decided by our next level and the change management team only… [Engineer 02] 

- After the change is implemented and everything is successful, all the teams, who had agreed and approved to implement the change, they will come and confirm that okay first check is good and everything on our network is 
looking fine [Engineer 02] 

- They may say why can’t we bounce that interface for instance. We’ll say “Well, we can’t bounce it because you’re not the only customer using that and the other clients aren’t complaining of an issue [Engineer 10] 
- Even when you know what a fix is, you don’t just go a fix, sometimes you wait until the next day or the weekend before you go and fix it [ENG Manager 03] 

- Your job is to mitigate a problem so that it’s no longer an issue that weaken our resiliency and then it just depends on the scale of the problem [ENG Manager 03] 

- No, we can’t fix something like this immediately because other customers and services are also connected on the network and only this client had reported an issue with their service. We can’t fix it straightaway because we 
don’t want to cause any more impact for other customers so we need to follow the change process and draw the change plan and seek approvals for the issue to be fix over the weekend under a change ticket [Engineer 11] 

- Most of the time we can figure out what the problem is and we can figure out what a solution is, but we’re not at liberty to put the solution in place to solve the problem. We have to escalate it up the chain to, say, project 

engineering or design and say “Look, this was missed. This is what we think we have to do, but we need to get you guys’ your approval and blessings and say yes, this is what needs to be done.” If they do that, then they’ll 

say “Yeah, your solution is correct. I agree with your hypothesis [Engineer 13] 

- So, once the issue is fixed, the circuit comes up. We login to both devices, you know and do a ping test and try to put a load back on the line. Let’s say we have a 9100mtu link with the telco and see whether the expected, 
whatever the expected latency between A to B…. are we seeing the same expected latency or not? Let’s say there’s a 15 millisecond (ms) latency expected with 1900 mtu, we should get that particular expected latency with 

that particular load [Engineer 01] 

- We have strategies and take 

precautions to minimise 

impact of changes and 

safeguard tools  

36 - We have our TLs (Team leaders) and we have our senior engineers to guide us [Engineer 06]  

- And then when we joined the company we had a training session regarding how to use the tools and how to troubleshoot--- the basic troubleshooting steps, and everything is shared to us. And if we need help we ask our 

seniors [Engineer 06] 
- Let’s say in EMEA region there are multiple outages for that particular product. - So, what that particular team does is, --the frontline product team is to verify the product whether it is having any issues in the EMEA 

region [Engineer 01] 

- We have various points of 

contact/escalation levels for 

infrastructure incidents 

37 - All the changes and whatever will be required will be done over the weekend and they will decide on the calls with the change management team who will also contact the business units and the changes will have to be 

approved and then make the changes accordingly. This is the usual process, which we follow [Engineer 02] 

- So, this system is designed for incidents like this to be held between groups [Engineer 10] 

- So, we check the fatal webtop to see if there is anything specifically down, then we look at events like interface down issues or high level three events like bgp or ospf, so that way it takes, we have around 15-20mins to 

identify what is the problem? And that’s the process we follow [ENG Manager 01] 
- For informing all those business units we need to create a major incident notification (MIN) [Engineer 05] 

- From ServiceNow we will pick up the ticket and we follow our processes like you need to... After that I created a MIN in the particular ticket... there are particular things like pre-defined titles, so we update the title and we 

just create some logs and after that we inform all our business units that some incident came to us [Engineer 05] 
- So, we include that incident information in that particular MIN and after that we send it.. [Engineer 05] 

- So, after creating the MIN, we need to update some more things. So, in the MIN we need to update like when was the start time for the outage and when was the end time for the outage, what is the duration, what circuit(s) 
are affected and even if any services are running on the circuit or not [Engineer 05] 

- And if it is still down, then whether the circuit is in production or not. So, I need to update all these things in the MIN and then I need to save it and then I need to send it to our business units [Engineer 05] 

- He will have on the day a change plan, which will have the pre-checks, post-checks, the change plan--what has to be done, the verification plan, then there will be a back-up plan [Engineer 11] 
- Without approval from the change management team, we do not have the authority to provide solution [Engineer 15] 

- So, when we are providing a solution and doing some changes on the network, there should be approval. It is mandatory. That’s the rule, that’s the protocol... [Engineer 15] 

- So, he provided me with the solution. Then I requested from the change management team that I'm going to create the emergency change because of this outage and this is the solution I got from the design team [Engineer 

- We have standard operating 

procedures and follow basic 

incident response processes 

(ITIL) 
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15] 

- I'm going to implement this change so you need to approve it.. Then, once the change was approved, I applied that particular solution [Engineer 15] 

- Before he starts the change, he sends an email to the team saying we are starting the change, do your pre-check if anything. Once, they confirm they had done the pre-checks, we do the change and once we are done, we 
again inform them. Ok, the change had been done. Ok, do your post-checks [Engineer 11] 

- We will have to run a change and we have to note down the pre-checks and post-checks and after the implementation, the router will get re-loaded... [Engineer 14] 
- There’s a lot of steps to do in the background... You have to identify which software is to go, we need to test it and manage it [Engineer 14] 

- There’s a lot of processes involved... If it is a WAN link we will do our ping test, if it is successful then we’ll see the protocol- if the protocol was up before the link blink for the peering. That is another check which people 

do. And you can do trace checks [Engineer 14] 
- After the change is implemented and everything is successful, all the teams, who had agreed and approved to implement the change, they will come and confirm that okay first check is good and everything on our network is 

looking fine [Engineer 02] 
- So, once it is all set… I mean we need to get permission from our clients to do the ... I mean there’s an approval time window to do that. We need that to do the change [Engineer 14] 

- When the circuit is brought into production, we will be performing some tests also then there's something giving them to corrupt and maybe perform some tests also to make sure everything is working fine or not [Engineer 

06] 

38 - Before he starts the change, he sends an email to the team saying we are starting the change, do your pre-check if anything. Once, they confirm they had done the pre-checks, we do the change and once we are done, we 

again inform them. Ok, the change had been done. Ok, do your post-checks [Engineer 11] 
- We will have to run a change and we have to note down the pre-checks and post-checks and after the implementation, the router will get re-loaded... [Engineer 14] 

- There’s a lot of processes involved... If it is a WAN link we will do our ping test, if it is successful then we’ll see the protocol- if the protocol was up before the link blink for the peering. That is another check which people 

do. And you can do trace checks [Engineer 14]  
- After the change is implemented and everything is successful, all the teams, who had agreed and approved to implement the change, they will come and confirm that okay first check is good and everything on our network is 

looking fine [Engineer 02] 
- If something breaks and we need to fix it, we need to have a change [Engineer 14] 

- Enhancements and changes 

are part of the infrastructure 

lifecycle, so we do pre-

checks and post-checks 

39 - Back-up in case it doesn’t work or doesn’t give the result as is expected then he needs to have a reverse plan as well in the main change, just in case [Engineer 11] 

Yes, pre-checks, implement, post-checks…. then there will be a reverse plan as well so that just in case it doesn’t work on the expected line, he will have the instructions as to what to do to reverse [Engineer 11] 

- Some plans look right, but 

they don’t work because of 

complexity, so we 

review/seek approvals  

40 - If multiple services are running on one device and for example, say I'm changing an account policy on the device and okay I do that in the global config. That affects every device interfaces on the device. And that affects all 

the services [Engineer 11] 
- If it’s a P1 outage it’s multiple customer affecting, revenue generating affecting and we will have to work that ticket until a resolution. So, we could be on a call following the sun from shift to shift [Engineer 13] 

- Multiple products can be 

impacted, so we monitor 

impact and progress of 

response effort 

41 - I tend to work from the bottom protocols to the top so starting with layer 1&2 which is switch and cable connections up to the application level [Engineer 09] 
- If one of those providers is having an issue on their network and you’re carrying that traffic in preference to them, so that’s why you are seeing that latency [Engineer 09] 

- The issue that we received was very close to the actual end user, so it is kind of limited to the piece of infrastructure that they use [Engineer 10] 

- Decentralised management 

of traffic flow on a 

secure/closed infrastructure 

with interconnected pieces 

42 - No, we can’t fix something like this immediately because other customers and services are also connected on the network and only this client had reported an issue with their service. We can’t fix it straightaway because we 

don’t want to cause any more impact for other customers so we need to follow the change process and draw the change plan and seek approvals for the issue to be fix over the weekend under a change ticket [Engineer 11] 
- They may say why can’t we bounce that interface for instance. We’ll say “Well, we can’t bounce it because you’re not the only customer using that and the other clients aren’t complaining of an issue [Engineer 10] 

- When we look at our network, our network will be made of multiple operating systems, multiple hardware types-- even within one manufacture's stable. So, for Cisco we have maybe 7600, 3500. We have ASR, we have 
Nexus. For each of these there are different operating systems [Tools Engineer 01] 

- This is a complex infrastructure. I mean it’s probably… I don’t know how it works, but it’s probably one of the largest, financial community network in the world, bearing in mind that there are only several providers of this 

type, you know, service providers of this type, and it is a large piece of infrastructure that’s dedicated to this particular function [Engineer 10] 
- In a complex environment, we have to have a norm against which we measure operation and then we have to ensure that the system operates to or within that defined parameter or set of parameters [Engineer 10] 

- You have to identify which software is to go, we need to test it and manage it [Engineer 14] 
- If red alarm comes... we have different types of nodes on our networks, there are 6 networks... six set-ups in our network. So, it becomes like six signals and all those... similarly it is like those PDNs (packet data network), 

CDNs (content delivery network) and the connections… [Engineer 05] 

- So, whenever we are receiving an alarm, first we check whether it is... you know which specific set-up got the alarm. So, we will be dealing with that [Engineer 05] 
- I tend to work from the bottom protocols to the top so starting with layer 1&2 which is switch and cable connections up to the application level [Engineer 09] 

- It's about the complexity of the network and also its size. I mean just to put numbers on it. We have over 5,000 customers in the delivery direct category alone [Tools Engineer 01] 

- Our infrastructure is a 

shared resource that is 

complex, heterogeneous, 

large-scale and multifaceted 

43 - We have many routing protocols to help the overall routing of the network and there are a lot of areas that you have to look to just determine whether... Yes, we’re advertising those prefixes out and allowing them in, but 

there are firewalls, LAN infrastructure, ACLs that could be blocking, loads of other things and that’s why even though we see the network, the client still might not have a true picture of where we are to spend time on a TRT 

as an incident call to provide support [Engineer 09] 
- What you experienced, is a natural consequence of the complexity of networks within the complexity of tools. Networks are not simple, tools are not simple. The glue that will always hold those two pieces together is 

experience. There is no magic bullet. Because there is never, ever a single reason why a failure takes place [Tools Engineer 01] 

- There are many variations 

in the thousands of 

infrastructure components, 

links and issues that emerge 

44 - And when you communicate you also bring everybody on the same page, where are the resources required, what efforts are being made, and make sure that nobody goes off and do something else which may cause more 

problems or waste resources [ENG Manager 01] 

- During trouble-shooting it is the first priority to understand the trigger, so the correct mitigation steps can take place [ENG Manager 03] 

- If this is not clear and sufficient disruption is occurring then a mitigation step will take place (shut down a path for eg). Root-cause is followed after this in the background, as it then becomes important to restore any 

resiliency [ENG Manager 03]  

- If it’s a P1 outage it’s multiple customer affecting, revenue generating affecting and we will have to work that ticket until a resolution. So, we could be on a call following the sun from shift to shift [Engineer 13] 
- Well, this is what me and ENG Manager 01 are here for really. As far as the soft skills with incident management, we just want the engineers to go off and do their technical looking. Sometimes I get involve in the fact that I 

will suggest things that may be they haven’t thought [ENG Manager 03] 
- As far as non-technical skills really the paperwork we do are little bit painful but I think in effect the bits that are outside of the technical side is what me and ENG Manager 01 take care of for the team to make sure that 

things are being dealt with correctly [ENG Manager 03] 

- We commit resources to 

high priority incidents and 

work on them until resolution 

45 - So that's a known thing that we inform the services about.. Okay, this is what we are doing, and you may see it cause disruption due to that [Engineer 11] 

- It is very critical to get out what we are doing and why we are doing it and where we are with the incident. So, it’s very important, every 15 minutes, 20 mins, 60 mins depending on the severity you communicate [ENG 

Manager 01] 
- Communications with the customer is very key because invariably they get… even if you don’t know what the problem is, the more you communicate with them about what you are doing, the happier they are even if you 

don’t have the solution [ENG Manager 03] 

- And when you communicate you also bring everybody on the same page [ENG Manager 01] 
- Before he starts the change, he sends an email to the team saying we are starting the change, do your pre-check if anything. Once, they confirm they had done the pre-checks, we do the change and once we are done, we 

again inform them. Ok, the change had been done. Ok, do your post-checks [Engineer 11] 
- But we like to give heads-up to the management that we have an issue somewhere, but we don’t know what it is [ENG Manager 01] 

- And on all those other calls [we’ll have] other stakeholders on talking among themselves and who will have their own agenda [Engineer 10] 

- There are several 

stakeholders to consider and 

we notify them to instil 

confidence 

46 - So that's a known thing that we inform the services about…. Okay, this is what we are doing, and you may see it cause disruption due to that [Engineer 11] 

- We inform all our business units that some incident came to us [Engineer 05] 

- I have to make sure that the customer understands where exactly the problem is. To fix the problem-- how long it will take. So proactively, we have to inform the customer so that he should not be in a very confusing or 
frustrating way. So, you have to make sure that you have given an update to the respective customer, or the end-user or the business that we are there to fix your issue, but here are the problems [Engineer 15] 

- We try to manage client 

expectations by proving 

estimated time to recovery 

(ETR) 

47 - All these events from the router are sent back to a central location and then it comes up on our webtops. The webtop will tell us on line-by-line bases [ENG Manager 01] 
- So, we get the event with 800 router IP addresses of what seems to be the problem. So, it will state I have lost my interface, my BGP neighbour is flapping up and down. I ‘ve got too many errors in my interface [ENG 

Manager 01] 

- So, whenever we are receiving an alarm, first we check whether it is... you know which specific set-up got the alarm. So, we will be dealing with that [Engineer 05] 
- So, I mean intermittent gapping could be anything from one gap today under high load conditions down to, as these guys were calling intermittent gapping, gapping once every one or two seconds… [Engineer 10] 

- As a result of calls with them and with their second level support guys, they committed to come back to us with some clarification [Engineer 10] 

- We experience varied 

issues that are not initially 

obvious and multiple 

products can be impacted  

48 - There’s a tool for us that we call Netcool Webtop. So, we receive the alarms on that with four categories [Engineer 05] 

- With an internet related issue, we’re going to look at it from a completely different basis because it’s the internet, so you’re actually going to have to start thinking you’re going out to several providers, if one of those 

providers is having an issue on their network and you’re carrying that traffic in preference to them, so that’s why you are seeing that latency [Engineer 09] 
- What you experienced, is a natural consequence of the complexity of networks within the complexity of tools. Networks are not simple, tools are not simple. The glue that will always hold those two pieces together is 

experience. There is no magic bullet. Because there is never, ever a single reason why a failure takes place [Tools Engineer 01] 
- It’s technical work that we need to do, and incidents are not all the same. So, we have incidents which are severe like a major incident, so based on the technical skills engineers will know and pick up the incident. If it’s a 

critical incident, they know when to give it to somebody senior in the team and so that is how we plan it. But without technical skills, we can’t work on incidents. You can’t fix things if you don’t know how it works [ENG 

Manager 01] 

- Different incidents follow 

different resolution paths, so 

we compare prior and current 

states 

49 - Root cause has two points it’s a priority. During trouble-shooting it is the first priority to understand the trigger so the correct mitigation steps can take place. If this is not clear and sufficient disruption is occurring then a 

mitigation step will take place (shutdown a path for example,). The root-cause is followed after this in the background, as it then becomes important to restore any resiliency issues [ENG Manager 03] 
- I: So, do you know why the circuit went down? R: Actually, we are still following up on that. I: Oh ok, so you still don't know the cause yet? R: Yes, that’s why we create a case with the vendor and then only we will come to 

know that the following issue had happened because of this or that [Engineer 05] 

- Depending on what the nature of the problem is, if it’s something that’s reported as down, probably the root cause of that issue is going to be easier to identify, but a lot of what we get is performance related complaints 
and in those type of scenarios we’ll identify the path that the traffic flows and examine each half of the path… [Engineer 12] 

- We try to mitigate impact 

first using temporal fixes 

before investigating root 

cause and permanent fix 

50 - All these events from the router are sent back to a central location and then it comes up on our webtops. The webtop will tell us on line-by-line bases [ENG Manager 01] 
- And the fact that as a team we’re distributed globally, you can’t have some individual or small group of individuals maintaining ownership of every single issue through the system. So, this system is designed for incidents 

like this to be held between groups [Engineer 10] 

- So, what one person’s perception of a system being not operating normally might be different to another’s depending on their perception of what the system is used for or what they perceive the systems to be used for 
[Engineer 10] 

- In a complex environment, we have to have a norm against which we measure operation and then we have to ensure that the system operates to or within that defined parameter or set of parameters[Engineer 10] 
- We’d get on the command line and use our best judgement to find the symptoms, and to be honest, that’s what we do most of the time anyway [Engineer 10] 

- Came down to an individual that decided this was the best process whereas if we had discussed it more internally we might have determined the risk was too high and prevented the 2nd outage[Engineer 09] 

- You know, before we even get involved they’ll probably have already engaged the LAN support team and usually done triage to the point where they’re able to rule out the application in the LAN and their next, logical 
option is to look to the LAN. They want to make sure that they get our input as well [Engineer 12] 

- You need to start reviewing all data to find where the problem started and how to resolve it quickly with a fix which will not further impact the network [Engineer 09] 

- Reconciling contradictions 

in observations, situational 

assessment and 

understanding of complex 

issues 

51 - Those are proactive tools, so that we can monitor how much data is currently going through and is it over-utilising or it is average or it is normal or it is using 80% of its bandwidth? That full knowledge will be identified 

[Engineer 15] 

- If it is using 80%, then the monitoring team will identify the link that’s utilising 80% [Engineer 15] 
- We use a tool called SevOne that monitors performance and provides performance statistics for all of our devices and WAN links. So, you know, if something is getting congested or over-utilised, that SevOne tool will show 

us that information [Engineer 13] 

- Making on-the-spot 

decisions about emergency 

changes based on incident 

criticality 

52 - Now if you don't have tools and automation to track some of their health, how will those in the GNOC with three people on duty at any one time, and staring at glass screens make sense of it all? And then after that there is 

the complexity of the individual boxes’ [Tools Engineer 01] 

- The thing about the tools that is a little nicer is you get more granular reporting. You can change things… Instead of just looking at the moment, you can look at the moment and tell what the utilisation may be on a link, but 

- We cannot manually 

identify or check issues by 

logging into hundreds of 
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you can also change the parameters to a week or this week or a month in particular or this month or you can choose six months or you can choose up to a year [Engineer 13] 

- We are monitoring thousands of devices, so without those tools we would be blind to what is occurring on the network [ENG Manager 01] 

- Those are proactive tools, so that we can monitor how much data is currently going through and is it over-utilising or it is average or it is normal or it is using 80% of its bandwidth? That full knowledge will be identified 
[Engineer 15] 

- It's impossible, nobody can log into 65,000 devices every second all that long and at once. We need a tool to do that’ [Engineer 08] 

devices individually 

53 - You might be able to get another toolbox whiles the incident is still going on and get a sneak out and say if we got throughput, why are they getting these latency issues to find that it might be TCP windowing on the server 

side or it might be some other issue [Engineer 09] 

- I have been managing the incident desk for about 9 years now and in my experience, experience is important… However, I have seen in Bangalore 6 or 7 managers who are doing a very good job and they have very low 
experience compared to other people I know in the organisation.. It depends on the environment, experience adds value but if you are having, if you just want to manage incidents without involvement, then I guess if you 

follow process you can do the job [ENG Manager 01] 

- Evolving nature of 

incidents means experience 

has limitations and we feel 

helpless when we lose a 

datacentre 

54 - First of all, we work with financial traffic, financial market traffic. So, the person should be ready to work [Engineer 08] 

- If you have people who have seen everything once, or seen an example of everything once and you train them and you motivate them, then they can use a pallet of tools very efficiently [Tools Engineer 01] 

- I really wouldn’t like to say how long an average bridge lasts. It really does depend on the incident type and the thing that tends to elongate them more than anything else are our own constrains[Engineer 10] 
- Quite often a service will raise issues a lot later than the event happened, so the problem might still be there, but then it’s a question of triaging and then starting, it’s not that all services have been ringing. It’s quite often 

that they will come in drips and draps, so it’s down to whether the group recognises that there is a correlation [ENG Manager 03] 
- What I personally see quite frequently is that actually is often a lot later in the event that you start noticing a common pattern. [ENG Manager 03]  

- It's impossible, nobody can log into 65,000 devices every second all that long and at once. We need a tool to do that’ [Engineer 08] 

- Now if you don't have tools and automation to track some of their health, how will those in the GNOC with three people on duty at any one time, and staring at glass screens make sense of it all? And then after that there is 
the complexity of the individual boxes’ [Tools Engineer 01] 

- What you experienced, is a natural consequence of the complexity of networks within the complexity of tools. Networks are not simple, tools are not simple. The glue that will always hold those two pieces together is 
experience. There is no magic bullet. Because there is never, ever a single reason why a failure takes place [Tools Engineer 01] 

- If people don't use a feature or a tool for something, they forget about that and they get comfortable and they avoid using it because they don’t learn to use it often. That's why we do a refresh and usually I explain that in 

the meetings that you have to use this tool. Yes, I know learning that tool is tedious, but it's part of our work…. [ENG Manager 02] 

- We experience 

organisational and logistical 

inadequacies, so it is best to 

have staff with long 

experience in many 

technologies 

55 - In my experience, that side of the business works best when you have staff with long experience in many technologies. When you do not, when you have high turnover potentially and then most often in front line, as opposed 

to tertiary support. When you have a turnover, those staff do not have the time to gain experience. They did not ever become a detective. They only ever exist as policemen. And a policeman wants everything served up to 
him. He cannot do detective work [Tools Engineer 01] 

- Networks are not simple, tools are not simple. The glue that will always hold those two pieces together is experience. There is no magic bullet. Because there is never, ever a single reason why a failure takes place [Tools 
Engineer 01] 

- It’s technical work that we need to do, and incidents are not all the same. So, we have incidents which are severe like a major incident, so based on the technical skills engineers will know and pick up the incident. If it’s a 

critical incident, they know when to give it to somebody senior in the team and so that is how we plan it. But without technical skills, we can’t work on incidents. You can’t fix things if you don’t know how it works [ENG 
Manager 01] 

- Hmm! The tools… It’s a learning curve for sure. I would say a good six months…. that’s because there’s a lot to learn, maybe even longer. I had training with the senior engineers here. I had training with them, they sat 
with me and showed me how to deal with each of the tool that we have… [Engineer 07] 

- I don’t know if it’s necessarily the tool. I mean you can learn the tool, that’s not the problem. I think it’s the whole processes that goes with it [Engineer 07] 

- If people don't use a feature or a tool for something, they forget about that and they get comfortable and they avoid using it because they don’t learn to use it often. That's why we do a refresh and usually I explain that in 
the meetings that you have to use this tool. Yes, I know learning that tool is tedious, but it's part of our work…. [ENG Manager 02] 

- I mean they will have an initial or basic proficiency in the tools in two weeks, but if they're going to fully understand what they can get from the tools… it might take them six months or it take them one year depending on 
how exposed they were to use it right [ENG Manager 02] 

- High employee turnover 

undermines our capacity to 

provide adequate 

infrastructure support 

56 - Well, just in the way that people deal with people. It’s a people to people thing and communications and things. So for example, eastern European or European may give a direct answer or a short answer and that can get 

people to think it’s a language barrier thing or how the language is interpreted. So it does really depend on, the Americans for example, will always be helpful but they are also the loudest shouters [ENG Manager 03 
- I know in my experience in working with folk in India is that they are very studious. A lot of them have done computer science degrees. A lot of them have done tertiary vendor qualifications as well. And in both of those 

domains, you will find that text based programming is an essential part. Now, if that's the background you've come through. If you are somebody with a text-based history, you are going to gravitate towards tools that deliver 
on your own expectation. And I think the converse is also true. If your background is perhaps network related, not computer programming related and if in a previous life you've been racking and stacking boxes/servers, then 

the GUI based solutions can be more accessible [Tools Engineer 01] 

- Socio-cultural background 

influences how different 

engineers and teams work 

57 - When we buy a tool from anyone, any vendor there will be many things that this tool can do but it cannot do everything. It cannot measure everything [Tools Engineer 01] 
- I really wouldn’t like to say how long an average bridge lasts. It really does depend on the incident type and the thing that tends to elongate them more than anything else are our own constrains[Engineer 10] 

- Without tools, and if you’re not even talking about the command line, we would be down to making guesses... [Engineer 10] 
- A lot of times when we’re troubleshooting an issue, we’re troubleshooting an issue with multiple teams because each team only sees so much of the network. We see the whole segment of the WAN. We don’t see the LAN 

segment. [Engineer 13] 

- But there are no tools anywhere in the world that do everything. It does not exist.. [Tools Engineer 01] 
- So, tools observe the gunshots. The thing died at this point. The thing you asked me to measure, I was measuring it. It stopped being measured at time X. It is always going to be a detective's job to work out X minus T, what 

happened? And that can be many things. That can be anything. That can be the person who cleans the room unplugged the box, so she can plug in her vacuum cleaner. It could be there was somebody digging in the road and 
they cut some cables. It could be… These are not things that a tool will ever, ever, ever measure [Tools Engineer 01] 

- We experience 

technological limitations and 

failings 

58 - We may sometimes receive issues on email. It is not just limited to the webtop. We also get emails. [Engineer 06] 

- You know we use emails, phone calls and other communication platforms to the entire business to tell them what is going on [ENG Manager 01] 
- We’re distributed globally, you can’t have some individual or small group of individuals maintaining ownership of every single issue through the system. So, this system is designed for incidents like this to be held between 

groups [Engineer 10] 

- We use different 

communication and virtual 

tools to interact effectively  

59 - Will you say the tools are reliable? How reliable are they? R: Yes, they are reliable. I don't know, I mean the information, if it's there it's good, okay? 100% reliable [Engineer 10] 

- They don't give you wrong data or maybe you trust…? R: Well it could be, but very very rare... If the tool tells me that, I mean they could be missing information on the tools, right? But wrong data? No, I don't think so 

[ENG Manager 02] 
- And even after several calls with them they were still not clear about the scope of the problem and I believe the issue is still ongoing at the moment because we’ve left an action on them for their engineering team [Engineer 

10] 
- I: What are the major challenges in IT incident response? R: Collection of all the data you need to use to troubleshoot the issue, complexity of the fix you need to add to the network to restore service and whether this might 

break something else in the process…. But I do draw on paper a lot to show someone in my team what I suspect is the issues or fix [Engineer 09] 

- There are instances of 

missing or inadequate data, 

so we capture audit trails and 

log all changes 

60 - And even after several calls with them they were still not clear about the scope of the problem and I believe the issue is still ongoing at the moment because we’ve left an action on them for their engineering team [Engineer 
10] 

- If say for instance, a user says “I cannot connect to the network,” which is quite often what they’ll say, you would be then down to making determinations based on guesswork as to what the real cause of that issue may be, 
whereas when you’ve got access to your tools you can start doing tests to actually verify that what the complainer or the complainant is actually saying is true [Engineer 10] 

- There could be information that you need to learn how to understand sometimes, but the information is there definitely [ENG Manager 02] 
- There’s a tool for us that we call Netcool Webtop. So, we receive the alarms on that with four categories [Engineer 05] 

- To be honest, in this environment where we’re dealing with incidents all the time, we’re not just sitting there waiting for that ticket to come in because we’re off dealing with other stuff [Engineer 10] 

- We can look and see “Okay, we see a major outage going on within Europe and this prefix is coming out of Europe, so this could be affected by this outage that we have,” and then we can drill down on the map that is 
represented to us using these online tools and we can see “Oh, definitely this prefix is part of this AS and this AS had a BGP hit because of this particular provider… [Engineer 13] 

- We can take a traceroute and put the traceroute in the tool and we can see the exact legs of the path and the exact interfaces this particular path goes over, which again there’s a graphical representation of us doing the 
same thing if we do a traceroute within the device and we look at the traceroute hop-by-hop ourselves in the device [Engineer 13] 

- We use a tool called SevOne that monitors performance and provides performance statistics for all of our devices and WAN links. So, you know, if something is getting congested or over-utilised, that SevOne tool will show 

us that information [Engineer 13] 

- We need more 

data/information in order to 

investigate and understand 

issues  

61 - If one of those providers is having an issue on their network and you’re carrying that traffic in preference to them, so that’s why you are seeing that latency [Engineer 09] 

- So, for me I will look at source to destination and review which way the traffic is flowing and if there have been any recent changes in the network or routing tables to determine if the flow changed direction or stopped due 
to a change [Engineer 09] 

- I tend to work from the bottom protocols to the top so starting with layer 1&2 which is switch and cable connections up to the application level [Engineer 09] 

- We can look and see “Okay, we see a major outage going on within Europe and this prefix is coming out of Europe, so this could be affected by this outage that we have,” and then we can drill down on the map that is 
represented to us using these online tools and we can see “Oh, definitely this prefix is part of this AS and this AS had a BGP hit because of this particular provider… [Engineer 13] 

- Yes, this environment sends the data and then from there we hand it down and it transits through all my devices and see it pass the firewalls. Yep, passing the firewall and then the infrastructure team starts receiving it and 
check that all my devices are up and processing as they should and traffic is passing and they’re passing all health-checks and should really be working fine and I have received it [Engineer 09] 

- If you’re in the call and you say you accept that you need to go off and investigate possibly why something works in a certain way or doesn’t work in a certain way, then you can expect that incident to be allocated to you 

whilst that’s happening… [Engineer 10] 

- It is vital to understand how 

the infrastructure pieces are 

interconnected and work as a 

whole 

62 - For each of these different operating systems there are different ways of deploying configuration [Tools Engineer 01] 

- Oh, definitely this prefix is part of this AS and this AS had a BGP hit because of this particular provider…you know Level3, Tata or any of the numerous providers that are out there [Engineer 13] 

- So HPNA takes the back-up of the device configs and if any changes---those as well. So, it does the version control that way and if we are looking for say particular changes at a given time, then it saves the name of the 

person—the user ID so everyone knows who had done the change and at what time. And it also shows what was there before making the change, and what had changed after the change. So therefore -- okay, we have an idea 

of what really changed---what had been done by that person. Then that information helps us to trace the number of changes list [Engineer 11] 

- There are differences in 3rd 

party product configurations 

that we must keep track of 

63 - Depending upon the incident, if it’s a P1 or a P2 incident, there’s usually what we call a TRT call. It’s a troubleshooting call where the teams get on and we try and work together [Engineer 13] 

- There’s a tool for us that we call Netcool Webtop. So, we receive the alarms on that with four categories [Engineer 05] 
- To be honest, in this environment where we’re dealing with incidents all the time, we’re not just sitting there waiting for that ticket to come in because we’re off dealing with other stuff [Engineer 10] 

- I really wouldn’t like to say how long an average bridge lasts. It really does depend on the incident type and the thing that tends to elongate them more than anything else are our own constrains[Engineer 10] 

- And also, we have... or if we come to know that it is a sub-minute issue or a circuit is down then we need to check the logs actually…. [Engineer 05] 
- I really don’t do anything on that particular issue like a sub-minute or flap issue. The issue will be taken care of by the vendors [Engineer 05] 

- Dan takes part in a lot of things that we call post incident reviews of any incident that’s above a certain severity or impact [Engineer 10] 

- There are different 

incidents with varying 

complexity/severity, eg some 

are known issues and some 

are unknown/new 

64 - There could be information that you need to learn how to understand sometimes, but the information is there definitely [ENG Manager 02] 

- So, after that we will come to know that the following problem or incident had taken place because of that issue… [Engineer 05] 

- So, for me I will look at source to destination and review which way the traffic is flowing and if there have been any recent changes in the network or routing tables to determine if the flow changed direction or stopped due 

to a change [Engineer 09] 

- I tend to work from the bottom protocols to the top so starting with layer 1&2 which is switch and cable connections up to the application level [Engineer 09] 
- Now if you don't have tools and automation to track some of their health, how will those in the GNOC with three people on duty at any one time, and staring at glass screens make sense of it all? And then after that there is 

the complexity of the individual boxes’ [Tools Engineer 01] 

- Incident 

response/troubleshooting is 

unstructured, challenging and 

involves constant learning 

65 - We can take a traceroute and put the traceroute in the tool and we can see the exact legs of the path and the exact interfaces this particular path goes over, which again there’s a graphical representation of us doing the 
same thing if we do a traceroute within the device and we look at the traceroute hop-by-hop ourselves in the device [Engineer 13] 

- So, in the device itself there’s a bunch of commands we can run, all kinds of show commands, log in commands, error commands, drop commands [Engineer 13] 
- Yes, secureCRT, the tool we use to telnet our devices. So, we check the logs on the device from that particular tool, and we will telnet the device and we will come to know whether this particular circuit is down or up? 

[Engineer 05] 

- OK, after creating the ticket, we check the logs and update the work logs with what was the issue [Engineer 05] 
First for the network, we have too many devices and the infrastructure is globally deployed. So, if I don't know where to start or I don't have any logs to investigate or any tool that will help me to check the logs, I will have to 

check by logging into may be 500 devices. So, that's why we need these tools here, yes. We are very dependent on tools [ENG Manager 03] 

- So HPNA takes the back-up of the device configs and if any changes---those as well. So, it does the version control that way and if we are looking for say particular changes at a given time, then it saves the name of the 

- We rely on logs and 

complex tools like sensors to 

perform diagnostics on 

remote components, 

otherwise we get lost  
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person—the user ID so everyone knows who had done the change and at what time. And it also shows what was there before making the change, and what had changed after the change. So therefore -- okay, we have an idea 

of what really changed---what had been done by that person. Then that information helps us to trace the number of changes list [Engineer 11] 

- And also, we have... or if we come to know that it is a sub-minute issue or a circuit is down then we need to check the logs actually…. [Engineer 05] 

66 - When we joined the company, we had a training session regarding how to use the tools and how to troubleshoot--- the basic troubleshooting steps, and everything is shared to us [Engineer 06] 

- We use a tool called SevOne that monitors performance and provides performance statistics for all of our devices and WAN links. So, you know, if something is getting congested or over-utilised, that SevOne tool will show 
us that information [Engineer 13] 

- If there’s a problem that somebody is reporting on internet connectivity, from an outside source coming into the internet, coming into our network, or if we’re going out from our network to the internet we can also look at 

that because we can look at the prefix or the network that’s either inbound or outbound and we can go onto these particular sites like DYN… [Engineer 13] 
- We can go onto these particular sites like DYN… I signed on right now. We put the prefix in there and it’ll map out a graphical representation of the providers that it knows about and connect to this particular prefix-- 

where the prefix originates and how it connects to the internet [Engineer 13] 
- Without tools, and if you’re not even talking about the command line, we would be down to making guesses... [Engineer 10] 

- If say for instance, a user says “I cannot connect to the network,” which is quite often what they’ll say, you would be then down to making determinations based on guesswork as to what the real cause of that issue may be, 

whereas when you’ve got access to your tools you can start doing tests to actually verify that what the complainer or the complainant is actually saying is true [Engineer 10] 
- You know locating the sources of any connectivity issues and you can actually verify something and confirm and correlate statements that are being made by the people on the calls. Without our tools we can’t do that, so we 

virtually become blind [Engineer 10] 
- With tools, the vendor who sells you tool A, he does it because he thinks his product has a USP (unique selling point). It does this thing very well…this one thing very well [Tools Engineer 01] 

- So, tools make me know that the incident had taken place from this particular area, and the tools you know... makes me ensure everything is documented so the tools are important and without tools we can’t do anything 

[Engineer 05] 

- Tools facilitate accuracy 

and efficiency in task 

performance, so automation 

and script executions are 

necessary 

67 - We use the SevOne to look at the health of the device, the availability of the device, CPU utilisation, link utilisation [Engineer 13] 

- So, we can look at… If we see a suspicious link or we have a report of latency or breach or anything like that, we’ll look at SevOne [Engineer 13] 
- The team uses ‘webtop’ (a monitoring tool), which is used to update any problems with the network [ENG Manager 01] 

- We are monitoring thousands of devices, so without those tools we would be blind to what is occurring on the network [ENG Manager 01] 

- So, if I don't know where to start or I don't have any logs to investigate or any tool that will help me to check the logs, I will have to check by logging into may be 500 devices. So, that's why we need these tools here, yes. 
We are very dependent on tools [ENG Manager 02] 

- It's impossible, nobody can log into 65,000 devices every second all that long and at once. We need a tool to do that’ [Engineer 08] 
- Now if you don't have tools and automation to track some of their health, how will those in the GNOC with three people on duty at any one time, and staring at glass screens make sense of it all? And then after that there is 

the complexity of the individual boxes’ [Tools Engineer 01] 
- We have constant trainings. Our second level trains us on the actual tools. The most experienced engineers also know how to do it. We've been training all the time… It's not a simple job… [Engineer 08] 

- Tools are selected based on 

user requirements to provide 

execution, evaluation and 

decision-making support 

68 - We received an alarm from one particular tool—Netcool Webtop. And after that we came to know that the circuit went down then we went to secureCRT to check whether it was down or up [Engineer 05] 

- For each of these different operating systems there are different ways of deploying configuration. So, one tool cannot be made to be sentient of every permutation of every scenario. Inevitably, like perhaps a dentist or a 
mechanic, you will have a box of tools. You know that tool number one can give you the length. Tool number two is perfect at giving you the weight and tool number three can show me eye color [Tools Engineer 01] 

- We really have quite an array of tools that we can use to work on an incident and we use all of them all the time. No one tool works better than another, but they all work great together’ [Engineer 13] 
- We take a look at the graphical representation of how it connects out in the internet and we can use a couple of different tools–BGP Play, Renesys, DYN [Engineer 13] 

- For any one incident that we get, we’re going to use probably half a dozen tools.. [Engineer 13] 

- Unless it’s something really obvious right from the start what the problem is, we have several tools for us to use. There’s internet tools we can also use.. [Engineer 13] 
- We got the alarm from one tool and we created the ticket with another tool and then we have our Jump box, which is the place we have connection to our routers… We can login to the router and check it... [Engineer 08] 

- And then you might be able to get another toolbox whiles the incident is still going on and get a sneak out and say if we got throughput, why are they getting these latency issues to find that it might be TCP windowing on 
the server side or it might be some other issue [Engineer 09] 

- So, it is experience and only experience that says, "I know that tool A is my best way of measuring this thing. Tool B does this for me, tool C does this for me [Tools Engineer 01]…. [Tools Engineer 01] 

- We use different tools and 

often switch from one to 

another because some tools 

become more critical than 

others 
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Appendix 13: IT Infrastructure Literature Classification  

Based on AIS Senior Scholars basket of eight IS journals (published between January1990 to May 2020) 

 

Journal Design & Implementation (standards, 

flexibility, adaptability & complexity) 

Nature (materiality, complexity 

and fluid dynamics/evolution) 

Impact and Risk management  Capability and adoption/ use Management and governance Research Commentary 

/Paper reviews 

MISQ (Cats-Baril & Jelassi, 1994) (Henfridsson & Bygstad, 2013) (Benitez et al., 2018) (Chau & Tam, 1997) (Hawk et al., 2009)  

Management of infrastructure 

outsourcing & knowledge transfer  

(Ives, 1994) 

(Von Alan et al., 2004) (Kallinikos et al., 2013) (Broadbent et al., 1999) (Eaton et al., 2015) (Oshri et al., 2018) 

Management of infrastructure 

outsourcing & knowledge transfer  

 

(Railing & Housel, 1990)  (Rai et al., 2006)    

(Van de Ven, 2005)  (Guerin et al., 2019)    

(Venters et al., 2014)      

ISR (Star & Ruhleder, 1996) 

 

(Fürstenau et al., 2019) (Gupta et al., 2011) (Racherla & Mandviwalla, 2013) (Xue et al., 2011)  

Infrastructure governance  

(Tilson et al., 2010) 

(Constantinides & Barrett, 2014) (Arazy et al., 2016)  (Sen et al., 2009)  (Huang & Sundararajan, 2011) (Sen & Raghu, 2013)  

Management of infrastructure 

outsourcing  

(Constantinides et al., 

2018) 

(Aanestad et al., 2014)  (Park et al., 2007) (Vaast & Walsham, 2009) (Tiwana & Kim, 2015)  

Infrastructure governance 

 

(Ma & Agarwal, 2007)   (Adomavicius et al., 2012) (Guo et al., 2019) 

Management of virtual 

infrastructures 

 

   (Du et al., 2014)   

   (Armstrong & Sambamurthy, 1999)   

JAIS (Rodon & Silva, 2015) (Ribes & Polk, 2014) (Kaniadakis & Constantinides, 2014) (Almklov et al., 2014) (Andersen & Bogusz, 2019) 

Self-organising in infrastructures 

(Monteiro et al., 2014) 

(Grisot et al., 2014)  (Chengalur-Smith et al., 2010) (Fink & Neumann, 2007) (Montealegre et al., 2019) 

Management of contradictory 

tensions in infrastructures 

(Edwards et al., 2009) 

(Sanner et al., 2014)    (Koutsikouri et al., 2018) 

Management of infrastructure 

growth/expansion 

 

(Eriksson & Ågerfalk, 2010)      

(Hepsø et al., 2009)      

(Ure et al., 2009)      

(Sahay et al., 2009)      

(Ribes & Finholt, 2009)      

(Silsand & Ellingsen, 2014)      

(Pouloudi et al., 2016)      

(Pipek & Wulf, 2009)      

(Datta et al., 2005)      

ISJ (Kuk & Janssen, 2013)  (Bogusz & Morisse, 2018)    

 (Reimers at al., 2014)      

EJIS (Iannacci, 2010) (Lewis & Byrd, 2003) (Cho & Mathiassen, 2007) (Brown & Thompson, 2011)   

   (Gal et al., 2008)    

   (Meso et al., 2009)    

   (Okoli et al., 2010)    

   (Khan et al., 2013)    

JIT (Hanseth & Lyytinen, 2010) (Ovrelid & Bygstad, 2019) (Renkema, 1998)    

 (Petter & Margunn, 2006)      

JMIS  (Byrd & Turner, 2000) (Kumar, 2004) (Roberts & Grover, 2012)   

  (Duncan, 1995) (Zhu, 2004)    

   (Chatterjee et al., 2002)    

JSIS (Aanestad & Jensen, 2011)   (Broadbent et al., 1999) (Henningsson & Henriksen, 2011) 

Managing the tension/duality of 

inscribing behaviour into 

infrastructure operations and 

divergent user interpretations 

 

 (Garfield & Watson, 1997)   (Bennett & Weill, 1997)   

 28 (32.94%) 9 (10.59%) 19 (22.35%) 14 (16.47%) 10 (11.76%) 5 (5.88%) 

Total      85 
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Appendix 14: IT incident Publications in Top 8 IS Journals  

Databases Searched: Business Source Complete, JSTOR Arts and Sciences X and Palgrave Macmillan Journals (Between 1979-2017) 

Search terms: Incident, incident management, incident response and failure (in the context of IS post-implementation)  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

No IS Journal  References Incident Aspect  IS component Unit of Analysis Study Type Quantity/ Percentage 
1 MIS Quarterly 

(MISQ) 

 

1. Tan et al., 2016, 'An Exploratory Study of The Formation And Impact 

Of Electronic Service Failures', Mis Quarterly, 40, 1, Pp. 1-A31, Business 

Source Complete, Ebscohost, Viewed 11 February 2017.  

2. Chen et al., 2013, 'Data Model Development for Fire Related Extreme 

Events: An Activity Theory Approach1', Mis Quarterly, 37, 1, Pp. 125-

147, Business Source Complete, ebscohost, viewed 11 February 2017.  

3. Chen et al., 2011. “Correlated Failures, Diversification, and Information 

Security Risk Management.” MIS Quarterly, vol. 35, no. 2, pp. 397–422.  

4. Loch et al., 1992. Threats to information systems: today's reality, 

yesterday's understanding. Mis Quarterly, pp.173-186.  

- Impact of IS service 

failure 

 

 

- Incident data sharing 

 

 

 

- Information security 

risks management  

 

- Information security 

risks and their 

implications  

- Software 

 

 

 

- Data 

(Non-IT incident-

Emergency services) 

 

- Software 

 

 

- Software 

Incident sub-types 

 

 

 

- Activity System 

 

 

 

- Computer network 

(shared vulnerabilities 

between applications)  

- Threat sub-types 

- Theoretical/ Empirical 

qualitative, CIT, field 

survey, logs 

 

-Theoretical/ Empirical 

(application: semi-

structured interviews, 

documents) 

-Theoretical /Quantitative 

 

 

- Empirical, Quantitative, 

Questionnaires, 

4 (36.36%) 

2 Information 

Systems Research 

(ISR) 

1. Yang et al., 2012. “Design Principles of Integrated Information Platform 

for Emergency Responses: The Case of 2008 Beijing Olympic Games.” 

Information Systems Research, vol. 23, no. 3, pp. 761–786. 

- General Incident data 

sharing platform 

development 

- IS design and 

architecture (Non-IT 

incident-Emergency 

services) 

- End user requirements 

 

 

 

- Empirical, Longitudinal, 

Interviews, observation, 

workshop 

1  

(9.09%) 

3 Information 

Systems Journal 

(ISJ) 

 

1. Salo & Frank, 2017, 'User behaviours after critical mobile application 

incidents: the relationship with situational context', Information Systems 

Journal, 27, 1, pp. 5-30, Business Source Complete, ebscohost, viewed 11 

February 2017.  

2. Addas & Pinsonneault, 2015. The many faces of information technology 

interruptions: a taxonomy and preliminary investigation of their 

performance effects. Information Systems Journal, 25(3), pp.231-273.  

- Post-incident impact 

on user/customer 

behavior 

 

- Incident impact on 

individual performance 

(Product dev workers) 

- Software 

 

 

 

- System (Hardware & 

software) 

- User behaviour 

 

 

 

- Incident sub-types & 

individual performance  

- Empirical. Quantitative, 

CIT interviews 

 

 

- Empirical/ Qualitative, 

semi-structured interviews 

and log diaries 

2 (18.18%) 

 

4 

 

 

 

 

 

 

 

 

Journal of AIS 

(JAIS)  

1 Chen et al., 2008. Emergency response information system 

interoperability: development of chemical incident response data model. 

Journal of the Association for Information Systems, 9, 7 

- Incident response data 

sharing and data model 

development 

- Data standards (Non-

IT incident-Emergency 

services)  

- Incident responders 

(Emergency agencies), 

data types 

-Theoretical 

/Empirical ( 

Incident documentations 

review, logs, interviews, 

field notes)  

(not obvious whether qual 

or quant) 

1  

(9.09%) 

 

 

 

5 Journal of Mgmt 

Information 

Systems 

(JMIS) 

1. Sen & Borle 2015. Estimating the Contextual Risk of Data Breach: An 

Empirical Approach. Journal of Management Information Systems [serial 

online]. Fall2015 2015;32(2):314-341. Available from: Business Source 

Complete, Ipswich, MA. Accessed February 11, 2017.  

 

- Data breach and 

security 

- Data 

 

- Risk prevalence -Theoretical/ Empirical 

(secondary data-Document 

review). Quantitative 

1  

(9.09%) 

 

6 Journal of 

Information Tech 

(JIT) 

None None    0 (0%) 

 

7 European Journal of 

Information 

Systems (EJIS) 

 

1. Allen et al., 2014, 'Information sharing and interoperability: the case of 

major incident management', European Journal of Information Systems, 

23, 4, pp. 418-432, Business Source Complete, EBSCOhost, viewed 11 

February 2017.  

2. Poulymenakou & Holmes, 1996. A contingency framework for the 

investigation of information systems failure. European Journal of 

Information Systems, 5(1), pp.34-46.  

- Incident data sharing 

(initial response phase) 

 

 

- Nature of IS 

development & use 

failure, & prevention 

- Data 

(Non-IT incident-

Emergency services) 

 

-System (Hardware & 

software) 

- Existing Social system, 

shared object (1st 

responders/ emergency 

managers) 

- Social nature of IS  

- Empirical, longitudinal, 

Qualitative. Critical 

philosophy. Interviews, 

observations, doc reviews 

-Theoretical, 

positivist/contingency 

2 (18.18%) 

8 Journal of Strategic 

Information 

Systems (JSIS) 

None 

 

None    0 (0%) 

 

Total 

 8 unique aspects     

11 (100%) 



 301 

Appendix 15: IT Incident Management Literature Classification  

Databases: Web of Science Core Collection and IEEE Explore Period Covered: (1979-2017) 
No. IT Incident 

Aspects  

Publications  Research Type & Focus 

 

Quantity/ 

Percentage 

1 Development & 

role of Incident 

management 

systems 

(monitoring 

and reporting) 

 

1. Lee, Y.C., Wu, H.H., Weng, S.J., Huang, Y.C., Hsieh, W.L. and Huang, C.H., 2016. Application of Hospital Information Systems-Construction of an Incident Reporting System. TEM 

JOURNAL, 5(4), pp.530-537. 

2. Maslen and Hayes, 2016. Preventing black swans: incident reporting systems as collective knowledge management. Journal of Risk Research, 19(10), pp.1246-1260. 

3. Kim, J.K., Sharman, R., Rao, H.R. and Upadhyaya, S., 2007. Efficiency of critical incident management systems: Instrument development and validation. Decision Support Systems, 44(1), 

pp.235-250. 

4. Turner, P., 2007. Applying a forensic approach to incident response, network investigation and system administration using Digital Evidence Bags. digital investigation, 4(1), pp.30-35. 

5. Mitropoulos, S., Patsos, D. and Douligeris, C., 2006. On Incident Handling and Response: A state-of-the-art approach. Computers & Security, 25(5), pp.351-370. 

6. Rao, M., Yang, H. and Yang, H., 1998. Integrated distributed intelligent system architecture for incidents monitoring and diagnosis. Computers in Industry, 37(2), pp.143-151. 

7. Jäntti, 2009, March. Defining requirements for an incident management system: A case study. In Systems, 2009. ICONS'09. Fourth International Conference on (pp. 184-189). IEEE. 

8. S. Bhatt, P. K. Manadhata and L. Zomlot, "The Operational Role of Security Information and Event Management Systems," in IEEE Security & Privacy, vol. 12, no. 5, pp. 35-41, Sept. 2014. 

9. Z. Jooma, J. Hutchings and H. Hoagland, "The Development of Questions to Determine the Effectiveness of the Incident Investigation Process for Electrical Incidents," in IEEE Transactions on 

Industry Applications, vol. 51, no. 5, pp. 4245-4254, Sept.-Oct. 2015. 

10. Z. Jooma, J. Hutchings, E. Hoagland and I. R. Jandrell, "The Analysis of an Incident Investigation System," in IEEE Transactions on Industry Applications, vol. 52, no. 6, pp. 5235, 2016. 

11. A. Castro, V. A. Villagra, B. Fuentes and B. Costales, "A Flexible Architecture for Service Management in the Cloud," in IEEE Transactions on Network and Service Management, vol. 11, 

no. 1, pp. 116-125, March 2014. 

 11 

2 Incident 

management 

simulation & 

modelling 

1. Simpson, N. C., and James P. Minas. "Conceptualisation and demonstration of the Incident Controller's Problem." Decision Support Systems 90 (2016): 99-111. 

2. Schulz, A., Mencía, E.L. and Schmidt, B., 2016. A rapid-prototyping framework for extracting small-scale incident-related information in microblogs: Application of multi-label classification 

on tweets. Information Systems, 57, pp.88-110. 

3. Thompson, J.P., Howick, S. and Belton, V., 2016. Critical learning incidents in system dynamics modelling engagements. European Journal of Operational Research, 249(3), pp.945-958. 

4. Wilson, Duncan T., et al. "Online optimization of casualty processing in major incident response: An experimental analysis." European Journal of Operational Research 252.1 (2016): 334-348. 

5. Salah, S., Maciá-Fernández, G., Díaz-Verdejo, J.E. and Sánchez-Casado, L., 2016. A Model for Incident Tickets Correlation in Network Management. Journal of Network and Systems 

Management, 24(1), pp.57-91. 

6. Dusse, F., Júnior, P.S., Alves, A.T., Novais, R., Vieira, V. and Mendonça, M., 2016. Information visualisation for emergency management: A systematic mapping study. Expert Systems with 

Applications, 45, pp.424-437. 

7. Orta, E., Ruiz, M., Hurtado, N. and Gawn, D., 2014. Decision-making in IT service management: a simulation based approach. Decision Support Systems, 66, pp.36-51. 

8. Manivannan, S. and Guthrie, S., 1994. A knowledge-based fatal incident decision model. IEEE transactions on knowledge and data engineering, 6(4), pp.534-548. 

9. Liu, D., Wang, X. and Camp, J., 2008. Game-theoretic modeling and analysis of insider threats. International Journal of Critical Infrastructure Protection, 1, pp.75-80. 

10. N. E. Fenton and N. Ohlsson, "Quantitative analysis of faults and failures in a complex software system," in IEEE Transactions on Software Engineering, vol. 26, no. 8, pp. 797-814, 2000. 

11. V. F. Nicola and A. Goyal, "Modeling of correlated failures and community error recovery in multiversion software," in IEEE Transactions on Software Eng, vol. 16, no. 3, pp. 350-359, 1990. 

12. F. Y. Chin and K. V. S. Ramarao, "An Information-Based Model for Failure-Handling in Distributed Database Systems," in IEEE Transactions on Software Engineering, vol. SE-13, no. 4, pp. 

420-431, April 1987. 

13. J. Wang, D. Rosca, W. Tepfenhart, A. Milewski and M. Stoute, "Dynamic Workflow Modeling and Analysis in Incident Command Systems," in IEEE Transactions on Systems, Man, and 

Cybernetics - Part A: Systems and Humans, vol. 38, no. 5, pp. 1041-1055, Sept. 2008. 

14. N. Shlayan and P. Kachroo, "Formal Language Modeling and Simulations of Incident Management," in IEEE Transactions on Intelligent Transportation Systems, vol. 13, no. 3, pp. 1226-

1234, Sept. 2012. 

15. C. Bartolini, C. Stefanelli and M. Tortonesi, "SYMIAN: Analysis and performance improvement of the IT incident management process," in IEEE Transactions on Network and Service 

Management, vol. 7, no. 3, pp. 132-144, September 2010. 
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3 IS security 

incident 

detection, 

response & 

prevention 

 

1. Casey, E., 2016. Editorial-A sea change in digital forensics & incident response. Digital Investigation: The Int Journal of Digital Forensics & Incident Response, 17(C), pp.A1-A2. 

2. Homem, I., Kanter, T. and Rahmani, R., 2016. Improving Distributed Forensics and Incident Response in Loosely Controlled Networked Environments. International Journal of Security and Its 

Applications, 10(1), pp.385-414. 

3. Huang, C., Liu, J., Fang, Y. and Zuo, Z., 2016. A study on Web security incidents in China by analysing vulnerability disclosure platforms. Computers & Security, 58, pp.47-62. 

4. Bartnes, M., Moe, N.B. and Heegaard, P.E., 2016. The future of information security incident management training: a case study of electrical power companies. Computers & Security, 61, 

pp.32-45. (Empirical) 

5. Line, M.B., Tøndel, I.A. and Jaatun, M.G., 2016. Current practices and challenges in industrial control organisations regarding information security incident management–Does size matter? 

Information security incident management in large and small industrial control organisations. International Journal of Critical Infrastructure Protection, 12, pp.12-26. 

6. Chua, C.E.H. and Storey, V.C., 2016. Dealing with Dangerous Data: Part-Whole Validation for Low Incident, High Risk Data. Journal of Database Management (JDM), 27(1), pp.29-57. 

7. Cohen, M.I., Bilby, D. and Caronni, G., 2011. Distributed forensics and incident response in the enterprise. digital investigation, 8, pp.S101-S110. 

8. Kjaerland, M., 2006. A taxonomy and comparison of computer security incidents from the commercial and government sectors. Computers & Security, 25(7), pp.522-538. 

9. Wiant, T.L., 2005. Information security policy's impact on reporting security incidents. Computers & Security, 24(6), pp.448-459. 

10. Evans, M.P. and Furnell, S.M., 2000. Internet-based security incidents and the potential for false alarms. Internet Research, 10(3), pp.238-245. 

11. White, G.L., 2015. Education and prevention relationships on security incidents for home computers. Journal of Computer Information Systems, 55(3), pp.29-37. 

12. Volpentesta, A.P., Ammirato, S. and Palmieri, R., 2011. Investigating effects of security incident awareness on information risk perception. International Journal of Technology Management, 

54(2/3), pp.304-320. 

13. Line, M.B., Tondel, I.A. and Jaatun, M.G., 2014, May. Information security incident management: Planning for failure. In IT Security Incident Management & IT Forensics (IMF), 2014 

Eighth International Conference on (pp. 47-61). IEEE. 

14. Bejtlich, R., Steven, J. and Peterson, G., 2011. Directions in incident detection and response. IEEE Security & Privacy, 9(1), pp.91-92. 

15. Baskerville, R., Spagnoletti, P. and Kim, J., 2014. Incident-centered information security: Managing a strategic balance between prevention and response. Information & mgmt, 51(1), pp.138. 
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