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ABSTRACT

In this paper a ‘fair’ key generation and certificetion protocol for
Diffie-Hellman keys is proposed, which is intended for use in
cases where neither User nor CA are trusted to choose the User's
key on their own. This protocol also ensures that key agreement
mecdhanism 1 in ISO/IEC 117703 [2] provides ‘fair key
agreament’ [4].

Keywords

Key agreament, commitment, certification.

1. INTRODUCTION

In the multi-part international standard ISO/IEC 1177Q a number
of key establi shment techniques are described. Key establi shment,
as defined in ISO/IEC 117703 [2], is “the process of making
available a shared secret key to one or more entities’, and it can
be subdvided into key transport and key agreament. Key
agreament is “the process of establishing a shared secret key
between entities in such a way that neither of them can
predetermine the value of that key” [2]. This definition implies
that the shared seaet is derived as a function d the information
contributed by or associated with all the ommunicaing parties
such that nore of them can predetermine the value of the key [3,
§122].

Key agreement mechanisms are used in environments where the
communicaing parties, who may not trust one another, wish to be
sure that a sesson key used to proted communications between
them is derived so that neither of the communicating parties can
predetermine part or al of its value. As briefly discussed in [4],
the mechanisms described in ISO/IEC 117703 [2], clause 6, and
117702 [1], clauses 5.5 and 56, do nd provide ‘fair key
agreement’, as they do nd prevent one of the cmmunicaing
entities from choasing part of the shared seaet key.

The basic idea behind most key agreement protocols, and
cetainly al the protocols described in ISO/IEC 1177Q is that
both parties provide a‘'key comporent’, and the two comporents
are ombined in some way to give the key. The method wsed to
combine the cmporents is typicdly a one-way function. As

mentioned in ISO/IEC 117703 [2], certain cheds, depending on
the particular key agreement mechanism and/or cryptographic
functions used, shoud also be enforced to prevent the use of wek
values (key comporents).

However, in the medhanisms in the @ove standard, neither the
use of a one-way ‘combiner’ function, nor these deds can
prevent one aitity gaining an advantage over the other. Suppcse,
asisthe cae with most such schemes, one antity (A say) sends its
comporent to the other entity (B say) before B sends its
comporent badk to A. There is then nahing to stop B from
working on the key comporent receved from A prior to choasing
its own comporent, allowing B to choaose part of the shared seaet
key. Spedficdly, ‘if B is prepared to perform approximately 2
computations of the one-way function wed to combine key
comporents prior to sending a resporse to A, then B will be &le
to choose s hits of the shared seaet key' [4]. The mmputation o
the combinations has to be performed within the limited spaceof
time that B has prior to sending aresporse bad to A. Yet, if afast
hash function, such as SHA-1, is used to combine mmporents, B

may be @le to test as many as 10% —10° key comporents in a
sewnd @ so, dlowing him to choose & many as 16 bts of the
shared seaet key.

Before proceading we @nsider why alowing one of the two
entities to choaose afew hits of the shared key might be athrea.
Suppase antity B has agreed to all ow party C to have accesto his
keys for key remvery purposes, but B does not wish to let A
know. Moreover, dthough this could be adieved by having B
pass a @mpy of every key to C, this is potentiadly costly in
communicaions and storage, and B and C wish to find an
aternative. Suppase that the keys agreed between A and B are 64
bits long. Then, using esentially the same technique & described
in [4], B may be in a position to chocse every key shared with A
such that the last 16 Lts are afixed function (known orly by B
and C) of the first 48 kits. When C wishes to recver a key, C

needs only test at most 248 posshiliti es for the key (e.g. using a
known plaintext/ciphertext pair).

2. THE COMMITMENTS SOLUTION

To avoid the &ove problem, the use of commitments is proposed
in [4]. The nation d commitments in cryptographic protocolsis a
well-established ore, particularly in the ontext of zero-
knowledge protocols (see for example, [3]). By a commitment
here we mean the disclosure of a value by an entity which binds
that entity to a related value, without reveding that related value
(in some mntexts the disclosed value is referred to as a withess).
The main ideabehind using commitments to make key agreament
schemes fair is to ensure that both parties choose their own key
comporent before seéng the other party’s comporent. This is



achieved by requiring one entity, say B, to hash its key comporent
using a one-way hash function, and to send the resulting hash-
code & the commitment to the other entity, say A, before A sends
its own key comporent to B. Asauming that the key componrent
contains aifficiently many bits, A canna cdculate B's key
comporent before choasing its own. Therefore, A has to generate
and send its own key comporent withou sedng the exad value of
B’'s comporent. After that B can passits key comporent bad to
A, who heshes the value and chedks whether the two hashed
values match.

Most of the standardized key agreement mechanisms with joint
key control described in ISO/IEC 1177062 [1] and 117763 [2]
can easlly be aapted, using commitments, to provide ‘fair key
agreament’. However, of the seven key agreament methods
spedfied in ISO/IEC 117703, the use of the commitment-based
solution ory applies to four of them; it does naot work for the
mechanisms involving use of pre-established key agreement key
pairs (key agreament mechanisms 1-3in ISO/IEC 1177G3). The
main reason is that if one of the communicaing parties has a
pubic key agreement key certified by a CA, the other party can
work on it for a long period d time before choasing its key
comporent.

The purpose of this paper is to consider key agreement
mechanism 1 in ISO/IEC 1177063 and provide asolution to the
‘fair key agreement’ problem for this <heme. The proposed
solution could more generally serve @& a ‘fair cetificaion
protocol’ for Diffie-Hellman keys where the User does not choose
his private key, but neither is the private key released to the CA.
The mechanism could be deployed in environments where neither
the CA nor the User trust ead ather to choose the User’ s key.

3. KEY AGREEMENT USING PUBLIC

KEY CRYPTOGRAPHY

In the key agreament mechanisms described in ISO/IEC 117703
[2], both communicaing parties contribute to the shared seaet
key, which is computed as a one-way function d the key
comporents that the parties have dosen. The requirements for
use of the mechanisms are given in ISO/IEC 1177033 clauses 5
and 6 Most importantly, entities A and B using one of these
protocols must have areed ona function F:H xG - G, with
the foll owing properties.

1 F satisfies the commutativity
F(ha,F(hg,9)) =F(hg,F(ha,0)).

2. Itiscomputationally intradable to find F(h, F(hy, g))
from F(h,g), F(hy,g) and g. This implies that
F((Jg) isaone-way function.

condtion

Also A and B must share a1 element g in G, which may be
pubicly known, and A and B must be ale to efficiently compute
vaues F(h,g) and generate randam elements in H. One

‘obvious’ candidate for F is to chocse alarge prime p, put
G=Z,,put H :ZE, let g be aprimitive dement moduo p, and
define

F(h,g)=g"modp

The seven key agreement mechanisms edfied in ISO/IEC
117703 [2] can bedivided into three d¢asses.

e In ore scheme (mechanism 1) the shared seaet key is
generated as a function o the two parties pre-established
key agreament keys. According to mechanism 1 two entities
A and B nonrinteradively establish a shared seaet key using
their key agreement key pairs. Use of the mechanism requires
ead entity X to have aprivate key agreement key hx in H

and a puldic key agreement key pyx =F(hy,g), and badh

entities to have an authenticated copy of ead ather's pubdic
key agreement key [2, clause 6.1]. The mechanism involves
the foll owing steps:

1. A computes, using its own private key agreament key
ha and B's pubic key agreement key pg, the shared

seaet key as K pg=F(ha, Pg) -

2. B computes, using its own private key agreement key
hg and A’'s public key agreement key pa, the shared

seaet key as K pp=F(hg, pa) -

e Intwo schemes (mechanisms 2 and 3 the shared seaet key
is generated as a function o one party’s pre-establi shed key
agreament key, and the other party’s dynamicdly generated
componrent.

e In the other four schemes (mechanisms 4-7) the shared
seaet key is computed as a function o two dynamicdly
generated comporents, one for ead party.

As dready discussed, the ‘commitments’ solution orly applies to
the third classof medchanisms. The fairness problem arises in the
first classof mechanisms becaise one party may seled higher key
agreament key pair so as to choose part of the key shared with
another spedfied entity. Suppcse etity A gets and pubishes its
pubic key agreement key. When B chooses its key agreement key
it can ensure that the key established between A and B has certain
properties. Of course, B has no control over keys established
between himself and aher entities, so the problem is restricted in
scope. Nevertheless B patentialy has a long time in which to
work on A’'s key before choasing its own, and in this resped the
problem is worse than for mechanisms 4—-7. We now propose a
solution to the first class of medhanisms, based on the idea of
preventing a user choosing higher key pair, whilst preserving the
seaeqy of the user's private key.

Finally note that we do nd have asolution to the problem for the
seond class of mecdhanisms. This case gpeas particularly
intradable, and if the lad of ‘fairness is a major problem then a
mechanism from one of the other two classes oud be used.

4. A FAIR CERTIFICATION PROTOCOL
We present a protocol between an entity and a CA which provides
the entity with a private key and a cetified public key, where the
user cannat chocse higher private key but also no dher entity
(including the CA) knows the private key. Use of the proposed
cetificaion and key derivation medchanism reguires the User and
CA to share aseaure channel and have agreed a moduus (a large
prime number p), an element g of large multiplicative order q
moduo p, and a mlli sion-resistant hash-function h. The values p,
g and h would typicdly be shared by alarge domain of users, and
could be distributed as part of an implementation o the scheme.
Alternatively, the agreament of these values could be dore using
one of the medhanisms propcsed in [3, §134]. The proposed
protocol consists of the foll owing steps.



e The User chooses a private key comporent x, computes
h(g*), andsendsit to CA.

u oMY ca

e CA choeses a semnd pivate key comporent y, and aso
computes y~1 modq . The CA sendsy to the User.

u 20 cA
e The User computesits private key as xymodqg and sends its
pubdickey g tothe CA.

uofi_.ca

«  The CA computes h((g?¥)¥™") and chedks that the result
equals the value sent by the User in the first message. If the
ched is successul CA accepts g as the pulic key of the
User, catifiesit, and returns the cetificate to the User.

U 5990 ca

It is smple to verify that the User canna choose the private key
xy, and also that the CA does nat know xy. Use of this protocol for
the establishment and cetification d all the users' key agreament
keys ensures that a User cannat influence akey established with
another User. In other words, the protocol prevents the User
choaosing his key agreament key to have cetain spedfic properties
[4]. Thus, in particular, B will not be &le to chocse part of the
shared seaet key established between A and hmsdlf, even if B has
along time to work on A’s pulblic key agreament key. However,
dthough the User canna control the generation o his key
agreament key, the User’s privagy is proteded as neither the CA
nor any other entity get knowledge of the generated private key
agreament key. It is aso clea that, through the use of
‘commitments’, the CA cannat chocse part of the final key. This
mechanism, as mentioned ealier, could more generaly serve & a
fair cetificaion protocol for Diffie-Hellman keys in cases where
neither User nor CA is trusted to chocse the User’s private key
‘ontheir own’. Aslong as one party’s contribution is random, the
resulting key will be ‘good.

The value of g will typicdly be fixed for a particular applicaion.
If the multiplicéive order of g (q say, where gq|(p-1)) is non
prime, aswould be the cae if g were chasen to be primitive, then
the User can have an influence on the value of their private key,
albeit at the mst of choosing arather ‘week’ key. To seehow this
might arise, suppcse r is a small prime dividing g. The user now

chooses x so that g* has order r. This is eaily achieved by
choasing a randam value z (0<z<r) and puting x=zq/r.

Whatever the CA chooses as the value 'y, the final private key will
be one of aset of r possble values.

To avoid this pathologicd case it is necessary to chocse q to be
prime, and also for the CA to check that g* #1.

5. CONCLUSIONS

In this paper a new fair cetificaion protocol was described,
which enables a User to be provided with a cetificae for a Diffie-
Hellman pubic key such that the User does not choose hislher
private key, but neither is this private key known to anyone other
than the User. This protocol provides a solution to the fair key
agreament problem for one of the three standardised mechanisms
in ISO/IEC 1177063 to which the commitment based solution
does not apply.
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