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I ntroduction

Conduwting business over open, inseaure networks, such as the Internet, has
introduced a number of potential seaurity hazards. In the pre-computer era, those
invalved in buying and selli ng relied ona number of social ‘mechanisms’ for seaurity.
These included, for instance, face-to-face recognition d one's coll eagues, reliance on
the introduction d strangers by people we know, assurance obtained from the use of
hand-written signatures, faith in the privacy of letters inside sealed envelopes, and the
concept of hading a seaet conwersation behind closed doas. When e-commerce
transadions are @nducted owver open networks then these sociad medianisms
disappea and many new opportunities for fraud are aeaed. For example frauds may
occur in transadion systems by people impersonating legitimate users and gaining
improper access or by hackers gaining accessto criticd data which is held online
and, cepending on the environment, either reading, atering or destroying it.
Similarly, urless appropriate precautions are taken, anyone storing information ona
database may not be ale to control who else has accessto that information. Thus
anyone sending information over a pulic network or storing it on a database shoud
ask themselves:

* Am| happy for other people to real the cntents?

If the answer is YES then there is no problem, bu if it is nat then they may need to
ask:

* How can | stopthem?

*  What doesit cost to stop them?

* Isthere ay legal restriction onwhat | can doto stop them?
* Do | nead adknowledgement of delivery?

Similarly there ae a number of questions which the recipient of transmitted
information may need to ask him or herself. They include:

* AmI confident | know the identity of the sender?

* Am | happy that the message recaved is identica to the one sent by the
originator?

 Am | concerned that the sender may later deny sending the message and/or claim
to have sent a different one?

Clealy the precise seaurity needs of any particular company depend on its
perceptions of its vulnerabiliti es and haw it manages the risks. However, in general
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terms, information seaurity relates to the provision d CIA: Confidentiality, Integrity
and Avail abili ty.

Confidentiality is concerned with preventing unauthorised users reading information
to which they are nat entitled. Integrity is abou ensuring that things are & they
shoud be. In particular, the provision d data integrity usually implies providing a
method d deteding unauthorised modifications of data, e.g. changes, deletions,
additions and replays. Availability is abou ensuring that a system’s srvices are
aacessble on demand by authorised entities. One particular asped is the prevention
of denial of service atads.

In the wntext of e-commerce transadions, users may wish their credit card details
and/or information abou what they are buying to be proteded from eavesdroppers,
merchants may nat want anyone to know the discourts offered to various customers,
and financia institutions must proted the acourt details of their customers. Thus
there are certainly some cnfidentiality issues which need addressng. However, the
major concerns are probably related to chedking the identify of users, the avail abili ty
of networks, and proteding the integrity of information.

Cryptographic solutions

Various faurity mechanisms are avail able for the provision d confidentiality and/or
dataintegrity and a number of these invalve the use of cryptographic dgorithms. We
now give abrief introductory overview of cryptography withou restricting ourselves
to e-commerce gplications.

Cryptography is a useful tod in the provison d seaurity and, in addition to the
confidentiality and dbta integrity, cryptographic dgorithms can be used to provide
user authentication and nonrepudation.  Furthermore, cryptography based
chall enge-response protocols are now commonly used to improve access control by
the introduction d, for example, dynamic passwords.

The dfedivenessof each of these ayptographic servicesis, of course, dependent on
the strength of the dgorithm, together with the physical seaurity of the hardware.
However, the accompanying key management procedures are equally important.

Key k(E) Key k(D)
Cryptogram l
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Figure 1 - A Cipher System

The idea of a dpher system, shown dagrammatically in Figure 1, is to dsguise
confidential information in such a way that its meaning is unintelligible to an
unauthorised person. The information to be conceded is cdled the plaintext (or just
the message) and the operation d disguising it is known as enciphering or
encryption. The enciphered message is caled the ciphertext or cryptogram. The
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messge is <rambled by using an encryption algorithm and the ayptogram will
depend on bah the message and an enciphering key k(E). In order that the redpient
can oltain the message from the ayptogram there has to be adeciphering algorithm
which, when seeded by the gpropriate deciphering key k(D), reproduces the
plaintext from the dphertext.

Even if they know the dedphering algorithm, any third party that intercepts the
cryptogram will nat, in genera, knowv the deciphering key and it is this ladk of
knowledge that, it is hoped, will prevent him from knowing the plaintext.

In pradice most attadks invalve trying to determine the dedphering key because, if
succesdul, the interceptor will then have the same knowledge & the intended
redpient and will be @le to dedpher all other communicaions until the keys are
changed. However there may be instances where an attadker’'s le objective is to
read a particular message.

One important fact shoud aready be clear from our introduction. That is, knowvledge
of the deaphering key is not necessry for generating the dphertext from the
message. This smple observation hes led to a natural division into two types of
cipher systems.

A cipher system is cdled conventional or symmetric if it essy to deduce the
dedphering key k(D) from the enciphering key k(E). However if it is
computationally infeasible to deduce k(D) from k(E) then the system is cdled
asymmetric or a public key system. The reason for distinguishing between these
two types of system shoud be dear. In oder to prevent an interceptor with
knowledge of the dgorithm from obtaining the plaintext correspondng to intercepted
ciphertext it is esentia that k(D) shoud be seaet. Whereas for a symmetric system
this necesstates that k(E) shoud also be seaet, if the system is asymmetric then
knowledge of k(E) is of no pradicd useto the atadker. Indeed it can be, and dtenis,
made pulic.

Symmetric Algorithms

Although the statements made in the last paragraph may appear to be simple and self-
evident, their consequences are far reaching. In Figure 1 our diagram assumes that
the sender and recipient have amatching pair of keys. It may, in pradice be quite
difficult for them to readh this stuation. In fad the general problem of key
management, which includes key generation, dstribution, storage, change and
destruction, is one of the most difficult aspects of obtaining a secure system. The
problems associated with key management tend to be different for symmetric and
asymmetric systems. If the dpher is symmetric then there is a need to able to
distribute keys whil e kegoing their values scret. If the dpher is asymmetric thenit is
possble to avoid this particular problem. However it is then replaced by a different,
but not necessrily easier, problem. When an asymmetric dpher is used to provide
confidentiality, it is absolutely crucial that the sender is aure that the enciphering key
Is authentic, in the sense that they have wmplete confidence in the identity of its
owner. The problem of guaranteeing the authenticity of enciphering keys for a pubic
key system shoud na be underestimated and frequently involves the use of so-cdled
trusted third parties.

One @nsequence of accepting that an attader will know the dgorithm is that we
have to assume that the only information which dstinguishes the genuine redpient
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from the interceptor is knowledge of k(D). Thus the seaurity of the system is totally
dependent on the secrecy of the dedphering key. This reinforces our earlier assertion
abou the importance of good key management.

We must stress that assesgng the security level of a cipher system is nat an exad
science All assesgments are based uponasaumptions, na only on the knowledge
avail able to an attacker but also onthe faciliti es avail able to them. The best genera
principle is, undoultedly, when in douli assume the worst and/or err on the side of
caution. It is aso worth stressng that, in general, the relevant questionis nat ‘is this
an exceptionally secure system? but, rather, ‘is this system seaure enough for this
particular application? It is also important to consider how else the information
might be exposed when trying to assess the level of cryptographic protedion it
warrants. A frequently quaed ill ustration concerns credit card details which are
frequently transmitted in clear over telephore links and are entrusted to shop
asgstants, waiters etc.

Key Searches

If we asume that our dedphering algorithm is known then there is one obvious
method d attadk avail able to the interceptor. They could, at least in theory, try each
possble dedphering key and hope that they identify the corred one. Such an attack is
cdled an exhaustive key search. Of course such an attadk canna possbly succeeal
unless the datadker has ome way of remgnising the crrect key or, as is more
common, is a least able to eliminate some obviously incorrect ones. If, for instance,
some orrespondng plaintext and ciphertext is known then it is clea that any choice
of k(D) which daes nat give the crrect plaintext for al the mrrespondng ciphertext
canna possbly bethe wmrread key.

We ae drealy in a paosition where we can begin to give some very basic aiteria for
asessng the suitability of a given cipher system for any particular applicaion. The
designers will (or, at least, shoud) know the size of their key space ad, if they make
asumptions abou the speed with which an attadker could try eadh key, they can
estimate the expeded time for an exhaustive key search to reved the key. If thislatter
timeis unaccetably short then the system is clearly too weak.

As an example of the time needed for key searches we note that it is posgble to buld,
for a st of abou US $130,000.a purpose-built madhine that will complete a56-bit
key seach, (for a specific symmetric dgorithm known as DES), in lessthan 10 dys.
Anyone who intends to use DES needs to be avare of these fads and deade whether
they make DES too wedk for their application.

Practical Systems

There is atheoreticdly unlre&able apher. It is cdled the one-time-pad and can be
used to proted any message. However it has the property that the key has to be &
long as the message and each key shoud be used orly once This forces very strict
key management control restrictions and makes it unusable for most pradicd systems
with alarge number of users.

Since the one-time-pad is (esentialy) the only unkresable dpher system but is
unusable on large networks, it is an inescapable fad that almost al cryptographic
systemsin use today are theoretically bresable. Fortunately this does not mean that
messages cannat be transmitted secretly, and the reason is the emphasis on the word
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theoreticdly. Clealy it does not meatter if an attacker can determine your secret
dedphering key in, say, a year if you ony require secrecy for a day or so.
Unfortunately it is difficult to ascertain whether or not this soondcriteriais stisfied.
Thisiswhy designing goodencryption algorithmsis difficult.

Digital Signatures

The fundamental ideabehind a puldic key cipher system is that ead user has a secret
key that is avail able only to them and a pulic key that is known by everyone. Earlier
we asmed that the pulic key would be used to encrypt messages that only the
owner of the mrrespondng secret key can decrypt. However, it isalso passbleto use
a puldic key system to provide digital signatures. A digital signature is a
cryptographic checksum which can be gopended to a message to asaure the receiver of
the identity of the sender and that the message has not been dtered in transit. The
sender must be the only one &le to generate avalid signature for a message, whereas
al users, or at least al users within adefined group, must be ale to chedk whether or
not asignatureisvalid.

A digital signature can also be retained by the redpient as evidence to convince a
third party that the message originated from the dleged sender. Since adigital
signature has to identify the user uniquely it must depend on a secret parameter
avail able only to that user. This requirement makes it natural to try to use the secret
key of apullic key system as that parameter.

Can Public Key Systems be Secure?

The theory behind pubic key systems often beffles the non-mathematician who asks
‘how is it possble to know the pubdic key used for enciphering but for it to be
computationally infeasible to reverse the processto decipher the message? Although
this may soundimplausible there is an analogy which may help explain it. Suppce
that you and afriend were in a dosed room with notelephore. Suppase dso that you
both have copies of the Londontelephore diredory. Your friend takes the directory
and looks up someone’s telephane number. They then tell you the number and ask
you the name and address of the person. You knav exadly what they have dore.
Neverthelessyou might find the prosped of reversing the process ®mewhat daunting
and might even be prepared to regard it as infeasible. Of course, you knav exactly
how to reverse the process You could, for instance, start at the first page and work
your way through all the names until you found the corred number. It is not the
theoreticd difficulty that deters you bu the sheer magnitude of the task. Indeed, if
your friend had used the directory for a small company, you might have accepted the
challenge with optimism.

A mathematicd function is sid to be one-way if it is easy to perform but
computationally infeasible to reverse. The one way functions used in pubic key
cryptosystems tend to involve number theoretic concepts. The simplest example of
such a function is the multiplicaion o two integers. While it is graightforward to
compute the product of any two integers it is much harder to fador a large number,
i.e. to find the numbers which multiply together to give this larger number. Precisely
how difficult it is, is not relevant to an article like this. The relevant fads are that
fadoring is easy for small numbers and, in some sense, gets more difficult as the
number gets larger. In theory we know how to factor all integers but the time
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required for a computer to perform the task becomes astronamic &s the size increases.
(Note that thisis predsely the same situation as for the telephane directory analogy.)

The Use of Number Theory

The two most commonly used pulbic key algorithms are known as RSA and El
Gamal. Wewill not discussthem in detail. However, they both use number theoretic
tedhniques and this has a number of pradical consequences. The first is that they
need to operate on large block sizesto be seaure. As an example, the block size for an
RSA application is influenced by the likelihood d an attacker having the resources
and capabili ty to factor a number of that size and being willi ng to commit them to the
task. Clealy the precise size of the block depends uponthe gpli cation and the value
of the data being proteded. However, it is frequently very difficult to arrive &
redistic assesanents. The last fifteen years have seen unpgrecedented advancementsin
fadorisation.

Most RSA systems have block sizes of at least 512 bts. Many people feel that, for
high value transactions, thisis dangerously small and Hock sizes of 640, 768, 102410
even 2048are nat uncommon. Not surprisingly, increasing the block size increases
the computations involved and public key systems tend to be significantly slower that
their symmetric courterparts.

As aresult they are not usually employed to encrypt long passages of text. Their main
applicaions are digital signatures and as key encrypting keys for systems which use
symmetric dphersto encrypt data.

Attacks on Digital Signatures

The basic principle of a digital signature scheme is that eadh user has a seaet value
that only they can use, and whaose use is accepted for identifying them. However,
correspondng to each secret key is a pubdic key that can be used to confirm that their
seaet key was used. If an attadker wishes to impersonate agenuine user then two
obvious methods are to attempt to:

obtain the use of that user’s secret key
substitute their own pubic key for that of the genuine user.

In the first scenario they are forging a signature in the sense that they are producing
the same signature value that the genuine use would have produced. In the second
scenario they are dtaching their own signature but that signature is accepted as
genuine because verifiers will use the wrong public key.

Obtaining use of the secret key

If an attacker isto oltain the use of someone dse’'s ecret key then they must either
gain knovledge of that secret key or obtain use of asigning device which containsit.

The most obvious attadk is probably that of trying to compute the secret key directly
from the puldic key. Using suitably chosen algorithms and large keys prevents this.
However, the key generation processmay be an easier target for would-be dtaders,
and the importance of this process sioud na be overlooked.
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There ae various levels of physical seaurity that can be provided for seaet keys, and
these may include tamper-resistant feaures of the devices in which the keys are stored
and/or physicd features of the locaions where the devices are stored.

Most of the problems associated with proteding the secret key are those that face dl
users of cryptography and, as aresult, are not unique to pulbic key systems.

Substitution of public key

In order to provide users with the aility to oltain authentic copies of other users
pubic keys most systems rely on Certificates and Certificaion Authoriti es.

Certification Authorities

A Certification Authority (abbreviated to CA) is a trusted entity that issues
ceatificates which bind an entity E to its puldic key value PKg. Each certificae
consists of a message @ntaining E's identity and E’s pulic key value, digitally
signed by the CA. Anyonewhoisin passsson d E’s certificate and the CA’s pubic
key can nowv obtain asaurance of the authenticity of E's puldic key by verifying the
CA'’s sgnature on the certificate. I1f someone daims to be E then this can be verified
by sending a ‘challenge’ to E, and where the resporse from E is a signed message
containing the dalenge. It isimportant to ndicethat it is not the possesson d the
ceatificate which establishes E’s identity but, rather, the use of the seaet key which
matches the pulic key value in the certificae.

This slution to the seaure pubic key distribution problem is attradive because the
overhead invoved for users is minimised: the seaure distribution d al users
authentic pulic keys is reduced to the secure distribution d one CA’s authentic
pubdic key. However, users are required to trust the CA to sign orly bora fide
catificates. Provided thistrust is justified they can have @nfidencein the identity of
the owners of pullic keys and thereby avoid impersonation attads.

Revocation

In most systems, it is unreasonable to exped that the private keys of users will never
be compromised o that there will not be other reasons for wishing to invalidate an
existing cettificate. Therefore it is necessary to have amedhanism in place so that
users can revoke their certificaes.

Since the CA is a trusted entity and is resporsible for produwcing certificates, the
burden for maintaining this revocaion medanism usualy falls on the CA. One
revocdion ndification mechanism typicdly takes the form of a catificate revocaion
list (abbreviated to CRL) —thisis smply alist of the revoked cetificates all signed by
the CA. The list is either stored in a pulic directory maintained by the CA or
distributed dredly to users.

Eacdh time auser wants to rely on a certificae, it must check that it isvaid. Thus, if
CRLs are implemented, users may neal to accessthem frequently.

Cross Certification

Typicaly, the CA’s pulic key will be given to E at the same time that E gets a
catificate. However, in systems where more than ore CA is operating, E may aso
need accessto the pulic keys of the other CAs.
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In pradice it will beimpradicd for E to visit all the other CAs to colled their pulic
keys. Instead E's CA may cross certify the pulic keys of the other CAs.

In this approach, the CA obtains the pulic keys of the other CAs and gives copies of
the keys to E, either by handing them over in person, or by isaling specia authority
cetificates binding eat CA to its puldic key.

A related approach is to implement a hierarchy of CAs. Here high level CAs certify
lower level CAs. Now al E needsto verify any entity’s certificate is the pubdic key of
the highest level ‘root’ CA and atrail of authority certificates leading to the entity’s
cetificate.

Some Problems

The theoretica model works provided that each CA is trustworthy. However, a
number of obvious liability isues arise. Who is liable if, for instance a fraudster
manages to con a respectable CA into issuing him with a certificate? (Note that many
people who dace reliance on the cetificates will have no dred relationship with that
CA)

An even more fundamental issue concerns the legal status of a digital signature. In
many situations there is no pant in relying on dgital signatures unlessthey represent
a binding commitment by the signer. Most courtries are now contemplating the
introdwction o some form of digital signature legislation. However, there is no
guarantee that their solutions will be mutually compatible.

An Application

In order to ill ustrate the patential of certificaes we will now show how two people
with public key certificates from the same CA can establish a @mmon secret sesson
key for asymmetric dgorithm such as DES.

We asaume that two users, whom we cdl A and B, generate their own pubic, seaet
key pairs for a pubic key system. We denote A’s key pair by PKA and SKA with a
similar notation for B.

Eadh of them goes to the certificaion authority and, after establi shing their identiti es,
Is given a wpy of the CA’s pulic key plus cetificaes, CERT, and CERTg
respedively. Eadh o these certificates contains the respedive user’s identity and
their pulic key value andis, of course, signed with the CA’s scret key.

If A now wishes to establish a DES key with B then they might foll ow the following
protocol:

* B sends CERTg to A, who wses the CA’s pulic key to check the signature and,
asuuming it is correct, now has an authentic copy of B’s pulic key.

* A generates a DES key and encrypts it with B's puldic key. A then signs this
encrypted value, together with the identity of B, with its own private key. The
result is snt to B together with a copy of CERT a.

B uses their copy of the CA’s pulic key to ched the signature on CERTA and,
provided it agrees, now has an authentic copy of A's pulic key. B uses thisto verify
the signature on the encrypted key value and, provided it agrees, is now confident that
the encrypted key came from A. B then uses his own secret key to deaypt the
receved value and oliain the key. Clearly B now knows the key and is confident that
it came from A. However, A used B's pubic key to encrypt the key, so A is confident
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that only B can decrypt it. Thus, a the end d this exchange of messages, bah parties
share acommon key and are @nfident that they are the only two people who knav
the key.

However, ore thing that is not provided is ‘fr eshness, i.e. B has ho way of knowing
whether the message from A is newly generated or is a replayed copy of an dd
message. An interceptor who has obtained the key it contains might replay an dd
message — the interceptor will then be &le to read secret messages nt by B
encrypted using this ‘old’ key. This problem can be avoided in a number of ways,
e.g. including the date and time in the encrypted message sent by A, athough thisis
just one apeda of the much larger topic of secure protocol design.

Conclusion

In this dhort article we have provided a basic introduction to cryptography, ill ustrated
anumber of pracdical applicaions and hinted at some of the problems associated with
establi shing a secure network. Information Seaurity is an area of tremendous interest
whose importance increases daily. It is likely to impact on the success of e
commerce
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For amuch more detail ed treatment of the subjed, by far the best bookis:

* A. Menezes, P. van Oorschat, S. Vanstone, Handbod of Applied Cryptography,
CRCPress 1997.



