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Abstract 

The public policy debate over the degree to which citizens should be permitted access to encryption, 

to technology capable of placing their secrets beyond the reach of their governments, is known as 

the ‘crypto wars’. In the 1990s, the state recognised that citizens required digital cryptography for 

protection against myriad online threats, but also that such technologies may impede its ability to 

discover illegal acts. The state feared that should its investigative abilities erode, an ungoverned 

online domain akin to a fortified citadel for criminality, terrorism and child abuse could emerge. In 

order to reconcile the need for digital security and government investigatory capabilities, President 

Clinton introduced the key-escrow policy, whereby the state would provide citizens with powerful 

encryption software whilst retaining decryption capabilities. The key-escrow initiative ultimately 

failed - the determinant reason for its discontinuation is unknown. This literature gap is caused by 

the reluctance of Clinton administration officials to discuss the topic, and the interdisciplinary 

nature of the subject, which requires an unusual mixture of knowledge across diverse fields 

including computer science, politics, and history.  

This thesis argues that industry objections were the determinant factor in key-escrow’s 

discontinuation. Whilst the emergence of non-commercial encryption, and constitutional challenges 

to the cryptography regulations were factors, they were comparatively inconsequential next to 

industry’s argument that key-escrow would curtail the global growth of US technology companies. 

This thesis will argue that key-escrow’s demise was a defining moment in the history of civil 

liberties. As the underlying issue of managing sometimes conflicting citizen rights in digital-age 

surveillance policy remains unsolved, this study will aid policy makers who now navigate this 

challenge. Closing this literature gap provides insights to today’s law makers that will help prevent 

them from emulating a technology governance policy that has already proved infeasible. 
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Key Terms 
Term Description

Crypto Wars The policy contestation over the degree to which citizens should be permitted access to encryption 
technologies.

Cryptography The discipline of secure communications techniques including methods for achieving confidentiality, data 
integrity, source authentication, and non-repudiation.

Cryptanalysis The discipline of attempting to decipher an encrypted message without the decryption key.

Cryptology The overarching science of cryptography and cryptanalysis.

Encryption The process of using an algorithm and an encryption key to turn plain text, or any data stream, into cipher 
text. Reversing the process requires the correct decryption key.

Exceptional 
Access

A method for government to access data that would otherwise be encrypted. Colloquially referred to as a 
‘backdoor’.

Cipher text The output of a message that has been encrypted, this is an unintelligible data stream that can only be 
returned to plain text by the decryption key (unless cryptanalysis is able to identify a flaw in the encryption 
algorithm or its implementation, or the attacker is able to guess the decryption key by exhaustively trying 
every possible key).

Public Key 
Encryption

A method of encryption which requires a pair of encryption keys: a ‘public’ key which is used for encryption 
and does not need to be kept secret, and a paired ‘private’ key which is used for decryption and must be kept 
secret.  

Public key encryption’s primary use case is to enable parties who have never before interacted, such as 
disparate internet users, to establish a secure mechanism to exchange keying material, enabling the 
subsequent instigation of an encrypted communications channel. Before public key encryption was developed 
in the mid-1970s encrypted communications were limited to parties who had previously physically shared 
encryption keys (for instance, via couriers). Today, public key encryption underwrites the internet’s security 
model.

Key-escrow The practice of the government, or another third party, holding decryption keys capable of converting a user’s 
encrypted text to plain text.

Key-recovery Refers to the process of recovering the necessary keys for decryption; sometimes used as a synonym for key-
escrow. 

Later iterations of the Clinton administration’s key-escrow policies were branded as ‘key-recovery’ (see 
section 6.4). This was partly to distance the policy efforts from previous failed iterations, but also to reflect 
that non-government entities may design and operate key-escrow systems, from which the government would 
‘recover’ decryption keys when a legal warrant was obtained against the owner of the relevant device. 

The Clipper 
Chip

The Clinton administration’s implementation of key-escrow. The Clipper Chip was installed into computers at 
point of manufacture.

Skipjack The Clipper Chip's encryption algorithm, designed by the US National Security Agency (NSA).
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Cryptography is like literacy in the Dark Ages.  

Infinitely potent, for good and ill, 

yet basically an intellectual construct 

which by its nature will resist efforts  

to restrict it to bureaucrats & 

others who deem only  

themselves worthy  

of such privilege. 

- A Thinking Man's Creed for Crypto 

Vin McLellan  1

 Vin McLellan, ‘A thinking man’s creed for crypto’, Michigan Institute of Technology (no date) <https://1

web.archive.org/web/20201124121059/https://ocw.mit.edu/courses/electrical-engineering-and-computer-science/6-805-
ethics-and-the-law-on-the-electronic-frontier-fall-2005/readings/read_tlp4/> [Accessed 24 November 2020] (original 
source and date unknown; likely written late 1980s / early 1990s).
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Chapter 1: Introduction 

This chapter aims to position the crypto wars in their historical perspective, with particular focus on 

the socio-political context. This chapter will explore how academic and industry cryptologists of the 

1960s and 1970s foresaw the evolving technological climate, and its implications for the citizen-

state power balance, and how they sought to counter the perceived danger of a surveillance state. 

The author will examine the neoliberal deregulatory principals Clinton inherited from Reagan, 

which were violated by the Clinton administration’s preservation and advancement of cryptography 

market regulations. Further, the security climate of the era, a climate which coloured key-escrow, 

and broader encryption policy decisions, will be explored. A literature review of the crypto wars and 

the key-escrow policy is included within this chapter, as is a historiographical assessment of the 

challenges of studying this topic, and the reasons for the literature gap that this thesis seeks to fill. 

Finally, this chapter will outline the structure of this thesis, and document the methods and sources 

employed in producing this research.   2

1.1 The Key-Escrow Policy 

The crypto wars are a significant component in the contestation between the citizenry and state as to 

how civil liberties will manifest in the digital domain, and thus the twenty-first century. This 

contestation manifests through digital cryptography regulations. Such regulations have the oft 

conflicting aims of protecting citizen’s digital data, and thus preserving their constitutional rights 

such as freedom of speech, and providing an exceptional access method for law enforcement. 

Veering to the extremes of encryption policy on either side could drastically change the balance of 

power between citizen and state. Despite the societal importance of this issue, especially in 

 This thesis adhere to the ‘logical’ style of grammar as articulated by Linguistics Professor Larry Trask. Trask states 2

‘the only punctuation marks which should be placed inside the quotation marks are those that form part of the 
quotation.’ This is in contrast to the ‘conventional’ style, where punctuation is placed within quotations. For further 
details please see http://www.sussex.ac.uk/informatics/punctuation/quotes/marks.
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democracies, there is little scholarly work exploring the topic beyond mostly contemporaneous and 

limited research of isolated crypto wars incidents. The majority of previous academic writing on the 

use of encryption to enable citizen’s civil liberties in digital environments are located within legal 

scholarship.  Consideration is primarily directed towards the first and fourth amendments in an 3

effort to understand to what degree the US Constitution can be interpreted as providing protection 

for online freedom of speech and privacy. A smaller body of literature comprises studies on the 

technical viability of state access methods to encryption systems, and the security of specific 

algorithms intended to enable such a goal.   4

One of the most significant incidents of the crypto wars was the Clinton administration’s key-

escrow policy. Launched publicly in 1993, the key-escrow initiative advocated producing a 

government encryption chip to be used within telephones and computers. The first generation chip 

would be known as Clipper, and was designed for telephony encryption. Federal agencies would 

store (escrow) decryption keys for use by law enforcement in the event illegality was suspected to 

be associated with the device using the chip, and where a court order against the device’s owner was 

obtained.  

 See Gwynne Barrett, ‘Law of Diminishing Privacy Rights: Encryption Escrow and the Dilution of Associational 3

Freedoms in Cyberspace’, New York Law School Journal of Human Rights, 15(1) (1998), 115-140; David A. Couillard, 
‘Defogging the Cloud: Applying Fourth Amendment Principles to Evolving Privacy Expectations in Cloud 
Computing’, Minnesota Law Review, 93(6) (2009), 2205-2239; Sean J. Edgett, ‘Double-Clicking on Fourth Amendment 
Protection: Encryption Creates a Reasonable Expectation of Privacy’, Pepperdine Law Review, 30(2) (2003), 339-366; 
D. Forest Wolfe, ‘The Government's Right to Read: Maintaining State Access to Digital Data in the Age of 
Impenetrable Encryption’, Emory Law Journal, 49(2) (2000), 711-744; John A. Fraser, ‘The Use of Encrypted, Coded 
and Secret Communications is an “Ancient Liberty” Protected by the United States Constitution’, Virginia Journal of 
Law and Technology 2(2) (1997), 1-45; Mark I. Koffsky, ‘Choppy Waters in the Surveillance Data Stream: The Clipper 
Scheme and The Particularity Clause’, High Tech Law Journal, 9(1) (1994), 131-149; Timothy B. Lennon, ‘The Fourth 
Amendment’s Prohibitions on Encryption Limitation: Will 1995 Be Like 1984’, Albany Law Review, 58(2) (1994), 
467-508; Ryan Alan Murr, ‘Privacy and Encryption in Cyberspace: First Amendment Challenges to ITAR, EAR and 
their Successors’, San Diego Law Review, 34(3) (1997), 1401-1462; Ric Simmons, ‘Why 2007 Is Not like 1984: A 
Broader Perspective on Technology's Effect on Privacy and Fourth Amendment Jurisprudence’, The Journal of 
Criminal Law and Criminology, 92(2) (2007), 531-568.
 For instance, see Harold Abelson, Ross Anderson, Steven M. Bellovin, and others, ‘Keys Under Doormats: Mandating 4

Insecurity by Requiring Government Access to all Data and Communications’, Journal of Cybersecurity, 1(1) (2015), 
69–79. <https://doi.org/10.1145/2814825>; Matt Blaze, ‘Protocol failure in the escrowed encryption standard’, 
Proceedings of the 2nd ACM Conference on Computer and Communications Security, (1994). 59–67. <https://doi.org/
10.1145/191177.191193>. 
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Key-escrow regulation attempts to resolve the technical problem at the heart of the crypto wars: the 

provision of strong encryption to defend citizens against digital threats, whilst allowing the 

government an exceptional access mechanism when in possession of a legal warrant. There are two 

principal theoretical issues with key-escrow regulation. Firstly, cryptologists have repeatedly 

derided the practicality of inserting any form of exceptional access method into encryption 

algorithms for government use.  These cryptologists argue that any exceptional access method 5

could also potentially be broken into by non-government actors. Whilst the system’s architects 

would introduce technical and process safeguards to prevent such a scenario, the risk of a system 

breach could not be completely mitigated. A contemporary example of this risk manifesting is found 

in a 2018 breach of India’s national identification system, Aadhaar. Aadhaar contains records for 

more than a billion citizens, comprising fingerprints, iris scans, photographs, and a plethora of 

personal data. The Tribune of India were able to purchase complete access to this database via an 

unauthorised third party for a mere 500 Rupees (GBP~5/USD~7).  The second theoretical issue of 6

key-escrow is that it relies on the citizenry trusting their government not to abuse the powerful 

access. In the US this is particularly problematic given the recent history of incidents interpreted by 

some as an indication that the government should not be trusted, such as Watergate, and Donald 

Trump’s attempts to subvert democratic processes. Therefore, key-escrow would require a 

transparent and robust system of checks and balances to have any chance of citizenry acceptance. 

When considering key-escrow, or any regulation, implementation should depend on a risk 

calculation. Is the risk greater in leaving the technology unregulated, or in regulating, but accepting 

any regulation-associated risks. Ron Rivest, a public-key cryptography pioneer, made this point 

 Hal Abelson, Ross Anderson and others, 2015.5

 Rachna Kahira, ‘Rs 500, 10 Minutes, and You Have Access to Billion Aadhaar Details’, The Tribune of India (2018) 6

<https://www.tribuneindia.com/news/archive/nation/rs-500-10-minutes-and-you-have-access-to-billion-aadhaar-
details-523361> [Accessed 4 April 2021].
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when writing to Senators in 1997, commenting that technology should only be regulated when it 

was feasible to do so, something the cryptologist community believed it was not. Given the global 

proliferation of cryptography knowledge, Rivest noted that regulating the technology was like 

‘trying to command the sea to retreat.’  Rivest commented that key-escrow was like ‘soaking your 7

flame-retardant materials [encryption keys] in gasoline […] [risking a] catastrophic failure of the 

exact sort you were trying to prevent.’  Rivest argued that should organised crime corrupt ‘just a 8

few officials or judges […] the security of our national information infrastructure [could end up] 

disappearing in the flames of keys “recovered” by organized crime.’  9

Whilst the key-escrow policy was ostensibly a voluntary standard, within classified channels the 

FBI were advocating for all non-escrowed encryption to be outlawed.  Digital rights groups feared 10

even without such outlawing, the Clinton administration intended to manipulate the market by 

stipulating that only communications using escrowed encryption could interact with government 

systems.  As one of, if not the largest, national technology consumer, and representing an entity 11

with which nearly every commercial organisation had at least some digital communications, such a 

stipulation would heavily bias the market towards key-escrow; encryption manufacturers would 

unlikely be able to resource the creation and maintenance of both escrowed and non-escrowed 

encryption software. There would also be interoperability challenges if non-escrowed systems 

should not be permitted to interact with escrowed encryption systems. The Clinton administration 

 Ron Rivest. ‘Letters to Senators of the Senate Judiciary Committee, 10 June 1997’, Michigan Institute of Technology 7

(1997) <https://web.archive.org/web/20210117135038/http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/
short-pieces-1997/rivest-june-10.txt>  [Accessed 5 January 2020].

 Ibid.8

 Ibid.9

 Advanced Telephony Unit, Federal Bureau of Investigation, ‘Impact of Emerging Telecommunications Technology on 10

Law Enforcement’, Colombia University (1992) <https://web.archive.org/web/20200716170720/https://
www.cs.columbia.edu/~smb/Telecommunications_Overview_1992.pdf> [Accessed 16 October 2020]. p. 22.

 Computer Professionals for Social Responsibility, et al, ‘Letter to the President Regarding Clipper Chip’, Electronic 11

Privacy and Information Center (1994) <https://web.archive.org/web/20201125125027/https://www.epic.org/crypto/
clipper/crypto_experts_letter_1_94.html> [Accessed 25 November 2020].
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would in essence make it economically infeasible to produce non-escrowed encryption systems, as 

industry could unlikely forgo the production of escrowed encryption under such market conditions.  

Whilst there are some scholarly key-escrow studies, most are contemporaneous with the policy, and 

few offer insight into the political reasoning of the Clinton administration. A solitary study is 

situated adjacent to the core investigation area of this thesis examining the complete lifecycle of the 

key-escrow policy.  However, this article is narrow in its examination, suffers from having access 12

to a limited data set, and is not focused on the determinant reason for the key-escrow policy’s 

discontinuation. Moreover, in terms of interpretation, the existing canon suffers from bias towards 

coverage of the citizenry’s response to the key-escrow initiative, as relevant government employees 

during this period have traditionally been unwilling to provide a counter-narrative to help scholars 

understand the administration’s perspective. This reluctance is unsurprising as the key-escrow 

initiative is in close proximity to classified information, such as the technical details of the Clipper 

Chip’s algorithm, Skipjack. However, the underlying source biases can now be remedied. As two 

decades have elapsed since the key-escrow policy’s discontinuation, many Clinton administration 

officials involved are either retired, or are employed in the private sector or academia, and are now 

willing to engage with researchers providing the opportunity to fill the literature gap. Closing this 

gap is acutely important. The key-escrow policy attempted to solve a problem which today remains 

as resistant to resolution as it was during the Web’s infancy in the 1990s. The dissolving boundary 

between the traditional world and cyberspace means that the ‘digital civil liberties’ discussed in 

earlier crypto war studies are now simply civil liberties in the digital era. The pandemic has further 

accelerated the intertwining of humanity’s existence with digital technologies. One of the 

consequences of this transition to the digital age is what economist Frances Cairncross terms the 

‘death of distance’, meaning that the internet has made the world smaller; great distances no longer 

 Vandana Pednekar-Magal and Peter Shields, ‘The State and Telecom Surveillance Policy: The Clipper Chip 12

Initiative’, Communication Law and Policy 8(4) (2003), 429-464.
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represent an impediment to real-time communications and collaboration.  This has resulted in more 13

connectivity between disparate like-minded entities, for example, groups with similar ideologies or 

interests in different countries who would previously have found it challenging to identify one 

another. This has both positive and negative implications. It allows scientists to embark on a variety 

of endeavours, as widely ranging as cryptography to climate monitoring.  The death of distance 14

also makes the world increasingly dangerous and trans-national. For example, the so-called Islamic 

State use the internet to target Western citizens with digital propaganda.  It is such threats, as well 15

as existing threats being placed beyond the gaze of law enforcement, that the government fears, and 

that continues to exacerbate tensions with those who develop digital technologies. A 2016 incident, 

in which Apple refused to create an exceptional access method to allow the FBI access to a 

terrorist's phone, highlights this tension. Using the authority of the 1789 All Writs Act, the FBI 

asked Apple to unlock the encrypted iPhone.  Apple CEO Tim Cook responded to what he labelled 16

the FBI’s ‘unprecedented’ request, stating that ‘Once created, the technique could be used over and 

over again, on any number of devices. In the physical world, it would be the equivalent of a master 

key, capable of opening hundreds of millions of locks.’  Cook stated that Apple could identify ‘no 17

precedent for an American company being forced to expose its customers to a greater risk of 

attack’, or for such a use of the All Writs Act upon which the FBI’s request relied.  The All Writs 18

Act allows courts to ‘issue all writs necessary or appropriate in aid of their respective jurisdictions 

 Francis Cairncross. The Death of Distance (London: Texere, 2001).13

 For further examples see Eric Graham, Sandra Henderson and Annette Schloss. ‘Using Mobile Phones to Engage 14

Citizen Scientists in Research’, EOS Transactions 92(38) (2011), 313-315.

 Michael Steinbach. ‘[FBI] Statement Before the Senate Committee on Homeland Security and Governmental Affairs, 15

Permanent Subcommittee on Investigations Washington, D.C: ISIL Online: Countering Terrorist Radicalization and 
Recruitment on the internet and Social Media’, Federal Bureau of Investigation (2016) <https://www.fbi.gov/news/
testimony/isil-online-countering-terrorist-radicalization-and-recruitment-on-the-internet-and-social-media-> [Accessed 
24th December, 2018].

 United States Department of Justice. ‘All Writs Act Order’, United States Department of Justice (2016) <https://16

web.archive.org/web/20201030041707/https://www.fbi.gov/news/testimony/isil-online-countering-terrorist-
radicalization-and-recruitment-on-the-internet-and-social-media-> [Accessed 23 February 2020].

 Ibid.17

 Ibid.18
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and agreeable to the usages and principles of law.’  The question was whether the issuance of such 19

an order in this case was a circumvention of Congressional responsibility to pass laws. The 

technology industry and digital privacy activists rallied around Apple providing supporting 

testimonies for its court case against the government, and used the media to amplify their 

protestations.  Edward Snowden commented it was ‘the most important tech case in a decade’, and 20

that ‘the FBI is creating a world where citizens rely on Apple to defend their rights, rather than the 

other way around.’  FBI Director James Comey replied to Apple’s narrative arguing that the case 21

was not ‘about trying to set a precedent or send any kind of message. It is about the victims and 

justice.’  Comey added ‘We don’t want to […] set a master [decryption] key loose on the land.’  22 23

Comey hoped ‘folks will take a deep breath and stop saying the world is ending.’   24

The court case never had the opportunity to unfold - the FBI found a third party who provided them 

access to the iPhone.  However, a similar FBI versus Apple case in New York ruled such use of the 25

archaic All Writs Act unpalatable. Judge Orenstein found in favour of Apple: ‘what the government 

seeks here is to have the court give it authority that Congress chose not to confer […] the 

 Legal Information Institute. ‘28 U.S. Code §  1651 Writs’, Legal Information Institute (no date) <https://19

web.archive.org/web/20210120151454/https://www.law.cornell.edu/uscode/text/28/1651> [Accessed 20 January 2020].

 Apple. ‘Amicus Briefs in Support of Apple’, Apple, (2016) <https://web.archive.org/web/20210120150432/https://20

www.apple.com/newsroom/2016/03/03Amicus-Briefs-in-Support-of-Apple/> [Accessed 13 January 2020].

 Edward Snowden. ‘Tweet, 0843 17 February 2016’, Twitter (2016a) <https://web.archive.org/web/20210120152830/21

https://twitter.com/snowden/status/699997565987745792?lang=en> [Accessed 13 January 2020]; Edward Snowden. 
‘Tweet, 0750 17 February 2016’, Twitter (2016b) <https://twitter.com/snowden/status/699984388067557376?lang=en> 
[Accessed 13 January 2020].

 James Comey. ‘FBI Director Comments on San Bernardino Matter’, Federal Bureau of Investigation (2016) <https://22

web.archive.org/web/20210116205056/https://www.fbi.gov/news/pressrel/press-releases/fbi-director-comments-on-san-
bernardino-matter> [Accessed 13 January 2020].

 Ibid.23

 Ibid.24

 United States District Court for the Central District of California. ‘Government’s Ex Parte Application for a 25

Continuance’, United States District Court for the Central District of California (2016) <https://web.archive.org/web/
20201203202732/https://epic.org/amicus/crypto/apple/191-FBI-Motion-to-Vacate-Hearing.pdf> [Accessed 13 January 
2020]. p. 3.
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government’s argument here is manifestly irreconcilable with the statute.’  Orenstein stated that the 26

government ‘has made the considered decision that it is better off securing such crypto-legislative 

authority from the courts […] rather than taking the chance that open legislative debate might 

produce a result less to its liking.’  27

As Congress has not reached consensus on how to resolve the crypto wars, such incidents will 

continue to occur, especially during security crises, where the risk is that a hastily concocted and 

flawed permanent solution will be implemented to solve a temporary problem of heightened citizen 

insecurity. Therefore, the crypto wars debate that has endured for half-a-century remains prominent 

today. President Biden’s stance on the crypto wars is unclear. However, it was his 1991 introduction 

of legislation suggesting all encryption should be able to be decrypted upon law enforcement 

request that the author argues started the crypto war of the 1990s (See Section 4.1). It is unknown 

whether Biden’s earlier crypto wars position is reflective of his present sentiments.  

Historiographical Issues 

Cryptologist Bruce Schneier observes that encryption is ‘the most important privacy-preserving 

technology we have.’  Yet, whilst there is a rich vein of security and privacy research, literature 28

combining these fields with technology, specifically encryption, as well as with political history is 

notably sparse. The principal challenge is that the expertise of most scholars is limited to only one 

of the fields required to address this inter-disciplinarian study area. A significant gap in the literature 

exists for research that brings together security, privacy, political history, and encryption, and which 

explores US government policies such as key-escrow. It is unsurprising that existing literature on 

 James Orenstein. ‘Memorandum and Order’, United States District Court Easter District of New York (2016) <https://26

web.archive.org/web/20190507011739/https://cdn1.vox-cdn.com/uploads/chorus_asset/file/6124209/Orenstein-Order-
Apple-iPhone-02292016.0.pdf> [Accessed 28 January 2020]. p. 30.

 Ibid. p. 29.27

 Bruce Schneier, ‘Schneier on Security: Why We Encrypt’, Schneier on Security (2015) <https://web.archive.org/web/28

20201123160245/https://www.schneier.com/blog/archives/2015/06/why_we_encrypt.html> [Accessed 23 November 
2020].
Craig Jarvis 15



the topic is often one-dimensional. As well as spanning at least four distinct fields, the subject of 

encryption policy is intertwined with additional complex issues encompassing numerous disciplines 

(e.g. mathematics, law). In particular, the scientific nature of the topic creates a high barrier to entry 

for academics without pre-existing technical knowledge. Conversely, technical researchers often 

lack skills in non-technical areas such as the methodologies of academic enquiry, or are unfamiliar 

with the relevant underlying conceptual foundations. Therefore, this research will make a 

contribution towards filling the literature gap by studying the formulation of the key-escrow policy, 

and seeking to understand the reasons for its discontinuation. In order to address the gap in the 

literature, as well as understanding the political and technical aspects of the encryption policy 

debate, historians must be prepared to explore conceptual issues such as how society manages 

security and privacy, and how commercial interests impact the debate. The historian must be able to 

consider arguments positing that privacy is irrelevant if a country is not secure, or that without 

privacy a country is not worth securing.  The historian must also consider whether the traditional 29

conceptual framing of this debate, security versus privacy, is appropriate. Past researchers, and 

crypto-wars participants, have framed the crypto wars as a balancing of, or a contestation between, 

security and privacy.  Opposing these concepts so diametrically belies their interdependence. 30

Security and privacy are symbiotic, not being likely to exist without one other, whilst achieving 

either to the fullest extent is likely unsustainable. Professor of Law Daniel Sherwinter argues that 

‘absolute security requires totalitarianism, but total privacy creates anarchy.’  Professor of Law 31

Daniel Solove argues that the framing of the relationship between security and privacy as a 

‘balance’ is flawed:  

Placing the security measure on the scale assumes that the entire security measure, all-
or-nothing, is in the balance. It’s not. Protecting privacy seldom negates the security 

 Daniel Sherwinter, ‘Surveillance’s Slippery Slope: Using Encryption to Recapture Privacy Rights’, Journal on 29

Telecommunications and High Technology Law, 5(2) (2007), 501-532. p. 504.
 For instance, see Austin Long and Brendan Rittenhouse Green, ‘Balancing Privacy and Security: Cyber Policy’, Cato 30

Institute (2016) <https://www.jstor.org/stable/resrep24890.14>.
 Ibid.31
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measure altogether. Rarely does judicial oversight or the application of the Fourth 
Amendment prohibit a government surveillance activity. Instead, the activity is allowed 
subject to oversight and sometimes a degree of limitations. [author italics]  32

Additionally, not all security measures impact privacy. For instance, the introduction of fortified 

cabin doors in aeroplanes after 11 September 2001 has resulted in no citizen privacy diminution. 

This is not to discount the many circumstances in which there is a relationship between security and 

privacy, though it is rarely an equation in equivalency where a quantified measure of security is 

gained whilst an identical measure of privacy is sacrificed (such a quantification in itself would 

likely be infeasible). This thesis argues a more suitable conceptual foundation for understanding 

cryptography policy history is that of risk management in the digital era, whereby citizens are 

exposed to risks in either using or not using encryption, and in whether there are escrow 

mechanisms or not. Security and privacy are components on both/all sides of this risk equation, 

though seldom present in equivalency. For further detail on the conceptual framework of this thesis 

see Appendix A. 

Research Questions 

This thesis attempts to identify all factors impacting the key-escrow policy in order to understand 

the final decision, if one was ever explicitly taken, to withdraw the policy. The primary question 

(PQ) of this thesis is: What was the determinant factor in the Clinton administration’s 

discontinuation of its efforts to regulate digital cryptography via surveillance technologies 

implanted in consumer products, 1993-1998? Contributing to answering the PQ are three secondary 

questions (SQs): To what degree did industry influence the Clinton administration’s discontinuation 

of the key-escrow policy? (SQ1); To what degree did the advancement of open-source public key 

encryption software, specifically Pretty Good Privacy (PGP), influence the Clinton administration’s 

 Daniel J. Solove. Nothing to Hide: The False Tradeoff Between Security and Privacy (New Haven: Yale University 32

Press, 2011). p. 35.
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discontinuation of the key-escrow policy? (SQ2); To what degree did judicial rulings on the 

constitutionality of cryptography regulations influence the Clinton administration’s discontinuation 

of the key-escrow policy? (SQ3). 

1.2 Context 

The Crypto Wars 

In 1969, the internet’s predecessor, the Advanced Research Projects Agency’s Network 

(ARPANET), became operational.  For many, such as Law Professor Arthur R. Miller, the 33

ARPANET was viewed as another component of the government’s coercive apparatus.  Miller 34

wrote in his book The Assault on Privacy: Computers, Data Banks, and Dossiers that computers 

‘may become the heart of a surveillance system that will turn society into a transparent world in 

which our homes, our finances, and our associations will be bared to a wide range of casual 

observers.’  Fear of technology abounded within the counter culture movement, a movement 35

exerting a strong influence on computer scientists who share a corporeal nexus in San Francisco, 

California. Writing in The Making of a Counter Culture, Historian Theodore Roszak argued that the 

orthodox culture their movement confronted was: 

fatally and contagiously diseased. The prime symptom of that disease is the shadow of 
thermonuclear annihilation beneath which we cower. The counter culture takes its stand 
against the background of this absolute evil, an evil which is not defined by the sheer 
fact of the bomb, but by the total ethos of the bomb, in which our politics, our public 
morality, our economic life, our intellectual endeavour are now embedded with a wealth 
of ingenious rationalisation. We are a civilisation sunk in an unshakeable commitment 
to genocide, gambling madly with the universal extermination of our species.  36

 Defence Advanced Research Project Agency, ‘ARPANET and the Origins of the internet’, Defence Advanced 33

Research Projects Agency (no date) <https://www.darpa.mil/about-us/timeline/arpanet> [Accessed 23 November 2020].
 Arthur R. Miller, The Assault on Privacy: Computers, Data Banks, and Dossiers (Ann Arbor: University of Michigan 34

Press, 1971). 
 Ibid. p. 3.35

 Theodore Roszak, The Making of a Counter Culture: Reflections on the Technocratic Society and its Youthful 36

Opposition (New York: Anchor Books, 1969), p. 47.
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The manichean framing Roszak embraces is a recurring theme throughout technology policy 

debates, especially during the internet’s emergence. Nuance was often lost to polarisation as techno-

utopianists such as John Perry Barlow, co-founder of a digital civil rights group the Electronic 

Frontier Foundation (EFF), argued that ungoverned technology could improve the human condition, 

whilst those such as the National Security Agency’s (NSA’s) Stewart Baker, argued that such an 

approach would have the opposite effect.  Technology and science were viewed by many counter 37

culture adherents as the root of societies’ problems, especially given the ascent of the military-

industrial complex enabling America’s ongoing wars.  With Bletchley Park’s computer-science 38

powered endeavours to defeat Nazism classified, there was no counter-narrative in which 

technology was painted as liberator rather than oppressor. In this milieu the crypto wars ignited. 

Early computer scientists such as such as Vannevar Bush, who had led the US Office of Scientific 

Research and Development during World War Two, believed machines able to record and propagate 

knowledge could help humanity ‘grow in the wisdom of race experience.’  However, some of 39

Bush’s intellectual descendants saw a latent malevolence in computing technology.  Since Bush’s 40

statement at the end of the second world war computer scientist John Von Neumann had helped the 

US government develop hydrogen bombs, with room-sized computers proving essential to 

calculating nuclear explosion battle damage estimates; nuclear missiles would become the first 

major market for microchips after their 1958 invention.  For the first time in history, humankind 41

wielded the power to destroy itself - and from the perspective of counter culture adherents, 

 For instance, see John Perry Barlow, ‘A Declaration of the Independence of Cyberspace’, eff.org (1996) <https://37

web.archive.org/web/20210116053939/https://www.eff.org/cyberspace-independence> [Accessed 21 January 2021] and 
Stewart Baker, ‘Don’t Worry Be Happy’, Wired (1994) <https://web.archive.org/web/20201017142044/https://
www.wired.com/1994/06/nsa-clipper/> [Accessed 17 October 2020].

 Ibid.38

 Vannevar Bush, ‘As We May Think’, The Atlantic (1945) <https://web.archive.org/web/20201123161405/https://39

www.theatlantic.com/magazine/archive/1945/07/as-we-may-think/303881/> [Accessed 23 November 2020].
 Jerry M. Rosenberg, The Death of Privacy (New York: Random House, 1969), p. 4.40

 George Dyson, Turing’s Cathedral: The Origins of the Digital Universe (New York: Pantheon Books, 2012). Preface; 41

The Economist, ‘The Struggle over Chips Enters a New Phase’, The Economist (2021) <https://web.archive.org/web/
20210127063550if_/https://www.economist.com/leaders/2021/01/23/the-struggle-over-chips-enters-a-new-phase> 
[Accessed 27 January 2021].
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computers helped forge that reality. It was in this circumstance that Miller feared the government 

would build a national surveillance system such as those of communist-occupied eastern Europe. 

Miller was not alone in his fears. Horst Feistel, who escaped Germany just before Nazi conscription 

and was now a leading America-based cryptologist, stated in a 1973 Scientific American article that 

‘Computers now constitute, or will soon constitute, a dangerous threat to individual privacy […] it 

will soon be feasible to compile dossiers in depth on an entire citizenry.’  Feistel explained that 42

‘Previously, the material for such dossiers was scattered in many separate locations under widely 

diverse jurisdictions’, but that was rapidly changing. Feistel’s solution was to adapt a computer to 

‘guard its contents from everyone but the authorised individuals by enciphering the material in 

forms highly resistant to cipher-breaking.’  Feistel and Miller recognised that modern computing 43

technologies could enable data analysis at a scale never before possible - however, neither were able 

to offer a timeframe in which their fears may become reality. If their hypotheses were correct, upon 

maturation the new technologies could allow a relatively small number of government employees to 

surveil an entire citizenry - the digital revolution would erode the surveillance labour constraint. 

This is important, as historically the State’s ability to monitor its populace has been moderated not 

only by law, but by the economic viability of surveillance.  For instance, consider an example from 44

 Steven Levy, Crypto: Secrecy and Privacy in the New Cold War (New York: Viking Penguin, 2001). The Standard 42

[Chapter 3]; Horst Feistel, ‘Cryptography and Computer Privacy’, Scientific American, 228(5) (1973), 15-23. p. 15.
 Feistel, 1973, p. 15.43

 Enacting an extensive national surveillance system, such as that achieved by the Stasi in the German Democratic 44

Republic (GDR), required committing vast resources, capital, and labour. Such expense necessitated a quality of service 
sacrifice in domains such as welfare and education - for example GDR security spending was estimated at 9.2% of 
national income by 1986 (Keith Crane, ‘East Germany’s Military: Forces and Expenditures’, Rand (1989) <https://
web.archive.org/web/20170121151611/https://www.rand.org/content/dam/rand/pubs/reports/2007/R3726.1.pdf> 
[Accessed 5 December 2020]. V). Comparatively, in the same year the UK spent only 4.7% of GDP on security (Simon 
Rogers, ‘Historic Government Spending by Area: Get the Data Back to 1948’, The Guardian (2010) <https://
web.archive.org/web/20200924161454/https://www.theguardian.com/news/datablog/2010/oct/18/historic-government-
spending-area> [Accessed 5 December, 2020]), whereas by 2017 UK security spending dropped to 1.8%, whilst the US 
spent 3.1% (World Bank, ‘Military Expenditure (% of GDP)’, World Bank (2018) <https://web.archive.org/web/
20201111200205/https://data.worldbank.org/indicator/MS.MIL.XPND.GD.ZS?name_desc=true> [Accessed 5 
December 2020]). Unless a democratic citizenry desired a surveillance state, an incumbent politician would not be 
likely to win the votes to remain in office on a platform of endemic surveillance in lieu of other services the electorate 
deemed vital. Therefore, in democratic societies the cost of recruiting vast numbers of citizens into the security services 
was untenable, and would likely lead to the ejection of the executive from office. This labour constraint acted as a 
natural check against any inclinations a democratic state may hold to install greater levels of surveillance against its 
citizenry. Whilst a capital expenditure constraint remains, market economies have made this challenge surmountable.
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the pre-digital world: in order to identify spies during World War Two the US employed more than 

10,000 civil servants to open almost a million pieces of international mail each week.  If faced with 45

the same challenge in the digital age computer algorithms, unless countered by encryption, could be 

programmed to search for textual patterns likely to reflect the activity of a spy within electronic 

correspondence with a fraction of the effort. In the same era, during 1938, Britain’s MI5 required 

more than four times as many secretaries to support just 30 investigative officers.  The digital era 46

made mass-surveillance economically viable to liberal democracies. Cryptography was seen as an 

antidote to such a threat. Encryption would introduce a new constraint upon the government to 

prevent mass-surveillance. However, the challenge of cryptography is that practitioners do not 

know how to implement robust encryption systems that at once protect the digital privacy of 

citizens and businesses from a plethora of threats, including over-reaching governments, whilst at 

the same time providing an exceptional (targeted) access method against singular implementations 

of cryptography (e.g. an encrypted smartphone) for government agents with legal warrants. 

Creating an exceptional access method in the past had been viable for emergent technologies - for 

instance, telephone communications could be intercepted via a mechanical device at the switching 

station. However, such a solution was not deemed viable at scale due to the manual implementation 

process and the labour requirement for listening to intercepted communications. The state’s right to 

breach the privacy of an individual where reasonable suspicion and a court order are obtained is 

broadly accepted by society, and is affirmed within the Fourth Amendment of the US Constitution.  47

However, with regards to digital technologies, the feasibility of creating exceptional access methods 

without creating a systemic weakness in the wider cyber security ecosystem, an ecosystem society 

 Wilfred Broderick and Dan Mayo, Civil Censorship in the United States During World War II (No location: Civil 45

Censorship Study Group, 1980). pp. 23-27.
 Edward Higgs, The Information State in England: The Central Collection of Information on Citizens since 1500 46

(Hampshire: Palgrave Macmillan, 2004). pp. 146-147.
 United States Government, ‘Bill of Rights’, in Political Thought ed. by Michael Rosen and Jonathan Wolff (Oxford: 47

Oxford University Press, 1999). p. 396. 
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is critically dependent upon, is met with derision by technologists.  Creating secure access methods 48

is considered by many technical experts to be impossible due to the inability to both protect the 

access mechanism, and to prevent others from independently discovering and exploiting the access 

mechanism. Therefore, societies are confronted with a dilemma: if the exceptional access problem 

cannot be solved, nations must either implement an architecture allowing governments complete 

access to all encrypted communications (or major subsets thereof), or must implement (or continue 

to permit) robust cryptographic systems that prevent government access to encrypted data. Either 

option will distort the pre-digital citizen-state power balance, with one path leading to an era of 

heightened government power and the other leading to a greater level of risk from organised crime, 

foreign threats, and terrorism. This impasse is at the root of the crypto wars, and has catalysed a 

half-a-century philosophical, technical and legalistic debate between citizen and state without 

resolution (or at least, resolution to the satisfaction of nation states). 

The crypto ‘wars’ are of course not warfare in the classical sense as perhaps best defined by 

nineteenth century Prussian Philosopher General Carl Von Clausewitz, who argued warfare 

comprises three elements: use of (violent) force; instrumental in achieving objectives; and political 

in nature.  The crypto wars do not meet these criteria. It is unclear at what point the conflict 49

became known as the crypto wars. The earliest documentation of the term is found in a July 1993 

San Francisco Village Voice article on the cypherpunks, a group of digital privacy activists, by 

Julian Dibbell.  Dibbell commented in 2020 that he has no recollection of hearing the term before 50

writing the article and that, ‘it sounds like exactly the kind of thing a popularizer like myself […] 

would have ginned up on the fly for the purpose of making the topic sound both cooler and more 

 See Abelson and others, 2015.48

 Carl Von Clausewitz, ‘On War’, Project Gutenberg (1909) <https://web.archive.org/web/20201123162058/https://49
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consequential than the average reader might otherwise assume.’  However, Dibbell recognises that 51

with the elapsed time since authoring the article he may have forgotten hearing the term elsewhere, 

and references the cypherpunk mailing list, the group’s digital club house, as another possible 

source. The creation of such an appellation by the cypherpunks would be consistent with their 

media-savvy approach to undermining regulations they believed enacted via the lobbying of secret 

government agencies such as the NSA. The ‘crypto wars’ moniker will be adopted throughout this 

thesis, as firstly, it is well understood the term is a euphemism employed to sensationalise the 

debate and therefore is not in need of refutation, and secondly, to ensure this research is locatable to 

scholars and non-academics alike within the relevant body of research. 

The crypto wars have traditionally been divided into two wars, the first during the 1990s and the 

second in the post-Edward Snowden era. However, there is sufficient activity in the period between 

1966 and 1981 to challenge this chronology. To date, it is argued there have been three distinct 

crypto wars, though it would be true to say these conflicts, such as they are, represent the most 

visible periods of contestation between digital privacy activists and the state - there have been few 

periods without at least some crypto war contestation. The first crypto war (CW1) finds its origins 

in 1966, when the US government attempted to block publication of a book on the history of 

cryptology.  The primary battle was waged in the mid-to-late 1970s over concerns the first 52

government-accredited data encryption standard (DES) had been weakened by the government to 

allow its agents to decipher communications. Another major CW1 activity strand was whether 

academics should be at liberty to publish cryptography research. The first crypto war concluded 

around 1981. The second crypto war (CW2), which is the focus of this research project, commenced 

in 1991, when then Congressman Joe Biden introduced legislation which was interpreted by digital 

 Julian Dibbell Correspondence with author, 16 December 2020.51

 See Chapter 1 for further details.52
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privacy activists as suggesting that encryption should not be permitted where law enforcement were 

not provided an exceptional access method.  Biden’s legislation accelerated computer scientist Phil 53

Zimmermann’s project to build the first free computationally-viable public key cryptography 

software for personal computers, Pretty Good Privacy (PGP). In 1993, the Clinton administration 

launched its key-escrow policy. That same year the first of three legal cases (Bernstein, Karn, and 

Junger) commenced. These proceedings would challenge the constitutionality of the encryption 

regulations, and last until the end of CW2 in 2002. The third and ongoing crypto war (CW3) ignited 

in 2013 with Snowden’s disclosures on the surveillance practices of the NSA.  54

In its most simple bifurcation, the crypto war's participants are broadly divided between those for 

encryption regulations (government entities) and those against (private entities). Those government 

entities include the NSA, the FBI, the State Department, the Commerce Department, and the 

National Institute of Standards and Technology (NIST). Private entities include cryptologists, 

specialist cryptology companies, general technology organisations, digital rights groups, and civil 

liberties organisations. Whilst this bifurcation broadly conforms to a framing of the crypto wars as a 

citizenry versus state confrontation, it is important to acknowledge that within both collectives there 

exists a plurality of positions. Within the government there are bodies such as the Commerce 

Department, that see the benefits for American companies in selling robust encryption on the 

international market, whilst agencies such as the FBI are focused on cryptography’s security 

implications. Within the NSA there exists tension between the dual missions of protecting US 

communications and exploiting those of their adversaries - should powerful encryption reach US 

 United States Congress, ‘S.266 - Comprehensive Counter-Terrorism Act of 1991’, United States Congress (1991) 53

<https://web.archive.org/web/20201101073051/https://www.congress.gov/bill/102nd-congress/senate-bill/266> 
[Accessed 6 December 2020]. Section 2201.

 The NSA is America’s primary communications intelligence agency. Their mission statement is: ‘The National 54

Security Agency/Central Security Service (NSA/CSS) leads the US government in cryptology that encompasses both 
Signals Intelligence (SIGINT) and Information Assurance (IA) products and services, and enables Computer Network 
Operations (CNO) in order to gain a decision advantage for the Nation and our allies under all circumstances’ (National 
Security Agency, ‘Mission and Values’, National Security Agency (2018) <https://web.archive.org/web/
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enemies it could severely hinder the NSA’s national security mission, but equally, national security 

could be undermined if exceptional access provisions introduced systemic vulnerabilities in a digital 

ecosystem upon which the US was disproportionally reliant. The citizenry, including the 

cryptologist community, also holds a range of positions, from Professor Dorothy Denning, a 

computer science expert and government consultant, who during CW2 believed that key-escrow 

was a prudent way to handle the broad availability of digital cryptography, to the cypherpunks, a 

collective whose most extreme members sought to use encryption to enact their anarchist dreams of 

overthrowing the state. ,  Some entities, such as Denning, can be categorised as both citizen and 55 56

state, however, for the vast majority of crypto war participants the citizen-state bifurcation holds 

true. Industry also holds a complex position, being motivated by commerce rather than civil 

liberties, although individual industry members, many located on the West Coast and influenced by 

the counter culture, may have held affinity to the rights implications of their commercial activities. 

In general, industry’s interests are far more aligned with the citizenry than the state on the 

encryption issue. In studying US cryptographic policies it is vital to recognise the nuances and 

conflicts within each community.  

  

Clinton, Neoliberalism, and Deregulation 

When President Clinton moved into the Oval Office regulations had controlled cryptography, in 

particular its export, for a generation. Whilst the regulations were concentrated at the point of 

international transmission of cryptographic knowledge or products, they acted as a de-facto 

domestic control - few manufacturers could afford to produce two strengths of cryptography to 

 For a detailed analysis of the cypherpunk’s see author’s previous work: Craig Jarvis, ‘Cypherpunk ideology: 55

objectives, profiles, and influences (1992–1998),’ internet Histories (2021).
 For instance, see Dorothy Denning, ‘Subject: Re: A Trial Balloon on Registered Keys’, sci.crypt (1992) <https://56

web.archive.org/web/20201124174332/https://lists.cpunks.org/pipermail/cypherpunks-legacy/1992-October.txt> 
[Accessed 24 November 2020] and Timothy C. May, ‘Crypto-Anarchist Manifesto’, activism.net (1988) <https://
web.archive.org/web/20201204170626/https://www.activism.net/cypherpunk/crypto-anarchy.html> [Accessed 4 
December 2020].
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serve both domestic and foreign markets, so produced the weaker of the two which could serve both 

domains.   57

The new administration were soon contemplating further encryption-related regulations. This use of 

regulations was in diametric opposition to the prevailing neoliberal drive for deregulation which 

had been prominent in the White House since the 1980s, and from Clinton’s other technology 

deregulatory policies. Former NSA Counsel Stewart Baker comments that ‘the incoming Clinton 

administration […] drastically loosened export controls on virtually all other high-tech products, 

[but] resisted efforts to decontrol the export of encryption.’  The Clinton administration's 58

deregulatory vigour can be traced back through several administrations. When Reagan entered 

office in 1981, his administration had sought to revitalise the American economy using a ‘blend of 

policies to curb the power of labour, deregulate industry, agriculture and resource extraction, and 

liberate the powers of finance.’  Together, these policies represented Neoliberalism. Reagan’s 59

political orientation broke a trend in existence since the 1929 great depression. In the wake of that 

economic disaster an expansionist view of government gained support from those with a Keynesian 

vision of an activist state manoeuvring to tame economic fluctuations caused by capitalism’s 

excesses.  During the post-1929 period, Professor of Management Dennis Logue comments that 60

‘politicians searched for reasons to intervene in economic activity. Believing that America’s 

problems could be solved by more good people in government, power-seeking bureaucrats and 

citizens whose actions were genuinely motivated by compassion in the face of various crises.’  61

Where politicians identified areas of society or the economy not functioning at what they believed 

 Author interview with Mitch Kapor, 5 March 2021.57
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optimum levels, they sought improvement via new regulations.  However, by the time Reagan took 62

office this view had fallen out of favour. In his 1981 inaugural address, Reagan declared that 

‘Government is not the solution to our problems; government is the problem.’  The following year 63

Reagan wrote that ‘Economic policy must seek to create a climate that encourages the development 

of private institutions conducive to individual responsibility and initiative. People should be 

encouraged to go about their daily lives with the right and the responsibility for determining their 

own activities, status, and achievements.’  Reagan believed that in the ten years preceding his 64

inauguration ‘the government has spun a vast web of regulations’ which had reduced productivity 

and increased consumer prices - the solution was ‘a substantial reform of Federal regulation, 

eliminating it where possible and simplifying it where appropriate.’  Reagan established the 65

Presidential Task Force on Regulatory Relief to assess regulations in effect, and to review proposed 

regulations. There had been some deregulatory activities by Reagan’s predecessors. For instance, 

Jimmy Carter had ‘shifted uneasily towards’ deregulation in industries such as airlines and trucking 

as a partial solution to stagflation. However, it was Reagan’s administration that rapidly advanced 

the deregulatory agenda in order to reverse what he saw as the over regulation of past 

administrations and unleash much needed economic growth.  Professor of Jurisprudence Rose-66

Ackerman comments:  

The momentum for deregulation was provided by the Ford and Carter administrations 
[…] the rhetoric of many of those in the Reagan administration was, however, more 
sweeping and less nuanced than that of its predecessors […] Without a careful 
assessment of the causes for ineffective regulation, they began with a presumption that 
government was lumbering, cumbersome, and even corrupt so that the burden of proof 
on anyone making a proposal for government intervention was high.  67
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As part of delivering a neoliberal vision of politics, Reagan deregulated industries including 

airlines, telecommunications and finance, cut taxes and budgets, and attacked trade unions.  68

However, Reagan’s successor, George H. W. Bush, did not harbour such deregulatory zeal, in fact 

he added substantial new regulations. Economist and Reagan advisor William Niskanen comments, 

‘The Bush administration endorsed more costly regulatory legislation than any other administration 

since Nixon.’  Bush once quipped that Reagan’s economic philosophy was ‘voodoo economics’, 69

but this view was not shared by Clinton who was a firm adherent of neoliberalism and 

deregulation.  This view was supported by a number of survey articles of the many studies on 70

deregulatory effects as Clinton came to office in 1993 - the assessments of Economics Professors 

Paul MacAvoy and Clifford Winston showed exceptional consumer gains as a result of 

deregulation.  For instance, MacAvoy evidences after deregulatory action in their respective 71

industries: brokerage commission rates fell by 16%; rail freight costs by 14.3%; road haulage costs 

by 7.2%; air ticket prices by 7%; and petroleum products prices by 6.7%.  Winston concurred with 72

a number of articles evidencing lower producer costs, higher consumer gains, and net benefits in the 

region of $36-46 billion per year in just a few of the deregulated industries.  Clinton came to office 73

defining himself as a centrist, and had played a large role in moving his party away from its liberal 

traditions, including regulatory enthusiasm. Announcing his presidential candidacy Clinton declared 

‘The change we must make isn’t liberal or conservative. It’s both and it’s neither.’  This transition 74
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to centralism, which became known as the ‘Third Way’, was a reaction to the defeat of the 

democrats in the three previous elections. After Reagan's second presidential victory a group of 

elected Democrats had formed the unofficial Democratic Leadership Council (DLC) in 1985, which 

would move the party away from activist liberalism and towards the centre of the political spectrum 

where they believed they needed to reside to defeat the next Republican candidate.  Political 75

Scientists Professors Patrick Homan and Jeffrey Lantis, comment that the DLC were ‘a group 

dedicated to the development of pragmatic, more moderate policies, in an effort to try to widen the 

political tent.’  Widening this political tent would require new policies. In 2002, Former 76

Democratic Majority Leader Richard Gephardt recalled ‘we knew that we wanted the DLC to be an 

idea factory - an idea generator - and what an idea factory it has become.’  DLC members became 77

prominent in the party during the late 1980s. Ultimately, the Democrats rebranded as ‘New 

Democrats’ to convey this transition. Whilst the New Democrats tried to project a centrist image 

during their 1988 election defeat to George H. Bush, Political Science Professor Jon Hale argues 

that Michael Dukakis’ campaign was a ‘painful demonstration to Democrats that they had no 

coherent message to replace activist liberalism.’  The DLC policy messages were further 78

developed for the Clinton campaign after he became its chair in 1990. Hale argues that the revised 

policies were ‘nothing if not an attempt to rescue liberalism from its negative reputation and update 

it for the 1990s.’  However, the New Democrats were careful to avoid the term ‘liberal’, given its 79

negative connotations. A 1988 assessment from the newly formed Progressive Policy Institute, 

formed by the DLC to drive ideation, criticised the Democratic Party’s ‘liberal fundamentalism’, 

and argued: 
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in the past two decades, liberalism has been transformed. The politics of innovation has 
been replaced by programmatic rigidity; the politics of inclusion has been superseded 
by ideological litmus tests. Worst of all, while insisting that they represent the popular 
will, contemporary liberals have lost touch with the American people. It is this 
transformed liberalism that we call “liberal fundamentalism,” on which the electorate 
has rendered a series of negative judgments.   80

Therefore, in order to achieve electoral victory the party had to be seen as moving towards the 

centre, and creating distance from the public’s perception of liberalism. Consequently, the New 

Democrats described its messaging as ‘progressive’ and as a ‘new formulae for activist 

government.’  A DLC chief executive, anonymously quoted in the New York Times, would later 81

comment that the third way was a ‘movement to modernize progressivism for the information 

age.’  However, Professor of Government Stephen Medvic argues that ‘much of the discussion of 82

the Third Way is abstract.’  Medvic lists the Third Way ideals as opportunity, responsibility and 83

community. Medvic notes that ‘opportunity’ is intended to distance the New Democrats from their 

traditional support for redistributive policies, with the emphasis instead now being articulated by the 

DLC as being on ‘work, family, and [economic] independence.’  Medvic comments that 84

‘responsibility’ is ‘perhaps the most vaguely discussed value in the New Democrat trinity’, but 

likely reinforces the welfare reform messaging, and emphasises the ‘reciprocal obligation between 

individual and society.’  Medvic describes ‘community’ as the ‘most complex’ Third Way concept, 85

with it referring to avoidance of DNC infighting as a result of the many different interest groups, 

but this concept is also applicable to developing policies of national, rather than group, orientation. 

Whilst Medvic assigns meanings to these terms, it equally possible they were chosen as they were 
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generic enough to be broadly interpreted by a diverse electorate. Clinton’s policies, according to 

Homan and Lantis, found support in previously Republican dominated areas such as the suburban 

south and west of the country.  The economic policies expounded by the New Democrats were 86

neoliberal. Clinton's enthusiasm for deregulation is perhaps best demonstrated by the repeal of the 

Glass-Steagall Act, legislation that imposed safety barriers after the great depression to separate 

investment banks, insurers and retail banks. The repeal of Glass-Steagall, according to some 

economic commentators such as Columbia Journalism Review's Ryan Chittum, directly contributed 

to the financial crash of 2008.  So vigorous was the drive for financial deregulation, White House 87

papers show repealing Glass-Steagall was subject to only ‘limited discussion of the risks of such 

deregulation.’  This deregulatory trend was not limited to the financial sector - another significant 88

area of deregulation affected the trucking industry, when Clinton deregulated tariffs on intrastate 

transit.  A study three years after the 1994 Trucking Industry Regulatory Reform Act by Marketing 89

Professor Bert Kellerman found the changes ‘reduced freight costs while improving service […] 

and at the same time has not had a negative affect on trucking safety.’  Another example is found in 90

the communications sector - Clinton’s Telecommunications Act of 1996, he explained on its signing 

into law, ‘would provide consumers greater choices and better quality in their telephone, cable, and 

information services […] this Act seeks to remove unnecessary regulation and open the way for 

freer markets.’  Clinton stated the act was intended to provide a roadmap for further future 91

deregulation. Among other things, the act lessened the ownership volumes of media companies by 
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any one entity, meaning a single company could now control more communications and 

broadcasting infrastructure, and thus have a greater influence on the national narrative. In 2005, 

public interest group Common Cause assessed the impacts of the bill: ‘the Telecom Act failed to 

[…] deliver on its promise of more competition, more diversity, lower prices, more jobs and a 

booming economy […] Instead, the public got more media concentration, less diversity, and higher 

prices.’  However, the Clinton administration did seek some new legislation without success, such 92

as the 1993 health care plan, the Kyoto global warming treaty, and tobacco and energy legislation.  93

Where Congress proposed regulation, such as upon the increasingly independent Federal Reserve to 

deliver additional governance and transparency oversight, the administration were disinterested.  94

This decision not to augment regulations was central to Clinton’s belief, as he reportedly told his 

chief speechwriter, Jacob Weisberg, that ‘F.D.R.'s mission was to save capitalism from its own 

excesses. Our mission has been to save government from its own excesses so it can again be a 

progressive force.’  However, the Clinton administration’s approach to the management of digital 95

cryptography contrasted its otherwise deregulatory posture, and to understand why, it is important 

to explore the security risks the government was confronting. 

1990s Security Climate 

The Cold War dominated the Reagan administration, yet as Bush took the helm the New York Times 

commented that the Soviet Union was ‘writhing in economic distress and pulling in its military 
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horns.’  By the time of Clinton’s inauguration Russia was in such disarray that it ceased being an 96

immediate existential threat. China was a future threat, and with the exception of lesser powers such 

as Iran, Iraq and North Korea, the US faced no significant threats. It was the emerging risk of 

nuclear terrorism which became a focus during the early 1990s - funding was directed towards its 

research at the expense of conventional terrorism studies.  Despite this, neither Bush nor his three 97

predecessors had a formal counter-terrorism policy.  Richard Clarke, then Assistant Secretary of 98

State for Politico-Military Affairs, recalls that Bush ‘had chosen to deal with the single major anti-

US act of terrorism during his tenure (the bombing of Pan Am 103) through diplomacy, not the use 

of force.’  99

Many digital privacy activists expected the Clinton administration to herald a new age of security 

policies and liberalised cryptography regulations. John Perry Barlow comments that the 

administration members he met seemed ‘extremely smart, conscious freedom-lovers […] I was sure 

that after they were fully moved in, they’d face down the NSA and the FBI […] and lower the 

export embargo on […] encryption products.’  However, shortly after taking office Barlow 100

commented that the transformation of his administration friends made him feel like he was in 

‘another remake of The Invasion of the Body Snatchers.’  Barlow believed his friends had ‘been 101

subsumed by the vast minefield on the other side of the security clearance membrane, where dwell 

the monstrous bureaucratic organisms that feed on fear.’  Barlow comments that his 102

administration contacts ‘used all the telltale phrases.’  Mike Nelson, who led the National 103
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Information Infrastructure programme, said to Barlow, ‘If only I could tell you what I know, you'd 

feel the same way I do.’  The allies Barlow expected to find in the White House were rapidly 104

mutating their policy positions in what he believed was the service of managing one core risk: ‘their 

big hobgoblin is the “nuclear-armed” terrorist’, Barlow commented.  Eliminating the possibility 105

of such an attack by whatever means necessary, Barlow assessed, was the principle concern of 

Clinton and Gore, ‘to which even the future of American liberty and prosperity is secondary.’  106

Barlow believed that Clinton and Gore had been ‘convinced that such plots are more likely to ripen 

to hideous fruition behind a shield of encryption.’  This perception of terrorism as a principal 107

threat was likely reinforced by the bombing of the World Trade Center in February 1993. Whilst 

only six people died, the attack was planned to be much more cataclysmic, with the explosion 

intended to kill thousands by toppling the north tower into its companion.  Addressing the UN in 108

the aftermath of the bombing, Clinton stated that ‘Growing global stockpiles of plutonium and 

highly enriched uranium are raising the danger of nuclear terrorism for all nations. We will press for 

an international agreement that would ban production of these materials for weapons forever.’  109

The Clinton administration introduced the Omnibus Counter-terrorism Act in February 1995, in an 

attempt to manage the threat.  The March 1995 sarin gas attacks in Japan’s Yokohama subway had 110

an even greater impact on US officials, who according to Arnaud Blin, a Research Associate at the 

French Institute for Strategic Analysis and co-editor of The History of Terrorism, ‘saw it as the start 
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of a new era in the history of terrorism.’  The following year Usama Bin Laden issued a fatwa 111

against the United States, declaring that killing US Citizens ‘and their allies - civilian and military - 

is an individual duty for every Muslim who can do so in any country where it is possible.’  In 112

1996, Clinton stated that ‘The fight against terrorism must be both a national priority and a national 

security priority.’  Clinton continued: ‘This will be a long, hard struggle [...] But just as no enemy 113

could drive us from the fight to meet our challenges and protect our values in World War II and the 

cold war, we will not be driven from the tough fight against terrorism today. Terrorism is the enemy 

of our generation, and we must prevail.’  In 1997, a truck laden with explosives targeted a US 114

military base in Saudi Arabia killing nineteen Americans - Bin Laden was believed responsible.   115

A rise in international terrorism was coupled with concerns over far-right domestic terrorism. The 

highest profile attack within this category occurred in April 1995, when the deadliest bombing in 

US history took place in an Oklahoman federal building - 168 lives were lost.  Shortly afterwards, 116

Clinton stated that the risk of terrorism needed to be lowered: ‘We mustn’t let our country fight the 

war against terrorism ill-armed […] I want the ability to monitor high-tech communications among 

far-flung terrorists. I want to be able to have our people learn their plans before they strike. That’s 

the key.’  The ability to monitor ‘high-tech communications’ would inevitably have required 117

methods to circumvent encryption, though it should be noted that during this period cryptography’s 

global use was still in its infancy, and would unlikely have prevented agencies such as the NSA 
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from intercepting and accessing its target’s data.  The new wave of domestic terrorism groups 118

were ideologically varied, and according to Clinton included those ‘opposed to all forms of 

government power and falling within the libertarian tradition, but in a radical, violent, and 

grotesquely exaggerated form.’  Given the narrative of some digital privacy activists, such as the 119

cypherpunk’s crypto-anarchist contingent, it is possible some of their members, such as Tim May, 

who had once called for the ‘thermonuclear cauterization of […] Washington’, or even their entire 

group, could be located within this threat description.  Many of the domestic terror groups were 120

linked to anti-government militias claiming to defend the rights of Americans to bear arms. Whilst 

they lacked strong ideological foundations such groups, according to Blin, were ‘often drawn to the 

racist theories enunciated by groups ranging from neo-Nazis to the KuKlux Klan.’  Other terror 121

groups of concern were drawn from the Christian-right and found their ideology in biblical passages 

and prophetic texts.  These groups were often single-issue oriented. For instance, during the 1980s 122

and 1990s anti-abortion groups set nearly 100 fires, detonated 40 bombs, and attacked around a 

hundred people, killing seven.  After the Oklahoma bombing Richard Clarke recalls that Clinton 123

‘talked incessantly about what it would be like if terrorists used a weapon of mass destruction to 

attack a US city.’  In such an attack the vast loss of life would not take place in some distant 124

desert detached from the lives of American citizens - the carnage would be outside the Capitol, at 

the Super Bowl, or during the Macy’s Thanksgiving Parade - and his administration would be 
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remembered as those who let it happen. Any regulations, such as those imposed against 

cryptography systems capable of stymieing government efforts to diminish the terrorist threat, must 

have seemed appealing to the Clinton administration. 

1.3 Literature Review 

This literature review examines scholarly crypto wars research, first exploring broader works on the 

topic before focusing on the key-escrow policy.  

The majority of previous academic writing on the use of encryption to enable citizens’ rights is 

located within legal scholarship.  Consideration is directed towards the First and Fourth 125

Amendments, in an effort to understand to what degree the US Constitution can be interpreted as 

providing protection for digital privacy and speech.  

Of particular interest is a 1997 article in which lawyer John Fraser argues that whilst digital 

encryption could not have been considered by the Constitution’s framers, encrypted correspondence 

and secret communications were a core component of their political and military apparatus.  126

Fraser explains that ‘History shows […] Americans have long enjoyed the ancient liberty of the use 

of ciphers, codes and other forms of secret writing.’  Fraser notes that from the start of the 127
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revolution in 1775, American leaders ‘used codes, ciphers and other secret writings to foment, 

support, and carry to completion a rebellion against the British government.’  Therefore, Fraser 128

posits, the argument that the Framers drafted the founding principles and laws of America without 

considering encryption is void. According to Fraser, if the framers’ intent was to explicitly deny 

such a liberty to the citizenry, such an intent would have been articulated. Fraser also argues the 

absence of restrictive declarations evidences encryption as an ‘ancient liberty’, concluding that 

‘Technological development should not have the effect of making Americans less free than the 

Founders.’  Fraser, however, should also have considered that hand ciphers were the most 129

sophisticated form of encryption of the Founder’s era.  Given the primitive technology and low 130

level of mass education in the eighteenth century, the notion of an entire citizenry using 

cryptography to protect their communications was unlikely considered during the Constitution’s 

formulation. It is also possible that given the myriad factors under consideration during the 

Constitution’s production, the issue of cryptography was overlooked, rather than consciously 

omitted. Whilst Fraser’s argument is attractive to digital privacy activists, it is unlikely that it would 

withstand the scrutiny of legal scholars seeking to ascertain the Founders' views on encryption. 

Beyond legal scholarship, research has often focussed on either end of the spectrum of security or 

privacy, rather than exploring how a framework could be developed to manage their coexistence. 

Some researchers fear that encryption will either lead to a chaotic society, or to the slow erosion of 

civil rights, resulting in an authoritarian state. Even before Snowden’s revelations, Shamsi and 

Abdo, both employees of the American Civil Liberties Union, decried the state of civil liberties, 

arguing:  
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Americans’ right to privacy is under unprecedented siege as a result of a perfect storm: a 
technological revolution; the government’s creation of a post-WWII surveillance society 
in which the long-standing ‘wall’ between surveillance for law enforcement purposes 
and for intelligence gathering has been dismantled; and the failure of US laws, oversight 
mechanisms, and developments.   131

The authors argue that consequently ‘The most sweeping and technologically advanced surveillance 

programs ever instituted in this country have operated not within the rule of law […] but outside of 

it, subject only to voluntary limitations and political expedience.’  Shamsi and Abdo lament the 132

inability of the law to keep pace with technological developments. They urge a return to checks and 

balances, positing that Congress must ‘exercise meaningful oversight to ensure that the executive 

branch stays within the limits established by the constitution and federal laws.’  The authors argue 133

that the executive branch should ‘publicly disclose the broad contours of the authority [under 

which] it claims to intercept Americans’ communications in the national security context and the 

legal rationale underlying the authority.’  Shamsi and Abdo further contend that ‘The public must 134

know enough about the government’s sweeping intelligence authorities to evaluate their wisdom, 

effectiveness, and legality.’  Shamsi and Abdo are right to observe that the pace of change in 135

surveillance policy legislation has not kept up with the rapid accelerations of technology. However, 

their argument that the government should reveal more of its surveillance policies and capabilities 

fails to explore any resulting impact to national security. Whilst Shamsi and Abdo’s arguments for 

increased digital privacy transparency and oversight are laudable, the primary challenge that 

remains unaddressed is how this objective can be achieved whilst preserving the efficacy of national 

security. 
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Some academics have also failed to understand that ubiquitous end-to-end encryption will not 

provide protection against all forms of digital surveillance (end-to-end encryption is the process of 

keeping encryption keys exclusively on user’s devices, therefore removing the ability for service 

providers to view the user’s data, or to provide exceptional access to the government). Sherwinter 

argues ‘With ubiquitous encryption usage, the pendulum will swing back towards a privacy-

protective environment, and a new crossroads will emerge. Worldwide political dissidents and 

persecuted individuals will again be able to communicate with impunity.’  Sherwinter does not 136

acknowledge that nation states that target such individuals have a multitude of methods with which 

to compromise its target’s security. As well as exploiting citizen’s devices with malware (thereby 

circumventing most cryptographic protections), governments can plant listening devices in 

locations they are known to frequent.  Governments can also use traditional human intelligence 137

methods to either co-opt a member of the dissident group to spy on behalf of the state, or could 

infiltrate its own agents into the target group. One could even argue that dissidents may be less 

cautious as cryptography could provide them a false sense of security. 

Some researchers argue that increasing government surveillance powers in the digital age may be a 

positive development for society. In 2005, James Stacey Taylor, an Associate Professor of 

Philosophy, argued that the ‘State should place all of its citizens under surveillance at all times and 

in all places, including their offices, classrooms, shops - and even their bedrooms.’  The premise 138

of Taylor’s argument is that whilst surveillance should be pervasive, its products should not be 

accessible unless in ‘morally permissible’ scenarios. Taylor concedes the question of what is 

morally permissible is a ‘vexed’ one. He notes that society has accepted that in some scenarios it is 
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permissible to access information about past events, such as when judicial warrants allow courts to 

compel testimony of a witness during criminal investigation. Taylor argues: ‘If it is ever morally 

permissible for the State to secure information about past events, then it is morally permissible for it 

to do so through the use of surveillance devices.’ The virtues of such a system, Taylor argues, would 

include deterring crime, and avoiding erroneous prosecutions. He asserts that in a future where 

surveillance can be automatically translated to provide a narrative of events, rather than being 

reliant on humans reviewing the data, the invasion of privacy will further be minimised.  Taylor 139

argues that whilst digital privacy abuses of such a system would be possible, the impact of abuses 

must be weighed against the good achieved by the system. He explains that a series of safeguards 

would be required to prevent abuse of his surveillance system - these could include limiting the 

number of users with access to the system and ‘draconian penalties for any abuses’.  Taylor writes 140

that with such a system ‘Big Brother would then indeed be watching over us. But, unless one has 

criminal tendencies, this should be a cause for relief, rather than concern.’   141

Taylor extensively addresses the potential objections of both rights theorists and consequentialists; 

however, his arguments are weak in numerous areas. He gives little consideration as to how a 

repository of such rich data could be implemented, maintained, and most importantly, secured. The 

existence of a database containing the entirety of a nation’s most intimate exchanges would be a 

powerful lure to many threat actors. Not only could criminals conduct a plethora of illegal activities 

using such a database, but governments could use the contents of the database for espionage and 

even to support military operations. It is also possible elements of the database could be licensed to 

commercial entities to generate revenue, perhaps with the aim of making the system cost-neutral. 

Such a system would need numerous connections in order to harvest and index the national data, 
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and authorised users would likely be geographically dispersed, meaning that remote access methods 

would be required. Therefore, solutions such as air-gapping the system would be unviable.  Given 142

the aforementioned value to governments, whether a system with such necessary constraints as 

receiving bulk data and providing remote access could ever be secured against robust breach 

attempts seems unlikely given the current maturity of cybersecurity practices. There is also the 

challenge of insider threats; one single attack by a privileged user charged with overseeing the 

system could result in a devastating breach for millions.  As well as the threat of theft from the 143

system, Taylor does not give consideration to the possibility of attackers achieving persistent covert 

access with the intention of manipulating data. Such actions could allow a threat actor to plant, 

manipulate, or remove evidence of criminal acts. Taylor also presents a naive and incomplete 

argument with regard to the use of systems of complete surveillance by states prone to abusing their 

citizens. He argues that states who wish to persecute their citizens would ‘not need a system of 

surveillance to do this effectively.’  Whilst acknowledging that such a system ‘might’ make it 144

easier for states to abuse their citizens, Taylor fails to explore the degree to which advantage would 

be gained. Chiefly, this would be to remove the burden of labour required to suppress dissent; 

automation delivers a much more economically feasible method of mass surveillance and requires 

significantly fewer loyal sponsors to achieve. Thus, digital surveillance provides an 

unacknowledged advantage. 

Taylor gives little consideration to ‘mission-creep,’ either selectively by governments, or as a result 

of public fears in the wake of security events (e.g. high-profile, yet low-impact, terrorist attacks). 

Whilst mission-creep is possible without such a system at one’s disposal, with the readily available 

 Air-gapping is an information technology architecture technique whereby a system is isolated, or ‘air-gapped’, from 142

all other networks (i.e. the internet) to prevent remote threat actors from attacking the network.
 Privileged users are typically responsible for administering networks. Their privileged accounts allow them to make 143

changes to the system that normal users cannot. This, coupled with their intimate knowledge of the network architecture 
and defences, means that they represent a significant threat to IT environments.
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information of all citizens already databased it would be feasible to rapidly implement a different 

policy to the querying of that data set, and governments seldom relinquish power once attained. 

Taylor gives scant consideration to the effect of such powers existing in perpetuity. Another 

scenario of concern could be a newly elected government that chose to alter laws to use the 

surveillance mechanism that had been built as a tool of oppression. Whilst there can be no ultimate 

guarantee against such an occurrence, having no technical barriers in place against a systemic bulk 

surveillance capability would give citizens little opportunity to resist should a new government 

ascend to power and implement repressive policies. 

Additionally, Taylor does not describe how such a system would be overseen to prevent abuses, 

which he claims would be minimal due to his surveillance system’s ‘draconian’ abuse penalties.  145

However, Taylor does not articulate what such penalties would comprise. A system connected to the 

world via the internet presents attackers with the ability to achieve a strong degree of anonymity 

which would counteract any deterrent capability of his draconian penalties. Even if Taylor’s internal 

surveillance capabilities prevented domestic actors from targeting the system, there would be no 

such deterrence for foreign threat actors. 

Addressing the potential behaviour modifications that such a system could impose, Taylor argues 

that there would be no impact on citizens' autonomy of action because individuals who do not 

believe their actions will be observed (as they will not be committing crimes) will not modify their 

behaviour. Taylor offers a solitary academic study to support his argument. Yet, a single piece of 

research in support of such a significant claim does not provide nearly enough rigour to substantiate 

 Ibid.145
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his argument given its potential impact upon freedom of speech and assembly.  A parallel of this 146

issue is evident with the key-escrow policy. 

In summary, flaws in security, oversight and the potential for abuse at a nation state level mean that 

Taylor’s system is not feasible. 

Taylor is not the only advocate for surveillance and the organisations responsible for its execution. 

In 2013, Michelle Van Cleave, who served as the National Counterintelligence Executive under 

George W. Bush, wrote a spirited defence of the NSA.  Van Cleave reflected on the crypto wars, 147

and the challenges faced by the government, such as a public which demands to be kept safe 

without allowing the privacy intrusions required to achieve such security.  Van Cleave raises a 148

question that remains important in surveillance politics: ‘is our privacy being violated when 

computers churn through strings of digital data looking for signals of terrorist activity?’ Van Cleave 

argues that rather than being ‘Stasi-like’ as some critics may argue, as long as judicial and 

congressional oversight with clear boundaries exist ‘automated systems analysing digits (not 

people) are non-intrusive public safety responsibilities of the US government.’  Van Cleave 149

further posits that ‘It should be possible for an enlightened citizenry to empower government action 

in that sphere without forfeiting the very rights that our government exists to secure.’  Van 150

Cleave’s background as an intelligence officer provides her with a unique insight into the national 

security aspects of surveillance. However, it also results in a bias that is evident at several points in 

her writing. For instance, she refers to the ‘brilliance’ with which the US intelligence community 

 Taylor cites David Lyon, Surveillance Society: Monitoring Everyday Life. (Buckingham: Open University Press, 146

2002). pp. 51, 62.
 Michelle Van Cleave, ‘What it takes: In Defence of the NSA’, World Affairs, 176(4) (2013), 57-64.147
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operated during the Cold War, and speaks of the long history of ‘disinformation campaign[s] against 

America’s moral standing in the world’, without offering supporting evidence.  Throughout her 151

arguments, Van Cleave fails to give proper consideration to the impact of security measures on civil 

rights and focuses myopically on threats. She refers to Snowden as a ‘voice of disinformation’, who 

is possibly delusional, or may have received coaching so that he could better ‘inflame public 

opinion’.  No evidence is offered to support these statements. However, there are valuable points 152

in Van Cleave’s article. For instance, she highlights the practice of technology companies requiring 

users to share data with service providers in order to attain core device functionality. Today, citizens 

require devices to complete even basic tasks. Van Cleave is right to identify that requiring the 

sharing of non-critical data to permit them to do so represents a privacy threat.  153

Some academics have gone further than Van Cleave, suggesting that if secure communications 

represent an acute threat to the state, then more extreme risk mitigation measures should be 

employed. Sociologist Amitai Etzioni argues that governments should ban end-to-end encryption.  154

Etzioni wrote in 2016 that technology companies should not be allowed to determine policy: ‘It 

should not be up to CEOs seeking to maximise profits to have the final say in matters concerning 

high risk to public safety.’  Etzioni’s comments came at a time when American technology 155

companies were becoming the most valuable on the planet, with Apple having the highest market 

capitalisation, bestowing vast political reach.  Etzioni fails to consider that profit-driven 156

companies typically only invest in developing features when the majority of their user base, in 

Apple’s case, a large proportion of the market, desire such features. In a number of areas within 

 Ibid., pp. 58, 62.151

 Ibid., p. 61.152

 Ibid., p. 59.153
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Etzioni’s article it quickly becomes evident that his overall argument to ban end-to-end-encryption 

is flawed. At several points throughout the article it is clear Etzioni lacks a basic comprehension of 

the technical dimensions of the subject upon which he is commenting.  This absence of technical 157

knowledge is apparent when Etzioni explores the possibility of weakening encryption so that 

authorities can break into the communications when required. Etzioni minimises the fact that other 

actors with advanced technical resources (such as foreign states) may also be able to break the 

weakened encryption, which could have a significant impact on national security.  Etzioni argues 158

that even if attackers were able to benefit from the weakened encryption, ‘such leaks could be 

patched’. ,  As well as pre-supposing the activities of criminals would be the result of a leak, 159 160

Etzioni’s overly-simplistic use of the term ‘patched’ minimises the complexity of developing an 

algorithm that at once prevents hostile actors, but allows the government to access citizens' data.  

To counter claims that it is not possible for technology companies to keep decryption keys secret, 

Etzioni cites the example of the decades-long secrecy surrounding the Coca-Cola formula.  161

However, Etzioni does not take into account that this secret was kept before the age of ubiquitous 

connectivity and that the value of such an item [i.e. the Coca-Cola formula] is not comparable to an 

entire country’s encrypted communications (or of a major sub-set). 

Etzioni argues the government should pass regulations that would compel technology organisations 

to decrypt their devices and associated communications: ‘If one can forge a right to privacy out of 

 For instance, when arguing against Apple’s argument that if they were to create a mechanism to decrypt a single 157

iPhone then everyone’s privacy would be endangered Etzioni writes ‘This assumes that it [Apple] would disclose how it 
decoded its own phone, rather than subject this code to high power encryption.’ In this context, Etzioni’s comment does 
not make any sense, as the phone is already encrypted, applying ‘high-powered’ encryption would be counter to the 
aims of decoding the data.

 Etzioni, 2016, p. 580.158

 Ibid., p. 565159

 For instance, the recent vulnerabilities discovered known as SPECTRE and MELTDOWN will likely take years to 160

be removed from the technology ecosystem.
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the penumbra of the Constitution, surely one can similarly forge an obligation of the private sector 

to comply with warrant requirements in order to keep the public secure.’  Whilst laws are always 162

interpreted by legal professionals, it is unethical for academics to consider ‘extending the appeal or 

meaning of the law or the Constitution’ in order to achieve one’s aim.  163

Etzioni argues against the concern that should encryption be banned in the US, global consumers 

will procure equivalent products from foreign markets, thus damaging the American economy 

without providing a security yield. He quips ‘If one follows that logic […] then Apple and Google 

should market […] distill and distribute heroin.’ Etzioni contends that should America ban 

encryption, commenting that ‘most if not all other governments would be quite keen, for their own 

reasons, to follow suit’, but presents no data to support this assertion.  Should autocratic nations 164

desire to ban encryption they would be unlikely to wait for the US to take such steps before doing 

so themselves. Other nations, such as those in Europe, have much stronger traditions of privacy, 

having suffered significant violations in this domain within living memory, particularly in Nazi 

Germany and in the Soviet Union. The European desire for privacy is evidenced in particular by the 

General Data Protection Regulations (GDPR) which applies to all European Union member states 

and provides a stronger regulatory framework, and harsher penalties for violation, than any other 

privacy regulation.  Therefore, it seems unlikely that EU countries would outlaw encryption 165

should the US do so. Additionally, should American companies vacate the global encryption market, 

it seems certain European organisations would fill the void. 

 Ibid., p. 572.162
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In summary, Etzioni’s arguments are deeply flawed; his lack of technical understanding 

demonstrates the danger of those who lack computing expertise attempting to study this topic 

without consulting technical specialists. 

Lawyer Kristen Jacobsen articulated another approach to resolving the encryption challenge in 2017 

when she argued that manufacturers and mobile operating system providers should be fined for 

‘each instance that law enforcement cannot decrypt a smartphone it has the legal authority to 

search.’  Jacobsen argues that regulatory fines should be ‘substantial enough to “highly 166

encourage” manufacturers and mobile operating system providers to elect to make their 

smartphones amenable to search warrants.’  Jacobsen suggests an initial penalty of $127,500. This 167

sum is the median fee paid to ‘hackers’ in 2012 by the US government for aid in breaking into 

encrypted devices.  This penalty should be paid by technology companies for each device that 168

cannot be decrypted. Jacobsen suggests the money could be used to develop the capabilities of 

government agencies to enable them to break into encrypted devices.  169

Jacobsen’s arguments are problematic for a number of reasons. It is unlikely that such a sum would 

incentivise companies such as Apple, Microsoft and Alphabet (Google’s parent company), who 

control most of the relevant commercial market, to acquiesce to government coercion. To provide 

context to the vast riches at the disposal of these companies, in 2016, the year preceding Jacobsen’s 

article, Apple generated $45.7 billion profit, Microsoft $16.8 billion, and Alphabet $19.5 billion.  170

 Kristen M. Jacobsen, ‘Game of Phones, Data Isn't Coming: Modern Mobile Operating System Encryption and Its 166

Chilling Effect on Law Enforcement’, George Washington Law Review 85(2) (2017), 566-612. p. 567.
 Ibid., p. 603.167

 Jacobsen does not clarify to whom ‘hackers’ refers. It is likely a reference to experts authorised to seek 168

vulnerabilities through a ‘bug bounty’ programme, though it could also refer to non-authorised testers who may sell 
their exploits on the black market should the government not procure the information pertaining to the vulnerability 
they have discovered.
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Additionally, such companies would likely see these fines as a highly visible verification 

mechanism that their company does not cooperate with the government, which may deliver 

commercial benefits, especially in foreign markets, and could even be viewed as a prudent 

investment. 

Jacobsen argues that if technology companies themselves create the mechanisms to access their 

devices it would remove the incentive for criminals to break into devices.  This seems unlikely as 171

there would remain a lucrative black and grey market for such exploits from foreign governments 

and criminal organisations. In addition, when acquiring exploits (the technical means to break into a 

digital device) that have been developed by external parties, the US government would likely seek 

to agree an exclusivity clause to ensure that the exploit has minimal exposure, thus decreasing its 

chance of discovery and increasing its longevity and value. It would be in the interest of the external 

parties, and the entities through which they act, such as cyber security companies, to honour such 

exclusivity agreements in the interests of repeat business. Therefore, if the US procured exploits, 

inserting exclusivity clauses in acquisition agreements, the wider cyber security threat would be 

diminished. 

With regard to the potential for autocratic governments to abuse decryption capabilities, Jacobsen 

argues that US legal processes, such as the Mutual Legal Assistance Treaty framework, would 

prevent abuse.  This was an area also explored by the Clinton administration in regards to the key-172

escrow policy. However, Jacobsen offers no methodology as to how it could be reliably assessed 

whether potentially tens of thousands of requests from around the globe could be validated as 

consistent with US ethical and regulatory standards. Even if such a mechanism could be established, 

 Jacobsen, 2017, p. 606.171
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it is unlikely that autocratic governments would utilise it for long should they not attain the desired 

results. If such a capability existed, autocratic governments would likely make access to such a 

capability a pre-requisite for the company trading within its borders. When faced with such a 

commercial dilemma, companies would have to elect either to leave lucrative markets, or find 

mechanisms with which to provide access to the autocratic countries. The latter could be achieved 

by incorporating a subsidiary company in the autocratic country and storing data on its citizens 

within that nation’s territory. For the aforementioned reasons, the creation of such a back-door 

presents issues that Jacobsen fails to address - many of these issues were common to the key-escrow 

policy. 

The Key-Escrow Policy 

As crypto wars participants such as John Perry Barlow, Matt Blaze, and Dorothy Denning produced 

scholarly articles on the topic of key-escrow, these writings are treated as primary rather than 

secondary source material. Such writings are incorporated in subsequent chapters rather than being 

examined in this literature review.  This phenomena of academics who would typically be 173

observers of events being participants in the crypto wars results in a smaller body of academic work 

from non-participant scholars on the key-escrow policy than would typically be expected. There are 

other challenges with the contemporary literature, such as the false conclusions drawn by scholars 

 For instance articles including: John Perry Barlow, 'A plain text on crypto policy', Communications of the ACM 173

36(11) (1993), 21-26; Matt Blaze. ‘Protocol failure in the escrowed encryption standard’, Proceedings of the 2nd ACM 
Conference on Computer and communications security (1994). 59–67; Matt Blaze. ‘Key Escrow From a Safe Distance’, 
Matt Blaze’s Personal Website (2011) <https://web.archive.org/web/20201114102848/https://www.mattblaze.org/
escrow-acsac11.pdf> [Accessed 14 December 2020]; Dorothy E. Denning, 'The Science of Computing: The Clipper 
Encryption System', American Scientist 81(4) (1993), 319-323; Dorothy E. Denning, ‘Crime and Crypto on the 
Information Superhighway’, Journal of Criminal Justice Education 6(2) (1995), 323-336; Dorothy E. Denning and 
Miles Smid, 'Key-escrowing today', IEEE Communications Magazine 32(9) (Sep. 1994), 58-68; Dorothy E. Denning 
and Dennis K. Branstad. ‘A Taxonomy for Key Escrow Encryption Systems’, Communications of the ACM 39(3) 
(March 1996), 34–40; David Banisar, 'Stopping Science: The Case of Cryptography', Health Matrix: The Journal of 
Law-Medicine 9(2) (1999), 253-287; Dorothy E. Denning and William E. Baugh Jr., 'Key Escrow Encryption Policies 
and Technologies', Villanova Law Review 41(1) (1996), 289-304; Hal Abelson and others, ‘The risks of key recovery, 
key-escrow, and trusted third-party encryption’, World Wide Web Journal 2(3) (1997), 241-257. 
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as a result of relevant classified or politically sensitive information.  Additionally, as much of the 174

literature on key-escrow was written during the period of the policy itself, authors are often unable 

to consider the initiative from inception to demise.  Many articles are technical examinations of 175

key-escrow, and whilst being useful as general background are of limited relevance to this research 

project.  Often, contemporary articles are simply overviews of encryption and the concept of key-176

escrow aimed at audiences who have not previously been exposed to such issues. In the legal 

cannon in particular, whilst interesting discussion is conducted regarding the constitutionality of 

key-escrow, the broad political, privacy, security, and technical issues are not considered in detail. 

Many such articles are absent arguments and conclude with bland reductionist statements, such as 

that of lawyer Wystan Ackerman who closes his key-escrow legal analysis stating that ‘Congress 

and President Clinton need to fashion a cost-effective compromise on key recovery that will meet at 

least the basic, fundamental needs of law enforcement and national security without jeopardising 

privacy and violating the Constitution.’  177

 For instance: Nelson states Clipper emerged as a result of AT&T requesting a government encryption chip for the 174

telephone, we now this is incorrect, AT&T were incentivised with a large government order to use Clipper rather than a 
chip using the data encryption algorithm (Kristine M. Nelson, ‘The Clipper Initiative: Fact or Fiction in Future 
Encryption Policy’, Hamline Journal of Public Law and Policy 16(1) (1994), 291-312. p. 298)   

 For instance: James R. Butler and Karen A Forcht, ‘The Clipper Chip and the Price of Security in America’, 175

Information Management and Computer Security 2(5) (1994), 9-12; Michael A. Froomkin. ‘The Metaphor Is the Key: 
Cryptography, the Clipper Chip, and the Constitution’, University of Pennsylvania Law Review 143(3) (1995), 709-897; 
Henry R. King, ‘Big Brother, the Holding Company: A Review of Key-Escrow Encryption Technology’, Rutgers 
Computer and Technology Law Journal 21(1) (1995), 224-262; Kirsten Scheurer, ‘The Clipper Chip: Cryptography 
Technology and the Constitution - The Government's Answer to Encryption Chips away at Constitutional Rights’, 
Rutgers Computer and Technology Law Journal 21(1) (1995), 263-292; Michael A. Froomkin, ‘It Came from Planet 
Clipper: The Battle Over Cryptographic Key Escrow’, University of Chicago Legal Forum (1996), 15-76; Stephen T. 
Walker and others. ‘Commercial Key Recovery’, Communications of the ACM 39(3) (1996), 41-47; Sondlo Leonard 
Mhlaba, 'The Efficacy of International Regulation of Transborder Data Flows: The Case for the Clipper Chip', 
Government Information Quarterly, 12(4) (1995), 353-366; Emily Frye and Randy V. Sabett, ‘Key Recovery in a Public 
Key Infrastructure’, Jurimetric, 38(3) (1998): 485-96.

 For instance: Yung-Cheng Lee and Chi-Sung Laih, 'On the Key Recovery of the Key Escrow System', Proceedings 176

13th Annual Computer Security Applications Conference (1997), 216-220; Mihir Bellare and Shafi Goldwasser, 
'Verifiable Partial Key-Escrow', Proceedings of the 4th ACM Conference on Computer and Communications Security 
(1997), 78–91; Yair Frankel and Moti Yung, 'Escrow Encryption Systems Visited: Attacks, Analysis and Designs', 
Proceedings of the 15th Annual International Cryptology Conference on Advances in Cryptology (1995), 222–235; 
Mihir Bellare and Shafi Goldwasser, ‘Encapsulated Key Escrow: Technical Report’, Massachusetts Institute of 
Technology (1996); Thomas Beth, and others, 'Towards Acceptable Key Escrow Systems', Proceedings of the 2nd ACM 
Conference on Computer and Communications Security (1994), 51–58; Mark P. Hoyle and Chris J. Mitchell, ‘On 
Solutions to the Key Escrow Problem. In: State of the Art in Applied Cryptography’, Lecture Notes in Computer 
Science (1998), 1528.
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Whilst most legal articles are ideologically neutral, some scholars adopt strong pro or anti-

cryptography positions, such as lawyer Mark Koffsky who argued ‘If the courts uphold mandatory 

Clipper, it would establish the precedent that the Federal Government has the right to direct the 

development of technology in a manner amenable to its own interests.’  Koffsky’s argument is of 178

particularly import, as such interference could endanger the position of the US as the world’s 

leading high-technology supplier. Lawyer Gwynne B. Barrett also argued against key-escrow, 

stating that ‘although the government is responsible for national security, it is also responsible for 

maintaining the constitutional rights of its citizens […] the role of encryption should remain 

unrestrained by government.’  Barrett should perhaps have further considered that the two 179

responsibilities should not necessarily be separated, as the maintenance of citizen’s constitutional 

rights could be considered a national security issue. On the other side of the issue lawyer Anjali 

Singhal argued: 

While the law should keep pace with technological advancements, it must not permit 
technology to dictate the extent of either privacy of law enforcement capabilities. 
Technological advances should be used to maintain the balance between privacy and 
law enforcement rather than to elevate one at the expense of the other. The Clipper Chip 
[…] preserve[s] this Fourth Amendment equilibrium.   180

Singhal fails to explore to what degree it is possible for laws to match the velocity of technological 

advances - legislation often takes years to pass, whilst technology innovations can happen in 

months, weeks, or sometimes even days. Lawyer Kristine Nelson also supports the government 

position, arguing the Clipper Chip was a ‘positive first step by the Clinton administration in 

building a balanced encryption policy to meet the changing needs in this technologically advancing 

 Mark I. Koffsky, ‘Choppy Waters in the Surveillance Data Stream: The Clipper Scheme and The Particularity 178

Clause’, High Tech Law Journal. 9(1) (1994), 131-149. p. 149.
 Gwynne B. Barrett, ‘Law of Diminishing Privacy Rights: Encryption Escrow and the Dilution of Associational 179

Freedoms in Cyberspace’, New York Law School Journal of Human Rights 15(1) (1998), 115-140. pp. 139-140.
 Anjali Singhal. 'The Piracy of Privacy - A Fourth Amendment Analysis of Key Escrow Cryptography', Stanford Law 180

and Policy Review 7(2) (1996), 189-210. p. 200. 
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society.’  Lawyer Howard Dakoff adopts a similar position: ‘The Clipper Chip is only an attempt 181

to keep up with the current pace of technology […] it mandates safeguard procedures to prevent 

renegade government agencies from conducting warrantless searches.’  Dakoff further argues, that 182

‘The Clipper Chip will not provide the government with any more power to pry into individual 

private lives than the current system for wiretapping provides […] [it] is not Orwellian; it is merely 

a product of the evolution of the Technological Age.’  Dakoff makes this argument without 183

addressing the critical failure points the key-escrow system would create - wiretapping was a 

heavily manual process as listening to intercepted communications caused a significant labour 

constraint, in contrast key-escrow was highly automatable and transparent to the public which could 

thus shield abuse. Lawyer Christopher Torkelson takes the opposite position to Dakoff, arguing:  

The government’s adoption of the Clipper chip […] shift[s] the advantage of technology 
to law enforcement […] acceptance of these proposals requires citizens to trust the 
government to protect their privacy interests and to ignore the potential for abuse. The 
protection of these rights is not the duty of the government, but of the individual, and it 
is in turn the Judiciary’s duty to balance the competing interests.  184

The issue of whether key-escrow changed the balance of power between citizen and state received 

little attention in the literature, typically, as is the case with Dakoff, a professed change was 

unsubstantiated with evidence, or detailed reasoning.  

Zhonette Vedder-Brown addressed a root issue in the debates by exploring what was meant by 

privacy, arguing that: 

nothing can be accomplished when the debaters are working with different sets of 
vocabulary. The debaters have not reached common ground on the definition of privacy 
[…] While key-recovery may not violate the right to privacy, it does implicate privacy 

 Kristine M. Nelson, 'The Clipper Initiative: Fact or Fiction in Future Encryption Policy', Hamline Journal of Public 181

Law and Policy 16(1) (1994), 291-312. p. 311.
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concerns. Opponents of key-recovery should acknowledge that privacy is not limited to 
excluding governmental intrusions. The key-recovery regime decreases intrusions by 
civilian snoopers.   185

  
By ‘civilian snoopers’, Vedder-Brown was likely referring to criminals, who, whilst not a 

substantial risk in the early 1990s, would become an increasing problem as the millennium 

approached. Vedder-Brown concludes that ‘when both parties agree on what is meant by privacy, 

then perhaps intelligent debate may yield an acceptable, democratic compromise. This compromise 

is likely to result in some form of key-recovery, and some statutory protection of privacy.’   186

One of the most useful key-escrow articles is written by Journalism Professor Vandana Pednekar-

Magal and Communications Professor Peter Shields, who explore the reason for the inception and 

discontinuation of the key-escrow policy.  The authors recognise that ‘expecting one theory to 187

explain the complexities of the rise and fall of the Clipper Chip initiative is a demanding 

requirement.’  The authors identify ‘reasons of State’ as critical in the key-escrow policy, 188

especially the NSA’s role, arguing that its ‘expertise in the area of encryption, its pivotal position in 

the encryption standards-setting process, and the existence of a tight-knit policy network within the 

executive branch’ was crucial in the policy’s evolution.  Pednekar-Magal and Shields further 189

argue that: 

A focus on the interests and strategies of state actors also helps illuminate why a non-
legislative fix was chosen for the encryption problem. Members of the executive-branch 
policy network shared the view that key-escrow encryption was in the interest of the 
state. Working to contain the scope and intensity of the debate over Clipper Chip, 
members of this network decided to opt for a non-legislative strategy because they 
believed that a legislative approach would engender too much opposition. Furthermore, 
a legislative approach would have meant that control over the Clipper Chip initiative 
would have shifted from the executive branch to Congress. The Clinton Administration 

 Zhonette M. Vedder-Brown, 'Government Regulation of Encryption: The Entry of “Big Brother” or the Status Quo?', 185
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was not going to let that happen; by pushing the Clipper Chip as a “voluntary” standard, 
executive branch actors could exercise a good deal of control over modifications to the 
initiative as these became necessary.   190

The authors posit that the intra-government conflicts between the executive and Congress may have 

played an important role in the failure of the key-escrow policy.  Pednekar-Magal and Shields 191

argue that in the 1987 Computer Security Act ‘Congress clearly defined the role of the state as 

facilitating the development of the high-tech industry […] By contrast, executive-branch actors 

were primarily concerned with national security.’  Further, the authors conclude that ‘The White 192

House was aware that if it had not withdrawn the Clipper Chip and relaxed export controls in 1999, 

Congress would have done so with the passage of the SAFE [Safety and Freedom Through 

Encryption] bill.’  Whilst Pednekar-Magal and Shields arguments on the Clinton administration’s 193

desire to keep authorities relevant to key-escrow away from Congress are not unreasonable, they are 

not supported by sufficient evidence to be positioned with such a degree of certainty. The author’s 

narrative fails to acknowledge the complexities of Congress - it was a divided body where no 

consensus on cryptography was to be found (See Section 6.5). This is evidenced by numerous 

cryptography-related bills introduced in Congress, often in a strike-counter-strike pattern, during 

CW2. Most of these bills were positioned at either end of the spectrum (i.e. heavily regulating 

encryption, or withdrawing nearly all regulations) - few had any prospect of success. Such proposed 

legislation included the:  

• Anti-Electronic Racketeering Act (1995) 

• Encrypted Communications Privacy Act (1996)  

• Promotion of Commerce On-Line in the Digital Era (PRO-CODE) Act of 1996  

• Safety and Freedom Through Encryption (SAFE) Act (1997)  

 Ibid.190

 Ibid., p. 461.191

 Ibid.192

 Ibid.193
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• Secure Public Networks Act (1997)  

• Encryption Protects the Rights of Individuals from Violation and Abuse in Cyberspace (E-

PRIVACY) Act (1998) 

None of these bills became law. There was no certainty the SAFE bill would have succeeded. The 

authors offer another argument for key-escrow’s demise, the opposition of some other states to a co-

ordinated global implementation of the policy, the authors argue that: 

If the administration had found widespread support among these state actors, it may 
well have been able to persuade Congress to go along with Clipper III [the final policy 
iteration, also known as key-recovery]. After all, by that time the administration had 
managed to buy off an important segment of the industry opposition.   194

It is true that large swathes of industry had, in principal, agreed to develop key-escrow solutions 

[See Section 6.4]. However, industry’s intent to deliver on this agreement is ambiguous. It is also 

hard to support the claim that had there been international consensus regarding key-escrow that 

Congress would have supported the policy. Such resolution would not remedy the encryption 

regulation’s constitutional deficiencies, nor reconcile whether key-escrow was compatible with 

Congress’ conception of citizen’s freedom and privacy rights. 

Matthias Schulze of the German Institute for International and Security Affairs offers a useful 2017 

analysis of key-escrow through the framing of securitization, the social construction of security 

threats such as cyber (in)security.  Schulze writes: 195

The question we need to ask is ‘whose security are we talking about’? The debate shows 
that there are two paradigms of security at work: a national security perspectives with 
traditional, physical threats such as terrorism and a cyber security perspective, which 

 Ibid.194

 Matthias Schulze, ‘Clipper Meets Apple vs. FBI: a Comparison of the Cryptography Discourses from 1993 and 195

2016’, Media and Communication 5(1) (2017), 54-62.
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considers the vulnerabilities of software and hardware in terms of hacking, cyber crime 
and state-sponsored cyber war.  196

Whilst offering a useful framing of the two paradigms, Schulze does not suggest a way in which 

they can be reconciled, nor does he fully recognise that the threats he states as being associated with 

each paradigm are in fact associated with both paradigms (e.g. terrorists can conduct physical 

attacks via the internet or encrypted technologies such as with armed drones, or by hacking and 

sabotaging critical infrastructure). Schulze concludes: 

The old Clipper consensus that the widespread use of cryptography is the greater good 
is still valid, even though it is understandably harder to see in the current context of 
global terrorism. As threatening as terrorism may be, cyber attacks from nation-states, 
cyber crime and digital espionage are growing rapidly and are costing millions of 
dollars annually.   197

This highlights a changing understanding of the threat landscape between the Clipper initiative and 

the present day - most risks during the Clinton administration were theoretical, whilst today these 

threats are manifest. 

1.4 Structure and Methodology 

This thesis addresses the history of the key-escrow policy from inception to its 1997-1998 

conclusion, with the aim of identifying the reason for its discontinuation. The remainder of this 

thesis is organised thus: 

Chapter Two, ‘The First Crypto War: Foundations of Key-Escrow’s Discontinuation’, covers the 

historical background of cryptography regulations, and government attempts to control 

cryptography through non-regulatory means. It establishes the historical context for the principal 

period of study (1993-1998). It will be argued that during this period a climate was established 

 Schulze, 2017, p. 59.196

 Ibid., p. 60.197
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between digital privacy activists and the government that would contribute towards the failure of 

the key-escrow policy. 

Chapter Three, ‘The Key-Escrow Policy’s Launch and Early Government Failures’, covers the 

key-escrow policy’s origins and the accompanying public communications strategy. This chapter 

will explore the intra-government dialogue preceding the policy’s launch, and the public response 

after its 1993 publication. The NSA’s attempts to engage the citizenry on key-escrow will be 

examined, as will their response to this engagement. The mistakes the government made during the 

early years of the key-escrow policy will be argued to have contributed to its eventual 

discontinuation. 

Chapter Four, ‘Citizens Develop Key-Escrow Violating Technologies’, explores how private 

citizens responded to US legislative advances towards cryptography regulation, with Phillip 

Zimmermann as the principal figure in this movement. Zimmermann aspired to develop and 

distribute a home computer public key encryption product, PGP, at no cost to citizens, to ‘inoculate 

the body politic’ from the threat of mass government surveillance.  It will be argued that whilst 198

private citizen developed encryption software such as PGP would eventually become a threat to 

government surveillance, it was not influential in the decision to discontinue the key-escrow policy. 

Chapter Five, ‘Constitutional Challenges Undermine The Key-Escrow Policy’, covers three legal 

cases brought by digital privacy activists during CW2. The first is the case of Daniel Bernstein, who 

sought to circumvent cryptography regulations by applying to export software that whilst not 

 Philip Zimmermann, ‘PGP Guide’, Philip Zimmermann’s Personal Website (1991) <https://web.archive.org/web/198

20201205175844/http://www.erresoft.com/firmadigitale/PGP_Guide_vol_1.html> [Accessed 5 December 2020]; Philip 
Zimmermann, ‘Testimony of Philip R. Zimmermann to the Subcommittee on Science, Technology, and Space of the US 
Senate Committee on Commerce, Science, and Transportation (26 June 1996)’, Philip Zimmermann’s Personal Website 
(1996) <https://web.archive.org/web/20201105081220/https://www.philzimmermann.com/EN/testimony/index.html> 
[Accessed 18 November 2020].
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technically an encryption system, could be combined with other widely available programs in order 

to form such a system. The second is the case of Phil Karn, who challenged a government ruling 

that whilst a cryptography book by Bruce Schneier, which included encryption source code, could 

be exported, the accompanying disk with identical code could not. The third case is that of 

Professor Peter Junger, who challenged government restrictions preventing him from teaching 

cryptography to his university class, a class including foreigners thus constituting an export 

violation. This chapter will argue that the court cases demonstrated the constitutional vulnerability 

of the encryption regulations but that they were not determinative factors in the discontinuation of 

the key-escrow policy. 

Chapter Six, ‘Industry and International Opposition to the Key-Escrow Policy’, explores the 

different manifestations of industry opposition to the key-escrow policy. The direct influence of 

individual enterprises, particularly Microsoft and RSADSI, and industry’s indirect lobbying through 

bodies such as the Software Publishers Association (SPA) will be examined. This chapter will also 

explore the metamorphosis of key-escrow to key-recovery during 1996, which empowered industry, 

rather than government, to retain encryption keys for the devices they produced. In the mid-1990s 

Congress became an encryption policy field of contestation, with industry having particular 

influence in this environ. The proposed legislation introduced during this era will be examined to 

understand how these bills contributed to the ongoing policy debate. Finally, this chapter will 

examine the international rejection of key-escrow, represented best by influential 1997 OECD and 

European Commission policy papers, which it is argued was likely the point when the Clinton 

administration accepted that key-escrow was not achievable without an act of self-mutilation 

against one of its most powerful commercial sectors. Overall, this chapter will argue that industry 

was the determinative factor in the key-escrow policy’s discontinuation. 
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Conclusion, ‘The Legacy of Key-Escrow’, summarises the findings of this thesis, explores the 

historical implications of the key-escrow policy, and seeks to understand whether such a policy may 

return in the present day. Finally, the conclusion presents future research recommendations. 

Sources: Archival 

Archival sources employed during Chapter 2 includes former NSA officer Richard George, who 

was at the heart of the DES initiative. George was responsible for declassification of the NSA’s 

DES history, and since leaving NSA in 2011 has proved very willing to engage with the public. 

NSA have also declassified a number of relevant documents, such as their internal history of 

cryptography during the first crypto war.  A speech by then NSA Director Bobby Inman also 199

allows an insight into the agency’s public narrative during this period.  Martin Hellman, a co-200

inventor of public key cryptography is a further excellent source of research material, he has 

participated in several interviews and podcasts discussing CW1.  Additionally, Hellman has 201

donated his correspondence during this era to the Online Archive of California.  This archive 202

includes letters between cryptographers discussing CW1, and letters between Hellman and officials 

at government departments, including the NSA. Ron Rivest, co-inventor of the RSA algorithm, has 

also provided his CW1 account during an MIT lecture.  Another primary source is an archival 203

recording of a meeting between cryptographers and government agents, including the NSA, which 

 Thomas R. Johnson, ‘American Cryptology During the Cold War, 1945-1989. Book III: Retrenchment and Reform, 199

1972, 1980’, National Security Agency (1998) <https://web.archive.org/web/20201016182151/https://www.nsa.gov/
Portals/70/documents/news-features/declassified-documents/cryptologic-histories/cold_war_iii.pdf> [Accessed 16 
October 2020]. 

 Bobby R. Inman, ‘The NSA Perspective on Telecommunications Protection in the NonGovernmental Sector’, 200

Cryptologia, 3(3) (1979), 129-135. 
 Martin Hellman and Gary McGraw, ‘Show 121: Marty Hellman Discusses Cryptography and Nuclear Non-201

Proliferation’, Synopsys (2016) <https://web.archive.org/web/20201119114626/https://www.synopsys.com/software-
integrity/resources/podcasts/show-121.html> [Accessed 6 December 2020].

 Martin Hellman, ‘Cryptography History’, Online Archives of California (2018) <https://web.archive.org/web/202

20201016185205/https://purl.stanford.edu/wg115cn5068> [Accessed 6 December 2020].
 Ronald Rivest, Ronald Rivest’s Killian Lecture at MIT: The Growth of Cryptography, online video recording, 203

YouTube, 4 February 2012, <https://www.youtube.com/watch?v=QOQ9b8STMec> [Accessed 17 June 2020]. 
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offers an insight into the relationship between the parties during CW1.  There are also copious 204

government documents available from the period, in particular the Senate’s 1978 inquiry into 

whether the NSA had subverted the DES, and the House of Representatives’ 1980 inquiry into the 

government’s classifying of ‘private ideas’.  These inquiries are particularly valuable as the 205

publicly available documentation includes a rich set of pertinent government files. Additionally, 

there are numerous academic articles produced by cryptographer’s during this period documenting 

their analysis of the DES, which often provide rationales for their concerns of government 

subversion.  Articles by Deborah Shapley and Gina Kolata are also very useful as they include 206

interviews with the primary actors on either side of the debate.  There is little in the secondary 207

literature which examines CW1. The most relevant account is investigative journalist James 

Bamford’s 1982 book entitled The Puzzle Palace. Bamford made extensive use of FOIA requests 

which allowed him privileged access to NSA and government documents, which in their raw forms 

were not, and are not now, publicly available.  208

 Martin Hellman and others, ‘DES (Data Encryption Standard) Review at Stanford University’, Toad (no date) 204

<https://web.archive.org/web/20130707114841/http://www.toad.com/des-stanford-meeting.html> [Accessed 18 
November 2020]. 

 United States Senate, ‘Unclassified Summary: Involvement of NSA in the Development of the Data Encryption 205

Standard - Staff report of the Senate Select Committee on Intelligence United States Congress’, United States Senate 
(1978) <https://web.archive.org/web/20181016225134/https://www.intelligence.senate.gov/sites/default/files/
publications/95nsa.pdf> [Accessed 16 October 2020]; United States House of Representatives, ‘The Government’s 
Classification of Private Ideas: Hearings Before a Subcommittee of the Committee on Government Operations House of 
Representatives’, United States House of Representatives (1980) <https://web.archive.org/web/20201016191213if_/
https://babel.hathitrust.org/cgi/pt?id=mdp. 39015082027817&view=1up&seq=8> [Accessed 16 October 2020]; United 
States Congress, ‘Patents, Hearings Before the Committee on Patents, United States Senate, Seventy-seventh Congress, 
Second Session, on S.2303, a Bill to Provide for the Use of Patents in the Interest of National Defense Or the 
Prosecution of the War, and for Other Purposes’, United States Congress (1942) <https://play.google.com/books/reader?
id=2sxFAQAAMAAJ&hl=en_GB&pg=GBS.PA1431> [Accessed 30 April 2020].

 Whitfield Diffie, ‘Preliminary Remarks on the National Bureau of Standards Proposed Standard Encryption 206

Algorithm for Data Protection’, Stanford University (1975) <https://web.archive.org/web/20201016191714/https://
stacks.stanford.edu/file/druid:wg115cn5068/1975%200522%20ltr%20to%20NBS.pdf> [Accessed 16 October 2020]; 
Martin Hellman and others, ‘Results of an Initial Attempt to Cryptanalyze the NBS Data Encryption Standard’, Ralph 
Merkle’s Personal Website (1976) <https://web.archive.org/web/20190613000021/http://www.merkle.com/papers/
Attempt%20to%20Cryptanalyze%20DES%201976-11-10.pdf> [Accessed 16 October 2020]; Whitfield Diffie and 
Martin Hellman, ‘Exhaustive Cryptanalysis of the NBS Data Encryption Standard’, Computer, 10(6) (1976), 2-12. 

 Gina B. Kolata, ‘Computer Encryption and the National Security Agency Connection’, Science 197(4302) (1977), 207

438-440; Deborah Shapley and Gina B. Kolata, ‘Cryptology: Scientists Puzzle Over Threat to Open Research, 
Publication’, Science, 197(4311) (1977), 1345-9; Deborah Shapley, ‘DOD Vacillates on Wisconsin Cryptography 
Work’, Science, 201(4351) (1978), 141; Deborah Shapley, ‘Intelligence Agencies seek “Dialogue” with Academics’, 
Science 202(4366) (1978b), 407-410. A. Friendly, ‘Secrets of Code-Breaking.’ The Washington Post, 5 Dec, 1967.

 James Bamford, The Puzzle Palace: Inside the National Security Agency (New York: Penguin Books, 1982).208
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Archival sources employed during Chapter 3 include declassified government documents which 

were obtained by digital rights activists and groups during CW2. These documents are crucial to 

understanding the origins of the key-escrow policy, and the intent (and conflicts) between different 

government departments. For instance, the tension between the NIST and the NSA is evidenced in a 

number of documents acquired under FOIA by the Electronic Privacy and Information Center 

(EPIC).  Of particular value is a 1992 FBI report entitled ‘Impact of Emerging 209

Telecommunications Technology on Law Enforcement’, which reveals the Bureau’s encryption 

policy stance.  FBI statements are rare. However, Director Louis Freeh’s testimony to congress 210

augments the declassified data with insight to the Bureau’s public posturing.  NSA Statements are 211

equally sparse, yet some insights are to be found in an article by their General Counsel Stewart 

Baker, in a 1994 Wired article, and in Congressional testimony by NSA Director John McConnell 

and his special assistant Clinton Brooks.  Those digital rights groups which obtained government 212

files under FOIA compiled them in a book entitled ‘The Electronic Privacy Papers: Documents on 

the Battle for Privacy in the Age of Surveillance’, this is a valuable resource to understanding the 

 David L. Sobel, ‘New NIST / NSA Revelations.’ Electronic Privacy and Information Center (1993) <https://209

web.archive.org/web/20201016192409/https://www.epic.org/crypto/dss/new_nist_nsa_revelations.html> [Accessed 16 
October 2020].

 Advanced Telephony Unit, Federal Bureau of Investigation, ‘Impact of Emerging Telecommunications Technology 210

on Law Enforcement’, Colombia University (1992) <https://web.archive.org/web/20200716170720/https://
www.cs.columbia.edu/~smb/Telecommunications_Overview_1992.pdf> [Accessed 16 October 2020]; William Reinsch, 
‘Memorandum for Deputies Subgroup on Cryptography, 25 November, 1996’, Electronic Privacy Information Center 
(1996) <https://web.archive.org/web/20191222082409/https://www.epic.org/crypto/key_escrow/reinsch_memo.html> 
[Accessed 17 October 2020]; William S. Sessions, ‘Letter to George J. Tenet, Special Assistant to the President and 
Senior Director for Intelligence Programs, National Security Council, February 9 1993’, EPIC (1993) <https://
web.archive.org/web/20201016192313/https://www.epic.org/crypto/clipper/foia/crypto_threat_2_19_93.html> 
[Accessed 17 October 2020].

 Louis Freeh, ‘Statement of Louis J. Freeh Director Federal Bureau Of Investigation on July 25, 1996 before the 211

Committee on Commerce, Science, and Transportation United States Senate Regarding Impact of Encryption on Law 
Enforcement and Public Safety’ Crypto (1996) <https://web.archive.org/web/19971010093406/http://www.crypto.com/
events/072596/freeh.html> [Accessed 31 December 2019].

 Stewart Baker, ‘Don’t Worry Be Happy’, Wired (1994) <https://web.archive.org/web/20201017142044/https://212

www.wired.com/1994/06/nsa-clipper/> [Accessed 17 October 2020]; Clinton Brooks, ‘Dr. Clinton C. Brooks, National 
Security Agency Testimony Before the House Science, Space and Technology Committee’s Technology, Environment, 
and Aviation Subcommittee, May 3 1994.’ Electronic Frontier Foundation (1994) <https://web.archive.org/web/
19970320185726/http://www.eff.org/pub/Privacy/Clipper/brooks_nsa_clip-dt.testimony> [Accessed 11 December 
2019]; John McConnell, ‘Senate Subcommittee on Technology and the Law Hearing on the Administration's Key-
escrow Encryption Standard: Written Questions for VADM McConnell.’ Electronic Privacy Information Center (1994) 
<https://web.archive.org/web/20201204183915/https://epic.org/crypto/clipper/nsa_responses.html> [Accessed 4 
December 2020]. 
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key-escrow policy’s evolution.  Public government documents also highlight the Clinton 213

administration’s key-escrow communications strategy - the White House and the NIST were at the 

forefront of these communications.  Another form of protestations to key-escrow came from 214

quasi-autonomous non-governmental organisations (QUANGOs). In particular, the reports issued 

by the National Research Council, and the Computer System Security and Privacy Advisory Board 

highlight key-escrow resistance from a broad spectrum of cross-domain experts.  215

 Bruce Schneier and David Banisar, The Electronic Privacy Papers: Documents on the Battle for Privacy in the Age 213

of Surveillance (New York: John Wiley and Sons Inc, 1997).
 The White House, ‘Statement of the White House Press Secretary, 16 April 1993’, The White House (1993) <https://214

web.archive.org/web/20000118230308/http://www.pub.whitehouse.gov/uri-res/I2R?urn:pdi://oma.eop. gov.us/
1993/4/19/6.text.1> [Accessed 28 May 2020]; The White House, ‘Statement of the Press Secretary, 4 February 1994’, 
The White House (1994c) <https://web.archive.org/web/20201017141151/https://www.epic.org/crypto/clipper/
white_house_statement_2_94.html> [Accessed 17 October 2020]; The White House, ‘Administration Statement on 
Commercial Encryption Policy’, The White House (12 July 1996) <https://web.archive.org/web/20201017141255/
https://www.epic.org/crypto/key_escrow/wh_cke_796.html> [Accessed 17 October 2020]; The White House (1993b), 
‘Presidential Directive Authorizing the Clipper Initiative, 15 April 1993’, The White House (1993b) <https://
web.archive.org/web/20170902140554/http://groups.csail.mit.edu/mac/classes/6.805/articles/crypto/clipper-
directive.html> [Accessed 17 October 2020]; The White House, ‘White House Responses to Questions Submitted by the 
Digital Privacy and Security Working Group, 29 July 1994’. The White House (1994b) <https://web.archive.org/web/
19970320191301/http://www.eff.org/pub/Privacy/Clipper/wh_clipper.answers> [Accessed 12 December 2019].

 National Research Council, Cryptography's Role in Securing the Information Society (Washington, DC: The 215

National Academies Press, 1996); Kenneth W. Dam, ‘Letter from Kenneth W. Dam to the Senate Judiciary Committee, 
9 July 1997’, Michigan Institute of Technology (1997) <https://web.archive.org/web/20201204184037/http://
groups.csail.mit.edu/mac/classes/6.805/articles/crypto/short-pieces-1997/dam-july-9.txt> [Accessed 4 December 2020]; 
Computer System Security and Privacy Advisory Board, ‘1991 Annual Report of the Computer System Security and 
Privacy Advisory Board’, National Institute of Standards and Technology (1992) <https://web.archive.org/web/
20201204184124/https://csrc.nist.rip/groups/SMA/ispab/documents/annual-reports/1991_annual-report_natl-computer-
system.pdf> [Accessed 4 December 2020]; Computer System Security and Privacy Advisory Board, ‘Computer System 
Security and Privacy Advisory Board Resolution #2, March 18, 1992’, National Institute of Standards and Technology 
(1992b) <https://web.archive.org/web/20201204184231/https://csrc.nist.rip/groups/SMA/ispab/documents/annual-
reports/1992_annual-report_natl-computer-system.pdf> [Accessed 4 December 2020]; Computer System Security and 
Privacy Advisory Board, ‘Computer System Security and Privacy Advisory Board Resolution #93-4, July 30, 1993’, 
National Institute of Standards and Technology (1993b) <https://web.archive.org/web/20201128171836/https://
csrc.nist.gov/CSRC/media/Projects/ISPAB/documents/annual-reports/1993_annual-report_natl-computer-system.pdf> 
[Accessed 4 December 2020];
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Archival sources employed during Chapter 4 include the accounts of Zimmermann, who has spoken 

and written about the development of PGP on a number of occasions.  Insights into the response 216

of private citizens to PGP’s emergence can be found within the cypherpunk’s mail list archive, 

which represents a rich repository of digital privacy activist’s posts during this era.  Regrettably, 217

little government information is available regarding the Zimmermann investigation - several 

officials have been contacted for interview by the author without response. Media coverage during 

this period offers insights into how the story was presented to the broader public.  218

 Philip Zimmermann, ‘Author's preface to the book: "PGP Source Code and Internals”’, Philip Zimmermann’s 216

Personal Website (1997) <https://web.archive.org/web/20201119112351/https://philzimmermann.com/EN/essays/
BookPreface.html> [Accessed 5 December 2020]; Philip Zimmermann, ‘PGP Guide’, Philip Zimmermann’s Personal 
Website (1991) <https://web.archive.org/web/20201205175844/http://www.erresoft.com/firmadigitale/
PGP_Guide_vol_1.html> [Accessed 5 December 2020]; Philip Zimmermann, ‘PGP: RSA Public Key Cryptography for 
the Masses’, Tech Insider (1991b) <http://tech-insider.org/free-software/research/acrobat/910605.pdf> [Accessed 5 
December 2020]; Philip Zimmermann, ‘PGP Marks 10th Anniversary’, Philip Zimmermann’s Personal Website (2001) 
< h t t p s : / / w e b . a r c h i v e . o rg / w e b / 2 0 2 0 0 9 2 6 0 2 2 3 5 8 / h t t p s : / / w w w. p h i l z i m m e r m a n n . c o m / E N / n e w s /
PGP_10thAnniversary.html> [Accessed 5 December 2020]; Philip Zimmermann, DEF CON 11 - Phil Zimmerman - A 
Conversation with Phil Zimmermann, online video recording, YouTube, (2003) <https://www.youtube.com/watch?
v=4ww8AAkWFhM> [Accessed 26 May 2020]; Phil Zimmermann, ‘Author's preface to the book: "PGP Source Code 
and Internals”’, Phil Zimmermann’s Personal Website (1995) <https://web.archive.org/web/20201111193104/http://
www.philzimmermann.com/EN/essays/index.html> [Accessed 5 December 2020]; Philip Zimmermann, ‘Philip 
Zimmermann’s internet Hall of Fame 2012 Induction Speech’, internet Hall of Fame (23 April 2012) <https://
web.archive.org/web/20201119111919/http://opentranscripts.org/transcript/philip-zimmermann-internet-hall-of-
fame-2012-induction-speech/> [Accessed 5 December 2020]; Philip Zimmermann, ‘Testimony of Philip R. 
Zimmermann to the Subcommittee on Science, Technology, and Space of the US Senate Committee on Commerce, 
Science, and Transportation (26 June 1996)’, Philip Zimmermann’s Personal Website (1996) <https://web.archive.org/
web/20201119111820/https://philzimmermann.com/EN/testimony/index.html> [Accessed 5 December 2020]; Philip 
Zimmermann, ‘Phil Zimmermann - Frequently Asked Question', Philip Zimmermann's Personal Website (no date-b) 
<https://web.archive.org/web/20200707011412/http://www.philzimmermann.com/EN/faq/index.html> [Accessed 5 
December 2020].

 Cypherpunks, ‘Cypherpunks Mail List Archive 1992-1998’, cpunks.org (1992-1998) <https://web.archive.org/web/217

20201101083103/https://lists.cpunks.org/pipermail/cypherpunks/2013-September/000741.html> [Accessed 5 December 
2020].

 Steven Levy, ‘Battle of the Clipper Chip’, New York Times (12 June 1994) <https://web.archive.org/web/218

20201119113144/https://www.nytimes.com/1994/06/12/magazine/battle-of-the-clipper-chip. html> [Accessed 19 
November 2020]; Steven Levy, ‘Cypher Wars: Pretty Good Privacy Gets Pretty Legal’, Wired (1994b) <https://
web.archive.org/web/20200921072443/https://www.wired.com/1994/11/cypher-wars/> [Accessed 5 December 2020];  
John Markoff, ‘Data-Secrecy Export Case Dropped by I.S.’, New York Times (12 January 1996) <https://
web.archive.org/web/20201119112524/https://www.nytimes.com/1996/01/12/business/data-secrecy-export-case-
dropped-by-us.html> [Accessed 5 December 2020]; John Schwartz, ‘Privacy Program: An On-Line Weapon?’, 
Washington Post (3 April 1995) <https://web.archive.org/web/20201205181318/https://www.washingtonpost.com/
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Over’, Wall Street Journal, 15 January 1996. p. 5; Chrysler, ‘1995 Chrysler Awards’, New York Times, 1994. p. A9; Eric 
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Archival sources employed during Chapter 5 include court documents, including complaints, 

testimonies, and orders, detailing the cases of Bernstein, Karn, and Junger.  These sources offer 219

substantial insights into each legal challenge to the export system. The documents include 

 e.g. Kenneth Bass, Frank W. Hunger and others, ‘Stipulation and Proposed Scheduling Order’, QualComm (1997) 219

<https://web.archive.org/web/19990128172006/http://people.qualcomm.com/karn/export/stip. html> [Accessed 26 May 
2020]; Kenneth Bass and Thomas J. Cooper, ‘Amended Complaint’, QualComm (1998) <https://web.archive.org/web/
19990221131311/http://people.qualcomm.com/karn/export/amended_complaint.html> [Accessed 3 June 2020]; 
Kenneth Bass and Thomas J. Cooper, ‘Plaintiff's Memorandum in Opposition to Defendants' Motion to Dismiss or for 
Summary Judgment and in Support of Plaintiff's Cross-Motion for Partial Summary Judgment’, QualComm (1998b) 
<https://web.archive.org/web/20001202140400/http://people.qualcomm.com/karn/export/oppos.html> [Accessed 3 June 
2020]; Cindy A. Cohn, ‘Plaintiff’s Opposition to Motion to Dismiss: Daniel J. Bernstein Vs United States Department 
of State et al.’, cr.yp. to (1995b) <https://web.archive.org/web/20170827104335/https://cr.yp. to/export/1995/0922-
cohn-1.txt> [Accessed 5 December 2020];  Cindy A. Cohn, ‘Plaintiff’s Memorandum of Points and Authorities in 
Support of Motion for Partial Summary Judgment and/or Summary Adjudication of Issues: Daniel J. Bernstein Vs 
United States Department of State et al.’, cr.yp. to (1996) <https://web.archive.org/web/20170827104242/https://cr.yp. 
to/export/1996/0726-cohn-2.txt> [Accessed 5 December 2020]; Cindy A. Cohn, ‘Plaintiff’s Opposition to Defendant’s 
Motion for Summary Judgment: Daniel J. Bernstein Vs United States Department of State et al.’, cr.yp. to (1996b) 
<https://web.archive.org/web/20170827104307/https://cr.yp. to/export/1996/0830-cohn.txt> [Accessed 5 December 
2020]; Cindy A. Cohn, ‘Testimony of Cindy A Cohn. before the Senate Judiciary Committee’s Subcommittee on 
Constitution, Federalism and Property Rights on Tuesday, 17 March 1998’, cr.yp. to (1998) <https://web.archive.org/
web/20170827104302/https://cr.yp. to/export/1998/0317-cohn.txt> [Accessed 5 December 2020]; Cindy A. Cohn, 
‘Correspondence to James Lewis, Office of Strategic Trade and Foreign Policy Controls, Bureau of Export 
Administration, Department of Commerce, 16 January 2000’, cr.yp. to  (2000) <https://web.archive.org/web/
20170827104335/https://cr.yp. to/export/2000/0116-cohn.html> [Accessed 5 December 2020]; Cindy A. Cohn, and Lee 
Tien, ‘Daniel J. Bernstein Vs United States Department of Commerce: Plaintiff’s Second Supplemental Complaint’, 
cr.yp. to (2002) <https://web.archive.org/web/20170827104341/https://cr.yp. to/export/2002/0107-winter.html> 
[Accessed 5 December 2020]; Anthony J. Coppolino, ‘Bernstein VS United States Department of State et al.’, cr.yp. to 
(1995) <https://web.archive.org/web/20170827104350/https://cr.yp. to/export/1995/0504-coppolino.txt> [Accessed 5 
December 2020]; Louis F. Giles, ‘Declaration of Louis F. Giles, National Security Agency in Daniel J. Bernstein Vs 
United States Department of State et al.’, cr.yp. to (1995) <https://web.archive.org/web/20170827104236/https://cr.yp. 
to/export/1995/08.15-giles.html> [Accessed 5 December 2020]; Frank Hunger and Anthony J. Coppolino, ‘Defendants’ 
Second Cross-Motion for Summary Judgement’, Case Western Reserve University (1997) <https://web.archive.org/web/
20060912162502/http://samsara.cwru.edu/comp_law/jvd/pdj5.html> [Accessed 3 June 2020]; Louis Oberdorfer, 
‘Order’, QualComm (1999) <https://web.archive.org/web/19991128031159/http://people.qualcomm.com/karn/export/
lbo_ruling.html> [Accessed 3 June 2020]; Theodore B. Olson, ‘Constitutionality of Proposed Revisions of the Export 
Administration Regulation’, United States Department of Justice (1981) <https://web.archive.org/web/
20201205181956/https://www.justice.gov/file/22716/download> [Accessed 5 December 2020]; Charles R. Richey, 
‘Memorandum Opinion of Charles R. Richey, United States District Court Judge’, Qualcomm (1996) <https://
web.archive.org/web/20000817000154/http://people.qualcomm.com/karn/export/richey_decision.html> [Accessed 3 
June 2020]; Gino Scarselli and Kevin O'Neill, ‘Plaintiff's Reply Brief in Support of his Motion for Summary Judgment 
and in Opposition to the Defendants' Motion for Summary Judgement’, Case Western Reserve University (1998) 
<https://web.archive.org/web/20060912162733/http://samsara.cwru.edu/comp_law/jvd/pdj7.html> [Accessed 3 June 
2020]; United States Court of Appeals, Sixth Circuit, ‘Opinion: Boyce F. Martin Jr.’, United States Court of Appeals, 
Sixth Circuit (2000) <https://web.archive.org/web/20200723134320/https://casetext.com/case/junger-v-daley> 
[Accessed: 5 December 2020]; United States Court of Appeals for the Ninth Circuit, ‘Order: Daniel J. Bernstein Vs 
United Department of State et al’, cr.yp. to (1997) <https://web.archive.org/web/20170827104309/https://cr.yp. to/
export/1997/0922-order.txt> [Accessed 5 December 2020]; United States Court of Appeals for the Ninth Circuit, 
‘Daniel J. Bernstein Vs United Department of State et al: Opinion’, cr.yp. to (1999) <https://web.archive.org/web/
20170827104207/https://cr.yp. to/export/1999/0506-order.html> [Accessed 5 December 2020]; United States Court of 
Appeals for the Ninth Circuit, ‘Daniel J. Bernstein Vs United Department of State et al: Order’, CaseText (1999b) 
<https://casetext.com/case/bernstein-v-us-department-of-justice> [Accessed 5 December 2020]; United States Court of 
Appeals for the Ninth Circuit, ‘Daniel J. Bernstein Vs United Department of State et al: Order’, cr.yp. to (1999c) 
<https://web.archive.org/web/20170827104252/https://cr.yp. to/export/1999/1028-order.html> [Accessed 5 December 
2020]; United States Department of Justice, ‘Daniel J. Bernstein Vs United Department of State et al: Defendant’s 
motion for summary judgment’, cr.yp. to (1996) <https://web.archive.org/web/20170827104211/https://cr.yp. to/export/
1996/07.26-coppolino-motion.html> [Accessed 5 December 2020]. United States Department of Justice, ‘Daniel J. 
Bernstein Vs United Department of State et al: Defendant’s Notice of Motion and Motion for a Stay Pending Appeal 
and to Shorten Time Ex Parte Motion’, cr.yp. to (1997) <https://web.archive.org/web/20170827104259/https://cr.yp. to/
export/1997/0827-coppolino.txt> [Accessed 5 December 2020]. United States Department of Justice, ‘Defendant’s 
second motion to dismiss, or, in the alternative, for summary judgment (Re: commerce department regulations)’, 
QualComm (1998) <https://web.archive.org/web/19990223225005/http://people.qualcomm.com/karn/export/
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transcripts of selected court sessions which further allow us to understand the process the judges 

went through in reaching their decisions.  Another primary source is correspondence between 220

government departments and cryptographers/digital rights groups preceding these court cases. 

These exchanges provide an insight into how the government handled attempts to export 

cryptographic technologies.  A third group of sources are press releases from the digital rights 221

 United States District Court for the Northern District of California, ‘Transcript: Daniel J. Bernstein Vs United States 220

Department of State’, cr.yp. to (1995) <https://web.archive.org/web/20170827104255/https://cr.yp. to/export/
1995/1020-transcript.txt> [Accessed 5 December 2020]; United States District Court for the Northern District of 
California, ‘Transcript: Daniel J. Bernstein Vs United States Department of State’, cr.yp. to (1996b) <https://
web.archive.org/web/20170827104314/https://cr.yp. to/export/1996/0920-transcript.txt> [Accessed 5 December 2020]. 

 Daniel Bernstein, ‘Letter from Daniel Bernstein to the Department of State, 30 June 1992’, cr.yp.to (1992) <https://221

cr.yp.to/export/1992/0630-bernstein.txt> [Accessed 31 May 2020]; Daniel Bernstein, ‘Letter from Daniel Bernstein to 
William B. Robinson, Department of State, 2 April 1993’, cr.yp.to (1993b) <https://cr.yp. to/export/1993/0402-
bernstein.txt> [Accessed 31 May 2020]; Daniel Bernstein, ‘Letter from Daniel Bernstein to Andrew Henderson, 20 May 
1993’, cr.yp.to (1993c) <https://cr.yp. to/export/1993/0520-bernstein.txt> [Accessed 31 May 2020]; Daniel Bernstein, 
‘Letter from Daniel Bernstein to William B. Robinson, Director, Office of Defence Trade Controls, Bureau of Politico-
Military Affairs, 30 June 1993’, cr.yp.to (1993d) <https://cr.yp. to/export/1993/0630-bernstein.txt> [Accessed 31 May 
2020]; Daniel Bernstein, ‘Letter from Daniel Bernstein to Andrew Henderson, 14 July 1993’, cr.yp.to (1993e) <https://
cr.yp. to/export/1993/0714-bernstein.txt> [Accessed 31 May 2020]; Daniel Bernstein, ‘Letter from Daniel Bernstein to 
Office of Defence Trade Controls, U.S. Department of State, 15 July 1993’, cr.yp.to (1993f) <https://cr.yp. to/export/
1993/0715-bernstein.txt> [Accessed 31 May 2020]; Daniel Bernstein, ‘Letter from Daniel Bernstein to William B. 
Robinson, Director, Office of Defence Trade Controls, Bureau of Politico-Military Affairs, 20 September 1993’, cr.yp.to 
(1993h) <https://cr.yp. to/export/1993/0920-bernstein.txt> [Accessed 31 May 2020]; Daniel Bernstein, ‘Letter from 
Daniel Bernstein to William B. Robinson, Director, Office of Defence Trade Controls, Bureau of Politico-Military 
Affairs, 21 September 1993’, cr.yp.to (1993i) <https://cr.yp. to/export/1993/0921-bernstein.txt> [Accessed 31 May 
2020]; Daniel Bernstein and Charles Ray, ‘Excerpts from Conversation between Daniel Bernstein and Charles Ray, 
State Department’, cr.yp.to (1993) <https://cr.yp. to/export/1993/0326-transcript.txt> [Accessed 31 May 2020]; James 
Lewis, ‘Correspondence from James Lewis, Office of Strategic Trade and Foreign Policy Controls, Bureau of Export 
Administration, Department of Commerce, to Gino J. Scarselli, Lawyer for Peter D. Junger, 3 July 1997’, Case Western 
Reserve University (1997) <https://web.archive.org/web/20060912162741/http://samsara.cwru.edu/comp_law/jvd/pdj-
bxa-gjs070397.html> [Accessed 3 June 2020]; James Lewis, ‘Correspondence from James Lewis, Office of Strategic 
Trade and Foreign Policy Controls, Bureau of Export Administration, Department of Commerce, to Gino J. Scarselli, 
Lawyer for Peter D. Junger, 7 August 1997’, Case Western Reserve University (1997b) <https://web.archive.org/web/
20060912162558/http://samsara.cwru.edu/comp_law/jvd/pdj-bxa-gjs080797.html> [Accessed 3 June 2020]; James 
Lewis, ‘Correspondence from James Lewis, Office of Strategic Trade and Foreign Policy Controls, Bureau of Export 
Administration, Department of Commerce, to Cindy Cohn, Lawyer for Daniel Bernstein, 17 February, 2000’, cr.yp.to 
(2000) <https://cr.yp. to/export/2000/0218-doc.html> Accessed [1 June 2020]; United States Department of State, 
‘Letter from Clyde G. Bryant, Jr., Chief of Compliance and Enforcement Branch, Office of Defence Trade Controls, 
Bureau of Politico-Military Affairs to Daniel Bernstein, 27 May 1993’, cr.yp.to (1993) <https://cr.yp. to/export/
1993/0527-bryant.txt> [Accessed 31 May 2020]; United States Department of State, ‘Letter from William B. Robinson, 
Director, Office of Defence Trade Controls, Bureau of Politico-Military Affairs to Daniel Bernstein, 7 Sep 1993’, 
cr.yp.to (1993c) <https://cr.yp.to/export/1993/0709-robinson.txt> [Accessed 31 May 2020]; United States Department 
of State, ‘Letter from William B. Robinson, Director, Office of Defence Trade Controls, Bureau of Politico-Military 
Affairs to Daniel Bernstein, 5 October 1993’, cr.yp,to (1993d) <https://cr.yp. to/export/1993/1005-robinson-1.txt> 
[Accessed 31 May 2020]; United States Department of State, ‘REQUEST FOR COMMODITY JURISDICTION 
DETERMINATION FOR: "Applied Cryptography Source Code Disk”’ United States Department of State (1994c) 
<https://web.archive.org/web/19990224102110/http://people.qualcomm.com/karn/export/floppy-cjr-response.html> 
[Accessed 3 June 2020].
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groups themselves, which aid in our appreciation of how the public narrative against the 

government was developed.   222

Archival sources for Chapter 6 include press announcements from technology collectives, and 

statements from Jim Bidzos, who was the most vocal business opponents, and later proponent, of 

key-escrow.  One of the striking CW2 elements is the absence of a significant narrative by 223

technology titans such as IBM and Microsoft outside of their joint communiques with the wider 

community. It is argued this is as they preferred to negotiate through established links to the White 

House and via lobbyists rather than in the public domain. The Software Publishers Association also 

produced numerous documents regarding encryption policy that will be examined. 

 American Civil Liberties Union, ‘In Legal First, Federal Appeals Court is Unanimous: First Amendment Applied to 222

Programming Code’, American Civil Liberties Union (2000) <https://web.archive.org/web/20201205183258/https://
www.aclu.org/press-releases/legal-first-federal-appeals-court-unanimous-first-amendment-applies-programming-code> 
[Accessed 6 December 2020]; Electronic Frontier Foundation, ‘EFF Sues to Overturn Cryptography Restrictions’, 
Electronic Frontier Foundation (1995) <https://web.archive.org/web/20200813163721/https://www.eff.org/press/
archives/2008/04/21-42> [Accessed 6 December 2020]; Electronic Frontier Foundation, ‘Federal Court Denies 
Government's Motion to Dismiss Bernstein Case, Acknowledges Source Code as Speech’, Electronic Frontier 
Foundation (1996) <https://web.archive.org/web/20200804072103/https://www.eff.org/press/archives/2008/04/21-40> 
[Accessed 6 December 2020]; Electronic Frontier Foundation, ‘Court Declares Crypto Restrictions Unconstitutional’, 
Electronic Frontier Foundation (1996c) <https://web.archive.org/web/20201123162751/https://www.eff.org/press/
archives/2008/04/21-37> [Accessed 6 December 2020]; Electronic Frontier Foundation, ‘Professor asks for 
Constitutional Review of New Encryption Regulations’, Electronic Frontier Foundation (1996d) <https://
web.archive.org/web/20200920044609/https://www.eff.org/press/archives/2008/04/21-36> [Accessed 6 December 
2020]; Electronic Frontier Foundation, ‘Crypto Export Restrictions are Unconstitutional’, Electronic Frontier 
Foundation (1997b) <https://web.archive.org/web/20170827104337/https://cr.yp. to/export/1997/0826-eff.txt> 
[Accessed 6 December 2020]; Electronic Frontier Foundation, ‘DOJ Seeks Rehearing of Landmark Ruling in Bernstein 
Encryption Case’, Electronic Frontier Foundation (1999) <https://web.archive.org/web/20201022154543/https://
www.eff.org/press/archives/2008/04/21-27> [Accessed 6 December 2020].

 Apple et al. (1996), ‘Joint Press Announcement: High-Tech Leaders Join Forces to Enable International Strong 223

Encryption’, Electronic Privacy Information Center (1996) <https://web.archive.org/web/20201204185324/https://
www.epic.org/crypto/key_escrow/joint_announce_10_2_96.html> [Accessed 5 December 2020]; Apple, Atalla and 
others, ‘Joint Press Announcement: High-Tech Leaders Join Forces to Enable International Strong Encryption’, 
Electronic Privacy Information Center’, Apple, Atalla and others (1996) <https://web.archive.org/web/
20201017141836/https://www.epic.org/crypto/key_escrow/joint_announce_10_2_96.html> [Accessed 17 October 
2020]; Jim Bidzos, ‘Letter from Jim Bidzos to Tim Valentine, Chairman, Subcommittee on Technology and 
Competitiveness, House Committee on Space, Science and Technology, September 20, 1991’, Mekabay (1993) <http://
www.mekabay.com/overviews/risks/risks12_1991-07-01_1991-12-24.pdf> [Accessed 25 October 2020]; Jim Bidzos, 
‘Some Thoughts on Clipper, NSA, and One Key-escrow Alternative’, Electronic Frontier Foundation (1994) <https://
web.archive.org/web/19970320185713/http://www.eff.org/pub/Privacy/Clipper/bidzos_clipper.article> [Accessed 29 
May 2020]; Steve Jackson, ‘Letter to National Institute of Standards and Technology Regarding Clipper, 26 September 
1993’, Computer Professionals for Social Responsibility (1993) <https://web.archive.org/web/20011116061211/http://
cpsr.org/cpsr/privacy/crypto/clipper/clipper_nist_escrow_comments/steve_jackson_comments.txt> [Accessed 29 May 
2020].
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Sources: Interviews 

Multiple criteria were used to identify subjects who may be able to address the research questions. 

Firstly, the author reviewed his analysis of primary and secondary source data allowing 

identification of individuals directly involved with the key-escrow policy. Secondly, using web 

searches relevant cabinet secretaries within the Clinton administration were identified (e.g. 

Secretaries of Defense and Commerce), as were intelligence agency directors, senior Clinton 

administration officials, and other White House employees in digital policy roles. Thirdly, the Vice 

President, who was a prominent key-escrow advocate, along with his Chief’s of Staff and other 

senior aides were targeted. Fourthly, industry leaders were identified. Fifthly, digital NGO leaders 

and academics who may have insight into the key-escrow initiative were targeted. Finally, those 

approached for interview based on these criteria were also asked to recommend further individuals 

who may be able to help address the research questions. 

Initial contact 

Interview targets were contacted electronically via publicly available email addresses or social 

media profiles, or indirectly via entities associated with the potential subjects. The initial contact 

introduced the author, his research, and articulated the association to Royal Holloway’s Doctoral 

School before inquiring as to whether the subject may be able to offer insights into the research 

topic. The project timelines were outlined, and the potential interviewee was asked to recommend 

further individuals who may be able to address the research questions. In some cases those who 

were approached contacted others within their networks resulting in further interview subjects. In 

total, interviews were requested of 55 individuals between October 2020 and March 2021, with 

approximately a 30% response rate, with just over 20% of the subjects consenting to interview. The 

subjects that consented to interview were: 

• Stewart Baker: General Counsel, NSA (1992-1994). 
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• Jim Bidzos: President and CEO RSADSI, Public Key Partners, and VeriSign (1990s). 

• Jim Dempsey: Assistant Counsel, House Judiciary Committee, Subcommittee on Civil and 

Constitutional Rights (1985-1995); Deputy Director, Center for National Security Studies 

(1995-1997); Senior Counsel, Deputy Director, Executive Director, Vice President for Public 

Policy, Center for Democracy and Technology (1997-2014).  

• Professor Dorothy Denning: FBI Advisor; High-profile Clipper advocate; Chair of Computer 

Science at Georgetown University. 

• Richard George: Information Assurance Directorate Technical Director, NSA (197x-2011). 

• Mitch Kapor: Co-founder, Electronic Frontier Foundation (EFF).  

• Bruce W. McConnell: Co-Chair, President Clinton’s Inter-agency Committee on Encryption 

(1993-1997); Chief, Information Policy and Technology, Office of Management and Budget 

(1986-1999). 

• Douglas Miller: Government Affairs, Software Publisher's Association (SPA) (1990s). 

• William Alan Reinsch: US Under Secretary of Commerce for Export Administration, Clinton 

Administration. 

• Marc Rotenberg: Washington Director, Computer Professionals for Social Responsibility 

(CPSR) (1988-1994); Co-founder and President, Electronic Privacy Information Center (EPIC) 

(1994-2020). 

• Bruce Schneier: Cryptographer, EFF & EPIC Board member; Public Policy Lecturer and 

Harvard University Fellow. 

Interview Methodology Selection 

There are numerous interview methodologies. However, the scholarship on different approaches is, 

as Social Research Professor Alan Bryman observes, ‘confused’. Bryman notes that ‘unfortunately, 

many different terms have been employed […] to distinguish the diverse forms of [interview] 
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research methodology.’  A structured interview methodology was discounted as the research 224

questions required open-ended rather than closed-ended or limited responses (e.g. Likert scale / pre-

coded multiple choice). Whereas structured interviews are typically associated with quantitative 

research methods with responses being analysed to identify statistical patterns of a cohort, this 

research project aimed to understand factors such as human intent and interviewee’s point of view, 

and was therefore more suited to a qualitative methodology. Such a methodology allows the 

subjects to be directed towards the areas of investigation, but also permits deviations from those 

areas in order to address the broader research topic. Bryman catalogues several available interview 

methods, documented in Figure 1.1, which may have been suitable for this research project:  225

Figure 1.1: Interview Methodologies (Bryman) 

Interview Type Description

Semi-structured interview ‘This is a term that covers a wide range of instances. It typically refers 

to a context in which the interviewer has a series of questions that are 

in the general form of an interview guide but is able to vary the 

sequence of questions […] the interviewer usually has some latitude to 

ask further questions in response to what as seen as significant 

replies.’

Focused interview 'Refer[s] to an interview using predominantly open-ended questions to 

ask interviewees questions about a specific situation or event that is 

relevant to them and of interest to the researcher.’

Oral history interview ‘This is an unstructured or semi-structured interview in which the 

respondent is asked to recall events from his or her past and to reflect 

on them. There is usually a cluster of fairly specific research concerns 

to do with a particular epoch or event, so this is some resemblance to a  

focused interview.’

Unstructured interview  

(Bryman also notes unstructured 

interviews can be known as intensive 

interview, qualitative interview, 

ethnographic interview or In-depth 

interview)

‘The interviewer typically has only a list of topics or issues, often 

called an aide-mémoire, that are to be covered. The style of 

questioning is usually informal. The phrasing and sequencing of 

questions will vary from interview to interview.’

 Alan Bryman. Social Research Methods (Oxford: Oxford University Press, 2016). p. 201.224

 Ibid.225
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Any of these interview methods, with the exception of unstructured interviews, which may not 

sufficiently corral the subject towards the secondary research questions, could potentially have been 

suitable. Semi-structured interviews and focused interviews appeared to be identical - both were 

suited to the research project (as ‘semi-structured interview’ is a more common descriptor the 

author will use that term). The oral history description offered by Bryman retains many similarities 

to that of his semi-structured interview description - Bryman even states that oral histories can be 

‘semi-structured interview[s].’ However, oral history includes a deeper inter-disciplinarian 

approach. British Library Lead Curator of Oral History Robert Perks and History Professor Alistair 

Thomson comment that oral history draws upon ‘sociology, anthropology, psychology and 

linguistics - to better understand the narratives of memory.’  Historian Emeritus of the US Senate 226

Donald Ritchie also emphasises the role of memory, calling it the ‘core of oral history’.  This 227

research project did not seek to examine traits such as the construction or narratives of memory. 

Therefore, it was assessed that as attaining proficiency in these diverse disciplines would not aid the 

answering of the research questions, oral history was an inappropriate methodology for this project. 

Accordingly, semi-structured interviews were used for subject engagement. 

Interview Questions 

Semi-structured interviews give researchers licence to depart from the interview guide to follow up 

and seek expansion of subject responses.  Such departures were utilised when appropriate during 228

interviews. Question order was maintained with all interviewees unless a strong reason for diverging 

from the ordering was presented during the interview. Bryman observes that whilst a great deal of 

research has been conducted into the impact of question order variance ‘few if any consistent 

 Robert Perks and Alistair Thomson, The Oral History Reader (3rd Ed.) (Oxford: Routledge, 2016). p. xiii.226

 Donald A. Ritchie, Doing Oral History, 2nd ed. (New York: Oxford University Press, 2003). p.19.227

 Bryman, 2016, p. 467.228
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effects on people’s responses […] have been unveiled.’  Therefore, rather than potentially 229

interrupting the subject’s natural response flow, ordering changes to facilitate interviewee 

recollections was permitted. Figure 1.2 shows the interview schedule: 

Figure 1.2: Interview Schedule 

Interview Execution and Transcription 

As these interviews took place during the pandemic, all interviews occurred using video-

conferencing. This method did not cause any difficulties, an assessment which supports studies that 

have shown digitally-mediated interviews offer similar quality as do its face-to-face equivalents.  230

Question Instruction Research 
Question 
Alignment 

1 Were you involved in the key-escrow policy? If no, close interview General

1a Can you recount the evolution of the key-escrow policy and your role within the policy? General

1b Do you feel there was a specific point when the key-escrow policy was discontinued by the 
Clinton administration?

If no, go to 1d PQ

1c If so, when do you feel this decision was taken? PQ

1d What do you assess was the determinant reason the key-escrow policy was discontinued? PQ

1e To what degree do you assess industry influenced the evolution of the key-escrow policy? SQ1

1f To what degree do you assess industry influenced the discontinuation of the key-escrow policy? SQ1

1g To what degree do you assess private cryptographers and their inventions, such as Phillip 
Zimmermann and his PGP software, influenced the evolution of the key-escrow policy?

SQ2

1h To what degree do you assess private cryptographers influenced the discontinuation of the key-
escrow policy?

SQ2

1i To what degree do you assess digital civil rights groups launching legal challenges against 
cryptographic regulations, and the subsequent judicial ruling that cryptographic source code 
was constitutionally protected speech, influenced the evolution of the key-escrow policy?

SQ3

1j To what degree do you assess digital civil rights groups launching legal challenges against 
cryptographic regulations, and the subsequent judicial ruling that cryptographic source code 
was constitutionally protected speech, influenced the discontinuation of the key-escrow policy?

SQ3

2 Is there anything else about the key-escrow policy you would like to share that you feel 
pertinent to this research?

General

3 Is there anything else regarding the wider 1990s crypto wars you would like to share that you 
feel is pertinent to this research?

General

4 What do you think is the legacy of the key-escrow policy? General

5 Do you think key-escrow could happen today? General

 Ibid. p. 208.229

 For instance, see Hannah Deakin and Kelly Wakefield, ‘Skype Interviewing: Reflections of Two PhD 230

Researchers’, Qualitative Research 14(5) (2014), 603-616.
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Interviews were carried out in two stages. The first stage, comprising three pilot interviews, 

occurred during January and February 2021 enabling a calibration of the interview process. The 

second stage took place during March 2021. All subject contact was undertaken in compliance with 

the RHUL research ethics standards. 

Source Limitations 

With nearly all of these sources there are a number of methodological concerns that must be 

acknowledged. For instance, human sources with government backgrounds may remain beholden to 

complex classification laws. Whilst sources may be at liberty to talk about some elements of the 

study area, there may be aspects of the topic to which they can not speak, and they will possibly not 

even be able to highlight such a state as such highlighting may in itself betray the secrecy protecting 

certain information. Many sources may also feel compelled to omit information unfavourable to 

their position in an attempt to defend what they believe is their professional legacy, and to protect 

their former employers. Therefore, historians must recognise that the information gathered may be 

incomplete. Likewise, digital privacy activists may feel a need to defend their actions and may 

leave out details they feel would reflect poorly on themselves or their positions. Human sources 

may also be in politically sensitive roles, and may therefore be hesitant to make statements which 

could be perceived as controversial causing them professional embarrassment. Further, as with any 

project there is a bias to the surviving sources - much may have been lost to history which would 

offer a different perspective on events. An acknowledgement of these factors and biases, and 

attempts to find corroborating evidence for key information, is vital when managing such sources. 

The next chapter will explore the pre-Clinton administration history of cryptography regulation, and 

consider how this history laid the foundations of the key-escrow policy’s discontinuation. 
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Chapter 2: The First Crypto War: Foundations of Key-
Escrow’s Discontinuation 

How can some unknown bureaucrat classify an  
individual’s research activity  

without any justification  
or due process? 

- Werner Baum, Wisconsin University, 1978.  1

This chapter addresses the pre-Clinton administration history of cryptography regulations. This 

history will allow the key-escrow policy to be placed within the broader evolution of government 

digital privacy regulations. There were six principal CW1 threads. The first ran between 1966 and 

1967, as the government attempted to prevent the publication of David Kahn’s The Codebreakers, a 

cryptography book. The second strand, unfolding between 1975 and 1977, concerned the 

development of the first Data Encryption Standard (DES). The third strand regards NSA employee 

Joseph Meyer, who in 1977, wrote to a journal editor discouraging publication of cryptology 

research. A fourth strand was the NSA’s 1977 attempt to influence the National Science Foundation 

(NSF), an entity that provided funding to academic researchers. Strand five was the NSA’s 1978 

classifications of several cryptographic inventions. The final strand, spanning 1977-1982, regards 

the debate over whether academics would be permitted to publish cryptographic research absent 

government censorship, and the NSA’s internal deliberations of whether to seek further regulations 

to control cryptography. This chapter will explore each of these strands and argue that several 

mistakes were made by the government that established the foundations for key-escrow’s 

subsequent failure. Firstly, this chapter argues that the covert methods used to attempt to prevent the 

publication of Kahn’s The Codebreakers would instigate a narrative that those seeking to 

disseminate knowledge of, or advance the state of the art of cryptology would be persecuted by the 

government. Secondly, this chapter argues that the use of pre-digital era regulations to control 

digital cryptography was the incorrect approach, and that new legislation should have been sought 

to control cryptography if that was the will of the government (though, the prospects of such 

 Deborah Shapley, ‘DOD Vacillates on Wisconsin Cryptography Work’, Science, 201(4351) (1978). p. 141.1



legislation being successful after the 1972 Watergate scandal were at best moderate). Had 

appropriate legislation been created it is possible that the ITAR/EAR’s constitutional infirmities 

may have been remedied, creating a stronger likelihood of key-escrow policy success in the 1990s. 

Thirdly, this chapter argues that the NSA’s selection of a 56 bit DES key, rather than a stronger 64 

bit key, which seems to have been technically feasible, inculcated a belief by some digital privacy 

activists that the NSA had chosen a key size correlating to their cryptanalytic capability. This 

national security gain was perceived as being at the expense of communication security, and thus 

citizen’s privacy protections. This belief was inherited by CW2 digital privacy activists and helped 

create an environment inimical to the key-escrow policy's success. Fourthly, the reversing of the 

NSA classification orders of emerging encryption technologies when the orders were publicly 

revealed established a precedent that the NSA were likely to rescind similar orders when subject to 

media exposure. This precedent offered CW2 digital privacy activists a playbook of how to defeat 

cryptography policies, and likely helped convince them that it was possible to successfully resist 

key-escrow. Fifthly, the NSA’s use of various underhand methods during CW1, such as its 

referencing of a non-existent presidential directive that supposedly conveyed upon it exclusive 

control of cryptography within the US government, reinforced the anti-establishment/counterculture 

positions of the digital rights activists. These positions were inherited by many CW2 participants, 

helping to create a hostile environment in which the key-escrow policy would fail. 

2.1 The Government Attempts to Prevent Publication of The Codebreakers 

The earliest crypto wars incident came in the mid-1960s when the US government attempted to 

prevent publication of The Codebreakers. The Codebreakers was the largest volume of 

cryptographic information ever compiled.  During the 1960s there was very little need for 2

cryptography in the private sector - whilst governments encrypted their communications, in the pre-

 A. Friendly, ‘Secrets of Code-Breaking.’ The Washington Post, 5 Dec, 1967.2
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internet age there were few commercial applications. Therefore, there was little expertise outside of 

the NSA. Kahn’s writings in combination with evolving technology would provide the foundations 

for a cadre of cryptologists whom the state could not control.  The risk to the government was that 3

these cryptologists would in time start to rediscover and publish the methods underpinning the 

NSA’s ability to protect their own communications and exploit those of their adversaries. The 

Codebreakers also contained a chapter on the secretive NSA itself, content the government did not 

want in the public domain.  Historians are reliant on research by investigative journalist James 4

Bamford for details of the government's attempts to prevent publication of the The Codebreakers. 

Bamford discovered that in the mid-1960s Kahn was placed on the NSA’s MINARET watch list, 

allowing the government to intercept his telephone calls and telegrams.  Bamford writes that within  5

the NSA: 

Innumerable hours of meetings and discussions, involving the highest levels of the 
agency, including the director, were spent in an attempt to sandbag the book. Among the 
possibilities considered were hiring Kahn into the government so that certain criminal 
statutes would apply if the work was published; purchasing the copyright; undertaking 
‘clandestine service applications’ against the author, which apparently meant anything 
from physical surveillance to a black-bag job; and conducting a ‘surreptitious entry’ into 
Kahn’s […] home.  6

The CIA were also asked to assist in the efforts to prevent publication, however, whether they took 

any action is unknown.  One action that did occur was a government attempt to dissuade the 7

publication house, Macmillan, from proceeding with the project. In 1966, the Defence Department 

informed Macmillan they ‘deplored’ the manuscript, and that ‘it would not be in the national 

 For instance, Whitfield Diffie and Martin Hellman both cite Kahn as a key influence in their decision to embark upon 3

cryptography research (Levy, 2001, The Loner [Chapter 1]; Martin Hellman and Gary McGraw, ‘Show 121: Marty 
Hellman Discusses Cryptography and Nuclear Non-Proliferation’, Synopsys (2016) <https://web.archive.org/web/
20201119114626/https://www.synopsys.com/software-integrity/resources/podcasts/show-121.html> [Accessed 19 
November 2020]).
 James Bamford, The Puzzle Palace: Inside the National Security Agency (New York: Penguin Books, 1982). p. 168.4

 Ibid. p. 169.5

 Ibid., pp. 168-169.6

 Ibid. p. 169.7
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interest to publish the book.’  The Defence Department advised that significant national security 8

omissions would be required if publishing went ahead.  NSA Director General Marshall S. Carter 9

visited Macmillan and attempted to undermine Kahn’s credentials: ‘I pointed out that Kahn’s 

reputation as a cryptologist was suspect; that he was an amateur; […] that the book […] was 

sufficiently wrong in sufficient areas to depreciate its validity as the final anthology of 

cryptology.’  Macmillan, whilst sympathetic to the government’s concerns, stated that 10

contractually no changes to the manuscript could be made without the author’s consent.  The core 11

omission that the NSA requested was the removal of three paragraphs detailing the NSA’s close 

alliance with Britain’s Government Communications Headquarters (GCHQ).  Kahn agreed to the 12

omission. However, the NSA did not notice the references to the GCHQ source material located at 

the back of Kahn’s book - it would be possible for others to look up the referenced material and 

acquire the same information.  The Codebreakers was published in 1967 - it became a best seller, 13

inspired a generation of cryptologists, and was nominated for the 1968 general non-fiction Pulitzer 

Prize.   14

Bamford’s 1982 reporting revealed the internal contemplations and actions by the government in 

their attempts to prevent publication of The Codebreakers. Therefore, the 1990s digital privacy 

activists were aware of the incident, which would have contributed to their antagonism towards 

government encryption regulations such as the key-escrow policy, and consequently, would have 

 Ibid., p. 170.8

 Ibid.9

 Ibid., p. 171.10

 Ibid.11

 Ibid.12

 Ibid., p. 173.13
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been detrimental to its chances of success. Kahn’s text was the first challenge to the government’s 

cryptological dominance of the digital age, but perhaps the most enduring CW1 incident from a 

technological perspective was the contestation over the Data Encryption Standard (DES).  

2.2 Perceptions that the NSA Weakened the Data Encryption Standard 

A government standard establishes rules to govern a common activity.  Such standards undergo 15

extensive development and vetting, resulting in high quality outputs. Whilst standards are ostensibly 

designed for use by the federal government, in many cases industry also adopts such standards. 

Industry would likely need to adhere to government standards for communicative transactions with 

the public sector; adopting an alternative standard for the private sector market would introduce 

further production overhead making each company less competitive. Therefore, government 

standards typically serve both the public and private sectors. Given US technological dominance, 

the world would also likely adopt any US standard.  

The DES was the first standard of its kind to provide protection to sensitive unclassified 

government communications. In the early 1970s, the Commerce Department’s National Bureau of 

Standards (NBS), charged with developing the DES, had asked the NSA to design the algorithm. 

However, the NSA refused.  Richard George, an NSA mathematician at the time recalls: 16

There was a lot of discussion […] at all the levels at [the] NSA […] a lot of the 
discussion was technically could we do it and how would we do it […] at the more 
senior levels the questions were if we put out an algorithm no-one’s going to use it 
because they think it’s going to be hooked [have a government exceptional access 
mechanism]. If anyone finds an attack on it they’re going to know we hooked it, even if 
we didn’t […] politically, [this] is going to be disaster for us no matter what way we 
go.  17

 A government standard is formally known as a Federal Information Processing Standard [FIPS].15

 Richard George, CERIAS - The Role of the NSA in the Development of DES, online video recording, YouTube, 26 16

April 2016, <https://www.youtube.com/watch?v=u80M009eSDk> [Accessed 12 April 2020]. 6:20.
 Ibid.17
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The NSA’s Director told his NBS counterpart that whilst the agency would not create a DES 

algorithm, it would evaluate the chosen algorithm to check for known attacks.  An official NSA 18

history of the period notes: 

The decision to get involved with NBS was hardly unanimous. From the SIGINT 
[signals intelligence] standpoint, a competent industry standard could spread into 
undesirable areas, like Third World government communications, narcotics traffickers, 
and international terrorism targets. But NSA had only recently discovered the large-
scale pilfering of information from US government and defense industry telephone 
communications. This argued the opposite case - that, as Frank Rowlett [Commandant 
of the National Cryptologic School] had contended since World War II, in the long run it 
was more important to secure one’s own communications than to exploit those of the 
enemy.  19

An existing IBM algorithm called Lucifer was further developed and improved upon to eventually 

become the DES algorithm. A number of IBM employees were given security clearances enabling 

them to ask of the NSA any question regarding Lucifer whilst they refined the algorithm, to which 

the NSA’s experts were ordered to answer truthfully.  George comments that the NSA ‘worked 20

pretty closely with IBM to make sure what they were turning in was correct.’  21

After the NBS presented the DES algorithm to the public, significant consternation was expressed 

that the NSA had weakened the algorithm to enable their access to any DES encrypted 

communications.  There were two public concerns: firstly, that the DES key size had been reduced, 22

weakening the encryption’s strength; and secondly, that code the NSA inserted (substitution boxes, 

 Ibid., 9:53.18

 Thomas R. Johnson, ‘American Cryptology During the Cold War, 1945-1989. Book III: Retrenchment and Reform, 19

1972, 1980’, National Security Agency (1998) <https://web.archive.org/web/20201101014148/https://www.nsa.gov/
Portals/70/documents/news-features/declassified-documents/cryptologic-histories/cold_war_iii.pdf> [Accessed 19 
November 2020]. p. 232.

 George, 2016, 13:45; Richard George, Keynote – Life at Both Ends of the Barrel: An NSA Targeting Retrospective, 20

online video recording, Immunity Videos, 10 June 2014, <https://vimeo.com/97891042 > [Accessed 15 March 2020]. 
23:24.
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or s-boxes) included an exceptional access mechanism facilitating government access.  The NSA 23

denied the accusations.  24

  

The key size for DES was selected by the NSA as 56 bits.  This was in contrast to Lucifer’s 25

original key size of 128 bits.  It is important to note that with key sizes every numerical singular 26

increment represents a doubling of the key size (ie the strength of the encryption). Academics such 

as Martin Hellman and Whitfield Diffie argued a 56 bit key size was not fit for purpose, and 

recommended it be doubled.  The NSA had calculated the requisite key size based on their own 27

estimations of how fast technology would evolve, and for how long the algorithm was to be in 

service.  However, critics believed the key size was calculated to be strong enough to defend 28

against criminal attacks, but weak enough for the NSA to break.  Making the situation even more 29

suspicious from the perspective of the digital privacy activists was that a 64 bit key variable was 

being used in the DES, however, 8 bits were reserved for parity checking (error detection), leaving 

only 56 bits for the key itself. Those such as Hellman and Diffie thought a parity check of this size 

was a design anachronism, and wasteful of the extra bits which would be better used for the key 

length itself which would provide a much greater degree of security.  There is a computational cost 30

between the size of the key and the resources needed to use it. Therefore, there was likely a valid 

argument against a 128 bit key during the 1970s due to computational constraints. However, it is 

 Diffie, 1975; Martin Hellman, Ralph Merkle and others, ‘Results of an Initial Attempt to Cryptanalyze the NBS Data 23

Encryption Standard’, Ralph Merkle’s Personal Website (1976) <https://web.archive.org/web/20201119113832/http://
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likely that a 64 bit key would have been achievable from a computational perspective, and therefore 

the cryptographers could not see a valid reason for selecting a smaller key size. 

The s-boxes, the other focus of public scrutiny, had been designed by the NSA after IBM’s 

iterations were found to be vulnerable to a then classified form of attack called differential 

cryptanalysis.  Differential cryptanalysis is the study of the differences that changes of encryption 31

inputs make on outputs, with the aim of detecting non-random results which may suggest 

algorithmic weaknesses. The government could not inform the public why the NSA s-boxes, which 

were resistant to differential cryptanalysis, had been chosen over the IBM s-boxes, as to do so 

would endanger a cryptanalytic capability presumably in use to exploit their target’s 

communications. The NBS did not inform the public that the NSA had designed the s-boxes, and 

the information soon leaked inflaming suspicions of an exceptional access method.  This suspicion 32

never fully dissipated, despite continued government assurances that no back door existed.  In 33

1990, Eli Biham and Adi Shamir, using differential cryptanalysis, which had recently been re-

discovered in the non-classified domain, successfully attacked a number of encryption algorithms 

but the DES remained impervious.  However, when Shamir generated random s-boxes to replace 34

the NSA designed ones, the attack was successful - his research seemed to confirm that the NSA did 

in fact strengthen, rather than weaken, the DES.  Schneier reflects that ‘it took the academic 35

community two decades to figure out that the NSA “tweaks” actually improved the security of 

DES.’  However, whilst that concern has been resolved, present day skepticism remains as to 36

whether the key size was deliberately selected to allow the NSA and its powerful supercomputers to 

 Richard George, Correspondence with Author, 29-30 April 2020.31

 George, 2014, 24:15.32
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break the DES’ communications, whilst providing users protection from criminal threats.  In many 37

ways, such an approach emulated the objectives that key-escrow would try to achieve in the 1990s. 

Concerns regarding the DES were adopted by the next generation of digital privacy activists, who 

operated during a period when the DES was still widely deployed. Consequently, the shortening of 

the DES key-size, especially when the use of a 64 bit key seems to have been technically feasible, 

exacerbated fears of NSA-led conspiracies against the citizenry, and helped create an environment 

unconducive to the success of future government cryptography regulations, such as the key-escrow 

policy. Whilst the DES debate was occurring, an NSA employee called Joseph Meyer was taking 

steps to deter research publications by academic cryptographers. 

2.3 Attempts to Restrict Cryptographic Academic Freedom  

In July 1977, Meyer wrote to the Institute of Electrical and Electronics Engineers (IEEE) to warn 

their journals were ‘publishing and exporting technical articles on […] cryptography - a technical 

field which is covered by Federal Regulations.’  Meyer cited the International Traffic in Arms 38

Regulations (ITAR) legislation which controls items from atomic weapons to cryptography.  39

Violation of the ITAR could incur a ten year prison sentence and a substantial fine.  The ITAR was 40

one of the key government tools used to control cryptography. However, the executive harboured 

doubts as to its constitutionality. John M. Harmon, Assistant Attorney General at the Justice 

Department’s Office of Legal Counsel (OLC), issued a memo to Dr Frank Press, science advisor to 

President Jimmy Carter, on the ITAR’s constitutionality on 11 May 1978.  Harmon’s memo was 41

 Diffie, 2020.37

 Joseph A. Meyer, ‘Letter to Mr E. K. Gannet (Staff Secretary, IEEE Publications Board) from Joseph. A. Meyer’, 38
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confined to the speech elements of cryptography, and the First Amendment implications of the 

ITAR.  The memo recounted that the ITAR’s definition of ‘export’ was ‘whenever technical data is 42

[…] shipped outside the US, carried by hand outside the US, disclosed […] abroad by American 

citizens [...] and disclosed to foreign nationals in the US.’  Such a definition was assessed as 43

‘broad’ by Harmon. Turning to the Arms Export Control Act itself, of which the ITAR was an 

instrument, Harmon commented:  

It is by no means clear from the language or legislative history […] that Congress 
intended that the President regulate noncommercial dissemination of information [...] 
We therefore have some doubt whether […] [the Act] provides adequate authorization 
for the broad controls over public cryptography.  44

Not only did Harmon assess that the Act was not being used for its intended purpose, but there were 

severe constitutional infirmities: ‘The ITAR requirement of a license as a prerequisite to “exports” 

[…] clearly raises First Amendment questions of prior restraint […] [these] implications [...] have 

received scant judicial attention.’  Harmon stated that the provisions also presented questions of 45

overbreadth and vagueness - he explained: 

“Overbreadth” is a First Amendment doctrine invalidating statutes which encompass, in 
a substantial number of their applications, both protected and unprotected activity. The 
“vagueness” concept, on the other hand, originally derives from the due process 
guarantee, and applies where language of a statute is insufficiently clear to provide 
notice of the activity prohibited.  46

The Supreme Court, Harmon noted, had ‘well established that prior restraints on publication are 

permissible only in extremely narrow circumstances and that the burden on the government of 

sustaining any such restraint is a heavy one.’  Harmon explained that ‘even if […] the 47

government’s interest in regulating the flow of cryptographic information is sufficient to justify 
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some form of prior review process, the existing ITAR provisions […] fall short of satisfying […] 

the First Amendment.’  The two ‘fundamental flaws’ of the ITAR were the ‘issuance or denial of 48

licenses are not sufficiently precise to guard against arbitrary and inconsistent administrative 

action’, and that ‘there is no mechanism established to provide prompt judicial review of State 

Department decisions.’  As a result of these deficiencies, Harmon assessed the ITAR as 49

unconstitutional.  However, Harmon stated that given the potential of cryptologic information 50

‘seriously and irremediably impairing’ national security, a prepublication submission scheme may 

be possible should a licensing scheme ‘provide clear, narrowly defined standards and procedural 

safeguards to prevent abuse.’  Harmon stated that these safeguards must include judicial review.  51 52

Harmon indicated such a licensing scheme would require ‘explicit Congressional authorization’, 

especially if such a scheme were to cover domestic as well as foreign disclosures.  It would be 53

during the House of Representatives 1980 inquiry into the ‘Government’s Classification of Private 

Ideas’, chaired by Jack Brooks, that this advice was finally exposed to the public.  Tim Ingram, 54

questioning Justice Department Senior Attorney Miles Foy, asked: ‘How would I know, as a private 

litigant somehow ensnarled in the ITAR regulations, that I am being involved in a matter that the 

Justice Department, two years previously, has declared unconstitutional?’ Foy conceded that the 

opinion was intended to guide government policy rather than inform citizens, and therefore the 

citizenry would not know of the Justice Department's assessment.   55

 Harmon, 1978. pp. 10-11.48
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 Ibid.50
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‘Superficially’, Meyer continued in his letter to the IEEE, ‘it seems like a small number of authors 

are providing most of the papers […] They may not be aware of the full burden of government 

controls.’  Meyer additionally referenced an academic paper presented at an IEEE Symposium in 56

Sweden, to which export permission was not given; ‘apparently’, Meyer noted, ‘this formality was 

skipped.’  It was Martin Hellman who presented the paper, though Meyer did not refer to him by 57

name.  Meyer concluded ‘I suggest that the IEEE might wish to review this situation, for these 58

modern technologies, uncontrollably disseminated, could have more than academic effect.’  It was 59

subsequently revealed by a journalist that Meyer was an NSA employee.  Hellman recounts that 60

whilst Meyer sent the letter from his home address ‘portraying himself as a concerned citizen […] 

his attempt at intimidation had many hallmarks of [the] NSA.’  Such warning letters, Hellman 61

notes ‘written from home addresses, pseudonyms, and similar subterfuges were in keeping with its 

[the NSA’s] modus operandi.’  Hellman told The Stanford Daily ‘They [the NSA] never come right 62

out and say “stop what you’re doing”.’  Hellman viewed the letter as an ‘unwarranted intrusion on 63

their part into my work.’  Whilst a pattern would later emerge of the NSA being ambiguous in its 64

responses as to what constituted a regulatory violation, Hellman’s accusation of ‘subterfuge’ was 

not at this time supported by evidence. The NSA later stated, and an inquiry by Congress 

subsequently assessed, that Meyer had acted of his own volition rather than at his employer’s 

 Meyer, 1977.56
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behest.  However, Meyer’s letter had serious implications. As the ITAR was vague, and the NSA 65

would not provide clear guidance regarding to which activities it applied, or what constituted 

export, the academics reasoned they would have to test the regulation, risking imprisonment, to 

establish its bounds.  Hellman was scheduled to deliver a research cryptography presentation at an 66

IEEE Symposium in New York on 10 October 1977, which would be attended by foreign delegates 

and thus violate the ITAR.  Stanford’s general council, John Schwartz, told Hellman that he 67

believed the ITAR was too broad to be constitutional, but he warned that ‘the only way to settle this 

is in a court case. So if you’re prosecuted, we [Stanford] will defend you. If you’re convicted, we’ll 

appeal. But again, I’ve got to warn you, if all appeals are exhausted, we can’t go to jail for you.’  68

Hellman was advised that if he were fined, Stanford could not pay ‘because now you’ve been 

adjudged a criminal. We can’t aid and abet criminal conduct.’  The personal stakes for Hellman, 69

and any other academics studying cryptology, were high. 

Following Meyer’s letter, Rivest, Shamir and Adleman took advice from MIT lawyers on whether 

they could disseminate their research providing the first mathematical implementation of public key 

cryptography. Their lawyers could not offer definitive legal answers, but believed that a ‘published 

materials’, or public domain, ITAR exemption, whereby the research was already in some form of 
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circulation due to pre-publication reviews, allowed further dissemination.  In December, MIT gave 70

approval for the research to be posted to those who had requested it, a constituency including 

foreign entities.  71

  

The government took no action in response to Hellman, Rivest, Shamir, and Adleman’s actions. In 

part this was likely due to media coverage of the cryptography debate, and the political post-

Watergate climate, which had catalysed a number of ongoing investigations into intelligence abuses. 

Had the cryptologists yielded at this point and not presented and published their research, it is 

possible a precedent could have been established that could have endured in perpetuity. Meyer's 

actions further reinforced the public perception that the NSA harboured animosity towards the 

cryptology community. Concurrently, other methods of controlling the dissemination of cryptology 

knowledge were being explored by the NSA, such as whether the NSF, the source of most 

academics’ research funding, could be influenced towards its goal of stricter control of research 

outputs. 

2.4 The NSA Tries to Control Academic Cryptographic Funding  

The National Science Foundation Act of 1950 established the NSF as an independent agency to 

‘promote the progress of science; to advance the national health, prosperity, and welfare; to secure 

the national defense; and for other purposes.’  The NSF provided funding for many cryptology 72

academics. If the NSA could exert influence over the NSF, they could insert a clause into future 

funding contracts that any resultant inventions would be subject to classification without option of 
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recourse. Such a state would bring a large proportion of cryptologic research under government 

control. 

In April 1977, the NSA’s Assistant Deputy for Communications Security Cecil Corry met with the 

NSF’s Director Fred Weingarten.  Corry informed Weingarten that an unspecified presidential 73

directive provided the NSA with ‘control’ of all cryptologic work, and that in granting funding for 

research in this area the NSF were violating that directive.  Weingarten explained that a similar 74

claim was made by a grant recipient several years earlier, and neither NSF nor NSA lawyers were 

able to locate such a directive.  Weingarten recalls that the NSA representative ‘mumbled that they 75

would have to get such a law passed.’  Corry suggested the NSA and NSF ‘coordinate’ the review 76

process for cryptologic funding applications.  Weingarten agreed to provide the NSA with copies 77

of applications for its comment, in part because only the NSA possessed the skills to fully assess the 

technical merits of each proposal. However, Weingarten stipulated that under no circumstances 

would the NSF take advice from the NSA should they make recommendations absent justifications; 

the NSF would not yield to advice such as to ‘not fund this research, but we can not tell you why.’  78

Had Weingarten taken the NSA’s word regarding the presidential directive without challenge, it is 

possible the agency may have gained control of academic cryptology potentially causing a 

significant impediment to the evolution of privacy technology. By 1980 these interactions would be 

public knowledge, and would contribute to the hostility that digital privacy activists felt towards the 

NSA, a hostility that reduced the prospects of the key-escrow policy reaching a successful 

 United States House of Representatives, ‘The Government’s Classification of Private Ideas: Hearings Before a 73

Subcommittee of the Committee on Government Operations House of Representatives’, United States House of 
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conclusion. Another approach the NSA experimented with in the late 1970s was application of the 

Invention Secrecy Act (ISA) to classify a number of cryptographic technologies that were emerging 

from industry and academia. 

2.5 The NSA Seeks to Classify Cryptography Inventions 

The ISA became law during 1917, as a measure designed to prevent the publication of inventions 

that may ‘be detrimental to the public safety or defence or might assist the enemy or endanger the 

successful prosecution of the war.’  The ISA was used in 1978 against two inventions. The first 79

was created by Professor George Davida and David Wells of Wisconsin University, who created a 

product to apply a mathematical algorithm to output stream ciphers.  The second was created by 80

Carl Nicolai, who created a ‘phasorphone’, a voice scrambler allowing encryption of citizen band 

radios and telephones.  Wisconsin University Chancellor Werner Baum wrote to NSF Director 81

Atkinson in protest at the classifications: 

At the very least, an effort should be made to develop minimal due process guarantees 
for individuals who are threatened with a secrecy order. The burden of proof should be 
on the government to show why a citizen’s constitutional rights must be abridged in the 
interests of ‘national security’.  82

Baum suggested that the judiciary, rather than an ‘unknown defence agency’, should determine the 

validity of the government’s claims.  Without such a mechanism, Baum told Atkinson ‘both 83

individual rights and scientific research may suffer irreparable damage.’  Baum contacted Science 84

magazine to inform the public of the NSA’s attempts to prevent a new privacy technology reaching 

 United States Congress, ‘Patents, Hearings Before the Committee on Patents, United States Senate, Seventy-seventh 79
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the market. Baum told Science magazine that the government’s action were reminiscent of Joseph 

McCarthy era tactics when university lecturers were accused of disloyalty, and further challenged 

the constitutionality of the ISA: ‘How can some unknown bureaucrat classify an individual’s 

research activity without any justification or due process?’ Baum asked in the article.  Both orders 85

were lifted following the media exposure. The rapidity with which the orders were rescinded on 

media exposure was a lesson to the digital privacy activists that they would apply during the 

subsequent assault on the key-escrow policy: the government, and the NSA in particular, were 

vulnerable to public exposure and controversy, often to the point of yielding their position. As the 

ISA had failed to keep the cryptologic advancements in check a fresh approach would be needed if 

cryptology research and inventions were to be brought under tighter government control. New NSA 

Director Bobby Inman ordered a study of potential options to address the growing problem.  86

  

2.6 Potential New Cryptographic Regulations and Academic Voluntary Review 

Inman’s staff offered three options to address the challenge of uncontrolled cryptography research. 

Firstly, they could do nothing, as further ‘public discussion would heighten awareness of 

cryptographic problems and could lead to nations buying more secure crypto devices’, in particular 

Inman’s staff were concerned about this occurring in the ‘third world’.  Secondly, the NSA could 87

seek new legislation to strengthen their ability to manage public cryptology.  A final option was to 88

‘try non legislative means such as voluntary commercial and academic compliance.’  Inman chose 89

legislation. The head of NSA’s legal team, David Silver, circulated a draft proposal of a 

Cryptographic Information Protection Act (CIPA).  As part of the act a new entity, the US 90
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Cryptological Board, would be created to ‘restrict dissemination of sensitive cryptological material 

for up to five years.’  The board would have the power to impose ‘severe penalties’ for violation of 91

the act, including five years imprisonment and ten-thousand dollar fines.  However, the director’s 92

legislation decision did not stand. Inman subsequently recognised it was unlikely the CIPA would 

pass through Congress.  Declassified documents note ‘NSA’s proposed legislation would run 93

against a strong movement in the opposite direction in both Congress and the White House, where 

the desire was to unshackle US commerce from any sort of Pentagon-imposed restriction on 

trade.’  Instead, it was decided that negotiations with academia should be attempted. 94

In order to further the dialogue with academics, a Public Cryptography Study Group was 

established comprising members from academia and government.  Between March 1980 and 95

February 1981, the group deliberated potential options to protect ‘the tradition that scholarly 

publication should be free from restrictions’, whilst minimising the consequential impact to the 

NSA’s national security mission.  The resultant report recognised that there remained disagreement 96

within the government itself, with the Commerce Department assessing ‘the availability of technical 

data that are of significance to US national security and foreign policy interests is likely to be 

minor’, whilst the Departments of Defence and State ‘continued to emphasise the need to 

effectively control [cryptology] technical data.’  The study group did not feel they could quantify 97

the damage cryptologic publishing could cause, however, they did accept ‘as a working premise 

Admiral Inman’s concerns that some information contained in some articles […] could be inimical 
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to the national security.’  As a solution the group recommended a voluntary-participation ‘non-98

statutory system designed to test on an ongoing basis Admiral Inman’s hypothesis, which depends 

for its success on the voluntary cooperation of those whom NSA might seek to regulate.’  The 99

solution would include an ‘advisory committee cleared to a level that enables it to test adequately 

our working premise on an on-going basis.’  The study group commented that whilst the NSA 100

would have to convince researchers to engage, they believed ‘many researchers would welcome an 

opportunity to find out in advance whether what they plan to publish would directly and 

substantially risk compromising national security interests.’  The government accepted the 101

approach and it was implemented. A declassified NSA document reveals the system worked well: 

‘the committee requested very few changes to proposals, and most of these were easily 

accomplished.’ The document also states the prepublication review process turned out to be ‘less of 

a real than an imagined threat to First Amendment freedoms.’  102

2.7 Conclusion: The First Crypto War’s Impact on Key-Escrow’s Discontinuation 

Whilst the freedom to publish resolution represented a rare demonstration of compromise between 

the opposing parties, this chapter has argued that CW1 was more significant for its seeding of 

antagonism between the various government and public communities. In concert, the actions of the 

US government reinforced the anti-establishment/counterculture positions of the digital rights 

advocates. These positions would help create the milieux for the 1990s cypherpunk movement, and 

would assist in the fostering of an environment hostile to the key-escrow policy, thus contributing 

towards its eventual discontinuation.  
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The next chapter will explore the impact that mistakes made by the Clinton administration during 

the launch of the key-escrow policy, and during its formative years, contributed to the failure of the 

policy. 
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Chapter 3: The Key-Escrow Policy’s Launch and Early 
Government Failures 

[The Clinton administration] believe that it is their responsibility to eliminate,  
by whatever means, the possibility that some terrorist might  

get a nuke and use it on, say, the World Trade Center.  
They have been convinced that such plots are  

more likely to ripen to hideous fruition  
behind a shield of encryption. 

- John Perry Barlow,  Electronic Frontier Foundation Co-Founder, 1994.  1

This chapter provides an overview of the genesis of the key-escrow policy, which finds its origins 

during the George H. Bush administration. A thorough understanding of the evolution of the key-

escrow policy throughout its lifetime is critical to understanding the reasons for its discontinuation. 

This chapter will document how the key-escrow policy was communicated to the public, and the 

initial response and dialogue between the Clinton administration and the citizenry. This chapter will 

also explore the technical issues identified with the Clipper Chip to understand how damaging it 

was to the key-escrow policy. The NSA’s attempts to engage the public on the issue of key-escrow 

will be analysed, as will the public’s reaction to that engagement. Finally, this chapter will review 

the government-sponsored National Research Council’s influential assessment of the prevailing 

cryptography policies to understand its findings and recommendations. Contextualising the climate 

between the various entities during the early years of the key-escrow initiative (1993-1996) will 

allow an assessment in chapters three to five of the strands of activity that contributed to the 

policy’s eventual discontinuation. This chapter will not include content that occurred during these 

early years that is addressed in subsequent chapters, therefore there is some chronological overlap 

between this chapter and those that follow. 

This chapter argues that during the early years of the key-escrow initiative the administration made 

several mistakes which, whilst not conclusively fatal to its ambitions, acted to severely diminish the 

 John Perry Barlow, ‘Jackboots on the Infobahn’, Wired (1 January 1994) <https://web.archive.org/web/1
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chances of subsequent key-escrow policy success. These mistakes were firstly, attempting to 

implement a new surveillance architecture, which many perceived as an augmentation of 

government powers, without an imminent national security threat. Secondly, the emergence of the 

FBI’s lobbying (within classified channels) for domestic non-escrowed encryption to be outlawed. 

Thirdly, the concealment of the NSA’s involvement in the key-escrow project during its initial 

publicity, further reinforcing conspiracy suspicions. Fourthly, the classification of the key-escrow 

algorithm (Clipper’s Skipjack) thus violating the norms of established cryptographic development 

practices and further entrenching distrust in key-escrow, and finally, the NSA’s flawed and 

insensitive attempts to engage with the public. 

3.1 Key-Escrow's Launch and Omission of the NSA’s Role 

Since at least the early 1990s, the NSA had been developing a key-escrow solution, designed to 

deliver public key encryption to government users, but also with the possibility of its use by the 

public and international community.  The project was initiated at the behest of the Justice 2

Department, but also had roots in a 1989 NIST initiative.  Within the NSA there had been some 3

concern about advocating for key-escrow. NSA’s Richard George reflects: 

we were really, really concerned about our ability to come up with a solution that didn’t 
make the problem worse […] we didn’t want to unleash something that was going to 
provide access for a lot of bad guys out there and that was something that we cared 
about […] Our job was always to make something good, and making it half-good [i.e. 
with an exceptional access mechanism] is really, really hard. We were really concerned 
that we would unwittingly do something that would put people at risk.   4

 William S. Sessions. ‘Letter to George J. Tenet, Special Assistant to the President and Senior Director for Intelligence 2

Programs, National Security Council, February 9 1993’, EPIC (1993) <https://web.archive.org/web/20210315140714/
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 Sessions, 1993.3

 Author interview with Richard George, 3 March 2021.4

Craig Jarvis 95



Despite these concerns, the key-escrow initiative advanced. Launching the key-escrow programme 

publicly amidst the political turbulence of an election year, in 1992, was assessed as imprudent. The 

FBI and the NSA recognised that progressing the initiative under the Bush administration within 

internal government channels, such as through Congressional briefings, could cause problems 

should news of the ‘exploitable’ chip emerge publicly before the Clinton administration approved 

the solution.  FBI Director William Sessions was advised in a classified memo from the NSA that 5

‘if that happened, it might result in their [the Clinton administration] being pushed toward 

disavowing the prior Bush administration approach in order to avoid the controversy.’  Sessions 6

was advised it would be wiser to launch the key-escrow policy when the White House’s new 

occupants arrived in order to have ‘the Clinton administration moving forward with us in a 

consolidated effort to convince Congress and the public of the merits of our position.’  Launching 7

the key-escrow policy at the start of a new presidential term would also allow two years for any 

public disquiet to subside before mid-terms. But it was not only the potential change of White 

House occupants that influenced key-escrow’s postponement. A year before Clinton assumed the 

Oval Office, Stewart Baker, an NSA General Counsel, was invited to a briefing about the encryption 

challenge on which he would subsequently work. On arriving, Baker was handed some aspirin and 

told ‘you're going to probably need the whole bottle before the briefing is over.’  As Baker started 8

to comprehend the challenge, he realised ‘this was a big problem and it was going to require a lot of 

political backing to succeed.’  Baker's statement was not hyperbole: the NSA and the DOJ/FBI were 9

contemplating seeding a surveillance architecture into the heart of an emergent communications 

domain fated to catalyse an evolution of socio-political and economic interactions in ways that the 
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NSA were one of the few entities with the prescience to comprehend. To attempt to instigate such a 

significant surveillance capability in the absence of near irrefutable evidence of an existential threat, 

such as that once posed by the Soviet Union, would be naively ambitious for any political party and 

even with the full sponsorship of such a party, would likely succeed only at an exacting political 

cost. Among Baker's first tasks was to be part of a team presenting the key-escrow proposal to 

Bush's national security advisers. After outlining the proposal in the White House Situation Room, 

Baker recounts that the Bush administration's reaction was ‘you've got to be sh**ting me: you’re 

giving me this problem and you want me to jump in and help you solve it? There's nothing good 

that's going to come of that.’  This reaction is not surprising - as well as the technological 10

complexities, an encroachment upon individual freedoms via key-escrow would unlikely resonate 

with the Republican base, especially with a Presidential election imminent. Given the lack of 

political sponsorship, the key-escrow policy had to wait for a new administration before its 

advancement. 

Around this same period in 1992, the FBI had produced a classified report outlining the encryption 

challenge, likely with the intent that the findings would help policy makers understand the problem 

to which key-escrow was the proposed solution. The report explained that telecommunications 

encryption products preventing government access were already being deployed.  The FBI 11

predicted that, in the worse case scenario, only 40% of intercepted product would be unencrypted 

by 1994, with no useable product remaining by 1995.  No evidence was provided to support this 12

assessment. Highlighting the value of the intercept that could be lost, the FBI stated that between 

1985 and 1991, wiretaps delivered seven thousand convictions resulting in USD 295 million of 
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fines, USD 756 million of recoveries, restitutions and forfeitures, and prevention of an estimated 

USD 1.8 billion of economic losses.  The FBI advocated a national cryptography strategy that 13

‘affords legitimate users of cryptography protection which their adversaries cannot defeat’, whilst 

ensuring ‘cryptographic devices and systems are capable of real-time decryption by law 

enforcement.’  Most controversially, the FBI argued that government policy should ‘prohibit 14

cryptography that cannot meet the standard enumerated.’  The report did not explain that there was 15

consensus within the cryptology community that there was no known algorithmic method to 

achieve such a goal without creating a systemic vulnerability in the digital ecosystem upon which 

the US increasingly relied, and that such a vulnerability may have security costs to the citizenry 

significantly offsetting key-escrow's benefits. Neither was the technical feasibility of such an 

outlawing of non-escrowed encryption analysed - it was highly likely to be infeasible. The FBI 

stated that ‘To permit unregulated use of excellent cryptography would establish an electronic 

sanctuary for conducting criminal activities, unfettered by legal process.’  No evidence, such as a 16

body of crimes emerging online, was provided to support this argument. Shortly after the Clinton 

administration took office Sessions wrote a classified letter to the White House on behalf of an FBI-

DoJ-NSA working group arguing that ‘The use of encryption threatens to significantly curtail, and 

in many instances preclude, effective law enforcement.’  Technical solutions were advocated to 17

counteract this threat ‘which need to be incorporated into all encryption products. To ensure this 

occurs, legislation mandating the use of Government approved encryption products or adherence to 

Government encryption criteria is required.’  The privacy implications for such regulation, and 18

whether in a post-Watergate climate such legislation could be passed, were not examined. 
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Regulations against the unrestricted domestic use of cryptography were being countenanced likely 

for the first time in US history. The secret lobbying by the security establishment for the curtailment 

of non-escrowed encryption, and that the project was able to advance so far towards fruition before 

public debate, would prove a significant impediment towards the key-escrow policy's success. 

In early 1993, the key-escrow proposal was presented to the Clinton national security team. The 

reaction of the new administration could not have been in greater juxtaposition to that of their 

predecessors. Clinton’s staff immediately began brainstorming ways in which key-escrow could be 

implemented. Baker recalls that Gore, an ardent internet advocate, commented that ‘everything else 

requires very difficult compromises and very unsatisfying compromises, and this [key-escrow] 

elegantly addresses the issue.’  Opining as to why Clinton’s team responded so positively, Baker 19

comments that the new administration considered themselves to possess the ‘smartest fu**ing 

political brains on the planet - because they had seized a prize [the White House] that every other 

political brain wanted to seize - they got it: they must be smarter than everybody else, and so they 

could find a way to fix this hard problem.’    20

The differences in the reactions between the administrations were certainly in part due to hubris, but 

also to Gore. Gore had been involved in digital policy since his time in the Senate. Whilst a 

Congressman, Gore had sponsored hearings on digital issues, written essays on the topic, and in 

1991 introduced the High Performance Computing and Communications Act, which helped expand 

the internet.  Digital pioneers Vinton Cert and Robert Kahn comment of Gore that ‘No one in 21

public life has been more intellectually engaged in helping to create the climate for a thriving 
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internet.’  The Internet Hall of Fame records that ‘Gore was one of the first government officials to 22

recognize that the internet’s impact could […] fuel educational and economic growth.’  Whilst 23

Gore was prone to exaggerating his role in the creation of the then modern internet, it is reasonable 

to recognise him as a leader in the sponsorship and governance of the emergent technology. Gore 

and his technologically adept staff being at the heart of the Clinton administration helps explain the 

difference in their reaction to key-escrow compared to the Bush White House. However, there was 

also a period of several years before the next election - should the issue prove to be politically 

contentious, the Clinton administration could withdraw it before the mid-terms. Baker believes that 

had the NSA and the FBI delivered the key-escrow proposal three years later, the Clinton team 

would have responded in a manner similar to the Bush administration. However, Baker notes ‘We 

caught them at a time when they were full of enthusiasm for solving problems, and utterly confident 

of their ability to do it, and that was particularly true of the vice president. Clinton was not as 

interested in this [key-escrow] […] but tech was something that Gore really loved.’  Richard 24

George comments that the NSA and the FBI helped the Clinton administration realise that unless 

action was taken ‘we're going to consciously give up the ability to wiretap criminals […] we were 

able to compellingly show them that this was all a slippery slope […] and they didn't like that 

[future, perceivably insecure] world.’  However, there appears to have been no evidence to support 25

this assertion, but when such messaging originates from credible law enforcement and technological 

entities such as the NSA and the FBI, an inexperienced administration would likely have deemed 

the risk credible. Baker argues that another variable in the security establishment’s favour was the 

Democrat’s campaign rhetoric: 
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These were pro-police Democrats, and that was one of their unique political placements, 
that they were going to give police, and the prosecution of criminals, every possible 
political benefit […] so it [key-escrow] fit neatly with their inclinations to 
be sophisticated pro-police, technologically adept, fixers of problems.  26

It is unsurprising that given Clinton's political competition in the 1992 election, he adopted a pro-

law enforcement posture. Bush was a World War 2 veteran who had flown bombers - as President 

he had presided over the incremental capitulation of the US’ superpower rival, and had been a 

wartime leader in an indisputable demonstration of US military supremacy during Saddam 

Hussein’s rapid defeat. In contrast, his Democratic rival had no military experience and only a few 

years as the Arkansan Attorney General. An aggressive pro-law enforcement posture was a sensible 

approach, or may have even been considered a smokescreen, to offset Clinton’s inexperience in this 

area, and to demonstrate that his administration would provide the requisite strength to preserve US 

security. The Democrat’s law enforcement credentials are most vividly demonstrated in their 

passing of the 1994 Violent Crime Control and Law Enforcement Act. This Act introduced the 

controversial ‘three strikes’ rule, which mandated life sentences for violent offenders with two or 

more previous convictions. Clinton comments ‘We had had a roaring decade of rising crime. We 

had gang warfare on the streets. We had little children being shot dead on the streets who were just 

innocent bystanders.’  In retrospect, Clinton admits the bill was ‘overdone’ and resulted in too 27

many inmates and too little funds to rehabilitate them.  Udi Ofer of the ACLU comments that the 28

‘Democrats wanted to wrest control of crime issues from Republicans, so the two parties began a 

bidding war to increase penalties for crime, trying to outdo one another.’  Baker observes that the 29

Democrat’s posture would ‘force’ the Republicans ‘to become the party of civil liberties, at least for 
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a time, because they couldn't get to the right of the Clinton administration on crime.’  Several years 30

later, encryption policies almost became an issue during the 1996 presidential election. 

Undersecretary of State for Exports William Reinsch comments that when Clinton’s opponent, 

Robert Dole, began speaking of encryption:  

It was an odd twist […] the Republicans seemed to want to take […] a pro-Silicon 
Valley position […] what he [Dole] started to argue is basically that the export of 
hardware […] was a big security risk, but the export of encryption software was not and 
he criticised the Clinton administration for not allowing the exports.  31

  
Reinsch recounts that he called Bob Lighthizer, one of Dole's senior advisors, and advised him that:  

This is a rhetorical path you guys might want to think twice about, because […] we’ll 
make the national security argument back, and we will explain in some detail why what 
Dole’s arguing [for] will compromise US national security in a significant way, and Bob 
said, I understand. And then it didn’t come up anymore.  32

Encryption would not become a major inter-party issue or Congressional debating point until 

Clinton’s second administration. 

During the early key-escrow meetings with the Clinton administration the commercial implications 

of key-escrow beyond direct encryption product sales (i.e. e-commerce) were not discussed. Baker 

observes of the period ‘The [web] browser hadn't been invented yet […] Nobody was using the 

internet except as a hobby, and you had to know Unix [a technically-oriented computer operating 

system] to use it, so it wasn’t a commercial thing.’ ,  For most Americans the internet was still a 33 34

passing curiosity. In 1993, the World Bank estimated that less than 3% of Americans were internet 

users.  Even by 1995, Pew Research found that 42% of Americans had not heard of the internet, 35
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with a further 21% knowing only that it had something to do with computers.  Reinsch reflects that 36

the internet ‘was not there to be a phone or a message device; the most sophisticated message 

devices in 1993, were pagers that would beep and send you a phone number [to call].’  The 37

digitally-saturated reality we inhabit today could have been imagined by few policy makers. 

Instead, it was industry and the digital rights groups who possessed the relevant insights, Mitch 

Kapor, an industry pioneer and co-founder of the EFF reflects ‘It was clear to people who were on 

the inside that the internet was going to be a huge thing, even though it wasn't yet.’  Within 38

government most who shared a measure of prescience regarding the digital revolution’s 

implications were within the security establishment, with no effective counterbalance to represent 

the non-security consequences of a digitised society. Clinton himself did not buck this trend - whilst 

he was familiar with technology, it was not his area of expertise.  Bruce McConnell, an 39

administration staffer leading encryption issues, comments that with ‘a matter of this import’ 

Clinton would make the final decision regarding key-escrow and would eventually ‘put the nail in 

the coffin.’  However, on a day-to-day basis, Clinton delegated the key-escrow issue to Gore.  40 41

Kapor notes that ‘Anything having do with technology policy Clinton would say that's Al’s area. I 

heard him say that myself in person. It's like he [Clinton] didn't want to know about it, he didn't 

have anything to do with it.’  In contrast, Kapor reflects that ‘Gore really cared about this stuff 42

[technology].’  Gore had already set up a computer with email in his new office, a rarity that the 43

Secret Service had to accommodate.  However, other than Gore and a small coterie of his staff, few 44
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in the White House had technology expertise, Kapor comments that ‘The level of awareness or 

interest in technology policy was extraordinarily low.’  Kapor reflects this inexperience would 45

create problems: 

traditionally, people who are the policy makers, they’re lawyers, they’re public policy 
wonks. They were not technologists […] and as a result they were very poorly equipped 
to analyse the demands and requirements […] coming from the intelligence community 
[…] they just sort of swallowed all of it […] which is a real problem.  

There weren’t people on the inside who knew how to […] fight back and get a more 
balanced approach. So there were not advocates, strong advocacy inside the 
administration for understanding when it comes to a subject like cryptography, that 
there are multiple […] interests that have to be served and balanced against one another. 
[Policy] was driven by [the belief] that […] we have to be able to spy on people.  46

The absence of legislators with professional computing backgrounds, or even those who are 

conversant in modern technology, remains a perennial problem when considering technology 

regulations. This problem is exacerbated by the demographics of Congress - when Clinton assumed 

office the median age of Senators was 58. Whilst society at large in 1993 was still largely 

uninformed regarding the digital revolution, those in the older age brackets were even less likely to 

be fluent in emerging technologies. Coupled with this, those technologists who could have advised 

the government were likely offered far more lucrative options within the private sector given the 

high market demands for their skills. Consequently, there has been, and continues to be, an acute 

juxtaposition in the rapid pace of technological evolution comparative to the meandering progress 

of new legislation - law makers are often years behind innovations emanating from Silicon Valley. 

Key-escrow was authorised by President Clinton in a confidential directive of 15 April 1993, in 

which he stated ‘The fact of law enforcement access to the escrowed keys will not be concealed 

 Ibid.45

 Ibid.46

Craig Jarvis 104



from the American public.’  Key-escrow was to deliver real-time voice, fax and data encryption 47

and intercept capability.  However, Clinton did not mandate the applications of key-escrow beyond 48

government use, though it would be available to the public. The White House publicly announced 

the policy a day later.  Key-escrow was presented as a ‘voluntary program to improve the security 49

and privacy of telephone communications while meeting the legitimate needs of law 

enforcement.’  The voluntary nature avoided the requirement for new legislation. It also may have 50

been that the Clinton administration believed a mandatory scheme would be unpalatable to the 

public and could cause undesirable political distractions, they may also have felt such a measure 

disproportionate to the threat. Alternatively, it could be a plan was developed to first establish the 

policy on a voluntary basis and then subsequently to make key-escrow mandatory, perhaps in the 

wake of a high-profile security incident that could galvanise public and legislative support. The first 

implementation of key-escrow would be the Clipper Chip, designed for voice-encryption; later 

devices would also include data-encryption (when referring to Clipper during this debate 

contemporaries typically encapsulated the full suite of voice and data encryption technologies, 

rather than solely voice, under its brand). The press announcement stated ‘We need the “Clipper 

Chip” and other approaches that can both provide law-abiding citizens with access to the encryption 

they need and prevent criminals from using it to hide their illegal activities.’  The White House 51

argued that a balance was struck between competing interests: 

The administration is not saying, ‘since encryption threatens the public safety and 
effective law enforcement we will prohibit it outright’ […] nor is the US saying that 

 The White House. ‘Presidential Directive Authorizing the Clipper Initiative, 15 April 1993’, The White House 47
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‘every American, as a matter of right, is entitled to an unbreakable commercial 
encryption product.’  

There is a false ‘tension’ created in the assessment that this issue is an ‘either-or’ 
proposition. Rather, both concerns can be, and in fact are, harmoniously balanced.  52

The release explained the ‘state-of-the-art microcircuit’ was developed by ‘government engineers’, 

and that: 

Each device containing the chip will have two unique ‘keys,’ numbers that will be 
needed by authorized government agencies to decode messages encoded by the device. 
When the device is manufactured, the two keys will be deposited separately in two 
‘key-escrow’ databases that will be established by the Attorney General. Access to these 
keys will be limited to government officials with legal authorization.  53

The NSA were not identified as the ‘government engineers’ responsible for Clipper’s encryption 

algorithm, Skipjack. This would prove to be a significant error, as in not avowing the NSA’s 

involvement conspiracy theories within the digital privacy community would be birthed. However, 

had the government advertised the NSA’s role in the project it is likely there would have remained 

public concerns that an agency established to surveil US enemies was now responsible for the 

technology that would monitor the very citizens they were supposed to be protecting. Seen from the 

other perspective, cryptological expertise during this era was rare within government. The NSA had 

the greatest concentration of such expertise in the world - not making use of its resources would 

almost certainly have resulted in an inferior key-escrow product which could have severe 

consequences for US security. 

NSA had initially bestowed the cover term ‘Clipper’ for the project, yet it was not intended to 

become an official product name. However, the Clinton administration adopted the term and it 

persisted.  The name was unfortunate from a public relations perspective, and became the target of 54

many criticisms. William Safire would later write in the New York Times that the government 
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initiative ‘clips the wings of individual liberty’ [original italics].  Despite the official releases, some 55

contemporaries do not consider key-escrow to have been a formal Clinton administration policy. 

Dorothy Denning, an academic and FBI-consultant, comments: 

I don’t think there was ever really an official policy for key-escrow. It was a new 
technology, they [the Clinton administration] put it out there, they wanted people’s 
comments. They would have liked to have everybody like it and get on board, but that 
didn’t happen, and they went with the consensus that was emerging [discontinuation].  56

It is possible this perceived ambiguity represented a hedging policy by the Clinton administration. 

Baker comments that during internal government meetings: 

The president was never all that enthusiastic. The vice-president was […] [but] his 
public stance on this was never it’s key-escrow or nothing […] they said this [key-
escrow technology] is great, we love this, go ahead and pitch it, and so [the] NSA was 
free to develop the product and try to defend the idea [to the public].  57

The White House stated that Skipjack's technical details must remain classified to prevent non-

escrowed usage.  This stance would prevent the practice of widespread public, scholarly, and 58

industry vetting of proposed cryptographic algorithms which was often used in order to generate the 

trust that there are no easily identifiable vulnerabilities in the code. In this case it would also build 

confidence that there were no government access methods other than those explicitly avowed - a 

public concern that would late be exacerbated when the NSA’s involvement was discovered. It also 

went against established best principles that dictated an encryption algorithm’s code should rest in 

the secrecy of its key, not the secrecy of its algorithm. The government stated that ‘respected [non-

governmental] experts’ would be given access to Skipjack in controlled environments to ‘assess its 

capabilities and publicly report their findings.’  However, such a government-supervised approach 59

by government-selected experts would not satisfy public concerns with regards to key-escrow.  
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The White House announcement stated that key-escrow ‘provides law enforcement with no new 

authorities to access the content of the private conversations of Americans.’  This was a common, 60

though flawed, statement throughout the crypto wars based on the premise that intercept of 

traditional telecommunications or postal data was the equivalent to interception of all computer 

communications. It would be more accurate to state that a parallel between the two was the 

interception of emails or Voice-over-IP (VOIP) calls such as Skype, and perhaps for Clipper alone 

this may have been a mostly true statement. However, for the broader key-escrow policy which 

included data interception, it was not an accurate statement. Computers and mobile devices emanate 

a much greater level of information than traditional telephony intercept can provide, such as GPS 

data, viewing and reading habits, and search terms. The key-escrow announcement made the front 

page of the New York Times - its investigative reporters revealed NSA’s involvement.  61

As well as announcing key-escrow, Clinton issued a Presidential Review Directive instructing an 

interagency review on a number of cryptography topics, including an examination of whether 

export regulations were hindering growth, which was likely a way to temporarily placate the 

technology industry as much as a genuine investigation.  Ten months later the review assessed that 62

prevailing export controls were ‘in the best interest of the nation and must be maintained.’  63

Reinsch, comments that key-escrow was ‘considered a telecommunications issue more than it was 

considered an export control issue.’  Despite this, the two issues were inextricably intertwined; 64

maintaining the export laws was critical to preserving NSA’s intelligence capabilities, despite the 
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potential impact on US commercial growth. If powerful encryption was sold to foreign nations 

before there was some form of mechanism to decrypt the communications via key-escrow, the 

NSA’s capabilities would likely be diminished. Baker comments: 

The debate over law enforcement was not NSA’s fight […] But for NSA hanging on to 
export controls was the key. And this allowed them to say if you […] allow the export of 
really strong cryptography, it will be everywhere and law enforcement will be 
harmed. So we have to keep export controls for law enforcement sake in order to drive 
key-escrow or find some other solution.  65

The somewhat artificial demarcation of export controls and key-escrow also meant that the primary 

security agency invested in the key-escrow policy was ostensibly the FBI, a domestic agency, rather 

than the foreign-focused NSA. Baker comments:  

In many respects, adding law enforcement to the [encryption] debate strengthend the 
government’s hand. Since it is difficult to explain what [the] NSA does and why its 
activities are important to the nation, the public debate over encryption was largely one-
sided when only [the] NSA’s interests were at stake. Law enforcement concerns, 
however, are easily understood and may be discussed publicly. Public concern over 
crime lent support to the Clinton administration’s insistence on key-escrow.  66

The external panel of cryptologists assembled by the administration to review the Skipjack 

algorithm were told by the NSA that ‘While the government does not issue warranties for 

algorithms it makes available to the public or indemnify users against the failure or compromise of 

an algorithm, we are confident of its security.’  The experts were informed the reason Skipjack was 67

classified was due to aspects of the algorithm incorporating techniques ‘representative of algorithms 

used to protect classified information’, and as: 

Disclosure of the algorithm would permit the construction of devices that fail to 
properly implement the LEAF [government access method], while still interoperating 
with legitimate Skipjack devices. Such devices would provide high quality 
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cryptographic security without preserving the law enforcement access capability that 
distinguishes this cryptographic initiative.  68

The external reviewers summarised that ‘Skipjack is based on some of [the] NSA’s best technology, 

considerable care went into its design and evaluation in accordance with the care given to 

algorithms that protect classified data.’  Denning, who was one of the reviewers, would later write: 69

Although no system is 100% risk free, Clipper’s key-escrow system has been designed 
with extensive safeguards that parallel those used to protect some of the country’s most 
sensitive information. In my assessment, the risks associated with the compromise or 
misuse of keys will be negligible. Thus, key-escrow will not degrade encryption’s 
capability to protect against crime on the information superhighway, only its capability 
to conceal crime.  70

Denning argued that if Clipper were rejected: 

The implications for criminal justice could be profound. As the information 
superhighway continues to expand into every area of society and commerce, court 
ordered wiretaps and seizures of records could become tools of the past, and the 
information superhighway a safe haven for criminal and terrorist activity.  71

However, in 1993, and throughout the key-escrow policy’s life span, the evidence of encryption 

facilitating malfeasance was based more on predictions than empirical data. When foreign spies 

started using digital encryption to communicate with their handlers is unclear. A contender for the 

earliest use of digital encryption is FBI counterintelligence officer Robert Hanssen, who was 

arrested for espionage in 2001. Hanssen was alleged to have transferred classified files to Russia 

using, amongst other means, encrypted communications.  Hanssen was accused of being a Russian 72

spy since 1985, though when during his collaboration with the Soviets he employed encryption is 

unknown. Around that same period another Russian spy operating in the US, CIA officer Aldrich 
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Ames, was instructed by his handlers to use encryption for communications with his handler, 

however, it is unclear if he adhered to such guidance before his 1993 arrest.  Whilst the dates are 73

uncertain, it can be assessed that the Soviet Union were possibly advising at least some of their 

agents to use encrypted communications, and given these timelines the Russian Federation would 

also likely have been offering such instruction. The earliest documented use of digital encryption by 

terrorists is the case of Ramzi Yousef, an organiser of the 1993 World Trade Center bombing.  74

Whilst not affiliated to the then emerging al-Qaeda, Yousef is the nephew of Khalid Sheikh 

Mohammed, the principal architect of the 11 September 2001 attacks.  Upon his 1995 arrest, 75

Yousef was found to have encrypted files which included details of his terrorist cell's plan to blow 

up 11 US airliners. FBI Director Louis Freeh would later comment that it ‘took months and months 

for the best minds in the country to get access to [decrypt the data], and if those were plans that 

were imminent, and we [the FBI] were in the possession of that information, we would not have 

been able to solve that [problem - ie decrypt the data].’  There may have been additional classified 76

investigations that featured encryption during the key-escrow initiative’s life span, but could not be 

revealed for fear of alerting the targets that they were subject to investigation. It is unknown when 

criminals started using digital encryption, yet, even as late as 1997 there were few documented 

cases, and in most instances where cryptography was used, it was easily decrypted by law 

enforcement.  This is not to say consideration of such a challenge emerging in a digitising world 77
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was imprudent, only that such harbingers neglected to support their predictions with evidence, or to 

explore the new investigatory avenues that digital technologies would in-time present to negate 

these prophesied access curtailments. One of the most significant encryption mitigations available 

to law enforcement was the surreptitious remote placing of government malware on target’s 

devices. The earliest evidence of FBI operations to acquire their target's encryption keys came in 

2001, when, during prosecution of suspected loan shark Nicodemo Scarfo, the Bureau was forced 

by Judge Nicholas Politan to disclose how the accused’s PGP encrypted communications were 

accessed.  The FBI explained how, with relevant court authorisations, they covertly entered 78

Scarfo’s office to install data stealing malware on his computer that would allow them to access his 

encrypted communications.  The FBI Laboratory configured the malware, which was stated as 79

being based on ‘previously developed techniques’.  The deployment of the FBI code to the 80

suspect’s machine had occurred in May 1999, suggesting the FBI’s forays into computer 

exploitation began before that date, and possibly during the key-escrow debate.  Retrieval of the 81

data required physical access to the machine, so the FBI agents had covertly re-entered Scarfo’s 

office several times to retrieve the data, which included the PGP passphrase and other ‘key-related 

information’.  In 2001, it was also reported that the FBI were developing a capability codenamed 82

MAGIC LANTERN, malware designed to harvest user encryption keys and associated keying data 

remotely (without covert physical access being required).  The FBI’s Paul Bresson confirmed 83
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MAGIC LANTERN’s existence, but stated ‘it is a workbench project […] we can't discuss it 

because it's under development.’  It was 2007 before court documents confirmed FBI capabilities 84

had evolved to remote malware implantation operations, making its use of the technique scalable 

and responsive.  Therefore, it is evident that whilst offering new challenges, new surveillance 85

opportunities were also unveiled by the digital revolution - opportunities that were absent from the 

1990s government narrative concerning the risks that an ‘ungoverned space’ could emerge. 

3.2 Classification Causes Public Suspicion of Key-Escrow 

The key-escrow proposal received an overwhelmingly negative response. Kapor commented ‘A 

system based on classified, secret technology will not and should not gain the confidence of the 

American public.’  Kapor reflects that key-escrow ‘had a variety of catastrophic failure modes […] 86

there would be unanticipated side effects. It would be worse than nothing.’  Computer games 87

industry leader Steve Jackson agreed:  

The manner in which this proposal has been put forward is improper and incomplete. 
An algorithm intended for private and commercial purposes should not be classified as a 
“national security matter” And it is wholly improper to ask for meaningful “citizen 
input” while the algorithm itself is secret.  88

Professor George Davida of the University of Wisconsin pointed out the term ‘escrow’ was 

described by Webster’s dictionary as ‘a deed, a bond, money, or piece of property held in trust’, 

Davida commented, ‘Privacy held in trust? By Police? By intelligence agents? […] holding privacy 

in escrow is like holding someone’s wife in escrow for a night. This is no escrow. This is an 
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indecent proposal.’  Davida argued that the US had become a ‘cryptographic third world’ as a 89

result of encryption regulations, he commented ‘The effects of government control is taking its toll 

on research in cryptography: the number of papers on design of new systems is minuscule 

compared to the number of papers that deal with the one or two systems in place.’  EFF co-founder 90

John Perry Barlow argued: 

For all the debate over the details, few on either side seemed to be approaching the 
matter from first principles. Were the enshrined threats […] drug dealers, terrorists, 
child molesters, and foreign enemies […] sufficiently and presently imperiling to justify 
fundamentally compromising all future transmitted privacy?   91

Barlow continued to explore the broader risk landscape and necessity of key-escrow:  

It seems to me that America’s greatest health risks derive from the drugs that are legal 
[…] And then there’s terrorism, to which we lost a total of two Americans in 1992, even 
with the World Trade Center bombing, only 6 in 1993. I honestly can't imagine an 
organized ring of child molesters, but I suppose one or two might be out there. And the 
last time we got into a shooting match with another nation, we beat them by a kill ratio 
of about 2300 to 1.  92

Barlow argued: 

In secret, they [The Clinton administration] are making for us what may be the most 
important choice that has ever faced American democracy, that is, whether our 
descendants will lead their private lives with unprecedented mobility and safety from 
coercion, or whether every move they make, geographic, economic, or amorous, will be 
visible to anyone who possesses whatever may then constitute “awful authority.”   93

Barlow posited that the citizenry were engaged in a: 

revolutionary war […] Clipper is a last ditch attempt by the United States, the last great 
power from the old Industrial Era, to establish imperial control over cyberspace. If they 
win, the most liberating development in the history of humankind could become, 
instead, the surveillance system which will monitor our grandchildren's morality.  94
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The digital rights groups found themselves in a sometimes strange relationship with the Clinton 

administration - for instance, Barlow had previously been a guest of the vice president on Air Force 

2.  The varied relationship was caused, as Jim Dempsey of the Center for Democracy and 95

Technology reflects, by the fact that the Clinton administration were ‘Overall […] [a] pro-internet, 

pro-technology, and pro-internet freedom […][Gore] was in many ways promoting the growth of 

the internet.’  For instance, Dempsey notes, ‘The […] administration was working to release the 96

Domain Name System, and open that up to competition, privatization and global participation.’ ,  97 98

This duality meant that engagement between the digital privacy activists and policy makers was 

often, in Dempsey’s words:  

a very mixed picture and I think the attitude of a lot of the participants in the debate on 
both sides were, we’re talking about something right now that we disagree on, and we'll 
see you at four o’clock this afternoon at that meeting where we’re going to talk about 
something where we agree.   99

Dempsey reflects that ‘Those who saw themselves as supporters of […] the concept of an open 

internet, open decentralized, user controlled, innovative, global, interoperable internet, saw the 

[Clinton] administration as allies on most of those issues.’  There being some areas of agreement 100

between the parties likely contributed to the maintenance of good relations despite the fierce key-

escrow debate. These separate, more positive, interactions would help sustain an open dialogue 

between the parties, whereas a more negative climate could have removed any chance of the digital 

rights groups influencing the Clinton administration. Those within the digital rights groups were, in 

general, more likely to recognise that encryption could feasibly create problems for law 

enforcement than would be the broader digital privacy community, including the cypherpunks, 
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Marc Rotenberg of EPIC reflects this view ‘Obviously we don’t want mass surveillance and we 

don’t want unlawful surveillance. But I respect that in some circumstances the government has the 

right with appropriate authorities to gain access to relevant information.’  101

However, the cypherpunks were uniformly skeptical of Clipper. Any form of encroachment on the 

internet by the state would have been unacceptable to the cypherpunks. Encryption in particular was 

sacrosanct to their collective, it being the foundation for not only privacy applications, but for 

anonymity networks, digital currencies, and leaking/whistleblowing platforms. The notion of the 

government having pre-established digital access to citizen’s communications was perceived as 

being akin to the government keeping a spare key to everyone’s house in case they should one day 

commit a transgression.  Cypherpunk co-founder Tim May commented that ‘the Clinton […] 102

folks have shown themselves to be enthusiastic supporters of Big Brother’, and warned the 

cypherpunks to ‘be afraid, be very afraid.’  Derek Zahn urged the cypherpunks to start 103

‘sharpening our rhetorical knives’, cypherpunk co-founder Eric Hughes promised ‘no 

compromises’, whilst L. Detweiler wanted to know ‘Why is it that this process [key-escrow 

development] has been wholly shielded from public view until now?’  Detweiler branded the key-104

escrow announcement ‘outright obfuscatory’, given it failed to mention the NSA when ‘its 

noninvolvement is a total fantasy.’  Detweiler added ‘Someone please wake me from this 105
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nightmare […] let’s man the battlestations.’  Sandy Sandfort argued that whilst the government 106

was ‘being coy about it’, their intent was to ban non-escrowed encryption.  Phil Karn agreed, 107

writing that a voluntary key-escrow made ‘no sense whatsoever […] one simply cannot escape the 

conclusion […] [that key-escrow] is a prelude to a ban on all other encryption schemes, or at least a 

ban on those the government can’t crack.’  PGP creator Phil Zimmermann concurred - he believed 108

citizens were being treated like an ‘enemy population’, and felt that ‘To make Clipper completely 

effective, the next logical step would be to outlaw other forms of cryptography.’  Barlow had 109

posited a similar theory: 

It is increasingly hard for me to imagine any other purpose for the Clipper/Skipjack 
operetta if not to prepare the way for the restriction of all private cryptographic uses to a 
key-escrow system. If I were going to move the American people into a condition where 
they might accept restrictions on their encryption, I would first engineer the wide-spread 
deployment of a key-escrow system on a voluntary basis, wait for some blind sheik to 
slip a bomb plot around it and then say, “Sorry, folks this ain’t enough, it’s got to be 
universal.”   110

Barlow also commented on another possibility ‘If nearly all encrypted traffic were Skipjack-

flavored, any transmission encoded by some other algorithm would stick out like a licorice dot.’  111

In this scenario, just using a non-escrowed algorithm could cause government suspicion of a citizen. 

It would be August 1995 before an EPIC freedom of information request resulted in disclosure of 

the FBI’s 1992 recommendation that non-escrowed encryption should be outlawed. EPIC’s David 
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Sobel commented that the document ‘demonstrates that the architects of the Clipper program - [the] 

NSA and the FBI - have always recognized that key-escrow must eventually be mandated […] 

Clipper does nothing for law enforcement unless the alternatives are outlawed.’  How widely such 112

a notion was countenanced within government beyond the Justice Department and the NSA is 

unknown. For instance, Reinsch recalls that ‘There was not a discussion in the Clinton 

administration as far as I know about trying to limit US citizen’s domestic access to encryption 

technology.’  It is possible that as someone more connected to encryption export policies than 113

domestic controls, Reinsch may not have been privy to such sensitive conversations (and he was not 

a member of the key-escrow government working group). Equally, it is possible that the 

recommendation was discounted at an early stage by Gore and Clinton. Any such conversations 

would likely have been kept highly restricted for fear of the public relations fall-out should even 

rumour of such consideration be revealed. 

Cypherpunk Hal Finney did not think cryptography would be made illegal, but instead another 

approach would be used to encourage key-escrow adoption: ‘The plan instead is to make it [key-

escrow] a de facto standard for all encrypted voice communications’, Finney argued ‘The 

government will initially exert as much influence as it can to prevent any competing standard from 

getting a toehold.’  Barlow agreed that the administration was ‘trying to impose Clipper on us by 114

manipulating market forces. By purchasing massive numbers of Clipper devices, they intend to 

induce an economy of scale which will make them cheap while the export embargo renders all 

competition either expensive or nonexistent.’  This concern is valid. If one encryption system 115
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became dominant and was not interoperable with other systems then companies would be 

incentivised to use a widely deployed technology to ensure they could confidentially engage with 

those outside of their organisations - a new encryption system that no-one was able to use outside 

one’s own enterprise would be of limited value. An anonymous cypherpunk warned against an 

overly emotive narrative being projected to the public: 

An assertion of the power of the ideas expressed on this list will put the cypherpunks in 
the discourse of public policy. Obviously, it should be well thought out and expressed in 
the most positive way. Calm, cool, calculated response will gain the cpunks respect, a 
knee jerk, emotional response will only get our ideas ignored.  116

Eric Hughes was quoted in the New York Times’ arguing ‘This plan [key-escrow] creates the ears of 

Big Brother, just as Orwell warned.’  However, May believed targeting their message at the broad 117

public as a means to change the key-escrow policy would be ineffective, arguing that ‘Crypto is too 

abstract for most people. I doubt anything we say can change this. And “privacy” is a complicated 

theme.’  May believed instead, ‘The key is to reach the relatively small fraction of policy shapers, 118

both outside government and inside.’  May was right that capturing the attention of a large enough 119

swathe of the electorate in order to influence the administration was highly unlikely - the internet 

was still emergent and cryptography, if it were known about at all, was likely thought of as an 

eccentricity of government and the finance industry. However, if journalists could be enticed into 

incorporating the key-escrow policy into a broader theme, such as the erosion of freedom under the 

Clinton administration, then it was possible their activities could help deter policy makers. 

However, rather than lobbying professional politicians, which May believed was better left to the 

‘suits’ of EFF and CPSR, the cypherpunks were more useful in a ‘guerilla-oriented’ role, he argued, 
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creating a ‘good cop bad cop’ dynamic.  May advocated measures such as ‘covert efforts to 120

disrupt Clipper-type activities’, telling the cypherpunks to, ‘use your own imagination here.’  One 121

measure was to use ‘Big Brother Inside’ stickers, emulating the ‘Intel Inside’ stickers, May posted 

‘While I will not encourage you to surreptitiously place these stickers on boxes containing the 

products of the aforementioned companies, let your conscience be your guide. Wink.’  May 122

argued ‘Subversive actions that generate media attention, that trigger other people to begin to do 

things […] and that create new communities […] are much more effective [than lobbying policy 

makers or the general public].’  However, this plan was anaemic - the ratio of cypherpunks to 123

consumers was volumetrically insufficient to have any impact by using such mundane and laborious 

actions as stickering consumer products, which likely only amounted to AT&T devices during this 

period, in local shops. At best there were a few hundred cypherpunks who would have had the 

motivation and time to execute such actions, actions which in most cases would be ineffective. 

Unless May and the cypherpunk’s had more incendiary ‘guerrilla’ actions in mind, which they did 

not elucidate, their actions would likely fail to penetrate the popular consciousness. The plans for 

stickers and similar materials were realised at that year’s RSA Data Security Incorporated’s 

(RSADSI) cyber security conference. The RSADSI conference was the premier event of its kind, 

organised by RSADSI, whose company sold the market's leading encryption product, RSA. The 

conference was attended by technology activists, cryptographers and businesses. Bruce Schneier 

recalls ‘Nobody wanted it [key-escrow] in the crypto community […] [at the conference] there were 

anti key-escrow posters and talks and stickers, things like Big Brother inside […] T shirts.’  124
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As opposition to key-escrow grew, in January 1994 three dozen cryptography experts, led by the 

CPSR, wrote to President Clinton asking for the key-escrow policy’s withdrawal.  The experts 125

observed that ‘few in the user community believe that the proposal would be truly voluntary.’  126

they cited the government’s ‘enormous influence in the marketplace, and the likelihood that 

competing [encryption] standards would survive is small.’  Another benefit to the Clinton 127

administration was that an escrowed standard would pressure government departments to buy 

associated equipment. Jim Bidzos stated that ‘By using the standards making authority of [the] 

NIST, [the] NSA is attempting to force the entire US government to purchase Clipper equipment 

since only NIST-standard equipment may be purchased by government agencies.’  Passing a 128

government key-escrow standard would bias the market towards key-escrow, as government 

agencies would then be required to use the technology, and nearly every major US business has at 

least some interaction with at least one branch of the government. An electronic version of the letter 

was put online as a petition. Then CPSR’s Washington office Director Marc Rotenberg organised 

the petition, he comments that ‘people wrote to me and said it looks like what you're doing is very 

important, please add my name […] in about six weeks we had received 51,000 signatures from 

around the world.’  Rotenberg adds ‘It was […] also, the first petition organised on the internet on 129

any subject.’  Rotenberg’s approach of gathering the elite scientific minds of the cryptography 130

world was a tactic likely to gain at least some traction in the body politic of Washington D.C. This 

was in contrast to the cypherpunks, whose anarchist narrative often discredited their scientific 
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knowledge. The experts Rotenberg coalesced were established academic and industry figures with 

employers including the most lauded educational institutions and advanced technology corporations 

in the world - their collective voices were credible. Rotenberg believes the CPSR’s campaign was 

‘the singular thing we did, which was most critical in the effort to derail key-escrow encryption.’  131

However, the administration appeared intransigent to the counter-narrative being built by the digital 

rights community. After speaking with politicians, Gilmore and Barlow told Hughes ‘Clinton has 

signed onto Clipper full-bore 100% […] they’re going to deploy Clipper without regard to public 

sentiment.’  Hughes said ‘This is serious, make no mistake. If […] the government does restrict 132

everything to be Clipper, all anonymity and pseudonymity efforts are worthless.’  133

The key-escrow policy was also facing dissent in Congress. Democratic Senator Patrick Leahy 

commented ‘The administration is rushing to implement the Clipper Chip program without thinking 

through crucial details.’  Democratic Representative Jack Brooks, addressing the House, argued 134

attempts to ‘limit encryption is just plain fanciful.’  Rather than ‘promoting scattershot policies, 135

which restrict American industries, ability to design, produce, and market technology’, Brooks 

argued that the government ‘would be better served by finding real, and targeted ways to deal with 

international terrorists and criminals.’  William Safire’s ‘Sink the Clipper Chip’ opinion piece in 136

the New York Times made a similar argument: ‘Billions now spent on passive technical surveillance 

must be shifted to active means of learning criminal or aggressive plans’, Safire commented 
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'Human informers must be recruited or placed, as “sigint” [signals intelligence] declines and 

“humint” [human intelligence] rises in the new era.’  137

Democratic Congressman Edward Markey of Massachusetts, chair of the House Subcommittee on 

Telecommunications and Finance, noted that key-escrow raised an ‘arched eyebrow amongst the 

whole committee.’  Hearings were swiftly convened. Speaking in Congress, NSA Director Vice 138

Admiral John McConnell stated that he did not believe key-escrow would harm US exports ‘If it 

has any effect at all, it could increase exports.’  McConnell believed it was difficult to predict how 139

the foreign market would react, though he acknowledged that those foreign companies fearful of US 

interceptions would likely avoid escrowed encryption.  However, McConnell stated the superior 140

calibre of US escrowed encryption products may encourage sales.  There was also the possibility 141

of other foreign governments wishing to procure a version of key-escrow for their own operation, 

though whilst there had been ‘preliminary discussions’, regarding this matter, no progress had been 

achieved.  There may have been a market for escrowed encryption, however, it was vastly smaller 142

than the non-escrowed market the US would be abdicating if all devices they built required key-

escrow. Clinton Brooks, special assistant to the NSA director, argued that the role of his agency 

with regards key-escrow was as a technical advisor, rather than instigator of strategy ‘The FBI and 

[the] NIST sought our technical advice and expertise in cryptography to develop a means to allow 
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for the proliferation of robust encryption technology without sacrificing law enforcement's current 

capability to access communications under lawfully authorized conditions.’  143

Further pressure was added from industry when The Digital Privacy and Security Working Group, 

an alliance of technology companies and civil rights groups, including the ACLU, Apple, EFF, 

IBM, the Business Software Alliance and Microsoft, wrote to President Clinton on 6 December 

1993, confirming their ‘tentative acceptance’ of Clipper ‘but only if it is available as a voluntary 

alternative to widely-available, commercially-accepted, encryption programs and products.’  144

Essentially, industry would treat key-escrow, where they elected to support it, as a product designed 

to meet a government-only need - separate capabilities would be developed for the rest of the 

market, even if this introduced additional commercial overheads. 

Despite the continuing protests, the Commerce Secretary approved FIPS 185, the Escrowed 

Encryption Standard (EES), in February 1994.  NIST estimated that establishing the escrow 145

system would cost USD 14 million, with the annual operating costs being USD 16 million.  The 146

White House issued a press release attempting to ease the fears of the privacy activists: ‘Today, any 

American can purchase and use any type of encryption product. The Administration does not intend 

to change that policy. Nor do we have any intention of restricting domestic encryption or mandating 
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the use of a particular technology.’  The Clinton administration’s statement would not placate the 147

key-escrow policy’s opponents. 

3.3 The NSA Publicly Debate Key-Escrow 

The White House soon realised the key-escrow perception struggle they were confronting - staffers 

started referring to the policy as ‘our Bay of Pigs’, and ‘the Bosnia of Telecommunications’.  The 148

NSA engaged with the media to try to convince the public, especially the scientific and technology 

communities, of key-escrow’s merit. CIA directer Robert James Woolsey suggested an article be 

written for Wired magazine, a literary and cultural staple of the technology community of which he 

himself was a reader.  After receiving the White House’s blessing, Stewart Baker volunteered to 149

write the article. Baker reflects: 

No-one was reading and editing it [the article] partly because everybody on the NSA 
and the government side had the same view […] which is: of course we’re right. It’s 
crazy: the NSA and our ability to handle strong cryptography is what won World War 
Two - who the hell are you [digital privacy activists] to tell us that it should take a 
backseat to any other policy, we are right, and the people who are attacking us are 
people who would have lost World War Two.   150

That there was limited reviews of Baker’s article demonstrates the naivety of those within both the 

political and intelligence spheres as to the sensitivity and deftness with which the arguments would 

need to be made should they have any chance of convincing its readers of key-escrow's merits. 

However, Baker states that the article was not intended to be a charm offensive. Baker comments 

‘Taking on the civil society critics was a welcome thing and nobody parsed it out and said, well, are 

you going to make EFF mad? If it made EFF mad they [the NSA] were happy.’  This is a strange 151
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position to have adopted. When debating, the objective is to gradually convince opponents of one’s 

own viewpoint by exposing flaws in their positions whilst not humiliating them in the process, 

which could make them less willing to yield. Writing an article that made stakeholders ‘mad’ would 

likely exacerbate resistance to any arguments being articulated. Addressing the claim that 

encryption was vital to liberty, Baker wrote ‘This sort of reasoning is the long-delayed revenge of 

people who couldn’t go to Woodstock because they had too much trig homework. It reflects a wide 

- and kind of endearing - streak of romantic high-tech anarchism that crops up throughout the 

computer world.’  In heavily adopting a number of disparaging stereotypes Baker imposed upon a 152

diverse community a collection of negative attributes which amounted to attacking the individuals 

rather than the idea, - such an approach was unlikely to benefit the prospects of key-escrow. Baker 

argued that ‘We can’t afford as a society to protect pedophiles and criminals today just to keep alive 

the far-fetched notion that some future tyrant will be brought down by guerrillas wearing bandoleers 

and pocket protectors and sending PGP-encrypted messages.’  Rather than framing the risks 153

dispassionately and with supporting evidence, Baker offered his argument as zero-sum equation 

which aligned his opponents with child abusers and criminals thus further casting them away from 

any sort of meaningful engagement. His pocket protectors comment would likely have further 

alienated his audience. Whilst Baker’s characterisation of some within the digital privacy movement 

was an exaggeration, there was also a measure of verity in his words. For instance, in 1994, 

cypherpunk Nate Sammons posted: 

I cannot help but think that having the gov looking in on us will be good […] It gives us 
something to fight for. Look at me: Somewhat of a slacker who for a long while thought 
there was nothing worth fighting for […] now there’s the government to fight! What 
better entity to wage war against? It’s the classic “valiant fight” the “good guys against 
the bad guys” fight […] I can’t help thinking what a kick I'll get out of seeing my kids 
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in the future saying, upon them finding my “Cypherpunk Criminal” T-Shirt in the attic, 
"Gosh! Dad was a Cypherpunk! Wow!”  154

Whilst there was an element of truth, Baker had failed to recognise the heterogeneity within the 

digital privacy, and broader technologist, community, which could only serve to diminish any 

chances of meaningful engagement. Perhaps Baker had sought to divide the less politically engaged 

technologists that read Wired from the digital privacy activists who had been offering a narrative 

that was mostly uncontested within the technology literature. However, in attacking the shared traits 

of both communities such as the implication that they were socially isolated was just as likely to 

inculcate a common defence by the technologists rather than a separation of the digital privacy 

activists from their less ideologically-polarised counterparts. Baker professed a world with key-

escrow would look ‘only a little different from the one we live in now.’  Baker argued that rather 155

than the government changing the surveillance status quo, it was digital privacy activists who ‘want 

to create a brave new world’, yet claimed they had ‘done nothing to show us that the new world 

they seek will really be a better one.’  This was misleading - the cypherpunk’s and crypto-156

anarchists had extensively envisioned what a new world might look like, and they had a genuine 

belief it would be better (at least for them) than the status quo. Baker had failed to extensively 

explore the positives and negatives of both versions of the future, a failure which undermined his 

position. Baker posited that encryption was oversold as a ‘privacy protector’, before arguing that 

‘The biggest threats to our privacy in a digital world come not from what we keep secret but from 

what we reveal willingly.’  Given the future of social media, Baker’s was a prescient point. Baker 157

stated that companies would still be able to develop unescrowed encryption for domestic 

consumption, however, they would be ‘hastening a brave new world of criminal immunity’, and 
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those companies would not be ‘able to ride piggyback on federal research efforts’, nor could they 

sell such a product to both private and public sector customers.  The digital rights activist’s 158

response to the article was predictably negative, Baker recalls ‘I was Twitter mobbed […] just years 

before Twitter […] some people called this [key-escrow] “government accessed key” or GAK and I 

do remember seeing a comment […] that said, “GAK? the proper pronunciation is achieved by 

strangling Stewart Baker.”’  159

Shortly after the article’s release Baker offered the same pitch from the stage at the Computers, 

Freedom and Privacy conference, an annual gathering of digital privacy rights activists - his 

audience was likely a subset of the broader technologist community that read Wired, and would 

have comprised few open to the NSA’s arguments. The conference’s final presentation was 

delivered by Bruce Sterling, a writer within the Cyberpunk genre that fused science fiction and the 

internet. Sterling commented on what was perhaps perceived as an attempt to circumvent the digital 

rights groups and solicit direct grass-root support for key-escrow; ‘When is the NSA going to 

realize that Kapor and his people (EFF) and Rotenberg and his people (CPSR/EPIC) […] are as 

good as they get in this milieu?’  Sterling continued ‘Who was briefing that guy? Are they utterly 160

unaware? How on earth could they miss the fact that the Clipper Chip […] [is] violently detested by 

every element in this community.’  Sterling also found offence in Baker’s manner ‘Was it just me 161

[…] or did anyone else catch that tone of [Baker’s] truly intolerable arrogance? Did the guy have to 

make the remark about our having missed Woodstock because we were busy with our 
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trigonometry? Do spook mathematicians […] consider that a funny remark?’  Then Sterling 162

addressed Baker's core argument: 

When he [Baker] said the results of spreading encryption were unpredictable and 
dangerous he was […] dead-on – because, people, encryption is not our friend. 
Encryption is a mathematical technique, and it has about as much concern for our 
human well-being as does the fact that 17 times 17 equals 289 […] Encrypted networks 
worry the hell out of me […] The effects are scary and unpredictable and could be very 
destabilizing. But even the Four Horsemen of Kidporn, Dope Dealers, Mafia, and 
Terrorists don’t worry me as much as totalitarian governments. It’s been a long century, 
and we’ve had enough of them. Our battle […] against totalitarianism has left terrible 
scars all over our body politic, and the threat these people pose to us is entirely and 
utterly predictable. You can say that the devil we know is better than the devil we don’t, 
but the devils we knew were ready to commit genocide, litter the earth with dead, and 
blow up the world. How much worse can that get? Let’s not build chips and wiring for 
our police and spies when only their police and spies can reap the full benefit of 
them.  163

The ideology Baker was confronting was not an infantile product of the digital age, but instead a 

mutated form of libertarianism permeated by counterculture and anarchic thought. Scientists, like 

the computer experts in attendance at the conference, would likely have been more open to data-

driven assessments rather than emotionally-driven and fear-laden narratives of criminals and 

terrorists. Baker concedes with begrudging admiration that the attack on his speech was ‘very well 

done.’  Sterling’s oratory was reprinted in Wired magazine. RSADSI’s Jim Bidzos was also a 164

vocal opponent of the initiative, going as far as to write ‘I believe it may even be possible to 

conclude that Clipper is the visible portion of a large-scale covert operation on US soil by NSA.’  165

Bidzos had come to believe:  

The success of this [cryptography] company [RSADSI] is the worst thing that can 
happen to them [the NSA]. To them, we’re the real enemy, we’re the real target […] If 
the US adopted RSA as a standard, you would have a truly international, interoperable, 
unbreakable, easy-to-use encryption technology. And all those things together are so 
synergistically threatening to the NSA’s interests that it’s driving them into a frenzy.  166
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Bidzos reflected ‘If we are ever in danger of undermining the NSA, they will either buy us or shoot 

us.’  However, as a significant figure in the cryptographic industry, Bidzos had continuing contact 167

with the NSA. Tensions reached a zenith when an NSA employee threatened Bidzos in June 

1994.  Whilst meeting with three NSA representatives, two of whom Bidzos says he ‘respected 168

and trusted’, the third representative threatened him. Bidzos explains that his antagonist ‘became 

very hostile and basically told me that if he encountered me in the parking lot he would not slow 

[his vehicle] down.’  Bidzos states that the other two NSA employees in attendance ‘couldn't look 169

up when this happened. I think they recognised that this guy crossed the line, that he wasn't being 

cute, funny; he was serious.’  Bidzos offered the representative a chance to withdraw his words 170

and apologise, but he elected not to; ‘I am certain that he was not speaking for the agency’, Bidzos 

comments ‘but when it happened he was quite serious.’ Bidzos ended the meeting and never again 

saw the employee in question.  After details of the threat were published in the San Jose Mercury 171

the NSA employee’s boss called Bidzos offering an apology, but the incident further reinforced the 

animosity between government and industry.  Whilst it is highly unlikely the threat to attack 172

Bidzos was authorised, it reinforced many perceptions the cypherpunks held of the NSA and 

broader government apparatus. Tim May commented after the incident: ‘I think things are really 

heating up […] it looks like they're playing hardball.’  173
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Assistant US Attorney Walker joined the encryption debate, arguing ‘If you ask the public, “Is 

privacy more important than catching criminals?” they'll tell you, “No”.'  However, A Time/CNN 174

poll of 1,000 US citizens in June 1994 found more than two-thirds believed it more important to 

protect the privacy of phone calls than to preserve the ability of police to conduct wiretaps; 80% 

opposed key-escrow.  This is one of the rare insights available as to the general populace’s 175

sentiment towards surveillance of the digital environment - whilst it is a small sample set, it does 

give an indication that the public in principal were disposed towards privacy more than they were 

law enforcement. However, it is not realistic to expect that these were informed opinions with 

regards to the intricacies of the key-escrow policy debate, but rather conceptual sentiments. The 

White House rejected the digital privacy activist’s arguments, stating that key-escrow strengthened 

constitutional privacy protections, as ‘law enforcement cannot obtain the contents of 

communication without first obtaining the key component.’  In other words, unsanctioned 176

wiretaps, a historical problem, would not be possible. NSA’s Clinton Brooks argued that key-escrow 

was privacy enhancing, as it would deliver widespread use of encryption, whereas before its launch 

virtually nobody used encryption.  Baker would later say, despite the negative response to key-177

escrow ‘The government went forward […] not because the key-escrow proposal received a 

universally warm reception, but because none of the proposal’s critics was able to suggest a better 

way to accommodate society’s interests in both privacy and law enforcement.’  The hostile press 178

coverage continued with a scathing op-ed in the New York Times from Safire, who wrote:  

To the tune of “I Got Algorithm,” the Eavesdrop Establishment is singing that it will 
help us protect our privacy - but not from intrusion by the Feds. In effect, its proposal 
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demands we turn over to Washington a duplicate set of keys to our homes, formerly our 
castles, where not even the king in olden times could go.  179

Safire continued ‘The solution that faceless Clinton officials are putting forward shows outdated 

law enforcement rooted in abysmal understanding of the information explosion.’  But it was not 180

only the conceptual and privacy argument the government were confronting - technical issues were 

also being identified with Clipper. 

3.4 Key-Escrow's Technical Challenges 

In late 1994 cypherpunk Matt Blaze found a vulnerability in Clipper's Law Enforcement Access 

Field (LEAF). Blaze was able to use an exhaustive search to create a LEAF that passed checksum 

validations, but provided the wrong details to any interceptors thus preventing decryption.  Blaze 181

explained ‘One could easily create a “rogue” device that could happily interoperate with legitimate 

escrowed peers, enjoy the use of the strong Skipjack cipher, but be impervious to the key-escrow 

back door.’  There was a catch: the attack took around 42 minutes, making it infeasible for real-182

time communications such as secure instant messaging and telephone conversations, though the 

attack could be viable for email communications, and with further refinement and additional 

hardware it was possible the attack time could be reduced.  The discovery reached the front of the 183

New York Times.  Bruce Schneier reflects ‘Looking back, it’s hard to know […] how much of that 184

[Blaze’s findings] was an actual problem. But the perception that the NSA did a crappy job in their 
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 Ibid.180

 Matt Blaze., ‘My life as an international arms courier’, MessageID: ‘9501062154.AA04543@merckx.info.att.com’, 181

6 January 1995, in Cypherpunk Mail List Archives 1992-1998 Cypherpunks (1992-1998) <https://lists.cpunks.org/
pipermail/cypherpunks/2013-September/000741.html> [Accessed 9 December 2020].

 Matt Blaze. ‘Key-escrow From a Safe Distance’, Matt Blaze’s Personal Website (2011) <https://web.archive.org/182

web/20201114102848/https://www.mattblaze.org/escrow-acsac11.pdf> [Accessed 30 May 2020].
 Blaze, 1995.183

 John Markoff. ‘Flaw Discovered in Federal Plan for Wiretapping’, New York Times (1994b) <https://184

web.archive.org/web/20160330040449/http://www.nytimes.com/1994/06/02/us/flaw-discovered-in-federal-plan-for-
wiretapping.html> [Accessed 2 June 2020].
Craig Jarvis 132



design was pervasive.’  Baker reflects on some of the public studies of Skipjack at the time: ‘a 185

few public cryptographers did some studies that I won’t call dishonest, but which were certainly 

dishonestly portrayed. That suggested that there were flaws with the crypto instantiation that NSA 

had endorsed.’  The technical problems identified would need to be addressed, but were highly 186

unlikely to be fatal to the key-escrow policy. 

It was also possible adversaries could add a layer of encryption on top of Skipjack to prevent 

decryption of the communication. For instance, an email client using Skipjack could send a PGP, or 

DES message as the email body, subsequently the Skipjack encryption would be applied over the 

initial PGP/DES encryption, and to the government the encrypted traffic would be consistent with 

Skipjack. However, should the government decipher the Skipjack cipher text they would find 

another layer of encrypted text. The NSA conceded this was a vulnerability, though it would require 

user awareness to exploit.  The government never devised a strong argument for why criminals 187

would choose to use an escrowed technology - John Perry Barlow observed that ‘criminals were 

probably smart enough to use PGP or some other uncompromised crypto.’  John ‘Captain Crunch’ 188

Draper concurred that criminals would unlikely use the system ‘Now, if I were a criminal, do you 

think I would be dumb enough to “register” my phone with the government. Of course not. I would 

probably get mine on the black market, or through some other illicit means!!’  The government 189

argued key-escrow was ‘not meant to be a tool to catch criminals. It will make excellent encryption 

available to legitimate businesses and private citizens without allowing criminals to use the 
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telecommunications system to plan and commit crimes with impunity.’  The FBI’s lead New York 190

agent Jim Kallstrom was blunter in responding to this issue: 

Thank God most criminals are stupid! […] If the smartest segment of the population 
ever went into crime, we would really have a problem. Will some criminals catch on to 
the system, and buy their encryption from, let’s say, Israel? Yes. Will that be a problem? 
Yes. But it will be a substantially smaller problem than if we didn’t do anything.  191

Another technical issue was in Clipper’s manifestation, as hardware rather than software. The latter 

being cheaper, easier to mass produce and more versatile, Denning comments that ‘any solution for 

them [industry] would have to be software.’  Denning adds that as ‘Clipper was hardware, and 192

very expensive since it was costly to produce it (requiring a special facility etc.). […] it was obvious 

that Clipper couldn't scale up even if people were OK with it, which too many weren’t.’  The 193

benefits of a software Clipper would likely include the ability to update the code to patch (fix) 

problems, such as the problem identified by Blaze. Whilst Clipper and the NSA’s reputation was 

increasingly being damaged during the 1994-1995 period, a report was being compiled into the US’ 

broader encryption policies by the esteemed National Research Council. This report would 

introduce yet further hinderances to the Clinton administration’s regulatory ambitions. 

3.5 The National Research Council Fails to Support Key-Escrow 

In 1994 Congress ordered the National Research Council, a body whose composition included 

members of the National Academies of Science and Engineering, to establish a committee to study 

and advise on national cryptographic policy.  The committee comprised sixteen members 194

representing a range of interests. Committee members included a former NSA deputy-director, a 
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former attorney general, as well as business and academic representatives such as Martin 

Hellman.  Their research was underwritten by Public Law 103-160, instructing all federal 195

departments, including the NSA, to ‘cooperate fully’ with the study.   196

The report was delivered in 1996 and entitled: Cryptography’s Role in Securing the Information 

Society. The committee chair, Kenneth W. Dam, wrote that ‘The committee is not unaware of the 

acronym for this report - CRISIS - and it believes that the acronym is apt.’  However, Dam 197

believed the crisis was a ‘policy crisis, rather than a technology crisis, an industry crisis, a law 

enforcement crisis, or an intelligence-gathering crisis [original italics].’  Dam was correct in 198

implying that the crises that could be caused by encryption technologies was still in the future, thus 

undermining the FBI narrative that encryption would imminently erode their interception 

capabilities. The committee assessed that ‘Widespread commercial and private use of cryptography 

in the US and abroad is inevitable in the long run and that its advantages, on balance, outweigh its 

disadvantages.’  The report concluded ‘The overall interests of the government and the nation 199

would best be served by a policy that fosters a judicious transition toward the broad use of 

cryptography.’  The report also advised ‘respecting legitimate national needs of law enforcement 200

and intelligence for national security and foreign policy purposes to the extent consistent with good 

information protection.’  The subtext of this could well have been interpreted as implying that 201

key-escrow was not ‘consistent with good information protection’, and therefore need not be 

‘respected.’ The committee assessed that ‘current national cryptography policy is not adequate to 
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support the information security requirements of an information society.’  Importantly for the 202

digital privacy activists the recommendations included that ‘no law should bar the manufacture, 

sale, or use of any form of encryption within the US’, and that ‘national cryptography policy […] 

should be more aligned with market forces.’  Regarding export policy, the report noted ‘Export 203

controls also have had the effect of reducing the domestic availability of products with strong 

encryption capabilities.’ This was as, rather than produce two versions of their products, one with 

stronger cryptography available for domestic use and one with weaker cryptography for export, 

vendors would typically only build a single (weaker) version to minimise production costs. It was 

this market reality that allowed the US to have a degree of influence over domestically 

manufactured encryption absent suitable regulations to authorise such influence - market forces 

were being used as a regulatory tool. The committee advised that ‘Export controls on cryptography 

should be progressively relaxed but not eliminated.’  Marc Rotenberg reflects that the CRISIS 204

report had essentially ‘concluded that it [key-escrow] was not effective that, even acknowledging 

what the intelligence community might have been trying to achieve, this was not the way to do 

it.’  Rotenberg adds ‘The CRISIS report was very influential in Washington because it was viewed 205

as an authoritative, independent assessment, people put their politics aside for the moment and 

acknowledged the work that was involved.’  By this point, Rotenberg believes ‘The government’s 206

[key-escrow] campaign was running out of steam […] they were at that point really improvising.’  207

Baker comments that ‘As the reviews came in and were not politically favorable. There was 

repositioning, but we were never told to stop pressing the issue, it would be brought back for a 
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tweak from time to time, or a decision on a particular issue.’  Despite the adverse climate, key-208

escrow would linger on for some time after the CRISIS report. 

3.6 Conclusion: The Impact of Key-Escrow’s Early Years on its Discontinuation 

Whilst key-escrow found support from the inexperienced Clinton administration, that was among 

the few victories enjoyed by the initiative. The public launching of the policy was compromised by 

a number of factors that have been explored in this chapter. Despite these factors, in 1996, key-

escrow persisted. Three primary strands of activity beyond those already explored were 

undermining the key-escrow policy, and would continue to do so until the point where its life 

support would eventually be withdrawn. These strands were: the advance of encryption produced by 

private citizens; the attempts to prove that the regulations upon which cryptography controls relied 

were unconstitutional; and the position of industry and the international markets as to whether key-

escrow was commercially acceptable. The following chapters will examine these strands in turn to 

assess the impact each would have on the eventual decision to discontinue the key-escrow policy, 

and to ascertain which strand was the determinant factor in the Clinton administration finally 

withdrawing the key-escrow policy. 
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Chapter 4: Citizens Develop Key-Escrow Violating 
Technologies 

An apparently unformidable gnome on a tight budget,  
now terrifies a security monolith  

which required half a century,  
uncounted billions of dollars,  

and the collective IQ's of a  
few thousand geniuses  

to develop.  
- John Perry Barlow, 1995.  1

For key-escrow to be viable, other forms of encryption would likely need to be restricted, an 

approach for which the FBI was lobbying.  PGP was the first encryption programme of its kind. 2

Utilising public key technologies, and free to users, PGP offered new privacy capabilities to those 

who would use it for lawful and lawless applications alike. This chapter will explore the history of 

PGP, including the motivation for its creation, the development process, and how private citizens 

collaborated in its evolution. Further, this chapter examines the government response to PGP, how 

digital privacy activists tested the government’s willingness to enforce encryption regulations, and 

how the media reported the conflict between the parties.  

This chapter argues that whilst PGP was not the determinant reason for key-escrow’s 

discontinuation, it established a number of precedents that would undermine the key-escrow policy 

and cryptography controls more generally.  

This chapter argues that the PGP case demonstrated the government were unwilling (or were 

unable) to prosecute Zimmermann for producing and disseminating PGP, probably because they did 

not want to risk the courts adjudging that the cryptography regulations were unconstitutional. 

Further, this chapter argues that PGP evidenced that it was likely impossible to prevent the 
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widespread, international dissemination of unescrowed encryption products. PGP demonstrated that 

private cryptographers could develop powerful encryption algorithms and release them for free to 

the general public. Such a proof-of-concept undermined the key-escrow policy, for if such 

encryption technologies were widely available what motivation would citizens have for using 

escrowed algorithms unless they were legally mandated? - something the government professed was 

not its intent. PGP demonstrated that even if key-escrow were mandated in law, it would be 

technically infeasible to prevent the spread of unescrowed technologies, thus undermining the 

viability of the key-escrow policy.  

This chapter argues that in recruiting MIT to the PGP project, the private cryptographers were able 

to at least partially offset the asymmetry of individual citizens being intimidated with potential legal 

prosecution and financial bankruptcy by the government; the well-endowed MIT could withstand 

protracted legal conflicts with the government. This chapter argues that MIT’s involvement would 

likely have had some deterrent effect on government prosecutions, thus further diminishing the 

viability of controlling unescrowed encryption algorithms. Further, this chapter argues that the MIT 

PGP source code publication demonstrated that even if digital code were export controlled, the 

government was not able to prevent identical printed code from being exported (the written word 

retaining established constitutional protections). Therefore, the encryption export regulations could 

be circumvented when foreigners scanned the printed code back into computers and reconstituted 

the digital product. Exposing this regulatory loophole further undermined the viability of the 

government being able to prevent the spread of strong unescrowed encryption and thus achieving 

international key-escrow.  

This chapter will also argue that media coverage of Zimmermann and PGP was mostly favourable. 

This was likely as the issue was closely tied to the concept of free speech upon which the media 
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also relied as they migrated to the digital environment. This positive media coverage likely 

increased public pro-cryptography sentiment making it harder for the key-escrow policy to succeed.  

This chapter argues that PGP was not the determinant factor in the key-escrow initiative's 

discontinuation, as interview responses suggest that policy makers were not paying close attention 

to the technology. Additionally, PGP was cumbersome to use, severely limiting its appeal to users, 

and therefore the threat it posed. Further, this chapter argues that the NSA likely believed that any 

privately-developed non-corporate cryptography would have vulnerabilities they were able to 

exploit (as evidenced by PGP version one’s weaknesses); there is no evidence of the NSA 

expressing alarm that PGP was a major threat to its capabilities, or to the key-escrow policy, thus 

suggesting PGP was not decisive in the discontinuation of the initiative. 

4.1 Legislative Text Interpreted as Government Seeking Cryptography Exceptional Access 

The author argues that CW2 started in 1991, with the Senate’s proposed Comprehensive Counter-

Terrorism Act of 1991 (S.266).  It was this legislation that caused private cryptographers to 3

accelerate their development of free public key encryption software for the masses, software that 

could potentially pose a threat to the key-escrow policy’s viability. Introducing the bill, then 

Democratic Senator Joe Biden of Delaware stated ‘in recent discussions with terrorism experts from 

the FBI and other law enforcement agencies, I’ve discovered that several gaps exist in our anti-

terrorism laws.’  Digital interception was one of those gaps, or at least a gap that Biden had been 4

told by the security establishment existed - it would be more apt to describe the ‘gap’ as one which 

was theorised may manifest within the near to mid-term future; there was no evidence of terrorists 
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‘Research Note: Challenging the Crypto Wars Chronology,’ GitHub (2021) <https://github.com/craiginfosec/
c r y p t o W a r s / b l o b / 5 c 2 a 6 d 0 1 6 7 1 0 9 0 9 e 9 e 3 6 7 5 e 7 d 6 9 8 a f c 8 f 3 1 1 8 1 f 3 /
Challenging%20the%20Crypto%20Wars%20Chronology.pdf> [Accessed 30 June 2021]. 
 C-Span, Senate Session, online video recording, C-Span (24 January 1991) <https://www.c-span.org/video/?15912-1/4

senate-session&start=16444> [Accessed 25 May 2020].
Craig Jarvis 140



using encryption, nor was there compelling data to show a more general imminent interception 

‘gap’ caused by encryption. The relevant clause within the draft legislation reads:  

[This bill] expresses the sense of the Congress that providers of electronic 
communications services and manufacturers of electronic communications service 
equipment should ensure that communications systems permit the Government to obtain 
the plain text contents of voice, data, and other communications when appropriately 
authorized by law.  5

Whilst the ‘sense of congress’ is not a legally binding instrument, the language suggested it was the 

Senate's desire that companies must either provide a government access method to encrypted 

communications, or technologies must forgo encryption. The FBI issued a supporting statement: 

‘affording a criminal subject the means, through encryption, of securely communicating in 

furtherance of an illicit activity is tantamount to providing a sanctuary immune from judicially 

authorized collection of evidence.’  Cypherpunk Phil Karn branded the clause an ‘infamous 6

resolution against cryptography.’  Fellow cypherpunk Perry Metzger contacted John Bentivoglio, a 7

Biden aid who claimed authorship of the text.  Bentivoglio stated the language was ‘intended more 8

to get communications providers to help with the tapping of things like Cellular Phones’, and this 

was not the ‘proverbial crack in the dike […] Senator [Biden] has no intention of following through 

with additional legislation to enforce a ban on secure cryptosystems.’  However, the ambiguity 9

within the legislation’s language could, if it developed from ‘sense of congress’ text to general text 

within the bill, in the future provide government entities with the ability to claim that from a legal 

perspective, digital encryption was subject to this legislation. Even if the language was not 
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promoted from ‘sense of congress’ to general text, the language was a tool that conveyed the body’s 

desires to the president and could act as an implement of persuasion, not only to domestic, but to 

international audiences. Writing in the EFF’s online magazine, EFFector, Metzger urged others in 

the digital privacy community to contact senators on the reviewing Judiciary Committee to protest 

the clause. Metzger told the at time belligerent digital privacy activists to ‘be nice; these men are the 

ones who we have to count on to rescue us.’  10

A delegation from the CPSR, the EFF and RSADSI visited Washington DC to argue for the clause’s 

removal six months later, in early June 1991 - a week later the offending language was discarded.  11

This discarding suggests that either the protests against the language had resonated with the bill’s 

sponsors, or that their intent had genuinely been to only include devices such as cell phones, which 

were swiftly augmenting the traditional landline stock with a new digital infrastructure largely 

bereft of interception capabilities. Retaining the controversial text within the bill may have been 

seen as an impediment to the advancing of the other provisions Biden hoped to enact within the bill. 

Despite the language being removed, the bill had stoked fear among privacy activists that similar 

legislation may soon be advanced. Programmer and cryptography developer Philip R. Zimmermann 

believed the clause ‘foretold the shape of things to come.’  Zimmermann accelerated his project to 12

produce the first free public key encryption software for home computers: PGP. 
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4.2 PGP Demonstrates Infeasibility of Restricting Dissemination of Encryption Algorithms 

The Watergate scandal initially drew Zimmermann to politics; he comments ‘I began to question a 

lot of things that government does during that time.’  In the 1980s, Zimmermann was involved in 13

anti-nuclear weapons activism - fearing the worst, he devised plans to take his family to the safety 

of New Zealand.  Whilst making his preparations Zimmermann heard Daniel Ellsberg, who had 14

revealed secret government documents about the Vietnam war, speak and found the experience 

‘empowering’.  Zimmermann believed Ellsberg’s actions had shaped public opinion, driving 15

pressure for policy change - Zimmermann ‘decided to stay and fight.’  Digital privacy activists 16

often have a close affinity for unauthorised disclosure of data they perceive to be in violation of the 

public trust. For instance, cypherpunk Julian Assange has dedicated his life to setting up a platform, 

WikiLeaks, which seeks to reduce the risk of detection to whistleblowers by using encryption to 

help protect their privacy. It is therefore unsurprising that Zimmermann should find inspiration in 

Ellsberg’s actions. Fellow nuclear freeze campaigner Chet Tchozewski comments ‘Phil was 

invaluable to us, not only as a speaker […] but because of his technical knowledge and his 

remarkable intellectual capacities […] he’s thought deeply about civil disobedience and is 

influenced by Gandhi and Thoreau, as well as by science.’  Whilst working with the nuclear freeze 17

community Zimmermann started considering how to protect their communications and digital 

records: ‘Mostly they were taking floppy disks with membership information […] we needed to 

keep our communications secret. So I began to read the scholarly papers on the subject.’  18

Zimmermann recognised the US was ‘moving toward a future when the nation will be crisscrossed 
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with high capacity fiber optic data networks’, and that ‘E-mail will be the norm for everyone.’  19

Zimmermann also understood the removal of the surveillance labour constraint occurring as citizens 

transitioned from letters to email. In 1991, Zimmermann wrote: 

If the Government wants to violate the privacy of ordinary citizens, it has to expend a 
certain amount of expense and labor to intercept and steam open and read paper mail, 
and listen to and possibly transcribe spoken telephone conversation. This kind of labor-
intensive monitoring is not practical on a large scale. This is only done in important 
cases when it seems worthwhile […] E-mail messages are just too easy to intercept and 
scan for interesting keywords. This can be done easily, routinely, automatically, and 
undetectably on a grand scale.  20

As well as recognising the unique threat facing citizens, Zimmermann understood science was on 

the verge of providing citizens with new capabilities to protect themselves ‘There’s never been a 

time in our history where it’s been possible to place information beyond the reach of the collective 

efforts of society, but with modern cryptography you can.’  Whilst there was prescience in 21

Zimmermann’s statement, there was also a failure of imagination as to the myriad methods the 

government would use to access target’s data beyond the direct exploitation of encryption - such as 

the planting of malware on the target’s device, or the legal coercion of service providers. 

Zimmermann started work on PGP in 1986 with the intent not only to protect American citizens, but 

human rights groups worldwide - though due to export regulations he could not publicly voice that 

objective during the 1990s.  With S.266’s announcement Zimmermann accelerated PGP’s 22

development - in six months the code was finished.  Zimmermann intended to give PGP ‘away for 23
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free so that it would achieve wide dispersal, to inoculate the body politic.’  On 5 June 1991, 24

Zimmermann started to distribute PGP version 1.0 for Microsoft’s operating system (MSDOS).  25

Despite not impacting the S.266 debate, as the ‘sense of congress’ language had been withdrawn 

weeks earlier, Zimmermann had made a breakthrough in releasing the first free implementation of 

public key cryptography for microcomputers. Zimmermann stated that PGP was ‘public key 

cryptography for the masses.’  The first recipient of PGP was Zimmermann’s friend and software 26

developer Allan Hoeltje, who posted the software to Peacenet, an internet service provider that 

Zimmermann says ‘specialized in grassroots political organizations, mainly in the peace movement. 

Peacenet was accessible to political activists all over the world.’  As soon as the code was online, 27

its global spread was almost inevitable. Whilst procedures regulated traditional dual-use 

technologies from being exported via ports or roads, no such digital equivalent existed. The internet 

was a global communications medium - like a virus, the only way to curtail PGP’s spread would 

have been containment upon release. Once more than a few copies of PGP were online, prevention 

of global dissemination was infeasible. 

Zimmermann instructed PGP users to upload the code to any electronic bulletin boards to which 

they had access.  Attempting to protect himself legally, Zimmerman wrote in PGP’s documentation 28

that whilst he would not export the code beyond the US, he assumed ‘no responsibility for other 

people exporting it without my permission.’  Despite his disclaimer, PGP soon went international. 29
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Zimmermann reflects that attempting to prevent the spread of PGP was like ‘saying that the New 

York Times shouldn’t be exported, how can you prevent that when a million people have a copy? 

It’s blowing in the wind, you can’t embargo the wind.’  Zimmermann recalls that PGP’s release set 30

off a ‘feeding frenzy […] there was a lot of pent-up demand for a tool like this.’  Such demand is 31

unsurprising. Public key technology had been invented more than 15 years ago - that it had taken so 

long to become broadly available to the citizenry was not only a result of patent protections, but the 

inferior computational power of the previous generation of home computers, for which developers 

were unable to develop viable public-key encryption code. Volunteers from around the globe 

contacted Zimmermann wanting to contribute to PGP’s development.  As PGP 2.0 was being 32

developed, Zimmermann transitioned to project manager and design authority. Most of the coding 

at this point took place outside the US and therefore arguably beyond the reach of its legal system.  33

It also meant importing the finished PGP product to the US would avoid the issue of exporting 

domestically produced code. However, one of PGP's main challenges was that, in Bruce Schneier’s 

words ‘it lived and died on [its] usability.’  In the mid-1990s PGP was still far from usable by the 34

general public, and awkward to operate even by computer scientists - for many its use would have 

been too much of an inconvenience. Dorothy Denning reflects that PGP ‘was just way, way too hard 

for the average person to use’, Schneier agrees, as does Mitch Kapor who recalls that the software 

‘was impossibly difficult to use […] [you] had to be a technical expert to use PGP.’  This poor user 35

experience was critical to its uptake, and thus diminished the threat it posed to the key-escrow 

policy. 
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Many cypherpunks supported PGP. Diskettes of the programme were distributed at their first 

physical meeting in September 1992.  Cypherpunk and MIT computer science student Derek 36

Atkins became a PGP programmer and project leader.  After their meeting Tim May posted to the 37

cypherpunk’s mail list his belief they were entering the ‘long awaited “Crypto Singularity”’, a point 

at which the advances of cryptography would become irreversible.  May posited that factors 38

including PGP, fully-encrypted remailers (which allowed the anonymous sending of emails), and 

journalistic interest in cryptography, were all contributing to the imminent singularity.  May told 39

the cypherpunks ‘Things may get very interesting and very sticky in the next several months.’  40

May believed the government may try to make a ‘high-publicity case involving drugs or child 

molestors […] as a pretext to crack down on cryptographic technologies.’  However, such case 41

studies were still absent from the public narrative, weakening the government's case for encryption 

regulations. 

4.3 US Customs Investigate Zimmermann for Export Violation 

In February 1993, Zimmermann received a call that led to him becoming a figurehead for the digital 

privacy movement whilst concurrently facing jail. US Custom’s Special Agent Robin Sterzer 

wanted to interview Zimmermann about PGP’s export in violation of government regulations - she 

travelled to Colorado to meet him.  On arriving Sterzer and her colleague informed Zimmermann 42
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he was not, nor was there any, target of the current investigation.  Zimmermann comments ‘They 43

just said that they wanted to hear about PGP and collect information.’  Despite this, the 44

investigation was soon formalised, with Zimmermann facing export related charges that could result 

in a million dollar fine and years of incarceration.  Whether this investigation was instigated by the 45

NSA or the Clinton administration is unknown. However, with the timing being only two months 

before the announcement of the key-escrow policy, it is possible Customs were encouraged to open 

the investigation to help remove obstacles to the imminent key-escrow release. Mitch Kapor reflects 

that the emergence of technologies such as PGP would have likely surprised the Clinton 

administration, as within government ‘people were talking about the Information Superhighway 

with the assumption […] [it was] gonna be like the Interstate Highway system and the government 

was going to build it. Nobody saw a kind of a bottom up grassroots.’  PGP was the very 46

embodiment of a grassroots digital project that was likely beyond the comprehension of most within 

government policy circles. 

  

In September 1993, the EFF announced it would provide Zimmermann support, as his case ‘may 

involve fundamental issues in the application of the US Constitution to digital media.’  As well as 47

supporting Zimmermann with financial and legal aid, the EFF declared it would support similar 

cases where the government sought to prevent the spread of cryptography, and it would initiate a 

campaign to ‘promote the Constitutionally guaranteed rights to develop, discuss, and use 

cryptographic technology.’  Kapor, a co-founder of the EFF reflects the organisation had a ‘very 48

 Garfinkel, 1995, p. 112.43

 Ibid.44

 John Markoff, ‘Data-Secrecy Export Case Dropped by I.S.’, New York Times (12 January 1996) <https://45

web.archive.org/web/20201119112524/https://www.nytimes.com/1996/01/12/business/data-secrecy-export-case-
dropped-by-us.html> [Accessed 6 December 2020]. 

 Author interview with Mitch Kapor, 5 March 2021.46

 Electronic Frontier Foundation, ‘Effector Online Volume 6 Issue 2’, Electronic Frontier Foundation (1993) <https://47

web.archive.org/web/20201119112619/https://www.eff.org/effector/6/2> [Accessed  6 December 2020].
 Ibid.48

Craig Jarvis 148



significant hacker, in the good sense, libertarian ethos […] it was kind of a natural thing that it 

would want to support people like Zimmerman.’  Kapor adds, ‘the EFF view was basically that 49

this stuff [encryption] should be freely available […] part of the EFF perspective was [that] it was 

going to happen anyway, inevitably […] because the US […] didn’t control the world market 

[…] so let's do it the right way.’  The EFF's sponsorship was a powerful boon to Zimmermann and 50

the broader cryptography movement. The EFF had access to finance via its industry sponsors and 

retained a network which included lawyers. As a private citizen Zimmermann had been highly 

vulnerable to government coercion, with the EFF’s support, he at least had one organisation 

providing him material, as well as moral, support. As the investigation progressed alias user ‘Prince 

Niccolo di Bernardo Machiavelli’ implored the cypherpunks to do more to aid Zimmermann.  51

Machiavelli posted:  

Phil and the PGP development team have laid the basis for a lot of the Cypherpunk tools 
we take for granted […] I think Phil deserves better than the silence his plight has 
received as of late.  

I know if we put our collective heads together, we can come up with many ways to help 
him out. Organized fund raisers might be a good way to start, or perhaps a fax campaign 
to make the media and legislators aware of his situation […] If we don’t take care of our 
own, who will?  52

Zimmermann asked that the cypherpunks remain muted on his case, fearing their actions could put 

Assistant US Attorney William P. Keane, who was leading the investigation, into an ‘irretrievably 

adversarial position’, leading to a ‘full-scale federal prosecution.’  Zimmermann’s lawyer Phil 53

Dubois also urged the cypherpunks not to enact their planned protest at the upcoming meeting with 
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Keane: ‘What Phil needs […] is a quiet environment in which serious legal issues can be discussed 

candidly in an effort to avoid the necessity for any trial.’  Should Zimmermann be too closely 54

affiliated with the cypherpunks, Dubois likely thought that Keane may attribute to his client the 

same anarchist philosophies that fuelled many within their collective - such an association would be 

inimical to de-escalating the situation. Despite the cypherpunk’s restraint, in late 1993 Zimmermann 

learnt the investigation had progressed to a grand jury.   55

4.4 MIT’s Support Reduces Private Cryptographers-Government Power Asymmetry 

In May 1994, MIT announced it would place its institutional strength behind Zimmermann by 

becoming the digital hub for PGP 2.5 dissemination.  The MIT FTP server did not, theoretically, 56

allow export overseas. The server provided a questionnaire to the PGP requestor asking that they 

affirm their US citizenship, and requesting they commit to not exporting the PGP code.  57

Zimmermann stated that these precautions were the same as those used by other websites in order to 

comply with export controls.  However, the controls were trivial to circumvent, as Zimmermann 58

would likely have known. The precautions were an exercise in plausible deniability, exploiting the 

inadequacies of a legal system not designed to regulate a domain that was globally accessible 

without a robust way to determine the user’s geographic origin. For the government to demand 

access originating from outside of the US be blocked may have necessitated that domestic access 
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also be prohibited, a much more incendiary and possibly unconstitutional request. After posting 

PGP to their server, MIT received no government complaints. 

In a 1995 conference, MIT’s Jeffrey Schiller shared a stage with NSA lawyer Ronald Lee and 

attempted to obtain clarification as to whether MIT’s export protections were sufficient, Lee refused 

to provide a straight answer, or provide further guidelines as to what actions would be classed as a 

violation of the export laws.  The failure to provide a conclusive responsive to the digital privacy 59

rights community regarding the legality of their actions would become an ongoing theme of the 

crypto wars. 

MIT’s sponsorship of PGP was important - the institution was well respected and had vast resources 

at its disposal should the US government seek prosecution. Unlike Zimmermann, MIT would 

unlikely be bankrupted by a lengthy court case. In bringing powerful and well-resourced entities 

such as the EFF and MIT to their side, the private cryptographers had reduced the asymmetry in 

their conflict with the government. Zimmermann hoped MIT’s ‘moral authority’ would continue to 

shield PGP into the future.  MIT’s alliance with the private cryptographers, and the good standing 60

they held within US society, would likely have had some deterrent effect on government entities 

seeking future prosecutions, and further diminished the viability of controlling unescrowed 

encryption algorithms, thus reducing the chances of key-escrow’s success. 

4.5 MIT’s Printed PGP Source Code Export Demonstrates Regulatory Loophole 

Challenging the export laws in the digital realm was not enough for MIT and Zimmermann. 

Together they decided to explore whether the same PGP code that was theoretically ineligible for 
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digital export could be exported in print. The freedom to publish printed content, in contrast to 

digital content, was a well established and constitutionally protected right. Should the government 

attempt to prevent publication or exportation of printed content, the civil liberties, academic and 

media communities would likely make common cause with, and rally behind, Zimmermann and 

MIT. Zimmermann comments ‘It would be politically difficult for the Government to prohibit the 

export of a book that anyone may find in a public library or a bookstore.’  MIT editor Robert Prior 61

notes ‘MIT were fully aware of the controversy surrounding PGP […] and made the decision to 

publish […] for both sound business reasons […] and in a desire to see non-classified and 

pedagogically important information be made widely available.’  62

The six-hundred page book included the full C code for PGP printed in characters suitable for 

optical character recognition (OCR). This meant the book could be scanned into a computer and 

converted back to software once overseas, thereby circumventing digital export regulations.  

MIT wrote to the State Department’s Office of Defence Trade Controls (ODTC) on 24 January 

1995, informing them of MIT’s intent to publish the PGP book.  MIT conveyed its assessment that 63

the PGP book was not covered by the ITAR, and gave the State Department the opportunity to 

express any export objections.  Copies of the book were dispatched to the Defence and Commerce 64

Departments on 25 February, with an expectation the review would take 20-30 days.  When that 65

period elapsed Prior again wrote to the State Department on 26 April asking for ‘expedited 

handling’ for MIT’s request as the publishing date was in May, but the government did not 
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respond.  MIT decided to publish, including in foreign countries, on 6 June - four months after 66

sending the initial request to the State Department.  On the same day, Prior received a call from the 67

State Department’s Sam Capino, who informed him that Commerce agreed the PGP book was not 

ITAR-controlled.  Prior claims Capino informally told him that the NSA recommended the PGP 68

book be ITAR-controlled, though Capino refused to provide this information in writing - probably 

due to the politically contentious position such an expression would represent.  MIT decided to 69

publish the PGP book. Prior reflects ‘We never received any [formal/written] response to our letter, 

either to confirm that our interpretation of the ITAR was correct or to inform us that it was not 

correct.’  This government refusal to clarify what would be considered illegal under the ITAR 70

regulations was becoming established as a recurring crypto wars theme. This tactic was possibly 

adopted in recognition of the constitutional frailty of the ITAR regulations with regards to 

cryptography, which had been articulated by the internal analyses of government lawyers during the 

1970s.  The ITAR was heavily relied upon, and should it be adjudged unconstitutional the export 71

controls could swiftly be removed, catalysing a technology transfer to overseas territories that could 

damage the NSA’s intelligence collection capabilities. Zimmermann recognised that the PGP book, 

which comprised thousands of lines of computer code:  

looks pretty dull. But then so does a nondescript fragment of concrete - unless it 
happens to be a piece of the Berlin Wall, which many people display on their mantels as 
a symbol of freedom opening up for millions of people […] Perhaps in the long run, this 
book will help open up the US borders to the free flow of information.  72
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EFF co-founder John Perry Barlow wrote the foreword to MIT's PGP book. Barlow’s text captured 

the sentiments of the digital privacy activists as well as perhaps any words committed to paper, they 

bear examining in detail: 

I love irony, and there lies in this book an irony as striking as any I know […][PGP] 
written by an apparently unformidable gnome on a tight budget, now terrifies a security 
monolith which required half a century, uncounted billions of dollars, and the collective 
IQ’s of a few thousand geniuses to develop […] 

[PGP] could very well be the root tendril which will grow into the National Security 
State and shatter it [...] it’s probably only a little hyperbolic to claim that you are 
holding a work as liberating as Common Sense, or […] as socially disruptive as Mein 
Kampf.  73

Barlow commented that PGP allows users to ‘effectively resign from the community of the 

governed and enter a condition in which their actions are ordered by conscience and culture 

alone.’  Barlow argued that the Bill of Rights ‘continues to apply only when the government feels 74

no pain from its application.’  Barlow stated that he did not trust the government to regulate 75

information, nor to judge what communications were appropriate to surveil, which he viewed as 

‘rather like having a peeping tom install one’s window blinds.’  Barlow recognised the potential 76

impact of giving privacy tools such as PGP to citizens: ‘Without identity, there is little impetus for 

responsibility, and that without responsibility, the Social Contract is abrogated.’  Comparative to 77

most one-sided ideologies proffered by the digital rights community, Barlow's words were 

considered - they represented a fundamental underlying libertarian perspective that the government 

was the greater threat to society than the citizen. 
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In September, Michael Hortmann of Germany’s Bremen University and his students completed 

scanning the PGP source code from the MIT book and uploaded the files to Bremen’s server, 

completing the circumvention of the export regulations.  It was a process that could be repeated ad 78

infinitum to navigate around the digital export regulations, and represented a severe blow to the 

government's attempts to control encryption.  

Several months later a potential government response to MIT’s PGP book emerged. MIT’s 

Professor Hal Abelson, a long-standing PGP developer, reported that government research funding 

body Sandia National Laboratories had attempted to insert contractual language allowing them the 

right to prior review of Sandia-funded research to validate whether there were any export control 

violations.  When MIT queried this insertion Sandia lawyer Bruce Winchell informed MIT the 79

State Department had ‘made it clear’ to Sandia they were very concerned that MIT did not have 

procedures to monitor the dissemination of export-controlled material.  Winchell also commented 80

that the PGP source code book came very close to violating export laws.  Abelson expressed his 81

frustration that after the State Department’s failure to engage with MIT regarding the PGP book, for 

MIT to now learn of a ‘back channel communication from State to DOE [Department of Energy] to 

Sandia’, prompting the latter ‘to act as a policeman for MIT vis a vis export controls’, was very 

concerning.  Abelson wrote ‘This is troubling for what it says about how the State Department is 82

dealing with export issues surrounding information about cryptography, and about the extent to 

which policies are being administered in a clear and above-board manner.’  The actions were in 83
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many ways similar to the NSA’s 1970s attempt to move the NSF to influence the conditions under 

which academics received research funding. As the government had been unable to prevent the PGP 

book's export, this action represented another attempt to control cryptography via non-legislative 

means.  

In February 1995, Zimmermann’s defence team travelled to California to again meet with Keane in 

an attempt to persuade him not to indict.  Weeks before the meeting Hugh Miller, Assistant 84

Professor of Philosophy at Loyola University Chicago, introduced the Zimmermann defence fund to 

the cypherpunks. Miller told the cypherpunks they stood upon the precipice of an important battle 

following the revolution ‘unleashed’ by Diffie and Hellman in 1976.  Miller wrote that if an 85

indictment were issued by the government, it could arrive immediately after the meeting.  86

Zimmermann would need financial resources - despite the EFF’s assistance, he owed thousands of 

dollars in legal fees, and Dubois estimated the bill could reach as high as $300,000.  Miller told the 87

cypherpunks he believed that the government ‘hopes to establish the proposition that posting a 

“munition” on a BBS [Bulletin Board System] or on the internet is exportation.’  Miller believed 88

this would ‘resurrect Checkpoint Charlie - on the Information Superhighway.’  Miller recognised 89

Zimmermann’s contribution to the cypherpunks: 

Phil has assumed the burden and risk of being the first to develop truly effective tools 
with which we all might secure our communications against prying eyes, in a political 
environment increasingly hostile to such an idea […] Now is the time for us all to step 
forward and help shoulder that burden with him.  90
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Cypherpunks from all over the world answered Miller’s call, donating from $1 to $10,000; 

according to Dubois the fund eventually reached an unspecified mid five-figure sum.  Eventually 91

Zimmermann commanded an array of allies to help him fight the investigation - this included 

lawyers who donated hundreds of hours of their time, and almost all of the digital civil liberties 

groups.  Dubois subsequently reported to the cypherpunks that the meeting with Keane was 92

‘cordial’, and the Assistant US Attorney ‘listened carefully and agreed to consider our arguments.’  93

Dubois told the cypherpunks he was providing this information in the ‘hope of avoiding speculation 

and misinformation.’  It is likely Dubois was attempting to manage the volatile nature of the 94

cypherpunks, who he possibly considered to represent one of the greatest threats to the success of 

his defense of Zimmermann.  

4.6 Mostly Positive Zimmermann/PGP Media Coverage  

Coverage of the Zimmermann investigation appeared in mainstream publications including the 

Washington Post, the New York Times, and Wired.  As early as 1993, examples had started to 95

emerge of criminal use of PGP, which were damaging to the arguments of the digital privacy 

movement. Police in Sacramento, California, stated that PGP had prevented them from accessing 

the computer diary of a convicted paedophile, which potentially stopped them identifying additional 

leads against his suspected child-pornography ring.  In a Denver Westword article, lead detective 96
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Brian Kennedy called Zimmermann a ‘dirtbag,’ commenting ‘He’s an irresponsible person who 

takes credit for his invention without taking responsibility for its effect. He’s protected people who 

are preying on children.’  The threat of child abuse has repeatedly and unabashedly been used by 97

governments in attempts to emotionally manipulate the public into supporting its exceptional access 

desires. This manipulation is intended to cause the public to view the broader encryption debate 

from a myopic perspective. The abhorrence of children being hurt to even the slightest degree is one 

of the few areas of near socio-political uniformity. However, the use of child abuse as a talisman of 

the societal cost of encryption also allows the opponents of associated mitigation measures to be 

accused of being unwilling to protect innocent minors, and perhaps by dark implication, of 

harbouring a measure of affinity to abusers. This could result in, to some degree at least, a 

demonisation of those opposing government advocated mitigations, which could have significant 

and lasting impacts, such as social ostracism or job losses. Zimmermann commented that whilst 

‘the thought of a child molester out there using PGP does keep me up at nights’, he felt the societal 

benefit outweighs the costs.  The digital privacy activists were very aware of the societal cost of 98

encryption, such as the benefits to child abusers, but looked at the issue through a larger prism, 

assessing the greater threat to the citizenry was that of abusive governments. In encryption’s 

defence, Zimmermann posed the question whether automobiles should be banned as ‘a pedophile 

can drive up the street and pull little girls into his car.’  The duality of PGP was perhaps best 99

expressed by the very same Sacramento Police Force. Federal funding allowed local computer 

expert William Sternow to train around 500 Sacramento officers who subsequently used PGP to 

protect their official communications, possibly including the investigation into the pedophile ring 
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Kennedy was referencing.  In a New York Times article, Nicholas Wade argued technology such as 100

PGP was enabling a greater threat from terrorists:  

Not so long ago, high technology was seen as the likely handmaiden of totalitarian 
government […] by a strange turn of events, what is now in progress is the very 
opposite of that nightmare. So many powerful technologies are streaming into private 
hands that Government is struggling to protect even the bare minimum of its legitimate 
domains.  101

Wade asked whether the ‘humiliation of Big Brother isn’t being taken beyond reasonable limits’, 

arguing that some government monopolies, such as the use of force, are ‘not so bad’. Wade wrote 

that ‘If you believe the F.B.I. is bugging your conversations, you’ll want to see Zimmermann in the 

inventors’ hall of fame; if terrorism and organized crime seem the more immediate threats, the 

universal right to absolute privacy looks less compelling.’   Wade was concerned that technologies 102

such as secure phones were being used by terrorists who could ‘bring down not just a few buildings 

but large sections of a modern economy.’ Such a claim was unsubstantiated and mostly hyperbole. 

Wade concluded: ‘Big Brother is dead. The only serious likelihood of his resurrection lies in 

reaction to the chaos and disintegration that an era of Little Brothers might bring.’  103

Zimmermann believed parts of the government were creating a cryptographic manichean narrative, 

in casting the issue as a good versus evil debate, with PGP firmly anchored to the latter. To counter 

this positioning Zimmermann needed clear examples of PGP being used in a ‘positive upbeat 

application’ in a way relatable to ‘normal people’ in order to attempt to reverse the manichean 

polarity.  Zimmermann asked the cypherpunks for such examples which should be more than 104

‘disaffected paranoid libertarians embracing it [PGP] for the theoretical benefits for a free 
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society.’  Zimmermann already had some examples of democracy activists using PGP. For 105

instance, in Burma (Myanmar), Zimmermann highlighted opposition groups and freedom fighters 

using his software: ‘They’re being trained to use PGP in Burma in jungle training camps on 

portable computers.’  Zimmermann explains ‘It’s raised morale quite a bit because before PGP 106

came along captured documents would lead directly to the arrest and torture and execution of entire 

families.’  Marc Rotenberg comments that EPIC were engaging with human rights groups to 107

organise training on how to use PGP, helping the digital privacy activists to draw 

‘The connection between governments limiting the use of encryption, and governments cracking 

down on human rights workers and journalists and others. We were making privacy a human rights 

of value.’  How widespread the use of PGP was beyond the cypherpunk community is unknown - 108

it seems that given the still nascent propagation of computing technologies, even in the US, its use 

was likely very rare. There was also growing positive Zimmermann coverage in the press, perhaps 

in part because the issues were in closely related to freedom of speech, upon which the media was 

critically dependent as it migrated to the digital arena. Zimmermann, who Rotenberg characterises 

as a ‘great advocate campaigner’ with a ‘good story to tell,’ was slowly becoming a minor celebrity 

within the technology world.  In August 1995, Zimmermann was announced as a recipient of the 109

Chrysler Award for Innovation in Design.  Chrysler purchased a full page spread in the New York 110

Times to publicise the winners, helping to counteract the negative earlier coverage in that 
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publication.  Zimmermann was also awarded the EFF’s 1995 Pioneer Award and the CPSR’s 111

Norbert Wiener Award.  Cypherpunk Sandy Sandfort commented: 112

Phil has gotten an amazing amount of positive press. In the scheme of things, this may 
prove to be more beneficial for the Cypherpunkish agendas than even his creation of 
PGP.  Phil’s image - cryptographer as puppy-dog - will help us a lot more than the “evil 
kiddieporn/terrorist/hacker” image the FBI […] would prefer the public to see.  113

The increasingly positive coverage in the media would help to create an environment in which key-

escrow’s success was becoming less likely. 

4.7 Government Unwilling and/or Unable to Prosecute Zimmermann 

Michael J. Yamaguchi, the US Attorney for California’s Northern District announced there would be 

no prosecutions relating to the PGP export on 10 January 1996; the investigation was closed.  No 114

reason for terminating the case was given. Some on the cypherpunk’s mail list speculated the 

investigation may have ended as the NSA ‘finally managed to crack PGP.’  Zimmermann doubted 115

such an event would have a direct bearing on his case as the NSA would keep any capability ‘under 

tight wraps, and would certainly not tell a federal prosecutor about it. The NSA would never trust 

the cops with a secret of that magnitude.’  Zimmermann added ‘If the NSA could break it [PGP], 116
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it would make more sense for them to just sit back and allow a prosecution to proceed, which would 

make PGP even more popular, and thus give the NSA even more opportunities to exploit their secret 

capability.’  It is feasible that an agency of the NSA’s cryptological prowess had found a way to 117

break PGP encrypted communications. However, Zimmermann was probably correct in his belief 

that the NSA would be unlikely to share any indication of such a capability beyond its own 

personnel. Other cypherpunks such as Attila (alias), even suspected that Zimmermann may finally 

have caved to pressure to covertly add an exceptional access method into PGP for the NSA.  118

Zimmermann stated ‘I didn't cut any deals, and would not have done so even if it was the only way 

to stay out of prison.’  Given Zimmermann's historic commitment to activism, there is no reason 119

to doubt this statement. However, as with any sensitive and classified government capability, it is 

impossible to conclusively rule out the possibility that Zimmermann capitulated. Some thought the 

investigation was closed as the statute of limitations was either due to expire, or had already done 

so, dependent on for which specific act prosecution was being contemplated.  Bill Frantz 120

hypothesised that the prosecution ‘could not build a trail of evidence between Zimmermann and the 

export.’  This is entirely feasible since the internet was still a new technology and gathering 121

digital evidence was an emerging discipline. Zimmermann had also been very careful in adding 

disclaimers to the code that he would not personally export it. Curtis Karnow, an intellectual-

property lawyer on Zimmermann’s legal team, wondered whether the prosecutor may have been 
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‘affected by Phil Zimmermann’s folk-hero status.’  Karnow argued that ‘Thousands of people see 122

Phil as a voice of conscience and someone who has dedicated his life to protecting people’s 

rights.’  It was also an election year, and such a controversial case could have impacted voting 123

intentions, though it is unlikely the issue was high-profile enough to have had such an impact. 

Dubois offered the cypherpunks another theory: lack of prosecution might have been as 

Zimmermann did not break the law. Dubois assessed: 

It might be that the government did not want to risk a judicial finding that posting 
cryptographic software on a site in the US, even if it’s an internet site, is not an 
“export”.  

There was also the risk that the export-control law would be declared unconstitutional.  

Perhaps the government did not want to get into a public argument about some 
important policy issues: should it be illegal to export cryptographic software? Should 
US citizens have access to technology that permits private communication? And 
ultimately, do US citizens have the right to communicate in absolute privacy?    124

Dubois’ theory regarding the constitutionality of encryption controls is the most likely to be correct. 

The government were still in the process of deploying key-escrow, and any legal hearing on the 

constitutionality of the cryptography regulations was likely undesirable to them. Cypherpunk 

Vladimir Nuri wondered whether the ITAR had ‘teeth’ at all, as Goen had not been prosecuted: ‘the 

“Feds” are AWARE that KELLY GOEN was the one who distributed it [PGP]. did they prosecute 

him either? NO!!! did they have evidence that Goen was the one that knowingly “exported” the 

code? PROBABLY!!! WHAT DOES THIS TELL YOU?!?!?!’  This narrative played into the 125

concern that cryptography had been unconstitutionally controlled for decades. Amongst the 

cypherpunks, feelings were mixed about the result. Sameer Parekh argued ‘We’ve made no 
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progress. Phil has lost lots of time and gained lots of grey hairs, and everyone who donated to his 

defense fund lost money. The US can still harass people if they want, and make their life hell.’  126

From the cypherpunk’s perspective, it would perhaps have been more useful for the case to have 

proceeded to court with the hope that the export regulations be adjudged as unconstitutional. The 

deterrent effect of the Zimmermann case would likely have helped to stifle the emergence of 

programmes similar to PGP whilst the case was ongoing. That it had taken so long to reach 

resolution had provided the US government time in which to advance their key-escrow policy. In 

addition, with no reason given for the case’s closure the ambiguity as to why the case failed offered 

a further disincentive for those who might have followed in Zimmermann's footsteps, as they would 

not know what they could do differently, if anything, in order to avoid such government scrutiny. 

Tim May assessed that the government would look for a more ‘winnable’ case: ‘In many ways, 

what Phil and/or some of his friends may or may not have done was too “stale”. None of the Four 

Horsemen were involved directly, and Phil’s case generated publicity that tended to make him a 

hero, not an Enemy of the People.’  Alex Strasheim agreed, posting ‘It’s great that Phil’s off the 127

hook, but there’s nothing to stop them from doing the same thing to someone else tomorrow. What’s 

more, everyone here knows that, and so the government gets what it really wants: a chilling effect 

on crypto development.’  Bill Stewart commented that the government had ‘demonstrated that 128

you can tie up a person for years, and cause him to spend huge legal expenses, without being 

stopped by the Constitutional right to a speedy trial, and by not prosecuting they’re preserving the 
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powers of Fear, Uncertainty, and Doubt.’  Alex Strasheim agreed that the government’s actions 129

were designed to chill cryptographic development ‘our position is similar to that of a little kid in 

grade school who’s getting beat up by a bully every day. We need to make friends with a big guy 

who can keep the bully off our back.’  The ‘big guys’ were partners like MIT, who the 130

government could not so easily ‘push around’.  Some cypherpunks were more positive, Ed Carp 131

wrote that ‘By abandoning their case […] [the government] have seriously weakened their case 

against anyone else that they feel has violated the ITAR in a similar manner - it’s called “selective 

enforcement” and courts have been taking a dim view of that sort of thing.’  Cypherpunk Jim Bell 132

also believed the government’s ability to ‘harass’ cryptographers had been ‘severely limited by their 

failure to indict Zimmermann.’  EPIC’s Marc Rotenberg saw more nuance in the situation: ‘The 133

decision [to discontinue the investigation] doesn’t [establish a judicial precedent] […] but it may 

mean the government will be more careful in considering future prosecutions.’  Whether the 134

government was influenced by this decision is unknown, however, no subsequent similar 

investigations were initiated. It is also not known whether the case achieved the government's goals, 

or why the case was terminated, which may have been due to lack of digital evidence. It may be that 

rather than being perceived as a failure within government, the case was intended as a pilot, 

allowing the state to refine its strategies of investigating such perceived violations of the 

regulations, with the intent their next prosecution would be successful - however, as no future 
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prosecutions were made this may not be the case. Assistant Attorney Keane acknowledged the 

technical and political ‘cutting-edge issues’, Zimmermann’s case represented.  Of the decision to 135

drop the investigation, Keane said ‘Sometimes the right thing is to do nothing.’  Regarding the 136

implications, Keane commented ‘If there is any policy decision, it’s certainly not going to come 

from the prosecutor in Silicon Valley.’  It should be accentuated that the degree of central 137

government instigation and direction of the Zimmermann case is unknown, it is feasible that the 

investigation was driven by local entities rather than part of a multi-pronged centrally-directed 

strategy to subdue the emergence of free, unescrowed encryption. However, the government would 

have likely applauded any efforts to discourage the development and adoption of cryptography 

software such as PGP that could potentially disrupt its key-escrow policy. However, the degree of 

focus by policy decision-makers on PGP is unclear. NSA’s Richard George reflects that he 

examined the PGP code and that it was ‘really quite good’, but comments ‘I think that the 

private cryptographer world had more of an influence on the technical people in government, 

people like me, than it did on the policy makers.’  Mitch Kapor holds a similar belief: ‘I doubt 138

they [policy makers] even knew about it […] in general people in government and policy makers 

had no idea what was going on until it was too late to do anything about it.’  Bruce McConnell 139

comments that within policy circles PGP was ‘a secondary argument’ as to why key-escrow would 

not work, and that, ‘At the policy level, it was […] background noise.’  McConnell reflects the 140

policy view was that non-corporate developed technologies were ‘unlikely to gain a major 

commercial foothold.’  McConnell adds that the threat ‘to intelligence community capabilities 141
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came much more from commercial products.’  Baker comments that his agency recognised that 142

‘criminals and terrorists, and Phil Zimmermann, will all be able to write their own crypto’, but that 

he did not: 

think [that the] NSA was super worried about that. If they [the NSA] could have 
guaranteed that no company that made more than $10 million a year ever tried to write a 
crypto program, they would have taken that deal, because they believed that anybody, 
any small company that tried to write a crypto program, would make mistakes that were 
exploitable.   143

PGP, they believed ‘was not widespread, and so no-one thought that it was going to become a 

dangerous product by itself, but it was the beginning.’  Baker adds ‘When the [key-escrow] policy 144

was being debated. It was just one more talking point, to say: See you can't stop it. It's going to 

happen. Even if you try to regulate it.’  Jim Bidzos believed the same of non-corporately 145

developed cryptography ‘The code was flawed in many cases, there were small bugs that could be 

exploited. And I know for a fact that […] there was some component of the folks in the government 

who thought just let it all go, let them do what they want, because they’ll never get it right, they’ll 

always be something to be exploited.’  As the case concluded, cypherpunk Hal Finney worried 146

that its end could damage their efforts to change policy: ‘Unfair and unjustified as the pending 

charges against Phil were, they did at least raise people’s consciousness about the problems in 

current policies. Phil did an excellent job of keeping these issues in front of people.’  Finney need 147

not have worried. Zimmermann had played an important part in raising awareness of the 

cryptography debate, but during the years that he was under investigation an influx of coders, 

companies and congress members had also become involved in pressuring the government to 

 Author interview with Bruce McConnell, 24 March 2021.142
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liberalise the cryptographic policies. This ensured that even after the conclusion of the 

Zimmermann investigation, advocation for regulatory change would continue. 

This most substantial challenge for PGP’s adoption amongst Internet users was ultimately that it 

was cumbersome to use, disincentivizing even computer scientists from employing its protections.  

Judging the impact of PGP on the key-escrow policy, Dorothy Denning argues that it had, ‘no 

impact at all’, as the software was not mainstream, and was being used mostly by, ‘private 

individuals wanting to do their own thing.’  However, William Reinsch of the Commerce 148

Department, who had several personal dealings with Zimmermann, disagrees, assessing that PGP 

had a ‘significant impact’. Reinsch comments that Zimmermann ‘created a popular marketable 

product and […] he did a pretty good job of martyring himself in the process and he […] 

successfully turned it [encryption policy] into a much bigger issue than it would otherwise have 

been […] If you ask the law enforcement people they would say he was a major pain.’  Jim 149

Dempsey, whilst believing Zimmermann to be ‘hero’, reflects that any influence PGP may have had 

on the executive would have paled in comparison to the political clout of Microsoft and broader 

industry, an influence that will be explored in Chapter 6.  The emergence of PGP had introduced a 150

further obstacle to the Clinton administration’s approach to managing cryptography. PGP had the 

potential to grow into a technology that could undermine government mass-surveillance, yet in the 

1990s its use remained niche. Despite the immaturity of the threat posed by private-citizen authored 

encryption software, its emergence and global dissemination made real a threat to the key-escrow 

programme that was previously theoretical - a free-to-use strong encryption tool supported by a 

global development community. PGP itself is assessed to have been at most a minor contributing 

factor to the discontinuation of the key-escrow policy as the evidence suggests that PGP was not a 
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concern of White House decision makers. Additionally, the NSA likely believed that any privately-

developed non-corporate cryptography would have vulnerabilities they were able to exploit (such as 

the weakness of PGP version one). There is no evidence they raised the alarm that PGP was a major 

threat to the key-escrow policy. However, the long-term legacy of PGP would have a dramatic 

impact on the government’s ability to surveil its populace. Baker comments that PGP served as an 

‘inspiration to the people who have created WhatsApp and Signal, there's a direct line, I'm sure […] 

from PGP to those products.’  WhatsApp and Signal are amongst a number of companies that use 151

the Signal open-source end-to-end (E2E) encryption protocol. Additionally, E2E encryption means 

that the company/operator itself cannot decrypt their user's communications, and thus is unable to 

provide the government data, even when instructed to by a court-order. The growth of E2E open-

source free encryption protocols such as Signal is perhaps the most severe issue governments today 

face in being able to decrypt intercepted target communications, and that trend began with PGP.   152

4.8 Conclusion: Private Citizen’s Impact on Key-Escrow’s Discontinuation 

This chapter has argued that Zimmermann’s case established what the government was, and was 

not, willing to do in response to encryption being posted online for US and foreigners to download. 

Whilst the existence of digital evidence to support charging Zimmermann and others was likely 

scarce, the government were also likely reluctant to risk attempting prosecution in case the entire 

edifice of the export regulations were declared unconstitutional. The control of encryption was 

critically dependent on the ITAR regulations - its legitimacy was vital to preventing the spread of 

cryptography until, and likely after, the key-escrow programme reached maturation. PGP 

demonstrated the infeasibility of preventing the widespread dissemination of non-escrowed 

encryption algorithms. This infeasibility undermined the security establishment’s lobbying for such 

 Author interview with Stewart Baker, 4 March 2021.151
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algorithms to be outlawed, which reduced the viability of key-escrow, especially any mandatory 

version of the policy.  

The next chapter will explore the impact of constitutional challenges on the discontinuation of the 

key-escrow policy. 
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Chapter 5: Constitutional Challenges Undermine the 
Key-Escrow Policy 

The secretive NSA has built up an  
arcane web of complex and confusing laws,  

regulations, standards, and secret interpretations for years.   

These are used to force, persuade, or confuse individuals,  
companies, and government departments into making it easy for  

NSA to wiretap and decode all kinds of communications.  

Their tendrils reach deep into the White House,  
into numerous Federal agencies, and into the  

Congressional Intelligence Committees. 
- Electronic Frontier Foundation, 1996c.  1

In order for the key-escrow policy to be successful, it was vital that the regulations upon which the 

existing encryption controls relied not be adjudged unconstitutional. In such a scenario the 

administration could find that not only were export controls invalidated, but any prospect of 

advancing the key-escrow policy under new legislation was challenged on constitutional grounds. 

Judicial rulings against the encryption regulations were entirely plausible - the associated legislation 

originated in the analogue age, and had never been intended for use against digital cryptography. 

Three legal challenges to the constitutionality of government encryption regulations took place 

throughout the 1990s, that of Daniel Bernstein, Phil Karn, and Peter Junger - each case targeted a 

different aspect of the regulations and therefore requires examination. Whilst the cases were largely 

unresolved at the time of the key-escrow policy’s discontinuation (argued in Section 6.6 as being 

during late 1997), the judicial proceedings confirmed that the existing regulations were vulnerable 

to dismantlement on constitutional grounds. As there was no Congressional consensus on new 

regulations to support the key-escrow policy (see Section 6.5), and as any such regulations may 

subsequently be adjudged unconstitutional, the government could be left with limited, or even no, 

powers to control cryptography. Therefore, key-escrow would be limited to voluntary users, of 

which by the mid-1990s there were virtually none, and even corporations and public sector entities 

 Electronic Frontier Foundation, ‘Court Declares Crypto Restrictions Unconstitutional’, Electronic Frontier 1

Foundation (1996) <https://web.archive.org/web/20201123162751/https://www.eff.org/press/archives/2008/04/21-37> 
[Accessed 23 November 2020].



that voluntarily used key-escrow may have found that it violated their employee’s constitutional 

rights.  

This chapter argues that the trio of legal cases developed myriad arguments as to the 

unconstitutionality of the export regulations (such as a lack of judicial review, absence of decision 

criteria, timeliness of decisions, and pre-publication review), and demonstrated to the Clinton 

administration that even maintaining the existing controls, let alone deploying key-escrow 

supporting legislation, would be fraught with legal contestations. This chapter argues that the 1996 

Bernstein case judgement, which found that cryptographic source code was the equivalent to 

constitutionally protected speech, was a landmark legal opinion that would likely have been used to 

contest the advancement of any form of key-escrow, thus further undermining its viability. This case 

is afforded detailed examination as it is a microcosm for not only demonstrating the regulatory 

vulnerabilities, but also as it represents a rare coalescing of the digital privacy rights community: an 

academic instigated the case, the industry-funded digital rights groups provided financial and legal 

support, and some of the cypherpunks physically attended the hearings. This chapter argues that 

Karn’s case brought judicial scrutiny upon the illogic and constitutional vulnerability of controlling 

cryptography in digital, but not in its printed, representation. This case acted in concert with the 

MIT PGP book publication to discredit the feasibility of preventing the global dissemination of 

encryption algorithms, and thus implementing international key-escrow. This chapter argues that the 

Junger case established that whilst the existing regulations were ostensibly to prevent the export of 

cryptographic code, they acted as a de-facto domestic control. For instance, the export regulations 

prevented the upload of cryptographic code to the internet, or domestic discussion with foreign 

students in academic environments. The judicial opinion against the government on this issue 

suggested that its attempts to regulate domestic encryption via the key-escrow policy would be 

challenged on constitutional grounds, or would be made less effective due to the failure of other 
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regulatory controls. It is argued that, together, the trio of cases were able to contribute towards the 

destabilisation of the Clinton administration’s encryption strategy, including the key-escrow policy. 

However, it is further argued that there seems to have been limited executive focus on the court 

cases and their implications, and that the Justice Department were not including details of the cases 

in key-escrow briefings provided to policy decision makers. Given this, and that the cases were 

largely unresolved by the time the key-escrow discontinuation decision was taken, this chapter 

argues that the court cases were a secondary factor in the Clinton administration’s determination to 

discontinue the key-escrow policy. 

5.1 Case I: Bernstein - Cryptography Code Ruled as Protected Free Speech 

Daniel Bernstein was first exposed to the encryption export regulations whilst reading for a 

mathematics doctorate at Berkeley in the early 1990s.  Bernstein recalls ‘I heard that the 2

government controlled encryption exports, but that it permitted exports of encryption technology in 

the form of specialized “one-way hash functions”. This struck me as silly.’  Hash functions are 3

mathematical algorithms allowing a unique fixed string of characters (a hash) to be generated from 

an input file. Should one digital bit of the file be changed, a completely different hash will be 

generated. This trait is very useful for file integrity checks. For instance, a file could be ‘hashed’ 

before being transmitted over email with the accompanying hash being included with the message. 

The recipient can then use the same hashing algorithm to generate a new hash of the file, if the 

received and recipient-generated hashes match, the acquired file is verified as being identical to the 

original file.  Mathematical algorithms used for hashes are often based on the same concept as 4

 Daniel Bernstein, ‘Curriculum Vitae’, cr.yp.to (2008) <https://web.archive.org/web/20201004054738/https://cr.yp.to/2

cv/cv-20080915.pdf> [Accessed 25 December 2020]. 
 Daniel Bernstein, ‘Declaration of Daniel J. Bernstein: Daniel J. Bernstein Vs United States Department of State et al’, 3

cr.yp.to (1996) <https://web.archive.org/web/20200502055903/https://cr.yp.to/export/1996/0726-bernstein.txt> 
[Accessed 25 December 2020]. 
 In order to guard against person-in-the-middle attacks where someone alters the file in transmission, the hash should 4

ideally be sent over a different medium (e.g. a chat application) or housed in a place where it is not easy to manipulate 
(e.g. a high-security website).
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public key cryptography - they are easy to compute in one direction (hash generation), but very hard 

to reverse (recreating a file from a hash). 

Bernstein devised an approach to test the export regulations by writing a simple programme, 

Snuffle, which was capable of converting legally exportable one-way hash functions into encryption 

systems.  Snuffle itself was not an encryption system. Instead, Snuffle converted a one-way hash 5

function, such as Xerox’s widely available freeware Snerfru 2.0, into a private-key encryption 

system (where the same key both encrypts and decrypts). Bernstein explains ‘The portions of 

snuffle.c and unsnuffle.c which actually perform encryption and decryption contain just 15 lines 

each of C code with no cryptographic technology per se.’  All cryptographic code resided within the 6

legally exportable hash function. Bernstein comments ‘If the hash function is strong, the system 

encrypts strongly. If the hash function is weak, the system encrypts weakly.’  In exploiting the 7

ITAR loophole, Bernstein’s code enabled foreigners to easily transform hashes into encryption 

systems.  8

In June 1992, Bernstein wrote to the State Department to initiate a Commodity Jurisdiction Request 

(CJR), a government process determining whether a cryptologic artefact intended for export 

required an ITAR license.  Bernstein wanted to publish Snuffle5.0 and the accompanying 9

documentation to the online mail list ‘Science of Cryptography’, a nexus of cryptologists known to 

the digital community as sci.crypt (many cypherpunks were also members of sci.crypt). As 

international users could subscribe to the list, publication would constitute an ITAR export.  10

 Bernstein, 1996.5

 Daniel Bernstein, ‘Letter from Daniel Bernstein to the Department of State, 30 June 1992’, cr.yp.to (1992) <https://6

web.archive.org/web/20190528180432/http://cr.yp.to/export/1992/0630-bernstein.txt> [Accessed 25 December 2020]. 
 Bernstein, 1996.7

 Ibid.8

 Bernstein, 1992.9

 Ibid.10
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Bernstein told the State Department that Snuffle could ‘convert any one-way hash function into a 

zero-delay private-key encryption system.’  Zero-delay meant that Snuffle was ideal for encrypting 11

online chats - the notion of further digital anonymity would surely have disturbed law enforcement 

at a time when they were already concerned about losing access to targets, concerns that had led to 

the key-escrow policy.  Bernstein hoped that whilst Snuffle enabled cryptographic functionality 12

once combined with hashes, the technicality that it did not itself contain ‘cryptographic technology’ 

would enable exportation. In a substantial understatement of the implications of his code, Bernstein 

closed his letter thus: ‘In effect what I want to export is a description of a way to use existing 

technology in a more effective manner.’  Such a statement at best was non-disclosure of purpose, 13

at worst obfuscatory. Two months later William B. Robinson, Director of the State Department’s 

Office of Defence Trade Controls (ODTC) which administered the ITAR regulations, wrote to 

Bernstein informing him that Snuffle was a defence article requiring an export licence.  The NSA 14

inputted to, and likely drove, the State Department decision, with Mark Koro and Greg Stark of the 

NSA’s Encryption Export Control Branch judging Snuffle to fall within the ITAR restrictions.  15

During his school days Bernstein had developed an activist streak, with his hobbies including 

lobbying for environmental causes. The State Department’s rejection of his export request reignited 

Bernstein’s desire to challenge the system.  Bernstein contested the ruling in March 1993, and 16

 Ibid.11

 Advanced Telephony Unit, Federal Bureau of Investigation, ‘Impact of Emerging Telecommunications Technology on 12

Law Enforcement’, Colombia University (1992) <https://web.archive.org/web/20200716170720/https://
www.cs.columbia.edu/~smb/Telecommunications_Overview_1992.pdf> [Accessed 16 October 2020]

 Bernstein, 1992.13

 United States Department of State, ‘Letter from William B. Robinson, Director, Office of Defence Trade Controls, 14

Bureau of Politico-Military Affairs to Daniel Bernstein, 20 August 1992’, cr.yp.to (1992) <https://web.archive.org/web/
20170827104352/https://cr.yp.to/export/1992/0820-robinson.txt> [Accessed 25 December 2020]. 

 Louis F. Giles, ‘Declaration of Louis F. Giles, National Security Agency in Daniel J. Bernstein Vs United States 15

Department of State et al.’, cr.yp.to (1995) <https://web.archive.org/web/20170827104236/https://cr.yp.to/export/
1995/08.15-giles.html> [Accessed 25 December 2020].

 Sam Howe Verhovek, ‘Two Girls Win Westinghouse Competition’, New York Times (3 March 1987) <https://16

web.archive.org/web/20200831100306/https://www.nytimes.com/1987/03/03/science/two-girls-win-westinghouse-
competition.html> [Accessed 25 December 2020]. 
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sought to exploit another regulatory loophole: public domain exception. Public domain exception 

stated that if an item were already available to the public, it could not subsequently be ITAR 

controlled.  In July, Bernstein spoke with Charles Ray at the ODTC to ask whether if he were to 17

place Snuffle in a library to trigger the public domain exemption clause, the State Department 

would consider the act illegal.  Ray acknowledged the loophole: ‘I know it says that, but I think 18

you have to use a little common sense there. I think if someone created something that they knew 

was [on the ITAR] Munitions List and wanted to get around the law and took it to a library, I think 

the motivation has to be considered.’  Ray believed such an act would violate ITAR.  Bernstein 19 20

argued that the First Amendment protected his right to publish. Ray disagreed, arguing that the 

freedom of the press ‘carries with it a responsibility to comply with the existing legislation and 

regulations.’  Ray’s comments suggested that should Bernstein attempt to circumvent ITAR via the 21

public domain exemption rule, even though he may not be breaking a literal interpretation of the 

law, the government may still prosecute him for violating the State Department’s interpretation of 

the ‘spirit’ of the law.  

In April, Bernstein requested written answers to fourteen questions covering a number of 

hypothetical scenarios relating to the public domain exemption clause.  After almost two months 22

with no reply from the State Department, Bernstein wrote to Californian Democratic Representative 

Ronald Dellums for assistance.  Bernstein explained that he was then dealing with Clyde Bryant, 23

 Legal Information Institute, ‘22 CFR § 120.11 - Public domain’, Legal Information Institute (no date) <https://17

web.archive.org/web/20201119114746/https://www.law.cornell.edu/cfr/text/22/120.11> [Accessed 20 January 2021].
 Daniel Bernstein and Charles Ray, ‘Excerpts from Conversation between Daniel Bernstein and Charles Ray, State 18

Department’, cr.yp.to (1993) <https://web.archive.org/web/20170827104331/https://cr.yp.to/export/1993/0326-
transcript.txt> [Accessed 31 May 2020].

 Bernstein and Ray, 1993.19

 Ibid.20

 Ibid.21

 Daniel Bernstein, ‘Letter from Daniel Bernstein to William B. Robinson, Department of State, 2 April 1993’, cr.yp.to 22

(1993b) <https://web.archive.org/web/20170827104354/https://cr.yp.to/export/1993/0402-bernstein.txt> [Accessed 25 
December 2020]. 

 Daniel Bernstein, ‘Letter from Daniel Bernstein to Andrew Henderson, 20 May 1993’, cr.yp.to (1993c) <https://23
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ODTC’s Chief of Compliance and Enforcement, who had been a ‘consistently uncooperative 

government employee.’  Bernstein called the delay in response to his questions ‘outrageous’, 24

adding ‘I'm not sure Mr. Bryant ever plans to respond to my letters [original italics].’  The delayed 25

responses could fit a pattern of government inaction designed to frustrate and stymie Bernstein, and 

others like him seeking to disseminate cryptographic knowledge and technologies. However, it 

could also have been a reflection of government bureaucracy, which is typically architected to 

ensure wide intra-government alignment, rather than to provide expeditious responses. Bernstein 

requested that Dellums intervene to accelerate the State Department’s response - he did so on 24 

May.  On 27 May, Bryant wrote to Bernstein informing him that the State Department ‘are unable 26

to advise you as to whether what you hypothetically referred to is licensable.’  Bryant advised 27

Bernstein to provide specific technical data and a detailed explanation of its use for a CJR.  The 28

State Department response suggested that for Bernstein to find out if any of his hypotheticals were 

in violation of the ITAR he would have to enact them, thus risking prosecution - it was an echo, 

though not a mirror image, of the CW1 episode where academics were left with no alternative but to 

present and publish their academic research to discover whether such acts would result in 

prosecution. 

Bernstein wrote to Robinson on 30 June informing him ‘I intend to perform certain actions which 

might violate the [ITAR] regulations administered by your office.’  Clearly infuriated, Bernstein 29

told Robinson ‘You have achieved your apparent goal of censorship by leaving me in fear that I 
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 United States Department of State, ‘Letter from Clyde G. Bryant, Jr., Chief of Compliance and Enforcement Branch, 27

Office of Defence Trade Controls, Bureau of Politico-Military Affairs to Daniel Bernstein, 27 May 1993’, cr.yp.to 
(1993) <https://web.archive.org/web/20170827104215/https://cr.yp.to/export/1993/0527-bryant.txt> [Accessed 25 
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_might_ be committing a crime. Such behavior is unacceptable in a free society.’  Bernstein 30

declared to Robinson: 

I will not register [As an arms dealer - a pre-requisite for an ITAR license] with 
[O]DTC. 
I will publish Snuffle 5.0 without any license from [O]DTC. 
I will never again ask [O]DTC whether any particular item is a defense article.  31

Bernstein again requested answers to his fourteen questions on the ITAR regulations.  32

After two weeks Robinson had not responded.  Bernstein again wrote to Representative Dellums 33

claiming that the State Department was ‘engaging in unconstitutional censorship.’  Bernstein 34

believed that the State Department had not responded to his questions as they knew they were 

‘acting in violation of the Bill of Rights.’  Bernstein added ‘Both Mr. Bryant and Mr. Robinson 35

failed to answer this question: Does ITAR exert prior restraint on otherwise lawful publication?’  36

Bernstein also spoke with NSA representatives, who told him that Snuffle was considered 

‘strategic’, the meaning of which Bernstein inferred to mean it would not be easy to break 

cryptography systems built upon Snuffle.  Bernstein declined NSA's offer, likely as such 37

modifications would defeat the purpose of his attempts to test the regulations.   38

 Ibid.30

 Ibid.31

 ITAR 122.1(b)(4); Ibid.32

 Bernstein, 1993e.33
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 Ibid.35
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Switching to another tactic, on 15 July, Bernstein divided his original CJR into five separate 

components and resubmitted them to the State Department with the intent of identifying which 

components of Snuffle were subject to export controls.  The separated requests comprised of the: 39

1. Snuffle encryption system academic paper 

2. Snuffle encryption software 

3. Snuffle decryption software 

4. Snuffle user guide 

5. Instruction for programming a computer to use Snuffle. 

Bernstein posted to sci.crypt to brief his fellow cryptologists on his experience in late July:  

My battle with the State Department has entered its second year and continues to 
thicken. For many months I did not tell the story of this battle, for I thought that the 
censors were reasonable men, and that quiet negotiation would succeed while 
confrontation would surely fail. I now know that I was wrong.  40

On what basis Bernstein had made his assessment that ‘quiet negotiations’ with the government 

would instigate its capitulation, the consequence of which would likely be the regulation’s broader 

failure which from the government’s perspective would undermine national security, is unknown. 

Despite being a highly educated man, Bernstein’s political naiveté is suggested in this statement.    

However, another interpretation may be that he was seeking advantage by portraying himself as the 

victim. Bernstein commented that he was releasing documentation of his exchanges with the State 

Department to ‘show you a bit of how the censors work.’  Bernstein's release would have further 41

reinforced the animosity between parts of the technical community and the government. 

 Daniel Bernstein, ‘Letter from Daniel Bernstein to Office of Defence Trade Controls, U.S. Department of State, 15 39

July 1993’, cr.yp.to (1993f) <https://web.archive.org/web/20170827104236/https://cr.yp.to/export/1993/0715-
bernstein.txt> [Accessed 25 December 2020].

 Daniel Bernstein, ‘Post to sci.crypt newsgroup, 30 July 1993’, cr.yp,to (1993g) <https://web.archive.org/web/40
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Robinson wrote to Bernstein on 7 September in reply to his defiant 30 June letter.  Robinson stated 42

Snuffle was not in the public domain as defined by ITAR, and it would be unlawful to export 

Snuffle without a license.  In September, Bernstein’s five CJR requests were denied. They were 43

treated as a single request preventing Bernstein from identifying which aspects of Snuffle were 

falling foul of ITAR.  44

The EFF announced it was sponsoring a Bernstein lawsuit against the State Department in February 

1995.  The EFF expected it would take years to win the case, and prophesied that ‘The government 45

will use every trick and every procedural delaying tactic available to avoid having a court look at 

the real issues.’  The NSA’s Stewart Baker reflects on EFF’s involvement: ‘The civil liberties 46

groups were heavily influenced by the public [non-govermental] cryptographers […] who were 

dissidents from the establishment cryptography community that was beholden to NSA.’  The EFF, 47

along with all of the digital rights groups were also mostly supported by industry funding, an 

industry that longed to see the demise of the cryptographic regulations. Given these influences, it is 

easy to understand why the EFF chose to support Bernstein. Cindy Cohn, a California-based lawyer, 

agreed to be the lead attorney on a pro-bono basis, with the EFF providing support and paying 

expenses.  Cohn would later comment that ‘From a legal standpoint, the Bernstein case is not 48

complex, nor does it break any dramatic new ground. It simply asks the courts to recognize that the 
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First Amendment extends to science on the internet, just as it does to science on paper and in the 

classroom.’  Cohn argued that ‘there is no “sliding scale” of First Amendment protection under 49

which the degree of scrutiny fluctuates in accordance with the degree to which the regulation 

touches on foreign affairs.’  Cohn asked the courts to provide an injunction allowing Bernstein to 50

publish his works and, ultimately, for the ITAR to be declared unconstitutional.   51

Prior restraint on freedom of speech was a particularly contentious legal issue. The principle 

question was whether computer code was sufficiently ‘expressive’ to trigger First Amendment 

protection. Cohn highlighted Freeman Vs. Maryland, in which the Supreme Court held that if the 

government should wish to implement a pre-publication licensing scheme it must contain a 

mechanism to make a prompt decision (no more than two weeks), the courts must make the 

decision to prevent publication (the government could only bring forth the case), and that the 

government must bear the burden of proof that the publication will cause damage that outweighs the 

constraint on the freedom of speech.  Cohn explains that ‘Even a claim of national security or 52

public safety must be carefully weighed against our fundamental rights, and must be supported with 

hard evidence of direct, immediate and irreparable harm, not just conjecture and a few frightening 

scenarios.’  Cohn argues that the Founding Fathers themselves intended cryptography to be 53

available to the public, she argues that ‘In sharp contrast to the Administration’s arguments today, 

they viewed cryptography as an essential instrument for protecting information, both political and 

personal.’  Cohn highlighted:  54
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Even the Constitution and the Bill of Rights themselves were often encoded, as Thomas 
Jefferson and James Madison exchanged drafts of those seminal documents. 
Cryptography was used by a virtual Who’s Who of the American Founding Fathers - not 
only Jefferson and Madison but Benjamin Franklin, Alexander Hamilton, John and 
Abigail Adams, Aaron Burr, and many others.  55

Yet, it was also true that the Founders could never have envisaged a digital society, and the use of 

encryption by every citizen. Cohn observed that the government had received counsel on the 

unconstitutionality of the ITAR ‘more than 20 years ago, the Justice Department’s Office of Legal 

Counsel [OLC] found that the “requirement of a license as a prerequisite to ‘exports’ of 

cryptographic information clearly raises First Amendment questions of prior restraint”.’  The 56

government argued that the courts lacked the authority to intervene in this matter, and that the 

‘speech’ in question was functional rather than expressive, meaning that it did not attain First 

Amendment protection.  57

For several months throughout 1995 both parties submitted initial written arguments to Judge 

Marilyn Hall Patel.  Then, the State Department suddenly changed one of their positions on 29 58

June by reversing its decision that the Snuffle academic paper would need export permission. 

However, the license requirement on the code itself remained.  Whilst it is unclear what catalysed 59

this position reversal, it is likely that government lawyers reviewed the department’s decision and 

became aware that attempting to restrict dissemination of an academic paper was potentially a First 

Amendment violation, as no claim to direct functionality could be made in the same way as it could 

be with the Snuffle software. 
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Oral arguments in the Bernstein case were held to determine whether the case should progress to a 

full hearing in San Francisco during October 1995.  Some of the cypherpunks were in attendance. 60

During the courtroom debate Judge Patel did not adhere to the narrowest interpretation of the case 

before her, that of whether Snuffle should be ITAR restricted.  Instead, Patel sought to understand 61

the broader issue of software as speech, to which government lawyer Anthony J. Coppolino argued 

‘that’s not the case before you.’  The government did not want to engage on the wider issue of 62

whether source code was classified as speech, which could trigger much stronger constitutional 

protections for code, and set a higher threshold for overruling those protections in the name of 

national security.  Patel asked how source code in some contexts could be considered speech, such 63

as when it was used to drive word processor technologies, but in other cases it would not be: 

‘because if it's speech in one context, why isn't it speech in this context?’  Coppolino argued that 64

ultimately the issue was a technical evaluation of whether Snuffle was an encryption technology, 

and that it was at the government’s discretion to make that decision, to which Patel replied ‘It’s not 

up to the government to determine what is speech.’   65

Six months later, in April 1996, Judge Patel gave her initial opinion, dismantling the government’s 

arguments and ruling that source code was speech:  

This court can find no meaningful difference between computer language, particularly 
high-level languages as defined above, and German or French […] like music and 
mathematical equations, computer language is just that, language, and it communicates 
information either to a computer or to those who can read it […] thus, even if Snuffle 

 John Gilmore, ‘Oct 20th SF C'punks meeting: at the ITAR Constitutional trial court’, MessageID: 60

‘9510032330.AA11251@toad.com’, 3 October 1995, in Cypherpunk Mail List Archives 1992-1998 Cypherpunks 
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2020].
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source code […] is essentially functional, that does not remove it from the realm of 
speech […] for the purposes of First Amendment analysis, this court finds that source 
code is speech.  66

Addressing the government’s argument that Snuffle was functional rather than expressive, Patel 

stated: 

Defendants argue in their reply that a description of software in English informs the 
intellect but source code actually allows someone to encrypt data. Defendants appear to 
insist that the higher the utility value of speech the less like speech it is. An extension of 
that argument assumes that once language allows one to actually do something, like 
play music or make lasagne, the language is no longer speech. The logic of this 
proposition is dubious at best. Its support in First Amendment law is nonexistent.  67

Responding to the governments’ position that the court lacked jurisdiction in this case, Patel stated 

that ‘with respect to constitutional questions, the judicial branch not only possesses the requisite 

expertise to adjudicate these issues, it is also the best and final interpreter of them.’  Patel denied 68

the government’s request to dismiss the case and ordered a full hearing.  69

Judge Patel scheduled courtroom arguments for 20 September.  Gilmore declared another 70

‘Cypherpunks dress-up day’, encouraging the collective to ‘Watch the noose tighten around the 

scrawny neck of the vile crypto export controls! Be part of reclaiming your freedom to teach 

cryptography and to share your crypto expressions worldwide!’  At court, Cohn argued that the 71

government was asking the judge to:  
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create a new lesser protected category for speech, based upon what they’ve called 
functionality. A term that they haven’t really defined very well […] that’s very 
dangerous. There’s absolutely no support in the case law anywhere for a lesser protected 
category of speech, based upon functionality. And they’ve cited none.  72

A month later Judge Patel issued her ruling. Patel reiterated that source code was speech deserving 

of First Amendment protection, only to be overridden in times of war in order to prevent ‘direct, 

immediate and irreparable damage to our nation’, - the government’s justification for preventing 

cryptography ‘speech’ did not meet this criteria.  Patel ruled that the ITAR did not place ‘even 73

minimal limits on the discretion of the licensor and hence nothing to alleviate the danger of 

arbitrary or discriminatory licensing decisions.’  Judge Patel’s condemnation was focused on the 74

ITAR munitions list, which she stated ‘is directed very specifically at applied scientific research and 

speech on the topic of encryption. That it regulates encryption in the interest of national security 

does not alone justify a prior restraint.’  Patel also reiterated criticism for the absence of a time 75

limit on ITAR decisions and the lack of a judicial review provision, meaning that ‘there is no 

burden on the ODTC to go to court to justify the denial.’  As a result of these shortcomings, Patel 76

judged that the munitions list ‘acts as an unconstitutional prior restraint in violation of the First 

Amendment’, therefore, the munitions list was ‘unenforceable’, and Bernstein was safe from 

prosecution.  Greg Broiles warned the cypherpunks that ‘While the ruling has considerable 77

historical, cultural, and symbolic significance, it’s dangerous to assume that it means that export 
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restrictions on crypto are dead.’  Cypherpunk ‘The Deviant’ (alias) disagreed, seeing the outcome 78

as universally positive: ‘The fact that one judge says his [her] ruling only applies to one person is 

irrelevant; his [her] decision can, and probably will, be used as precedent in other cases, which is 

the good that it really serves in the first place.’  The ruling would establish a precedent, one that 79

could in the future be used for further challenges against the cryptography regulations, and in 

opposition to any potential key-escrow legislation. However, it was a ruling from a singular lower 

court, which could not only be challenged by higher courts, but could be contested by judges of 

similar stature. Despite this, Patel’s promotion of cryptography code to speech was one of the most 

significant moments of the crypto wars, and in the history of digital privacy more broadly. It was 

also passed at a time when the key-escrow policy was failing, adding yet another obstacle that the 

Clinton Administration must navigate. The ruling, if it held, would perhaps mean the start of the end 

of encryption regulations that had stood sentry at US borders for a generation. Without such a 

barrier at the nation's perimeter, it would not be possible to stop the spread of cryptography such as 

PGP and its more powerful successors to other countries, meaning the establishment of a globally 

hegemonic US key-escrow norm would unlikely be achievable.  

  
A few months after Judge Patel’s ruling, President Clinton issued Executive Order 13026 of 15 

November 1996, transferring regulation of non-military encryption to the Commerce Department’s 

Commerce Control List (CCL).  The CCL was an instrument of the Export Administration 80

Regulations (EAR).  Violation of the EAR could result in penalties of up to $250,000 and ten years 81
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imprisonment.  In a likely response to the Bernstein case, the executive order included the 82

following language ‘The export of encryption software, like the export of other encryption products 

described in this section, must be controlled because of the software’s functional capacity, rather 

than because of any informational value of such software.’  The government were again 83

implementing policy that suggested First Amendment protections were superseded by the functional 

capabilities of the code, a concept that Judge Patel had specifically rebuked in the Bernstein case. 

The updated EAR guidelines were released on 30 December, and were strikingly similar to the 

provisions that Bernstein and others had fought for the past four years.  For instance, whilst printed 84

materials on cryptography were not controlled, digital source code was - the regulations stated that 

‘The administration continues to review whether and to what extent scannable encryption source or 

object code in printed form should be subject to the EAR and reserves the option to impose export 

controls on such software for national security and foreign policy reasons.’  This was likely in 85

response to the actions of Zimmermann and MIT in exporting the PGP source code book, and in 

response to one of the other major cryptology cases working its way through the judicial system, 

that of Phil Karn, who was attempting to export a disk containing a library of cryptographic 

software produced to accompany a book of the same content (see Section 5.2). This further suggests 

that Judge Patel’s ruling that cryptographic code was protected speech had not fully deterred the 

Clinton administration from attempting to control such code. However, the ambiguity within the 

executive order language should also be recognised - had the administration felt they were on firmer 
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constitutional ground such ambiguity would unlikely have been adopted. Gilmore labelled the 

transfer of powers a ‘Pointless shell game […] it’s his [Clinton’s] political decision whether to 

ignore and anger industry leaders, but he can’t ignore a federal district court judge.’  Cohn 86

commented that ‘The government [has] apparently decided to ignore Judge Patel's findings […] 

instead of […] attempting to fix the regulations, they simply issued new ones with the same 

problems.’  Cohn commented they would return to Judge Patel ‘to have the new regulations 87

declared facially unconstitutional […] this time we believe that a nationwide injunction against their 

enforcement is merited.’  In her August 1997 opinion following renewed arguments from both 88

parties, Judge Patel stated that she did not believe the government’s intent was to ‘avoid the 

constitutional deficiencies of its regulations by rotating oversight from department to department’, 

however, she was critical of the new regulations.  Judge Patel also expressed frustration at both 89

parties: 

This court’s rather narrow determination that source code is speech protected by the 
First Amendment does not serve to remove encryption technology from all government 
regulation. Both parties exaggerate the debate needlessly. Plaintiff does so by 
aggrandizing the First Amendment, by assuming that once one is dealing with speech 
that it is immaterial what the consequences of that speech may be. Defendants do so by 
minimizing speech, by constantly referring to ‘mere speech’ or ‘mere ideas’ in their 
briefs and assuming that the functionality of speech can somehow be divorced from the 
speech itself.  90

This polarisation of extremes has been a staple of the crypto wars - on most occasions debating 

parties have not entertained the notion of a compromise solution. Judge Patel stated that the new 

regulations were ‘even less friendly to speech than the ITAR’, and that the, ‘exception for printed 

materials […] is so irrational and administratively unreliable that it may well serve to only 
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exacerbate the potential for self-censorship.’  Patel added that the distinction ‘makes little or no 91

sense and is untenable.’  Judge Patel also decried the absence of criteria for assessing applications, 92

opining that the regulation ‘appears to impose no limits on agency discretion.’  Patel cited the 93

recent Supreme Court case finding that speech on the internet was entitled to First Amendment 

protection.  Applied to encryption, this ruling reiterated that the ‘dramatically different treatment of 94

the same materials depending on the medium by which they are conveyed is not only irrational, it 

may be impermissible under traditional First Amendment analysis.’  Judge Patel declared the EAR 95

unconstitutional on the grounds of prior restraint, and gave Bernstein immunity against its 

enforcement.  However, Patel felt that whilst she could order a nationwide injunction against the 96

EAR given its failure to adhere to the constitution, given the legal questions at issue were ‘novel 

complex and of public importance, the injunctive relief should be as narrow as possible pending 

appeal.’  The reinforcement of Judge Patel's earlier finding on full examination of the case further 97

diminished the government’s chances of both defending the regulations and advancing new 

legislation to enable the key-escrow initiative. The Justice Department requested, and was granted, 

a stay of Bernstein’s injunction citing his actions posed ‘immediate and irreparable harm on the 

government's interests’ - their appeal request was also granted.  98
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This was the last court action during the key-escrow policy debate, and would certainly have cast a 

long shadow over the possibility that any government-mandated key-escrow policy would be 

constitutional. Eventually, in 1999, a three-Judge appeal panel would affirm Judge Patel’s original 

opinion, with one dissension.  The government would appeal again, however, the case would never 99

reach court as encryption regulation reforms enacted in 2000 permitted the export of open source 

cryptography, allowing Bernstein to publish his code and making the legal case moot.  However, 100

it had not only been Bernstein's case that forced a change of policy, as well as industry pressure, 

two other legal cases aggregated pressure on the Clinton administration. It was Phil Karn who 

would would continue to erode the inconsistency between treatment of printed and digital code. 

Karn’s efforts sat in parallel to those of the MIT PGP book, and Bernstein's challenges. Unlike 

Bernstein and later Junger, Karn was not advocating on behalf of his own works, but for a 

cryptography book by Bruce Schneier. 

5.2 Case II: Karn (& Schneier) - Exporting Printed Cryptography Code 

Schneier’s, Applied Cryptography: Protocols, Algorithms, and Source Code in C was published in 

November 1993.  Schneier informed readers that his book was about stopping ‘major 101

governments from reading your files.’  Schneier offered readers the option to buy an 102

accompanying disk containing a digital version of the book’s contents for thirty dollars which he 

stated contained ‘probably the largest collection of cryptographic source code outside a military 

institution.’  Schneier initially convinced his publisher, John Wiley and Sons, to distribute the 103

source code disk with the book, as was common practice with many software books. However, after 
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learning about the ITAR restrictions, the publishers decided against such an act, as it could 

potentially result in the government taking legal action against the company.  Instead, Schneier 104

would physically mail the disk to US and Canadian addresses when purchased separately.  105

Schneier wrote that his book was being published at a ‘tumultuous time’ given government efforts 

to control cryptology with initiatives such as the key-escrow policy.  Schneier reflected that ‘some 106

dangerously Orwellian assumptions are at work here: that the government has the right to listen to 

private communications, and that there is something wrong with a private citizen trying to keep a 

secret from the government.’  Schneier advised ‘it is insufficient to protect ourselves with laws; 107

we need to protect ourselves with mathematics. Encryption is too important to be left solely to 

governments.’  Schneier’s prologue conformed to the dominant anti-government narrative of the 108

digital rights activists, however, as with similar discourse, policy nuance was sacrificed on the altar 

of impactful rhetoric.  

Al Stevens wrote in his review for the popular Dr Dobb’s Journal that Applied Cryptography was 

‘the definitive work on cryptography for computer programmers.’  Within six months fifteen-109

thousand copies were sold, with between fifteen-hundred and two-thousand of those selling 

overseas.  Christian D. Odhner reflected to the cypherpunks that ‘Applied Cryptography could 110

easily be renamed “The Cypherpunk’s Bible”.’  111
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It was cypherpunk Phil Karn, acting independently of Schneier, who took the lead on writing to the 

ODTC and the NSA to request a 15 day expedited CJR for Applied Cryptography in February 

1994.  ODTC’s William Robinson informed Karn that Applied Cryptography was not subject to 112

the State Department’s licensing jurisdiction as it was already in the public domain - the source 

code disks, however, were not covered by this ruling.  Karn had revealed a potential path forwards 113

for navigating the restrictions upon which Bernstein had fallen. Bernstein had asked the government 

what would happen if he were to place a book in a library and then apply the ITAR’s public-domain 

provision to export the included code. In contrast, Karn waited until a book full of cryptography 

code was already widely available in book shops and libraries, before making the public-domain 

exemption export request. It is possible that this approach could have been mirrored by other 

cryptographers in order to circumvent the restrictions. Karn then requested a CJR for the 

accompanying source code disk.  Karn wrote to the State Department to request another 14 day 114

expedited CJR in March 1994, explaining, ‘character by character, the information is exactly the 

same. The only difference is the medium: magnetic impulses on mylar rather than inked characters 

on paper.’  Five weeks later Karn was still awaiting a reply: ‘They either ignore my calls or put 115

me off with “it's coming soon”’ he commented.  Whilst the Applied Cryptography book may have 116

been approved purely on the fact it was a text already widely available, the disk likely required a 

detailed inspection of volumes of source code. Therefore, when factoring in the availability of 

specialised staff to review the code, and the need to get interagency alignment, it would not be 
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unreasonable to expect a response to take several months. However, it is also possible that the State 

Department were hoping a laboured reply may cause Karn to lose interest in the request which did 

not seem to be imperative to his career. Three weeks later the State Department informed Karn that, 

after consultation with the NSA, the Applied Cryptography diskette had been designated as an 

ITAR defence article subject to export controls.  117

Karn took the case to court where District Judge Charles Richey dismissed the case in March 1996, 

finding in the defendant’s favour on all points. Judge Richey stated that in pursuit of profit Karn  

raises ‘meritless constitutional claims because he and others have not been able to persuade the 

Congress and the Executive Branch that the technology at issue does not endanger the national 

security.’  Richey judged the diskette’s export a ‘political question’.  This statement contrasted 118 119

Judge Patel’s who believed the issue firmly rooted within the courts’s jurisdiction. Richey had also 

been incorrect to state that Karn would profit from sale of the disk, the rights to which belonged to 

Schneier. The difference between the Bernstein and Karn judgements in disparate parts of the 

country highlighted the growing divisions in cryptography policy. Karn’s case was dismissed from a 

Washington court in the most unequivocal manner, whilst the government received a similar 

treatment in California from Judge Patel in the Bernstein case. Perhaps the judicial contrast was 

influenced by the geographies; Californian Judge Patel sat at the heart of the technology industry, 

whilst Judge Richey presided over a court in Washington D.C., the nexus of the government 

security apparatus. Karn’s lawyer, Ken Bass, commented that ‘The two opinions reflect two totally 
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19990224102110/http://people.qualcomm.com/karn/export/floppy-cjr-response.html> [Accessed 3 June 2020].

 Charles R. Richey, ‘Memorandum Opinion of Charles R. Richey, United States District Court Judge’, Qualcomm 118

(1996) <https://web.archive.org/web/20000817000154/http://people.qualcomm.com/karn/export/richey_decision.html> 
[Accessed 3 June 2020]. 
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different philosophies on how the First Amendment applies to cryptography.’  This ruling would 120

have given the Clinton administration hope that the cryptography regulations could be successfully 

defended in court, despite Judge Patel’s rulings. Karn appealed the ruling. 

Just before the first court of appeals session was to take place, Clinton transferred export controls 

for civilian encryption from the ITAR to the EAR.  The court session went ahead despite the 121

transfer. Some of the cypherpunks were in attendance.  The EFF wrote:  122

Phil Karn’s case illustrates both the irrationality of the encryption rules and the depths 
of the bureaucratic mazes which protect them.  

The idea that the First Amendment protects the author of a book, but not the author of 
an identical floppy disk, is ridiculous. All books, magazines, and newspapers are written 
on computers today before print publication, and many are also published online.  123

It was unlikely a coincidence that the EFF referenced the broader print industry as also being 

impacted by this issue - with their well-established constitutional protections and powerful ability to 

influence public opinion, such allies greatly increased the chances of the digital privacy activist’s 

success. By mutual consent it was decided at court that a new export request would be made of the 

Commerce Department that was now responsible for whether the diskette would require an export 

licence.  In November 1997, Commerce informed Karn that the diskette would not be approved 124

for export as it was ‘contrary to the national security interests of the United States.’  It was around 125

 Mark Voorhees, ‘A Tale of Two Crypto Court Cases: Are Karn and Bernstein Judges on the Same Planet, 5 March 120

1996’, Info Law Alert (1996) <https://web.archive.org/web/19980708221023/http://www.infolawalert.com/stories/
050396b.html> [Accessed 3 June 2020].
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this point it is argued that key-escrow was discontinued (see Section 6.6). The conclusion of the 

case is included for completeness. Karn’s lawyers took their complaint back to the judicial system, 

the government requested dismissal, but this time Judge Oberdorfer, in February 1999, granted an 

evidentiary hearing.  However, the hearing would never occur. On 16 September 1999, before the 126

Karn case reached court, the The White House announced their modifications to the export rules.  127

When the new encryption regulations became operational on 14 January 2000, provision was added 

for unrestricted export of open-source source code without government review.  The Applied 128

Cryptography diskette was now exportable. Karn allowed his case to be dismissed as moot. Karn 

comments ‘While this was admittedly not as satisfying as actually winning in court, for all practical 

purposes I got everything I wanted.’  Bernstein and Karn had focused their attention on the 129

exportation of cryptographic materials, yet who could consume those materials within the US was 

also ITAR-controlled. The dissemination of cryptographic knowledge to foreign nationals within 

America was illegal. Consequently, this impacted the ability of US nationals to speak freely within 

their own country, a constitutionally protected right. One prominent scenario where this occurred 

was in lecture halls and conferences. Complementing the foreign oriented-cases of Bernstein and 

Karn that were undermining the constitutionality of the encryption regulations was Peter Junger’s 

case, which mounted a legal challenge against the domestic manifestations of the cryptography 

regulations. 
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5.3 Case III: Junger - De-Facto Domestic Cryptography Controls 

Junger had been a Law Professor at Ohio’s Case Western Reserve University since the early 

1970s.  His output includes writings on topics as varied as human rights to Buddhism.  Junger 130 131

first taught a course entitled ‘Computers and the Law’ in 1986.  The course did not just consider 132

cryptography from a legal perspective, but as a tool for the use of his students, as Junger believed 

that ‘Lawyers have a legal and ethical duty to protect the confidences of their clients.’  In 1993, 133

Junger wrote his own ‘simple’ encryption programme, Twiddle, to demonstrate to his students how 

cryptography worked, and to help convey the ‘nature of an algorithm’.  Junger realised that 134

teaching or publishing his encryption programme may be subject to ITAR restrictions, as foreign 

students were often in his class, and so contacted the Commerce Department’s Bureau of Export 

Administration and spoke to Dale Jensen on 7 May 1993.  Jensen informed Junger that he needed 135

to apply to the State Department to determine whether Commerce or State had jurisdiction over the 

‘exportability’ of his algorithm - such a determination would likely take two months.  Regarding 136

the eight week decision period, Jensen informed Junger ‘You are now in the world of bureaucracy, 

not of common sense.’  This statement supports the argument that the oft lackadaisical 137

government responses to cryptographers may have been as much dilatory processes as obstinate 

stalling tactics. Junger called the State Department’s ODTC, reaching Major Gary Oncale who, 
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‘could not - or would not’, reveal the criteria used to determine jurisdiction for Junger’s request.  138

Oncale told Junger there was ‘no established criteria for determining whether a license would be 

required since each determination is made on a “case by case” basis.’  Oncale gave Junger an 139

NSA phone number he could call to request further guidance on whether his software would need a 

licence, but Oncale could not reveal the name of the person who would answer the phone.  The 140

unidentified NSA woman told Junger she did not believe that discussing the software in class would 

be an issue, but posting it on the internet was a ‘grey area’ that could present problems.  Junger 141

pressed the anonymous woman for more specific information, she responded that ‘she could not 

answer hypothetical questions’, and gave Junger a general information telephone number he could 

call for further information.  The next record of Junger attempting to gain clarity on the 142

applicability of the export regulations to his software would not occur until 1995. As Junger is 

deceased it is not possible to clarify why he desisted from his enquiries. However, later court 

documents show that Junger had previously been forced to exclude non-American/Canadian 

students from his lecture hall - this likely occurred during this intervening period.  143

  

In 1995, Junger attempted to discover more information about the criteria used to determine 

whether his encryption programme would be subject to export controls, as he desired to teach it in 

his class of August 1996. Junger also wanted to teach information about DES, Triple-DES, RSA and 

PGP.  Junger reached Karen Hopkinson, an NSA employee seconded to the ODTC, but she would 144

not provide further information of whether Junger’s teaching activities would be exempt from 
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ITAR.  It was another example of the manifestation of legal ambiguity which could only be 145

resolved by either the courts, or by testing the ‘grey area’ in practice, which could result in ruinous 

fines and lengthy incarceration for transgressors. It is also an example of the insufficiency of the 

regulations with which the government were operating - perhaps in their failure to provide clarity 

the government were hoping that ambiguity would act as a deterrent whilst they sought a more 

permanent solution in the key-escrow policy. Shortly later, a federal budget crisis shut ODTC 

down.  Junger’s course was starting imminently, and he wanted to issue a book which would 146

accompany the course, publish relevant software online for his students, and of course teach the 

encryption content itself to domestic and foreign students.  It was time for another approach. 147

Junger took his case to court in August 1996, seeking an injunction against the government 

allowing him to ‘Teach, publish and otherwise disclose unclassified cryptographic information to 

foreign students and other foreign persons without first obtaining a license or approval from the 

government.’  Junger’s lawyers argued: 148

The challenged regulations are unconstitutional because they constitute a blatant system 
of overbroad and vague prior restraints that violate rights of academic freedom, political 
speech and freedom of association. Moreover, there is no evidence whatsoever that 
Congress authorized a licensing scheme on the free, nonmilitary disclosure of 
unclassified technical and scientific information within the US or on the internet.  149

EFF’s John Gilmore offered his assistance as a technical advisor to Junger’s legal team.  Junger’s 150

complaint argued that no provisions for judicial review of ODTC decisions constituted a 

‘prepublication registration and licensing scheme, and thus a prior restraint on free expression, in 
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violation of the First Amendment.’  Junger’s lawyers stated that The First Amendment allows 151

Prof. Junger to decide what he wants to teach, how it should be taught and to whom he can teach 

[…] without having to obtain a license.’  Junger’s lawyers argued that the ITAR was overly broad 152

and vague as it had been ‘drafted and applied in such a confusing way that the plaintiff cannot be 

sure what cryptographic information is exempt’, and there were ‘no published criteria or standards 

available […] on which the defendants base their decisions to grant or deny licenses for the export 

of cryptographic information.’  Junger’s team asked the Judge to declare ITAR 153

unconstitutional.  Against many of the issues Junger’s legal team had raised, the government were 154

able to provide little defence. 

Judge Nugent issued a preliminary injunction on behalf of Junger and his students in late 1996, 

stating that ‘There is little, if any, likelihood that disclosures of cryptographic information by Prof. 

Junger or his students would compromise the national security of the US.’  Nugent ruled the ITAR 155

cryptographic export regulations ‘constitute a prepublication registration and licensing scheme that 

does not provide for judicial review and thus constitute an unconstitutional prior restraint in 

violation of the First Amendment.’  Judge Nugent added that the regulations were ‘overbroad and 156

vague […], in violation of the First and Fifth Amendments.’  Nugent took aim directly at the 157

AECA stating that it ‘does not authorize the registration or licensing of disclosures of unclassified 

cryptographic information within the US, including disclosures […] on the internet.’  Nugent 158

 Vasvari, Scarselli, and O’Neill, 1996.151

 Ibid.152

 Ibid.153

 Ibid.154

 United States District Court Northern District of Ohio Eastern Division, ‘Preliminary Injunction: Judge Donald C. 155

Nugent’, United States District Court Northern District of Ohio Eastern Division (1996) <https://web.archive.org/web/
19970318220530/http://www.eff.org/pub/Privacy/ITAR_export/Junger_v_DoS/junger_injunction.draft> [Accessed 3 
June 2020].

 Ibid.156

 Ibid.157

 Ibid.158

Craig Jarvis 199



added that the government had ‘adopted a de facto policy of restricting the domestic dissemination 

of unclassified cryptographic information without Congressional authorization.’  It was now two 159

judicial opinions to one regarding the constitutionality of the export regulations. On November 15, 

1996, President Clinton would transfer the regulation of non-military encryption to the Commerce 

Department.  In response, in October 1997, Junger’s legal team requested the judiciary declare 160

EAR unconstitutional, and issue a permanent injunction preventing government prosecutions of 

those exporting encryption.  The case would continue until in 2000, Junger won a final appeal as 161

Judge Boyce F. Martin ruled that as source code is an ‘expressive means’ for the exchange of 

information and ideas about computer programming it was protected by the First Amendment.  162

Throughout the duration of the three cases, the industry-funded digital rights groups, academics, 

and the cypherpunks, acting in concert and utilising the judicial system, were a powerful force in 

undermining the cryptography regulations which caused eventual policy liberalisation at the turn of 

the millennium. The impact on the key-escrow regulations is less certain. It is argued in Chapter 6 

that the decision to discontinue key-escrow was likely taken in late 1997. In the absence of judicial 

consensus at this point, policy makers may have believed that the encryption regulations could 

avoid being declared unconstitutional on appeals to higher courts. After all, the White House had 

known since the 1970s that the regulations were possibly unconstitutional, yet the controls had held. 

However, the trio of cases had challenged the constitutionality of preventing the spread of 

cryptographic knowledge and tools domestically and internationally. It is not clear how much policy 

makers were aware of, or discussing, these cases that could potential disrupt the key-escrow policy. 

Bruce McConnell, who was at the heart of government encryption policy, recounts that ‘In inter-
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agency briefs, and in the policy documents that we sent forward, which were all […] reviewed by 

the Justice Department, to the seniors and to the President, there was never mention of these cases 

as material to the [key-escrow] policy discussions.’  This may have been as the Justice 163

Department, with the FBI as a constituent entity, did not want the administration to be aware of the 

legal challenges, as it may have caused policy makers to withdraw their sponsorship of the key-

escrow initiative. It could also have been as the government lawyers did not assess the rulings as a 

challenge to their ambitions. Dorothy Denning believes the legal rulings were not a ‘big factor’ in 

the Clinton administration’s decision to discontinue key-escrow.  Schneier goes further, arguing 164

that the rulings did not have any ‘direct effect […] at all.’  In contrast, Rotenberg believes the 165

decisions were influential.  NSA’s Richard George assesses that the court rulings were the ‘main 166

driver’ in the key-escrow policy’s discontinuation - he argues that the rulings brought the policy ‘to 

its knees.’  However, George believes that it was not the court rulings in their isolation that were 167

the determinant factor for key-escrow’s discontinuation, but the broader privacy protestations 

‘The key issue was just that the country was up in arms about the privacy issue and I think that the 

Clinton administration believed that you know it’s just not going to work when we have that much 

of the country against it.’  Interestingly, George feels his agency had little to do with the eventual 168

decision to discontinue key-escrow: ‘I don't think our opinion mattered in that we were given 

something to implement and, at least at my level, I didn't feel like anybody was asking us 

anything, they were telling us things.’  However, whilst George was a senior technical officer at 169

the NSA during this period, he may not have had visibility of all interactions between his agency 
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and the White House.  Further, the evidence from other parties interviewed does not support 170

George’s assessment regarding the impact of the rulings. The NSA’s Stewart Baker also feels that 

the digital rights groups and the legal cases were influential in key-escrow’s discontinuation, 

however not decisively so in their isolation. Baker comments ‘you could get a bunch of lefties 

[digital rights groups] and academics to fight over key-escrow as a privacy issue, but I'm not sure 

that would have carried the day.’  Instead, Baker assesses that it was the impact of the digital 171

rights groups in combination with industry (see Chapter 6) that resulted in key-escrow’s 

discontinuation. Baker comments that ‘Silicon Valley plus the privacy community usually wins, or 

at least is a very formidable force, and civil society privacy groups without industry aren't as 

anywhere near as formidable.’  Denning agrees with Baker’s assessment: ‘I think market forces 172

were the key driver, though privacy interests certainly played a big part as they affected the 

market.’  Whilst the evidence suggests Denning and Baker’s assessments are correct, the 173

legislative battles detailed in this chapter evidence that even had the concerns of industry and the 

international community been assuaged, any encryption regulations the government sought to 

impose would have confronted additional constitutional challenges. Even if key-escrow were found 

to not directly violate the constitution, if the Internet became a vehicle for the dissemination of non-

escrowed algorithms it was likely that at best the key-escrow’s implementation would be partial, 

and would unlikely be adopted by those whose communications the US government sought to 

intercept. 
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5.4 Conclusion: The Legal Rulings’ Impact on Key-Escrow’s Discontinuation 

This chapter has argued that the cases of Bernstein, Karn, and Junger challenged the 

constitutionality of the cryptography regulations and demonstrated that even maintaining the 

existing controls, let alone deploying key-escrow, would likely be mired with legal contestations. 

The cases, many of which were supported directly by digital rights groups and indirectly via 

industry, exposed several aspects of the regulation's application that may have violated both their 

intended pre-digital age use and the US Constitution. This chapter has argued that the 1996 

Bernstein case judgement that cryptographic source code was constitutionally protected speech was 

a landmark opinion. The opinion reinforced the digital privacy activist’s beliefs that the government 

was acting unlawfully, which further catalysed opposition to cryptography regulations such as key-

escrow. The ruling would also likely be used to contest any key-escrow legislation - with a best case 

scenario for the government being victory after protracted hearings likely culminating in the 

Supreme Court. Whilst the judicial rulings may have contributed to the discontinuation of the key-

escrow policy, it was unlikely the determinant factor if it were not an issue addressed in the  

working group’s internal White House briefings with decision makers. That is not to argue that the 

rulings did not have the potential to be impactful, but there is no evidence that the senior leadership 

of the administration were aware of the minutiae or implications of these cases. However, the cases 

indicated that there would be significant legal challenges in attempting to implement key-escrow, 

and the cases likely would have acted to underwrite a general public animosity towards the 

cryptography regulations, which itself helped create a climate in which occurred the decision to 

discontinue the key-escrow policy. 

The next chapter will explore the impact that industry had on the discontinuation of the key-escrow 

policy. 
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Chapter 6: Industry and International Opposition to the 
Key-Escrow Policy 

Until we get the federal government out of the way and encourage the  
development of strong cryptography for the global market,  

electronic commerce and the 
 potential of the internet  

will not be realized. 
- Republican Senator Conrad Burns of Montana, 1997.  1

This thesis argues that industry was the determinant reason in key-escrow’s discontinuation. In this 

chapter that argument will be supported by exploring the different facets of industry’s opposition to 

the policy. Before key-escrow had even been launched, AT&T represented a threat to the policy 

with their planned release of an encrypted phone. This chapter will examine how that threat was 

mitigated by the government via financial inducement. The direct influence of enterprises on 

government policy will be examined. This chapter will argue that Microsoft and RSADSI led 

industry in opposing key-escrow as they feared that the policy would jeopardise their global market 

viability. The indirect impact of industry will also be examined. Industry invested heavily in entities 

(essentially collective proxies) such as the Software Publisher’s Alliance (SPA) and digital rights 

groups such as the EFF and the CPSR. This chapter will argue that these proxies successfully 

undermined the government’s position, with research disputing their arguments (e.g. that strong 

encryption was not yet available overseas) and by supporting court cases that challenged the 

constitutionality of the existing cryptographic regulations (examined in Chapter 4). This chapter 

will explore the metamorphosis of key-escrow to key-recovery during 1996, a transition which 

empowered industry, rather than government, to retain decryption keys for the devices they 

produced. The linchpin to this policy evolution was that industry would be financially induced to 

develop key-escrow technologies via the conditional relaxation of export controls, provided such 

key-escrow product development was continually evidenced. This thesis argues that the financial 

 Conrad Burns, ‘Open Letter to the internet Community’, Electronic Privacy and Information Center (1996) <https://1
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inducement largely failed, as whilst industry agreed to this proposal, it only offered its support of 

the programme as an addition to its standard product portfolio, which would continue to include 

non-escrowed technologies. In the mid-1990s, Congress became an encryption policy field of 

contestation, with industry having particular influence in this arena. The proposed cryptography-

related legislation introduced during this era will be examined to understand how these bills 

contributed to the ongoing policy debate. This chapter will argue that industry influenced Congress 

causing, or at the minimum reinforcing, policy contestation in the Capitol that prevented any 

consensus on cryptographic regulation, or legislation that supported key-escrow, from emerging. 

Finally, this chapter will examine the international rejection of key-escrow, represented best by 

influential 1997 policy papers produced by the OECD and European Commission. It is argued that 

these papers likely caused the Clinton administration to accept that key-escrow was not achievable 

without self-mutilating one of its most promising commercial sectors, and therefore took the 

decision to discontinue the policy. Through exploring these strands of industry activity, this chapter 

aims to support this thesis’ core argument that industry was the determinant factor in the 

unsuccessful conclusion of the key-escrow policy. 

6.1 Financial Inducement Prevents Emergence of a Key-Escrow Rival 

Even before the Clinton administration had taken office and the key-escrow policy had been 

publicly launched, the market threatened the initiative. In late 1992, AT&T were preparing to launch 

a line of secure (encrypted) telephones superior to anything currently available. It was the first 

attempt to sell a secure phone to the mass-market, and 10,000 units would likely be produced by 

April 1993.  The AT&T Telephone Security Device (TSD) 3600 model used DES, it was portable, 2

and could be connected to any hardwire telephone.  An FBI briefing memo described the TSD3600 3
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https://www.cryptomuseum.com/crypto/att/tsd3600/> [Accessed 25 May 2020].
Craig Jarvis 205



as ‘superior to and more user friendly than similar telephone encryption devices.’  At $1000 it was 4

also half the price of similar devices.  The device was the size of a small book, and didn’t weigh 5

much more.  The user simply pressed the ‘go secure’ button to instruct the device to digitise the 6

audio and encrypt the bitstream.  Whilst the price-point was too steep for most private citizens, it 7

might have a broad market within high-risk industries such as the financial sector. 

Such a capability evolution was directly opposed to the desires of the NSA and the FBI. 

Intervention was needed before the Clinton inauguration. The Attorney General delegated the AT&T 

problem to FBI Director Sessions.  The government would need to request AT&T use the Clipper 8

Chip in their product instead of DES. To ensure that market forces did not interfere with their key-

escrow plans, Clipper Chip development was accelerated.  Sessions called AT&T’s Director and 9

stated that the government would purchase nine-thousand units at a cost of USD 9 million if they 

agreed to use the Clipper Chip in the TSD3600.  The inducement - a manipulation of the market - 10

worked; for the immediate future, key-escrow’s viability was preserved. 

Whilst AT&T went on to publicly lobby for key-escrow, which is unsurprising as they were the sole 

supplier of such technology, there is a significant absence of historical artefacts representing 

encryption policy positions by other enterprises during the 1990s. Rotenberg reflects that, from his 

perspective, industry ‘tended to stand on the sidelines and watch the advocacy groups like us 

[digital rights groups] fight the battle, because they didn't want to alienate too many people in 
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government.’  Rotenberg comments that industry, including AT&T, were in a precarious position, 11

as the federal government was one of its biggest consumers. Rotenberg notes that ‘If the technology 

companies don’t comply with the government requirements, they stand to lose a lot of business […] 

the Clinton administration […] was putting these companies in a bit of a bind […] the government 

had leverage.’  However, industry groups would have to weigh up the threat of losing lucrative 12

government contracts against sacrificing access to foreign markets, the latter likely being the more 

potentially bountiful in the mid to long term. Rotenberg reflects that ‘It's not at all a given where the 

industry groups are going to end up. There are any number of scenarios under which they may in 

fact align with [the] government in support of interception of [encrypted] communications.’  13

Rotenberg’s concerns were partly founded on a recent industry volte-face over the Digital 

Telephony Act, legislation which mandated telecommunications equipment be designed for 

compatibility with government surveillance.  Industry at first fiercely resisted the legislation, but 14

when the Clinton administration offered to fund their costs to develop the interception capabilities, 

it acquiesced. Could such an inducement be made for key-escrow? NSA’s Stewart Baker provides 

comments that support Rotenberg’s perspective. Baker states ‘The banks, the phone companies, 

they had all made their peace with the government's ability to see, with court orders, transactions, 

or communications, by their customers and they weren't going to re-fight that war.’  However, Jim 15

Dempsey comments that the reason for the lack of a public record of industry lobbying, with the 

exception of RSADSI, may be as ‘There isn’t necessarily a document of the [lobbying] 

conversation[s] and not everything is done in a [Congressional] hearing where you go in and you 

persuade the committee […] [it’s done via] hallway conversations, button holding people, that’s just 
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the way business and government works.’  A vocal public campaign by individual enterprises 16

against the encryption regulations would perhaps have helped combat any perception that industry 

were too closely-aligned to the government, which could generate foreign market benefits. In non-

domestic commercial arenas any relationship between the security agencies and industry would 

likely be considered suspicious, especially in nations holding strained relationships with the US 

government. Rotenberg comments that ‘other governments, and this is a key dynamic [in the key-

escrow debate], are very sensitive to the issue of the US national security community intercepting 

their communication.’  Richard George observes that when the NSA informed US companies of 17

vulnerabilities within their products, the companies did not want the public to learn of the 

interaction between the two parties.  George explains that ‘It wasn’t that they didn’t want people to 18

know that there were vulnerabilities […] they didn’t want anyone to know that NSA was providing 

them information about the vulnerabilities. They didn’t want anybody to know that they were even 

talking to [the] NSA.’  Another reason for the absence of a vehement and widespread public 19

advocation for cryptographic liberalisation, as would be the case when Apple and the broader 

industry leveraged the media in their 2016 encryption dispute with the government, was the 1990s 

media landscape. Reinsch comments:  

the nature of media was different, it wasn’t 24/7 […] there was just less news […] 
electronic journalism was […] in its infancy, […] I don't think […] companies were 
trying to keep their opposition [to key-escrow] a secret. I think it’s just the that 
the degree of of coverage was different, this was a weedy story.’  20

  
The media was not the potent public relations weapon it would become in the twenty-first century - 

encryption was still a mostly obscure issue in contrast to the cult-like status Apple devices had 

attained with their users in 2016. That industry did not leverage the media is surprising given other 
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CW2 participants such as Phil Zimmermann did, as did the academics during CW1. It may be that 

the industry groups considered such a campaign, but determined that achieving their policy goals 

was more likely using discreet lobbying channels, such as the industry groups they funded, 

including the SPA, the BSA, and the digital civil liberties groups. Perhaps in this light it can be 

interpreted that industry did utilise the media, they just acted via their proxies to place a measure of 

distance, and perhaps offer a degree of deniability, between their organisations and the government 

whose policies they were opposing. 

As well as industry groups, there were direct channels between the Clinton administration and the 

technology firms within which lobbying could occur. McConnell, who was co-chair of the Clinton 

Administration’s inter-agency working group on encryption, a body responsible for making policy 

recommendations on this topic, and an interface between government and industry on encryption 

policy, comments that the government worked in particular with a group called the Computer 

Systems Policy Project (CSPP).  The CSPP comprised the CEO’s of a small number of the US’ 21

largest technology companies, including Apple, Compaq, Digital Equipment, Hewlett Packard, 

IBM, Microsoft, and Sun Microsystems. Through channels like this, Dempsey comments that 

‘Microsoft and others were able to make the argument that […] American products are not going to 

be [globally] viable […] because our products won’t be trusted. Whether that argument was true or 

not it […] became an almost immovable object.’  Baker reflects that ‘nobody looked too closely’ at 22

this argument postulated by industry.  Baker continues: 23

Maybe it [key-escrow] could have been made commercially acceptable. You just say, 
well, key-escrow we sold it in Turkey, and we escrow the keys in Turkey, and if you use 
a Turkish product you’re subject to Turkish court orders - you could have come up with 
something. But nobody wanted to do that, and they just said it won’t work, and who was 
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going to say that it would work? Nobody relies on [the] NSA for market studies, so that 
was probably the kiss of death.  24

Industry’s assessment was likely correct - the chance of key-escrow being practical at a global level, 

across political, religious, cultural, and ethical fault lines seems fraught with unresolvable 

dilemmas. Whilst it is possible an agreement could have been forged between the US and a limited 

number of other liberal democracies, its implementation and management would have increased 

complexity to such a degree as to severely impact the profitability of technology products. It would 

also have acted as a point of friction between those within such an escrowed bubble and those 

excluded. For instance, consider the sending of an encrypted email to recipients in three countries, 

two of which had regulated escrowed encryption whilst the third did not - how could they exchange 

secure communications without reverting to non-escrowed algorithms? If key-escrow were 

mandated, such a partial international solution could in time act as a digital Berlin Wall, and was 

thus in direct opposition to the globalisation driving US economic growth. 

6.2 Microsoft and RSADSI Galvanise Industry Opposition to Key-Escrow 

Baker comments that when considering industry's lobbying against key-escrow there was a palpable 

dominant actor - ‘The business community here means Microsoft.’  The dominance of the software 25

giant is unsurprising. In early 1993 the market capitalisation of Microsoft towered over even that of 

IBM, theretofore the pre-eminent computing company.  Microsoft’s approach to lobbying was to 26

accentuate the national economic imperative of cryptographic liberalisation, rather than its own 

interests. Baker reflects that ‘none of this lobbying was “Microsoft wants this because of 

Microsoft’s interest”; it was always “today's technology demands this, the internet demands this, 
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everyone in Silicon Valley thinks this is necessary”.’  This narrative is not divorced from the 27

economic reality. Nearly every technology product sold globally requires some degree of trusted 

communications, whether that be the confidential exchange of digital messages or secure transfer of 

machine telemetry. Whilst US companies held a ‘first-movers’ advantage in the industry, should 

they fail to offer robust security provisions within their products, foreign competitors would soon 

erode their competitive advantage.  The encryption regulations endangered Microsoft’s global 28

hegemony. Baker comments: 

it’s worth remembering just how dominant and ambitious and ruthless they [Microsoft] 
were in the early 1990s. This was the height of their power and arrogance […] they saw 
the internet coming and wanted […] [it to] be theirs […] it should be Microsoft 
Network, not the internet, and they were making a strong play to integrate […] internet 
communications into their [Windows] operating system, so that it would just be one 
more part of Microsoft’s world […] and Microsoft would enable […] communications 
and [digital] commerce […] they believed that the biggest policy barrier to achieving 
that goal was a […] fear that commerce would be insecure.  29

  
By the time the Clinton administration took office, Microsoft Windows was the world’s dominant 

operating system with 25 million sales.  Whilst it would be 1995 before companies such as 30

Amazon and eBay were founded, and whilst credible estimates of the digital market size were 

unavailable in 1993, Microsoft understood how the recently invented web would be monetised; if 

Windows could not support secure financial payments then Microsoft’s market dominance would 

eventually be threatened by foreign competitors. Along with the felling of the export controls, key-

escrow would need to be defeated for Microsoft to gain access to a global market. Much of the 

world’s consumers would distrust any Microsoft products with integrated surveillance capabilities, 

even should, and sometimes specifically because, such a system were operated by their own 

governments rather than that of the US. Microsoft worked to align the rest of the technology 
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industry's view with its own. Baker comments that ‘Microsoft had a lot of money and a lot of clout 

[…] it could determine the direction of most of the lobbying that occurred through trade 

associations [e.g. SPA]. No one was going to do something that Microsoft didn't approve of, and if 

Microsoft wanted something, it usually could get it.’  Baker explains that Microsoft: 31

did most of their lobbying through […] trade associations that they dominated 
[…] They were very supportive of the [digital] civil liberties groups, and there’s a long 
history of tech companies supporting the civil liberties society lobby for their own 
business purposes and trying to make sure that the civil society voices were aligned 
with the interests of […] the technology companies.   32

Reflecting on how unipolar Baker believes the technology industry to have been during this era, he 

frames CW2 as a contest primarily between Microsoft and the NSA, commenting that they were, 

‘two enormously successful organisations - that had never really been challenged politically or in 

the domain that they were [a] part of - butting heads at forty miles an hour like two dominant rams 

who discovered somebody else on their territory.’  Whilst this is an oversimplification of CW2, it 33

is true that both Microsoft and the NSA were amongst the powerful combatants, with the most 

powerful being the Clinton administration. It was not just Microsoft that opposed key-escrow. The 

one company that was relentlessly vocal in its protestations of the encryption policies was RSADSI. 

RSADSI and Microsoft had entered a strategic partnership in 1991.  Bill Gates, Microsoft’s CEO, 34

commented that ‘RSA[DSI] is undoubtedly the best choice for security in today’s networked digital 

world, and it's a very important part of our future.’  In the early 1990s, RSADSI CEO Jim Bidzos 35

and Gates held an all day event strategising how to topple the encryption regulations.  Gates 36

directed Bidzos towards a number of lobbyists who had good access within Washington D.C., and, 
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in particular, access to Clinton’s inner circle.  Bidzos comments that he ‘became the accidental 37

point man on this lobbying effort’, however, even if such an outcome were accidental, Bidzos was 

heavily dependent on the lifting of regulations to enable the RSADSI's success. Being positioned as 

the 'point man' gave Bidzos even more influence to pursue positions beneficial to RSADSI.  By the 38

mid-1990s Bidzos was also calling on the lobbyist networks of RSADSI’s licensees, who were all 

dependent on the liberalisation of cryptographic regulations to enable their global growth, Bidzos 

comments of this network’s lobbying prowess: ‘I think that [they] really made the difference.’   39

Baker believes that RSADSI ‘Seized on the issue because it was very, very good for business and 

name recognition.’  Baker argues that Bidzos’ business interests were not focused on RSADSI’s 40

patents, the expiry of which may come before they could be fully monetised in a digital 

economy.  Instead, Baker believes Bidzos’ motivation in opposing the encryption regulations was 41

to position RSADSI as the talisman of the cyber security industry. Such positioning would drive 

attendance numbers at the annual RSADSI security conference, which had launched in 1991, and 

was becoming a nexus for the rapidly expanding cyber security industry; if RSADSI could increase 

the conference’s attendance, it would reap sustainable recurring revenues. The conference did 

indeed become a hub for security experts. Bruce Schneier comments that ‘The cryptography 

community, which includes academics and industry, sort of focused around the RSA conference.’  42

So successful would the conference become, that it is still considered the pre-eminent global 

business conference for the cyber security industry. With regard to the purity of the civil liberties 

motivations the companies may have harboured, Dorothy Denning argues that whilst industry was 

 Ibid.37

 Ibid.38

 Ibid.39

 Author interview with Stewart Baker, 4 March 2021.40

 Ibid.41

 Author interview with Bruce Schneier, 8 March 2021.42

Craig Jarvis 213



‘concerned about privacy’, it was not ‘their driving factor […] [which] was being able to sell their 

products […] worldwide.’  Denning attests that having spent eight years in Silicon Valley it was 43

not ‘counterculture in any sense. It’s business, business, business.’  It is likely more complex than 44

Denning posits, as organisations constitute those with many political dispositions. For instance, 

many people employed within computer security organisations likely either had a pre-existing 

interest in the privacy applications of technology, or developed an interest during their careers. 

However, growth may well have been the priority within the business leadership of technology 

companies - these individuals were often of a different background to the technical leadership and 

engineering corp, and typically would have their remuneration tied to commercial growth. It is also 

likely that a more business-oriented culture existed within general technology companies such as 

Microsoft, who were reliant on encryption but were not necessarily security companies themselves, 

and therefore lacked the same historical attachment to privacy technologies. 

RSADSI had direct contacts with the NSA on numerous occasions. During the 1980s Bidzos had 

met privately with NSA Director Bobby Inman to try to find solutions to the encryption debate, and 

those interactions continued throughout the 1990s.  The relationship between the parties was 45

varied. Some within the NSA recognised the inevitability of encryption’s propagation, some 

members of the NSA would over time depart the agency to work for Bidzos.  Other NSA 46

employees cast RSADSI as the villain. A nadir in the interactions between industry and government 

came when an NSA employee threatened Bidzos in his office (as discussed in Section 3.4), Bidzos 

reflects that there were ‘numerous times where I thought this company [RSADSI] may not be here 

tomorrow because of some of the things I saw and heard and experienced. So I guess I was […] 
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driven partially by fear.’  RSADSI’s media campaign against the encryption regulations included 47

the production of assets such as that shown in Figure 6.1 to support its agenda. 

Figure 6.1: RSADSI’s ‘Sink Clipper’ Media  48

As the years elapsed RSADSI’s political access improved, elevating its lobbying efforts. In late 

1997, Bidzos met the Clintons at a small dinner as part of a Democratic fundraising event in 

California (Figure 6.2).  

Figure 6.2: President Bill Clinton with Jim Bidzos (centre), 1997.  49
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Bidzos recapitulated the argument to Clinton that cryptographic proliferation was inevitable, and 

that his administration’s attempts to prevent it were only harming the nation’s economic prosperity. 

Bidzos comments that Clinton understood the ‘argument of inevitability’, and was ‘very well 

informed.’  Bidzos recalled that Clinton said ‘I feel your pain […] I think you have the better 50

argument, but you have to understand that I’ve got the heads of the CIA, the NSA and the FBI, all 

telling me to be very careful, because this is an important issue.’  Bidzos comments ‘Clinton 51

understood [that] all you’re [the administration is] doing is you’re going to negatively impact this 

huge wave of economic growth that the country is experiencing, driven by tech. And in 1997, that 

was unquestionably the case.’  The combination of Microsoft’s political clout, and RSADSI’s 52

public campaigning was a powerful pairing in convincing policy makers that the key-escrow 

initiative and other encryption controls were ultimately infeasible.  

6.3 Industry Lobbying Groups Undermine Government Key-Escrow Arguments 

During the early years of the key-escrow initiative one of the most influential industry lobbying 

groups was the SPA, which represented more than a thousand companies. The SPA’s focus was on 

reducing software piracy, which was eroding industry revenue, but Douglas Miller, SPA’s then lead 

for Government Affairs, comments ‘we cared about other stuff too, one of them was export controls 

[…][as they] were limiting the business of our members.’  In June 1993, attempting to demonstrate 53

the anachronism of the cryptography regulations, the SPA published research arguing that the export 

controls had caused the US to lose its encryption market supremacy.  Miller recalls:  54

We were eager to make the point that, pick your metaphor: the horses out of the barn; 
the cats out of the bag; the genie is out of the bottle. There were already 
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software programmes around the world that had encryption capabilities stronger than 
what the American export control limitations were, and so it [the encryption regulations] 
just simply had no national security benefit and [was] only a commercial disadvantage 
to American companies.  55

Demonstrating that export regulations had failed to prevent the proliferation of strong cryptography 

also evidenced that if the US should only produce escrowed encryption, there were credible non-

escrowed foreign alternatives widely available. The SPA found, that contrary to government claims 

that strong encryption was not available outside of the US, 143 foreign encryption products were for 

sale on the global market (compared to 133 US products). The SPA study identified that at least 48 

of those were using the DES, and that 15 were described as ‘mass market encryption software 

programs.’  The report noted PGP and the DES were widely available on the internet. Miller 56

recalls that: 

There were days when I felt kind of bad about it [producing the reports] because I 
thought that the national security arguments were compelling and persuasive, and they 
had an important job to keep us safe, and I would just tell myself, well, it's supposed to 
be hard. These are all hard issues, and everybody’s doing their job, and this is how 
democracy and a good policy process works.   57

Marc Rotenberg reflects that ‘One of the keys […] to changing the debate, was trying to 

find apolitical […], scientific, mathematical, ways to talk about the problems and solutions.’  In 58

providing a clear empirical study, the SPA were able to demonstrate that the export regulations had 

failed in constraining the global market’s ability to supply strong encryption. Bidzos comments ‘I 

give a lot of credit to all of these folks [SPA, BSA] who did a lot of the groundwork that got people 

to understand the [encryption] issue.’  However, NSA Director John McConnell dismissed the 59

relevance of these foreign encryption products, framing his narrative to present the only competition 
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to key-escrow as encryption created by private citizens rather than foreign corporations: ‘serious 

users of encryption do not entrust their security to software distributed via networks or bulletin 

boards.’  McConnell explained ‘There is simply too much risk that viruses, Trojan Horses, 60

programming errors, and other security flaws may exist in such software […] serious users of 

encryption […] turn to other sources in which they can have greater confidence.’  In 1994, the 61

State Department announced a small number of reforms to encryption export policy, possibly in 

response to the SPA study. These reforms included manufacturers being able to ship their encryption 

products directly to customers within approved regions absent individual licenses for each end-

user.  Export licenses would also be expedited, with an objective of responding within two 62

working days.  The sum effect of these reforms was minimal. 63

6.4 Key Recovery: Government Financial Inducements to Industry have Limited Impact 

The Interagency Working Group on Cryptography Policy published a draft paper entitled, Enabling 

Privacy, Commerce, Security and Public Safety in the Global Information Infrastructure on 20 May 

1996.  It became known as Clipper III (Clipper II had been an earlier minor update to the 64

proposal). The paper outlined an evolution to the key-escrow policy, allowing for ‘key management 

infrastructure, voluntary and supported by private sector key management organizations’, and 

would ‘permit users and manufacturers free choice of encryption algorithm.’  The working group 65

 John Michael McConnell, ‘Senate Subcommittee on Technology and the Law Hearing on the Administration's Key-60

Escrow Encryption Standard: Written Questions for VADM McConnell’, United States Senate (1994) <https://
web.archive.org/web/20201125140445/https://epic.org/crypto/clipper/nsa_responses.html> [Accessed 5 April 2021].

 John Michael McConnell, ‘Senate Subcommittee on Technology and the Law Hearing on the Administration's Key-61

Escrow Encryption Standard: Written Questions for VADM McConnell’, United States Senate (1994) <https://
web.archive.org/web/20201125140445/https://epic.org/crypto/clipper/nsa_responses.html> [Accessed 5 April 2021].

 United States Department of State, ‘Statement of State Department's New Export Regulations’, United States 62

Department of State (1994) <https://web.archive.org/web/20200805142311/http://cpsr.org/prevsite/program/clipper/
state-dept-new-export-regs.html/> [Accessed 6 December 2020].

 Ibid.63

 Executive Office of the President, ‘Draft paper, "Enabling Privacy, Commerce, Security and Public Safety in the 64

Global Information Infrastructure,’ Executive Office of the President (1996) <https://web.archive.org/web/
20210118065615/https://www.epic.org/crypto/key_escrow/white_paper.html> [Accessed 1 December 2020]. 

 Ibid.65

Craig Jarvis 218



outlined a number of principals for the new system. As well as voluntary participation, the 

arrangement would see industry lead development of escrowed products and associated protocols; 

export controls on escrowed products would be progressively relaxed.  Following on from the 66

report, the White House formally announced the new key-escrow policy on 12 July 1996.  ‘Trusted 67

private sector parties’ would hold the recovery keys, with a mechanism also in place for individuals 

and corporations to recover their own keys when required.  The administration stated that the 68

approach would ‘permit nations to establish an internationally interoperable key management 

infrastructure with rules for access appropriate to each country's needs and consistent with law 

enforcement agreements.’  The government would work with industry to develop appropriate 69

standards for key recovery systems, allowing them to gain export permission.  Notable in the press 70

release was the favouring of the term ‘key-recovery’ rather than ‘key-escrow’, the latter having been 

tarnished by the debate which had now raged for three years. McConnell recalls that the Clinton 

administration: 

morph[ed] the policy from key-escrow to key-recovery, and marketed it, then as the 
thing that everybody will want this because people are going to lose their [encryption] 
keys. And so they’re going to want the provider to be able to recover their plaintext, etc. 
And so we need to have key-recovery, and its just a matter of who holds the keys.  71

McConnell is right to identify private recovery of keys as a viable use case, however, this was a 

relatively inconsequential component of the revised policy. The administration’s calculus was 

instead focused on resolving what they likely perceived to be the primary point of contention: the 

government escrowing the keys. Should industry agree to retain the keys instead of Federal 

agencies, this could instantiate trust in the key-escrow initiative - it would enable the government to 
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access escrowed keys with a warrant, whilst introducing an additional barrier against it being able to 

transparently access the keys and abuse the system. However, should the government wish to negate 

this new barrier, a legal construction could be implemented to prevent the key holders from 

disclosing that the government was accessing their escrow databases. Such an approach was used 

post 9-11 when the Justice Department issued a court order to Verizon, one of the US’ largest 

communication companies, to provide the government with metadata on all customer telephone 

calls on an ‘ongoing and daily basis’.  Metadata comprises information about a communication, 72

rather than the communication’s content itself, for a telephone call metadata includes the originator, 

recipient, and date, time and duration of call. The top secret order forbade disclosure of the 

metadata transfer.  73

Having industry retain the keys would also transfer the risk, at least from a commercial perspective, 

if the system were breached by an adversary causing the loss of citizen data. However, the 

arrangement would unlikely assuage the concerns of foreign nations, who may still believe that 

even the possibility of US government access to their encrypted communications was unpalatable. 

Key-recovery, McConnell comments, also used the promise of a relaxation of the ‘export controls 

as a carrot to promote the development of key-recovery technology.’  There were a number of 74

other concessions. Baker comments: 

The administration backed down on a variety of restrictions that it had proposed for 
earlier escrowed encryption systems. For example, the policy did not impose limits on 
the algorithm or the key length that could be implemented in ‘key-escrow’ products, and 
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it did not control the blanket prohibition on interoperability with unescrowed systems 
that was found in earlier initiatives.  75

Key-recovery received a cold reception from several congress members. Senator Conrad Burns 

commented ‘It’s three strikes and you’re out […] I would say […] the administration’s Clipper Chip 

proposal is a swing and a miss.’  Twenty-seven members of Congress, including Republican 76

Representative Robert Goodlatte of Virginia and Democratic Representative Zoe Lofgren of 

California, urged the president to withdraw the key-recovery policy and ease export restrictions in 

May 1996. The enduring prospect of key-escrow led Reinsch to note in an internal government 

memo in November 1996 that there was a ‘real risk that multinational corporations will move 

production of these non-key recovery products offshore to avoid new U.S. restrictions.’  Reinsch 77

also conceded in November 1996 that escrowed products were ‘more costly and less efficient than 

non-escrowed products.’  Reinsch believed ‘consumers wouldn’t buy into it [key-escrow], it was 78

just too clunky and difficulty, it slowed everything down.’  79

During this period there was also a change in attitude within some parts of the military 

establishment with regards to export controls. Reinsch comments that Bill Perry, then Under 

Secretary of Defense, was critical in changing perspectives on the export issue. Reinsch explains, 

that Perry understood ‘what virtually nobody else at the time had perceived, […] the way that 

warfare was changing.’ Perry believed relying on equipment specifically designed for military use 

would leave the Department of Defense behind the commercial sector, as commercial equipment 
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was developed for a larger market thus inviting greater research and development investment and 

superior production outputs. Perry determined that the Pentagon should procure more commercial 

products. This thinking catalysed a ‘sea change’ in the philosophy of export controls. Reinsch 

explains that: 

Perry realised that […] industry […] make[s] their money through exports 
[…] this turns your export control thinking on its head […] you come to understand that 
the best thing that can happen to the Pentagon is to have healthy high tech companies in 
the US making advanced next generation products that the Pentagon can buy, and that 
the way you keep those companies healthy is you let them export.  80

Perry’s argument, Reinsch explains, led the military to begin ‘to understand that the best policy was 

not flat out denial of export licenses […] It was let’s figure out a policy where we can keep our 

adversaries a generation or two behind us, but let’s not cut them off.’  Perry observes:  81

It was a brilliant policy because […] it kept […] the Chinese dependent on US 
technology and discouraged them from going off and doing their own thing, but it kept 
them one or two generations behind us. So we were able to remain in the lead and sell 
them lots of stuff at the same time, which helped our companies. And it was a very, very 
effective policy.  82

Despite this change of thinking that would slowly be exposed to the broader government 

stakeholders during the mid-1990s, key-recovery advanced. 

In October 1996, Gore offered an incentive for industry to cooperate with key-recovery. Gore 

announced 56-bit encryption, such as DES, would be exportable after a one-time government 

review of the product, and ‘contingent upon industry commitments to build and market future 

products that support key recovery’, the accommodation was to last two years, after which only 

escrowed encryption over 40 bits would be permitted.  56-bit encryption was a significant upgrade 83

from the then permitted 40-bit cryptography systems that were exportable. However, export 
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licences would only be granted for six-month periods - if companies should fail to demonstrate 

developmental progress towards key-recovery, they could lose their licenses.  Eleven companies 84

quickly formed the ‘key-recovery alliance’ to ‘develop an exportable, worldwide approach to strong 

encryption’, in October 1996.  The companies included Apple, DEC, HP, IBM, and RSA, some of 85

the largest technology producers in the world; two years of being able to export 56-bit encryption 

was a substantial prize.  Jim Bidzos was among the most boisterous of key-escrow’s opponents, 86

but he was now part of the alliance. Bidzos commented that ‘Export controls are a fact of life.’  He 87

further observed that ‘The key recovery alliance’s approach will allow companies to use 

cryptography with differing levels of security in an interoperable way […] in an imperfect world 

this technique will at least allow you to take advantage of what governments around the world will 

allow.’  IBM’s Irving Wladawsky-Berger stated: ‘Key-recovery will truly open the internet for 88

serious business, once businesses are confident that their electronic transactions are safe and they 

control the recovery of keys, a flood of new market opportunities will open.’  The alliance grew to 89

more than fifty companies.  Heidi Kukis from the Vice President’s office commented ‘I think we 90

have a critical mass of companies willing to work with us.’  Epic’s David Sobel noted that ‘While 91

some companies might choose to cast their lot with the government's key-escrow policy, the 

marketplace is likely to reject the approved products […] users want strong security, not guaranteed 

government access to their communications.’   92
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Despite their words and actions, it is unknown whether the commercial organisations truly intended 

to support key-recovery. Whilst Bidzos’ recollection of this period is incomplete, he comments that 

the key recovery alliance was ‘just one of the many attempts to do something more balanced.’ 

Bidzos adds ‘I never took the position that we don’t want to talk to you [the Clinton administration] 

because key-recovery is a bad term, or government access is a bad term; I’ve always felt that the 

capability should be there.’  Of the other members of the alliance, Bidzos comments that ‘Some of 93

them just wanted to basically not rebuff a government proposal, they didn’t want to just say no - 

some of them wanted to genuinely help.’  It seems likely, given this view, that if industry were to 94

develop escrowed solutions, they would be in parallel to their non-escrowed offerings, rather than 

as the only products with which they went to market. It is also possible some companies were 

simply trying to buy time to either allow foreign production set-up, or to bridge the gap to the next 

election where a Republican administration may favour liberalisation. The lack of Bidzos’ complete 

fidelity to the key-recovery alliance was in evidence in September 1997, when in a New York Times 

article he wrote ‘Contrary to the position of the FBI […] the proposal for key-recovery is not the 

digital equivalent of putting alligator clips on phone wires. It's more like giving the government the 

keys to all of our personal and professional lives.’  Clearly, despite the formation of the key-95

recovery alliance, Bidzos was not intent on withdrawing his protestations against government 

encryption policies. 

Another consequence of the relaunch of the key-escrow initiative as key-recovery was driven by 

industry-funded body, the Center for Democracy and Technology (CDT). CDT co-ordinated a study 
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of key-recovery’s technical viability with the aim of undermining the initiative. Jim Dempsey 

reflects that the CDT reasoned that regarding key-recovery:  

The threshold question […] was will this intrusive government measure work? If it’s not 
going to work, we don’t need to go to the next step and ask, is it worth it as a [security-
privacy] trade off? If it’s not going to work you should surrender zero privacy […] 
because you’re not getting anything in return, so end of debate.  96

It was against this threshold question that a CDT organised research paper was focused. Miller 

comments that CDT ‘had great convening power, they could bring together, companies, and civil 

libertarian privacy groups, and […] it was a forum where these things could be hashed out.’  The 97

paper’s authors comprised cryptological luminaries such as Microsoft's Josh Benaloh, AT&T’s Matt 

Blaze and Steven Bellovin, Sun Microsystem’s Whitfield Diffie, MIT/RSADSI's Ron Rivest, Bruce 

Schneier, MIT’s Jeffrey Schiller, and the EFF and cypherpunk’s co-founder John Gilmore. Dempsey 

comments of the report’s authors ‘They were among the rare but critical technologists, who also 

understood and […] participated in the development of public policy.’  The paper, The Risks of Key 98

Recovery, Key Escrow, and Trusted Third-Party Encryption, was published in May 1997. The report 

stated that: 

The deployment of key-recovery-based encryption infrastructures to meet law 
enforcement’s stated specifications will result in substantial sacrifices in security and 
greatly increased costs to the end-user. Building the secure computer-communication 
infrastructures necessary to provide adequate technological underpinnings demanded by 
these requirements would be enormously complex and is far beyond the experience and 
current competency of the field. Even if such infrastructures could be built, the risks and 
costs of such an operating environment may ultimately prove unacceptable. In addition, 
these infrastructures would generally require extraordinary levels of human 
trustworthiness.  99

Dempsey comments of the report: 
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You had the inventors of modern public key cryptography saying put aside the freedom 
versus security debate, put aside any civil liberties concerns - will this [key-escrow] 
work? And they said no, it will introduce some vulnerability that’s unnecessary and 
basically will deny governments and business and individuals the benefits of the 
breakthroughs in cryptography […] that were seen as critical to trusted security on the 
internet, and all of its more sensitive potential applications ranging from governmental 
communications, to banking, to personal communications.  100

Schneier comments ‘We went on Capitol Hill with that [paper], that was a big deal.’  Dempsey 101

reflects, ‘We had created the insurmountable barrier, and at that point the government had a very 

hard time coming back and saying, “Oh no, don't listen to the people who built the technology,” we 

think this will work.’  The paper’s findings by such a well-credentialed community of 102

cryptographic pioneers would have been hard for the White House to ignore. 

6.5 Industry Influence Congress Members Towards Cryptographic Liberalisation 

Industry were also able to attempt to change cryptographic restrictions by lobbying Congress 

members, who could either in turn lobby the White House, or bring forth or support legislation. 

McConnell reflects that ‘Industry was very effective in Congress in terms of building political 

support […] for the de-emphasis of key recovery and the release of stronger encryption for 

export.’  Equally, the Clinton administration, law enforcement, and the intelligence community 103

could lobby against cryptography regulations liberalisation via congress members, and could use 

them to introduce new legislation that supported their policies.  

In the early 1990s, congressional hearings were held on a number of encryption-related topics. 

Forays were made to pass legislation, such as insertion of the ‘sense of congress’ language in S.266 

(see Section 4.1), and notable cryptologists, such as Whitfield Diffie and Phil Zimmermann, gave 
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testimony to Congress about the socio-political implications of encryption, but little progress 

resulted.  104

An early attempt to unseat the cryptography regulations was that of Democratic Representative 

Maria Cantwell of Washington State, the home of Microsoft. Cantwell attempted to liberalise the 

cryptography export regulations by adding an amendment to H.R. 3627, the Export Administration 

Act’s reauthorisation bill, in 1993.  The government needed the export regulations to hold until its 105

key-escrow policy was implemented. Introducing the amendment, Cantwell stated that ‘American 

software companies hold a 75 percent worldwide market share and many derive over 50 percent of 

their revenues from foreign sales […] hardware manufacturers earn more than 60 percent of their 

revenues from exports.’  Cantwell argued that these companies ‘have estimated they stand to lose 106

between USD 6 and 9 billion in revenue each year.’  Whilst encryption was growing in 107

importance as a buying factor, given the limited rivals to US technology products, and the market 

size, these estimations were likely exaggerated. Cantwell told the House that encryption 

technologies had been available for over a decade and were readily available worldwide, yet 

‘Incredible as it may seem to most of my colleagues, the Executive Branch has seen fit to regulate 

exports of American computer software with encryption capabilities.’  Cantwell stated that this is 108
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‘well-intentioned, but completely misguided and inappropriate policy [having] all the practical 

effect of shutting the barn door after the horses have left.’  Cantwell declared that the ‘export 109

control system is broken. It was designed as a tool of the cold-war, to help fight against enemies 

that no longer exist.’  Cantwell explained that her bill: 110

would give the Secretary of Commerce exclusive authority over dual use information 
security programs and products, eliminates the requirement for export licenses for 
generally available software with encryption capabilities, and requires the Secretary to 
grant such validated licenses for exports of other software with encryption capabilities 
to any country to which we already approve exports for foreign financial institutions.  111

The digital privacy community, rallied by the EFF, sent Cantwell 5600 messages of support.  John 112

Gilmore declared that the bill was ‘the dream we've all been working toward.’  Software 113

companies such as Apple, IBM, Hewlett Packard, Microsoft and Sun Microsystems also expressed 

their support of the amendment in a letter to the President.  The White House was recalcitrant. 114

Gore called Cantwell and asked that she withdraw the bill, but Cantwell declined.  The 115

amendment was referred to the House and Senate intelligence committees for review. Gilmore 

described the bodies as ‘watchdogs for the NSA […] [who] tend to follow the agency's wishes when 

they wave the magic “national security” wand’, Gilmore believed their intent was to ‘kill or 

severely maim’, the amendment.  The committees did indeed strike Cantwell’s amended text, 116
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replacing it with a promise to study the problem. This study would result in the CRISIS report 

explored in Section 3.5.  Whilst Cantwell had failed, the CRISIS report would become a 117

significant influence on policy makers contributing towards the eventual downfall of the encryption 

regulations. 

Another important report was also issued during this period. In late 1994, the National Security 

Advisor had ordered an assessment on the impact of encryption export policies on the US software 

industry. The NSA and the Commerce Department collaborated on the report, which was delivered 

in 1996.  Whilst the full report was classified, a redacted version was publicly released. The 118

authors estimated that encryption software only accounted for 1-3% of the software market, but 

acknowledged significant growth expectations.  The report found that the ‘impact of U.S. export 119

controls on the international market shares of general-purpose products is probably negligible’, 

arguing that ‘Customers are often unaware of the encryption features in these products and 

primarily base purchases on the features implementing the primary function of the product (e.g., 

word processing[…]).’  The report added there were few ‘viable foreign competitors’ for general-120

purpose products with encryption.  The report recognised that due to the export laws ‘many 121

smaller, security-specific software firms […] elected to limit their sales to the domestic market 

only.’  Contrasting the narrative of the SPA and others in industry, the report argued there was 122
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‘little evidence that US export controls have had a negative effect on the availability of products in the 

US marketplace’, as a result of vendors only building weaker export-friendly products.  123

The first legislation introduced after key-escrow’s launch which covered encryption was in June 

1995, when Republican Senator Chuck Grassley of Iowa introduced S. 974, the Anti-Electronic 

Racketeering Act, containing language that would effectively outlaw the online dissemination of 

non-escrowed encryption.  The legislation read:  124

It shall be unlawful to distribute computer software that encodes or encrypts electronic 
or digital communications to computer networks that the person distributing the 
software knows or reasonably should know, is accessible to foreign nationals and 
foreign governments, regardless of whether such software has been designated as 
nonexportable.  125

As the internet is a global computer network, all resources were available to ‘foreign nationals’. 

Therefore the legislation effectively made online dissemination of encryption illegal, and thus also 

constrained domestic access to cryptography. However, the exception to this rule was if a Justice 

Department-accessible ‘universal decoding service’ was employed within the encryption: in other 

words, if key-recovery was used.  The bill had no co-sponsors and little support. Phil Dubois 126

labelled the legislation ‘an abomination’.  EPIC’s David Sobel believed the bill ‘an attempt to 127

mandate the result the Administration sought to achieve with the failed Clipper Chip initiative - 

ensuring law enforcement access to *all* encrypted communications.’  Whilst it is possible this 128

was the case, given the absence of congressional support for the bill, and the lack of nuance in the 
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legislation’s language, it did not bear the hallmarks of a Clinton administration initiative. The bill 

did not progress. 

In May 1996, Senator Leahy announced that he was ‘proud’ to become the first member of 

Congress to post a message to the internet both signed and encrypted with PGP.  Leahy’s post was 129

to support another pro-encryption bill he, and a number of fellow congress members, were 

introducing that intended to encourage the development of encryption by ‘rolling back the out-dated 

restrictions on the export of strong cryptography.’  The new bill was entitled ‘the Promotion of 130

Commerce On-Line in the Digital Era (PRO-CODE) Act’, with its aim being to remove the export 

restraints on ‘generally available or mass market encryption products.’  Jim Dempsey reflects of 131

Leahy’s liberalisation advocation: 

Some of the members of Congress who were strongest supporters of the internet were 
from rural areas - Conrad Burns is from Montana - Patrick Leahy, Vermont - not tech 
hubs, not Silicon Valley. But they saw the internet in terms of digital distance learning 
[…] they saw it as giving their citizens access to information that they had previously 
been denied because of constraints of distance and low density.  132

Such sponsors likely not only recognised the positive consequences of internet connectivity, but 

may have foreseen the ‘digital-divide’ that would result from a well-connected urban population 

and a poorly-serviced rural equivalent. Whilst this effect is less pronounced in geographically small 

countries, in vast nations such as the US existing inequalities could be amplified should rural 

societies not receive equality of opportunity with their urban counterparts. Leahy also told the 

Senate that ‘Strong encryption has an important use as a crime prevention shield, to stop hackers, 

 Electronic Frontier Foundation. ‘EFFector Online Volume 9 Issue 5’, Electronic Frontier Foundation (1996) 129

<https://web.archive.org/web/20201025144807/https://www.eff.org/effector/9/5> [Accessed 4 June 2020].
 Ibid.130

 Ibid.131

 Author interview with Jim Dempsey, 3 March 2021.132

Craig Jarvis 231



industrial spies and thieves from […] stealing valuable proprietary information.’  Gilmore 133

recounts the impact of having Leahy in their corner ‘It meant that there was one person in 

Washington who had a clue about [encryption], which previously it looked like there were zero 

people.’  But it was not just one person. Senator Burns, one of the bill’s co-sponsors, wrote a letter 134

to the internet community arguing that ‘Until we get the federal government out of the way and 

encourage the development of strong cryptography for the global market, electronic commerce and 

the potential of the internet will not be realized.’  The framing of the bill as enabling economic 135

growth, rather than privacy, was likely more appealing to Congress members - privacy was to some 

degree an abstract concept, whereas the impact of encryption policies on employment rates in their 

constituencies was highly tangible to their voters, and therefore the Congress members own 

political fortunes. Senator Burns expanded on this point, telling Congress: 

A study by the Computer Systems Policy Project found that within just the next four 
years, American companies could lose USD60 billion in revenues and American 
workers could lose 216,000 high-tech jobs. Our bill is a jobs bill that I'm sure the 
administration can agree with.  136

Again, these figures were likely exaggerated. The bill’s authors attacked government attempts to 

manipulate the market with their buying power: 

The Secretary of Commerce, acting through [the] NIST, has attempted to leverage the 
desire of US businesses to sell commercial products to the US Government, and sell a 
single product worldwide, to force the businesses to include features in products sold by 
the businesses in the US and in foreign countries that will allow the Federal 
Government easy [plain text] access.  137
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The bill banned key-escrow, and allowed export of any encryption generally available to the public 

(including online).  With the exception of exporting encryption developed specifically for military 138

applications, or the selling of encryption to terrorism-supporting countries, export of mass-market 

encryption would be deregulated.  Senator Burns asked Congress members:  139

How many of you would feel secure sending your credit card number over the internet 
especially when you learn that reported invasions by computer hackers increased nine-
fold between 1990 and 1994? Or when internet World magazine estimates that the 
actual number of unwanted computer penetrations in 1992 alone was 1.2 million?  140

Whilst these statistics are too crude to have any value, and may even have been misleading, they 

would likely have been useful in making the argument to congress members inexperienced with 

modern technology. Burns promised to hold two online town halls with internet users to solicit their 

feedback.  The cryptology community responded positively - Zimmermann urged support for the 141

bill.  However, by July 1996, Zimmermann’s optimism was fading as ‘In the Senate, national 142

security interests have strong allies who would move to block the bill if it suddenly slithered out of 

committee.’  However, Zimmermann saw a silver lining, believing they had been able to ‘educate 143

Congress, and the debate is shifting in our favor.’  Citing a recent Congressional hearing, 144

Zimmermann noted the growing fears of ‘a cyber equivalent of Pearl Harbour’, as articulated by 

Deputy Attorney General Jamie Gorelick.  Similar cataclysmic conjurings would repeatedly be 145

summoned during the crypto wars. 
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As the earlier bills failed to progress through Congress, H.R. 695, a bipartisan bill with over 60 

cosponsors entitled the Safety and Freedom Through Encryption (SAFE) Act, was introduced by 

Representative Goodlatte in February 1997.  It was the first bill with enough support to have a 146

credible chance of progressing. Included in the bill was ‘sense of congress’ language arguing that 

export control imposition without an agreed international approach to prevent other countries from 

exporting strong encryption, an approach the administration had failed to deliver, was ‘detrimental 

to the competitiveness’ of the US.  The SAFE bill allowed US citizens, either at home or abroad, 147

to use any encryption ‘regardless of the algorithm selection, encryption key length chose, or 

implementation or medium used.’  SAFE proposed removing encryption export restrictions 148

providing ‘a product offering comparable security is commercially available outside the US from a 

foreign supplier’, with exceptions for foreign militaries and terrorists.  There was no criteria 149

describing how equivalency would be assessed - the key-size alone would be insufficient to judge 

the overall strength of an algorithm. The bill made the use of encryption to facilitate a crime 

punishable with up to five years in jail.  Representative John Conyers of Michigan stated that 150

foreign competitor’s marketing campaigns were highlighting that they could offer encryption far 

stronger than the ‘trivially-cracked’ US products.  Representative Lofgren argued that ‘Due to a 151

myopic Federal government policy regulating this technology, our country risks losing its advantage 

in this vital industry; many within the industry believe that we are already some length down that 

path.’  Lofgren added ‘Rather than continuing to pursue this flawed and unworkable policy, I 152
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would urge the national security and law enforcement community to assume a cooperative posture 

with our domestic technology industry, and utilize the minds of the foremost scientists in the 

world.’  Reinsch argued on behalf of the government that SAFE would ‘not be helpful […] it 153

proposes export liberalization far beyond what the administration can entertain.’  Deputy Attorney 154

General Robert Litt highlighted a number of cases where encryption had prevented investigations 

and also addressed the fourth amendment’s provision for privacy:  

our Founding Fathers recognized that an absolute right to privacy was incompatible 
with an ordered society, and so our Nation has never recognized such an absolute right. 
Rather, the fourth amendment strikes a careful balance between an individual's right to 
privacy and society’s need, on appropriate occasions and when authorized by a court 
order, to intrude into that privacy. Our encryption policy should try to preserve that 
time-tested balance.  155

Litt argued that ‘Unbreakable encryption would upset this delicate constitutional balance, which is 

one of the bedrock principles of our legal system, by effectively nullifying a court’s issuance of a 

search warrant or wiretap order. The notion that advances in technology should dictate public policy 

is backwards.’  The reverse polarity between industry and government with regards to digital 156

policy was a valid point. In 2021, we are only now starting to see governments attempting to restore 

what could be labelled as digital policy sovereignty. Litt stated that the government disagreed the 

cryptography ‘genie is out of the bottle’.  Litt believed whilst strong encryption could be found 157

overseas, the products were not ubiquitous, nor of comparable calibre due to US export controls.  158

Litt argued that the ‘quality of encryption products abroad varies greatly, with some encryption 

products not providing the level of protection advertised.’  Litt stated that most ‘legitimate 159

businesses and individuals’ who wanted strong encryption would not rely on software downloaded 
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from the internet from ‘untested sources’, preferring instead to deal with known and reliable 

suppliers.  This statement discounted that foreign companies were selling encryption products, it 160

was not just private encryption available to the markets. Litt argued ‘Our allies agree with us that 

unrestricted export of encryption would severely hamper law enforcement objectives.’  Litt 161

advised it would be ‘profoundly unwise’ to remove export controls, arguing that should the US do 

so other countries would respond by ‘imposing their own import controls or restricting the use of 

strong encryption by their citizens.’  Such a broad statement fails to recognise that many countries 162

would not impose import controls, especially those with strong cultures of privacy, and even those 

that did would likely allow certain sectors of their societies, such as industry and government, to use 

US encryption products. 

A few weeks later a counter-bill was introduced, the Secure Public Networks Act (SPNA).  The 163

SPNA stated that domestic cryptography would be unregulated and key-escrow explicitly forbidden. 

The bill also criminalised the use of encryption when it was ‘knowingly’ used in ‘furtherance of the 

commission of a criminal offense.’  Penalties for such a crime were up to five years in jail for a 164

first offence, and up to ten years in jail for a second offence.  The bill made the breaking of 165

encryption for the purpose of violating privacy or property rights a crime.  The bill stated any 166

encryption system purchased by the government, or with government funds, would be required to 

have a key-escrow system.  The Commerce Department would control encryption policy.  The 167 168
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bill made 56-bit DES, or equivalent strength encryption, exportable after a one-time review.  All 169

encryption strengths would be allowed if the system were escrowed.  Decisions on prohibited 170

exports would not be subject to judicial review.  If key-escrow were not built into the encryption 171

system, and the key size was greater than 56 bits, the export decision would be based on whether 

the end user had access to similar strength encryption.  The legislation also indicated that 172

certificate authorities would need to escrow their public keys: 

The Secretary or a Certificate Authority for Public Keys registered under this Act may 
issue to a person a public key certificate that certifies a public key that can be used for 
encryption only if the person […] stores with a Key Recovery Agent registered under 
this Act sufficient information, as specified by the Secretary in regulations, to allow 
timely lawful recovery of the plaintext of that person's encrypted data and 
communications.  173

Whilst the act had earlier claimed encryption would not be regulated within the US, this was a 

significant restriction. The EFF commented: 

While its sponsors claim that it would not make key recovery mandatory, SPN would 
require the use of key recovery systems in order to obtain the “public key certificates” 
needed to participate in electronic commerce and would require key recovery for all secure 
networks built with any federal funds.  174

Such an act would bake escrow into the foundations of the web. The bill would also create a public-

private information security board to make policy recommendations to Congress and the 

President.  Introducing the bill, Senator Bob Kerrey stated ‘Our ability to be able to communicate, 175

for national security reasons, and our ability to be able to communicate for law enforcement reasons 

and know those communications are secure is the first order of business of the SPNA.’  Kerrey 176
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argued that the ‘alternative to the rule of law in this dynamic area is chaos and anarchy.’  Kerrey 177

stated it was ‘simply not true’, that the legislation was ‘an attempt by Government to gain access 

over the privacy of individuals […] there is protection after protection after protection in this 

legislation guarding against that.’  However, no protection could have guarded completely against 178

abuse by a future government. Kerrey argued that the act ‘strengthens the privacy rights of the 

individual without damaging the interest of public safety.’  Kerrey argued it was not the 179

government, but hackers who posed the greatest privacy threat:  

These hackers and crackers are skilled way beyond my capacity to understand what they 
are doing, except to know that they have the ability to come in and steal information that 
has great value, to manipulate that data and do not just a little bit of mischief but put our 
commercial and our national security interests at risk.   180

The demonisation of ‘hackers’ was a recurring theme during the 1990s. In 1999, computer scientists 

Steven Furnell and Matthew Warren observed that ‘Hackers […] have routinely featured in news 

stories during the last two decades […] they have become the traditional “target” of the media, with 

the standard approach being to present the image of either a “teenage whizzkid” or an insidious 

threat.’  Kerrey also acknowledged that ‘Our Nation's policy on encryption is only a single piece of 181

the puzzle’, - a global solution would be needed if key-escrow were to be viable in a networked 

world.  Kerrey informed the Senate that the legislation ‘calls on the President to continue 182

consultations and negotiations with foreign countries to ensure secure public networks are built on a 

global scale’, by which, Kerrey likely meant key-escrow, rather than general information security 

practices.  Kerrey informed the Senate that ‘as the largest purchaser of computer software and 183

hardware, the Federal Government can create important incentives to help the market fulfil this 
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need.’  The legislation was met with dismay by the digital privacy rights community, who found 184

its contents in acute divergence from their desired future. The CPSR’s Andy Oram labelled the 

legislation a ‘brute force attack on encryption.’  Oram commented that the authors ‘have read 185

everything that civil libertarians and encryption experts had to say about computer encryption - and 

put everything they hated into one bill.’  Oram argued that whilst the key-escrow system may not 186

be mandatory ‘the law requires its use under a variety of circumstances […] intended to bring it into 

universal use.’  Oram wrote that the potential for abuse of the system was ‘clear to anyone who 187

has read about the FBI COINTELPRO campaign.’  Oram argued whilst McCain and Kerrey 188

introduced the bill, it had the ‘imprint of the Clinton Administration.’  Oram believed the 189

legislation was ‘part of a campaign by the NSA, the FBI, and the Clinton Administration to impose 

a new surveillance capability on the U.S. public - and indirectly, the rest of the world.’  Oram 190

further contended the bill was part of a ‘damage-control operation to stop two bills that could open 

the way to strong encryption on the internet [PRO-CODE and SAFE].’  Cypherpunk Greg Broiles 191

labelled the legislation ‘evil’.  The narrative from both sides, along with their arguments, were 192

familiar from previous legislative attempts. Kenneth Dam, chair of the National Research Council 

(NRC) CRISIS study on cryptographic policy, stated the legislation was ‘inconsistent with the 

general thrust of the NRC CRISIS report. The SPNA is a highly aggressive promotion of key-

recovery for the private sector.’  Dam added that ‘The bill attempts to use something that all 193
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parties agree is needed for electronic commerce, namely a public key infrastructure (PKI), as 

leverage for obtaining approval for something fundamentally unrelated, namely key-recovery for 

domestic use.’  The SPNA made it out of the Commerce committee in June 1997, but failed to 194

progress in the Senate.   195

With the continuing deadlock in Congress, in April 1997, the President’s Export Council 

Subcommittee on Encryption (PECSENC) was formed to further investigate the existing regulations 

impact.  PECSENC comprised twenty-five members who would ‘assure a balanced representation 196

among the exporting community and those Government agencies with a mandate to implement 

policy regarding encryption.’  PECSENC’s 1998 report into the US export controls found a 197

‘palpable’ commercial impact: ‘For many software applications, business customers simply demand 

security and encryption; it is a checklist item, and its absence is a deal breaker.’  The authors 198

noted many US software companies were embarking upon ‘cooperative arrangements’ with foreign 

encryption suppliers able to ‘provide complete security solutions by encouraging their foreign 

partners to marry foreign-made crypto with US. commercial applications.’  The authors noted that 199

whilst this practice was not ‘unlawful per se’ it was ‘highly risky under US law […] Given the 

stakes, many companies have been prepared to take risks […] and it is expected that more will do 

the same.’  The author’s assessed US export policy had ‘fostered the development of 200

cryptographic software and hardware skills outside the US. German, Swiss, Canadian, Russian, and 
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Israeli cryptography companies have all benefited form this unintended consequence of U.S. 

encryption policy.’  The policy was doing the opposite of what the Defense Department’s Bill 201

Perry had desired - instead of keeping rival nations dependent on encryption software that was a 

few generations behind that which the US was using, such nations were now developing their own 

encryption software, which in a few short years could give them capability parity with the US. 

Overall, the PECSENC report was aligned to the narrative promulgated by industry for the last half-

decade. 

The next cryptography bill to emerge was S. 2067, the Encryption Protects the Rights of Individuals 

from Violation and Abuse in Cyberspace (E-PRIVACY) Act in June 1998. Introducing the bill, 

Republican Senator John Ashcroft of Missouri wrote that in three years of working on encryption 

policy ‘I have not seen any real attempt by the White House to resolve this problem. In fact, over 

the course of that time the Administration has moved further from negotiation by taking 

increasingly extreme positions on this critical national issue.’  Ashcroft argued that Clinton 202

administration policies could cost the country 200,000 jobs and $60 billion by the year 2000.  203

Leahy further critiqued the administration: 

In the Senate we have a name for debate that delays action on legislative matters. We 
call it a  filibuster. On encryption policy, the Administration has been willing to talk, but 
not to forge a real solution. That amounts to a filibuster.  

The longer we go without a sensible policy, the more jobs will be lost, the more we risk 
eroding our privacy rights on the internet, and the more we leave our critical 
infrastructures vulnerable.  204
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Senator Conrad Burns told Congress ‘If anyone was looking for the compromise to resolve this 

difficult but important issue, this [E-PRIVACY bill] is it.’  Ashcroft commented ‘We are offering 205

this as what we think is an appropriate solution […] we’re also saying to them [Clinton 

administration], “Let's look at where the world is”.’  Democratic Senator Patty Murray of 206

Washington agreed, stating that ‘It is time for the United States to acknowledge that we no longer 

exclusively control the pace of technology.’  Leahy stated ‘I hope this bill will break the logjam 207

[and the practice of] people talking past each other.’  Republican Senator Larry Craig of Idaho 208

addressed key recovery:  

Addressing this from an economic perspective, customers - especially foreign customers 
- are unwilling to purchase American encryption products with backdoors and third-
party access. This is particularly true since they can buy stronger encryption overseas 
from either foreign-owned companies or American owned companies on foreign soil 
without these invasive features.  209

The bill ‘Prohibits […] requiring, compelling, setting standards for, or conditioning any approval or 

the receipt of any benefit on, a requirement that a decryption key, access to a decryption key, key 

recovery information, or other plaintext access capability.’  Furthermore, the proposed legislation, 210

‘Prohibits and sets penalties for knowingly and willfully, during the commission of a Federal felony, 

encrypting any incriminating communication or information relating to that felony with intent to 

conceal it to avoid detection by a law enforcement agency or prosecutor.’  The bill requires 211

entities in possession of encrypted data to provide the government, when in possession of a warrant, 

with ‘necessary decryption assistance’, though such assistance should be the minimum required to 
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meet the warrant’s requirements.  The Commerce Secretary would control exports.  Encryption 212 213

algorithms and strengths available abroad would be exportable after a newly formed public-private 

Encryption Export Advisory Board confirmed the foreign product’s availability, or its arrival within 

eighteen months, and a one time 15-day product review.  The bill also established the National 214

Electronic Technologies (NET) Center, within the Department of Justice.  The NET Center would 215

‘serve as a center for Federal, State, and local law enforcement authorities for information and 

assistance regarding decryption’, and ‘for industry and government entities to exchange information 

and methodology regarding information security.’  The NET Center would also ‘examine 216

encryption techniques and methods to facilitate the ability of law enforcement to gain efficient 

access to plaintext of communications and electronic communications’, and ‘conduct research to 

develop efficient methods, and improve the efficiency of existing methods, of accessing plaintext of 

communications and electronic information.’  The NET Center would be able to draw on 217

assistance from other federal agencies, such as the NSA, and would be able to request the 

secondment of staff from those agencies to the NET Center.  The NET Center, as well as being a 218

potential inducement to the Justice Department, was a recognition that future law enforcement 

would be intertwined with the ability to develop innovative technical methodologies to gain access 

to target data. 

As with other bills, a mixed reception was afforded the proposed legislation. Whilst the BSA and 

Americans for Computer Privacy, a recently formed advocacy group, announced their support, the 
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Clinton administration did not.  EPIC had two concerns with the bill. Firstly, they believed 219

criminalising encryption would have negative implications. Drawing on a historic precedent, 

EPIC’s statement argued that ‘A typewritten ransom note poses a more difficult challenge for 

forensic investigators than a handwritten note. But it would be a mistake to criminalize the use of a 

typewriter simply because it could make it more difficult to investigate crime in some 

circumstances.’  EPIC also felt criminalisation would send, ‘mixed message to users and 220

businesses - that we want people to be free to use encryption but will be suspicious when it is 

used.’  Furthermore, EPIC worried about criminalisation’s law enforcement implications: 221

A provision which criminalizes the use of encryption, even in furtherance of a crime, 
would give prosecutors wide latitude to investigate activity where the only indicia of 
criminal conduct may be the mere presence of encrypted data.  

In the digital age, where techniques to protect privacy and security will be widely 
deployed, we cannot afford to view encryption as the potential instrumentality of a 
crime, just as we would not today view the use of a typewriter with suspicion.  222

EPIC’s second concern was the provision allowing other federal agencies to provide the NET 

Center ‘assistance’, including the secondment of staff: 

existing federal expertise in the areas of electronic surveillance and decryption resides at 
the National Security Agency (NSA), the bill in effect authorizes unprecedented NSA 
involvement in domestic law enforcement activities. Such a result would be contrary to 
a half-century-old consensus that intelligence agencies must be strictly constrained from 
engaging in domestic “police functions”.  223

EPIC’s David Sobel commented that ‘While we support the goal of lifting [export restrictions on 

encryption] it should not be done at the cost of creating new domestic problems.’  E-PRIVACY’s 224
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fate was to join its predecessors in the cryptography legislative graveyard. Congress was simply too 

polarised to act on the issue. This failure of governance would in part set the direction of the 

internet for a generation. 

6.6 Western International Community Rejects Key-Escrow 

Industry’s argument rested on the international market’s refusal to tolerate escrowed encryption. 

However, should an international-escrow agreement be forged with foreign nations, it was possible 

that industry’s opposition to escrow may be lessened, or even obviated. Such an international 

agreement, whilst perhaps agreeable to authoritarian leaders, may not be tolerable to the citizens of 

foreign liberal democracies, especially those only recently emerged from Soviet occupation. Whilst 

numerous cryptography bills were being debated, FBI Director Freeh testified before congress, 

seeking to present international key-escrow as a fait accompli: ‘there is now an emerging opinion 

throughout much of the world that there is only one solution to this national and international public 

safety threat posed by conventional encryption […] key-escrow encryption.’  Freeh’s statement 225

was not supported by evidence. Attorney General Janet Reno, speaking in California, supported 

Freeh’s view, stating that ‘A consensus is now emerging throughout much of the world that the best 

way to achieve this balance [of privacy and security] is by creating a system, otherwise known as 

key-escrow, to entrust the encryption keys with a neutral third party.’  Like Freeh, Reno did not 226

present evidence for this statement. Freeh told the Congress that whilst ‘some strong encryption 

products can be found overseas, they are simply not ubiquitous, and, as of yet, they have not 

become embedded in the basic operating systems and applications found overseas.’  Freeh stated 227
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that international partners had raised ‘strong concerns’ when the export of powerful US encryption 

was broached, fearing America would flood ‘the global market with unbreakable cryptography, 

increasing the likelihood of its use by criminal organizations and terrorists throughout Europe and 

the world.’  Freeh believed: 228

If strong, key-escrow encryption products proliferates both overseas and domestically 
which will not interoperate (at least in the long-term) with non-key-escrow products, 
then escrowed encryption products will become the worldwide standard and will be 
used by almost everyone, including the criminal elements.  229

Despite Freeh and Reno’s claims, the international community were divided over key-escrow: the 

consensus they claimed did not exist. In the OECD, France sided with America’s key-escrow 

proposals whilst Australia, Canada, Denmark, and Finland all opposed on civil liberties grounds.  230

The UK had also initially sided with the US, but the new Labour government that took office in 

1997 demurred.  An OECD policy paper of May 1997, representing the views of the broader 29 231

country members, did not support key-escrow. Whilst much of the paper was couched in diplomatic 

language, there was no explicit advocation for key-escrow, and some of the language, such as the 

following statement, seemed to indirectly caution against such approaches: 

in order to promote international trade, governments should avoid developing 
cryptography policies and practices which create unjustified obstacles to global 
electronic commerce. Governments should avoid creating unjustified obstacles to 
international availability of cryptographic methods.  232
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However, like with many documents that are the product of multiple stakeholders holding diverging 

views, there was some room for interpretation. The report also stated that ‘National cryptography 

policies may allow lawful access to plain text, or cryptographic keys, or encrypted data.’  This 233

language may have been included due to US influence. Both CDT’s Jim Dempsey and EPIC’s Marc 

Rotenberg note that the OECD paper was particularly influential in Washington DC.  Rotenberg 234

assessed that the ‘US proposal to endorse lawful access to private keys was explicitly rejected by 

the OECD,’ and that the organisation had instead chosen a policy, ‘based on voluntary, market-

driven development of cryptography products.’  Baker lamented that the US ‘probably had more 235

success raising consciousness then [than] getting language that could be treated as an endorsement 

for key recovery.’  Konstantine Papanikdaw, an information security analyst at the European 236

Commission commented that ‘The difficulty with the [OECD] guidelines is that anybody can 

interpret parts of them in their own way.’  The European Commission itself was more explicit in 237

rejecting key-escrow in October 1997. Its report argued that key-escrow could undermine digital 

commerce and internet adoption: ‘If citizens and companies have to fear that their communication 

and transactions are monitored with the help of key access or similar schemes, they may prefer 

remaining in the anonymous off-line world.’  Reinsch commented:  238

I am a little surprised […] my question to the European Commission is, where do they 
think the market is going? Our sense is that corporations engaged in electronic 
commerce want key-recovery in some form, because they want to recover their own 
records and to monitor their own employees.  239
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However, the two policy papers represented a significant break from US policies by the OECD and 

European Union. Any chance of an international escrow agreement satisfying the concerns of 

industry were now lost. Undermining the US’ ability to dominate the technology market was a 

much stronger unifier than privacy concerns had ever been. Increasingly, with international-

escrow’s failure, the administration's regulatory hold over encryption was becoming untenable. By 

the dawn of the new millennium a profound revision of policies would occur which greatly 

liberalised export regulations and thus protected US industry.  240

Bruce McConnell comments that ‘the general feeling’ in government was that ‘The horses [are] out 

of the barn and so why are we trying to hold back American industry?’  McConnell believes that 241

‘industry was the strongest voice and the biggest factor’ in the discontinuation of key-escrow.  242

McConnell comments of industry: 

they were very effective in making the case that […] people will buy it [encryption] 
from other countries and so therefore, we’ll have less visibility into what’s going on 
[…] this will hurt American industry […] the privacy […] arguments were made, but 
the industry arguments […] could be heard more easily by the interagency [working 
group on encryption].  243

Given McConnell’s role at the heart of government key-escrow strategy, this statement should be 

afforded a great measure of credence. McConnell argues that industry was able to marshal political 

support, and that it was ‘with the help of the Senate and the House that […] encryption exports 

[regulatory liberalisation] were able to succeed, and that was because of industry.’  Likewise, 244

Dorothy Denning assesses that ‘Industry played […] maybe the highest role [in the decision to 

 The White House. ‘Special White House Briefing: Encryption Technology’, Cryptome (1999) <https://cryptome.org/240

jya/crypto-us-up.htm> [Accessed 3 June 2020]; United States Department of Commerce. ‘Revisions to Encryption 
Items’, GovInfo (2000) <https://www.govinfo.gov/content/pkg/FR-2000-01-14/html/00-983.htm> [Accessed 1 June 
2020]. 
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discontinue Clipper].’  Denning comments that ‘Industry wanted export relief, not key-escrow. If 245

the US didn't provide the crypto that the world demanded, other countries would.’  Denning also 246

believes that key-escrow’s chances of success were impacted by the fact that, despite their narrative 

‘The FBI was not having all that much trouble dealing with crypto, which is what started the key-

escrow effort in the first place.’  Historian Richard J. Aldrich states this was also the case in his 247

study of GCHQ’s history.  Therefore, it can be assumed that the NSA were in a similarly 248

fortuitous position. Even in the late 1990s, there were few cases to demonstrate cryptography as a 

hinderance to investigatory activities. Whilst Reinsch does not believe it was a singular variable that 

resulted in the escrow policy’s discontinuation, he does believe that ‘fierce industry resistance was 

an important factor. Everybody understood that it wouldn't work if the companies didn't want to 

make it work.’  Reinsch also believes that Clinton would have been heavily influenced by ‘what 249

the intelligence community told him […] they really needed - if they [had] said we can't do our 

mission if we don’t [have key-escrow], I think that would have made a difference.’  This suggests 250

that the Justice Department and the NSA perhaps ceased, or lessened, their opposition during the 

late 1990s. Reinsch comments: 

It was not that hard to [make encryption products] and eventually the attorney general 
realized that […] if other people were going to buy this product, it was better if they 
bought the American product than if they bought an Israeli product or a Russian product 
or a French product that we didn’t know anything about. And now once you got it, it 
became easier for the government to make a decision about how to control the product. 
Although I have to say, the FBI director never understood, never.  251
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Kapor reflects that ‘you can't fight the forces of […] history […] crypto was going to happen 

[…] people on the inside realized this was not a battle worth fighting […] because they were not 

going to succeed […] they lost the will to fight.’  Jim Dempsey believes that key-escrow failed in 252

part as it ‘was weakly supported inside the administration to begin with.’  This could be true given 253

the ambiguity on whether key-escrow was in fact a formal policy. Dempsey and Rotenberg both feel 

that the OECD principles, which did not explicitly support escrowed encryption, were particularly 

influential in the US decision to discontinue its key-escrow policy.  Dempsey also believes that a 254

significant contributor to the discontinuation was the The Risks of Key Recovery report. Dempsey 

states that the associated assessment was ‘critical from a technological perspective’, as it ‘stopped 

the government from saying we know what we're doing. Trust us.’  Among the subjects 255

interviewed there was only one dissenter with regards the impact of industry on the debate, that of 

the NSA’s Richard George, who comments ‘I didn't see industry as being a big influencer.’  256

However, whether George had an adequate vantage point from which to see industry's machinations 

is unclear. Overall, the evidence strongly suggests that industry was the determinant factor in the 

discontinuation of the key-escrow policy. 

6.7 Conclusion: Industry’s Impact on Key-Escrow’s Discontinuation 

This chapter has argued that the government’s financial inducements, whilst removing the early 

threat posed by AT&T, were largely ineffective in incentivising industry to advance key-escrow 

technologies. Microsoft’s political clout and RSADSI's public intellectual leadership and 

campaigning against the regulations were crucial in bringing together industry members with shared 

interests to successfully lobby against the key-escrow policy. The collective proxies of industry 
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groups such as the SPA and the digital rights groups (explored in Chapter 4) created a multi-

pronged attack on government policies which undermined the latter’s arguments, moral standing, 

and the legal foundations upon which its policies stood. This chapter has argued that Congress was 

a divided body on the issue of cryptography regulations. It has been argued that industry influenced 

Congress members towards liberalisation causing, or at the minimum reinforcing, policy 

contestation in the Capitol that prevented any consensus on cryptographic regulation or legislation 

that supported key-escrow from emerging. Finally, it was argued that OECD and European 

Commission policy papers likely caused the Clinton administration to accept industry’s argument 

that key-escrow was not achievable without self-mutilating one of its most promising commercial 

sectors, causing policy makers to discontinue the initiative. 

US global hegemony, economic and military, in the late twentieth century was enabled by its 

commercial supremacy. The evidence explored in this chapter suggests that preserving and 

enhancing this supremacy was the determinant factor in the discontinuation of the key-escrow 

policy. 
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Conclusion: The Legacy of Key-Escrow 
Key-escrow […] could come around again […]  

We are still fighting these battles […]  
It has been discredited in the past,  

but that doesn't mean it won't  
show up in the future 

- Bruce Schneier, 2021.  1

As a seminal inflection point when the internet could have pivoted towards a surveillance-centric 

architecture, the key-escrow debate helped establish the trajectory for our present reality. This 

conclusion aims to briefly re-articulate the arguments made throughout this thesis, and to explore 

the legacy of the key-escrow policy. Given the exceptional access challenge will continue to be 

exacerbated by the proliferation of ubiquitous encryption, this chapter argues that whilst key-escrow 

is a part of our history, some aspect of the approach may also be a part of our future. Finally, this 

chapter will outline areas for further research. 

7.1 Industry Objections Caused Key-Escrow’s Discontinuation 

Whilst the Bush administration seems to have dismissed key-escrow as a viable policy, their 

successors, brimming with the confidence of a new and relatively inexperienced administration, 

were keen to solve the encryption regulatory challenge. The Clinton administration's enthusiasm 

also reflected the pro-law enforcement platform on which they had campaigned, and their fears, 

encouraged by the security establishment, that an ungoverned domain such as the internet could 

incubate and augment threats. As terrorist attacks began to manifest, the Clinton administration 

would perhaps have felt vindicated in its assessment that such emerging threats could thrive beneath 

the cloak of encryption. However, this assessment would have unlikely considered whether  

encryption would have been meaningfully detrimental across the panoply of governmental 

investigative capabilities. Comparative to the existential threat the USSR had represented, such 

terrorist threats may have been treated as negligible. However, the perceived compound risk of such 
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actors acquiring weapons of mass destruction, many of which were scattered across the disarray of 

the former Soviet Union, changed this calculus and positioned emerging organisations such as 

Al’Qaeda as a primary 1990’s security threat. The libertarian and anarchist ideas expounded by the 

cypherpunks unlikely helped in convincing the administration that encryption’s security benefits 

would outweigh its costs. It was in this context that the Clinton administration acted in juxtaposition 

to their otherwise neoliberal mantras by attempting to implement further regulation to constrain the 

encryption market. The administration does not seem to have solicited the opinions of the populace 

on issues of civil liberties during the dawning of the digital age - but then, for most citizens internet-

oriented issues were at most a curiosity. It would be the new millennium before the broad populace 

began to comprehend how societies were to evolve under the influence of digital networks. The 

crypto wars narrative was framed primarily as a contestation between security and privacy - today 

such a framing is recognised as anachronistic. The crypto wars debate would have been healthier if 

the actors had adopted the conceptual framing of risk dispersion in the digital age. In 2021, policy 

makers are starting to understand that the crypto wars are not a zero-sum game between two 

competing civil liberties, but a complex intertwined web of risk calculations. Crucial to moving this 

debate forwards is understanding why past attempts to find a solution to the challenge of 

exceptional access have failed. A prime exemplar of that failure is the key-escrow policy, to which 

this study has been devoted. 

This thesis has argued that the discontinuation of the key-escrow policy was due to the influence of 

industry. Chapter 2 argued that during CW1 five government mistakes laid the foundation for key-

escrow’s future failure. Firstly, the covert methods used to attempt to prevent the publication of 

Kahn’s The Codebreakers seeded a narrative that the government would persecute those who sought 

to discuss or disseminate cryptographic knowledge or technology. Secondly, The use of pre-digital 

era regulations to control digital cryptography, and the non-disclosure of a 1978 Justice Department 
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assessment that the ITAR’s application to cryptography was likely unconstitutional, created not only 

a legal time-bomb, but further alienated those who in the 1990s opposed key-escrow, as they 

believed the government had illegally controlled cryptography for a generation. Thirdly, the NSA's 

selection of the DES key size as 56 bits rather than 64, which seems to have been technically 

feasible and would have offered a much greater degree of protection, left the CW2 digital privacy 

activists with the belief that the NSA had undermined digital security to facilitate its cryptanalytic 

mission. This heightened distrust of the agency that would subsequently author the key-escrow 

algorithm, thus increasing the digital privacy community’s resistance against the associated policy 

and diminishing its prospects. Fourthly, the NSA’s rescinding of classification orders against 

encryption technologies when such orders were exposed in the media set a precedent that the 

government's cryptology policy intent could be reversed in the court of public opinion - this helped 

to provide the digital privacy activists, who were very aware of the history of their topic, the 

conviction that the key-escrow policy could be defeated via media campaigns. Fifthly, attempting to 

use various underhand methods to control cryptography, such as the NSA referencing non-existent 

legislation that supposedly gave them exclusive control of cryptography within the US government, 

further reinforced the anti-establishment/counterculture positions of the digital rights advocates, 

positions that were inherited by many CW2 participants and helped to create a hostile environment 

to the key-escrow policy.  

Chapter 3 argued that the early years of the key-escrow policy were likewise peppered with 

government errors that contributed to the initiative’s discontinuation. Firstly, attempting to 

implement a new surveillance architecture without an imminent national security threat forced the 

Clinton administration to build a narrative for key-escrow as a tool against encryption-protected 

criminals and terrorists, despite there being no body of evidence to substantiate this threat. 

Secondly, the concealment of the NSA’s involvement in the key-escrow initiative during its early 
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publicity further reinforced suspicions of conspiracy. Thirdly, classifying the Clipper algorithm 

(Skipjack) violated the norms of cryptographic development and further entrenched distrust of the 

key-escrow policy. Fourthly, the NSA’s insensitive attempts to engage with the public removed any 

opportunity the government may have had to convince their target audience of key-escrow's merits. 

Fifthly, the emergence of the FBI’s lobbying (within classified channels) for domestic non-escrowed 

encryption to be outlawed calcified public distrust in the ostensibly voluntary key-escrow policy.  

Chapter 4 argued that whilst PGP was not the determinant reason for key-escrow’s discontinuation, 

it did contribute to the public climate around cryptography regulations, and that it established a 

number of precedents that would undermine key-escrow and cryptography controls. Specifically, 

this chapter argued that the PGP case demonstrated the government were not willing (or were 

unable) to prosecute a private citizen for producing and disseminating an encryption algorithm, 

likely as they did not want to risk the courts adjudging that the cryptography regulations were 

unconstitutional. This chapter argued that PGP demonstrated that it was likely impossible to prevent 

the widespread, international dissemination of unescrowed encryption protocols, thus undermining 

the feasibility of the key-escrow policy. This chapter argued that in recruiting powerful entities such 

as MIT the digital privacy activists helped offset the asymmetry with the government in their 

conflict. It was further argued that the MIT PGP book undermined the viability of controlling 

cryptography as it demonstrated that regulated digital code could be printed and exported, 

exploiting the established legal protections of the printed word. This chapter argued that the media 

coverage of Zimmermann and PGP was mostly positive, likely further creating an unfavourable 

environment in which the key-escrow policy tried to establish itself. However, this chapter also 

argued that the NSA did not seem to be perturbed about PGP from a cryptanalysis perspective, that 

it was cumbersome to use, preventing its widespread adoption, and that policy makers were not 
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focusing on the technology, thus suggesting that it had little impact on the discontinuation of the 

key-escrow policy.  

Chapter 5 argued that whilst the court cases challenging the constitutionality of cryptographic 

regulations were largely unresolved at the time of key-escrow’s discontinuation, the judicial 

proceedings confirmed that the existing regulations were vulnerable to dismantlement on 

constitutional grounds. As there was no Congressional consensus on new regulations to support the 

key-escrow policy, and any such regulations may be struck down as unconstitutional, the 

government would be left with limited, or even no powers, to control cryptography. Therefore, key-

escrow would be limited to voluntary users, of which by the mid-1990s there were virtually none, 

and even corporations that elected to use key-escrow may have found its use violated their 

employee’s constitutional rights. However, this chapter also argued that there seems to have been 

limited executive focus on the court cases and their implications, and that the Justice Department 

were not including details of the cases in its key-escrow briefings to the White House. Given this, 

and that the cases were largely unresolved when the key-escrow discontinuation decision was taken, 

the court cases are assessed as secondary factors in the Clinton administration’s decision to 

discontinue the key-escrow policy.  

Chapter 6 argued that industry was the determinant reason in key-escrow’s discontinuation. 

Specifically, this chapter argued that the government’s financial inducements to industry to 

encourage its development of key-escrow products had limited impact. This chapter argued that 

industry’s policy counter-offensive was successful due to Microsoft’s political clout and RSADSI’s 

public campaign. This chapter argued that industry invested in collective proxies such as the SPA, 

EFF and CPSR, that opposed the government’s narrative with research disputing its arguments, and 

supported legal cases that challenged the constitutionality of the cryptographic regulations, thus 
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undermining the foundations of the government’s policy. This chapter argued that Industry 

influenced Congress causing, or at a minimum reinforcing, policy contestation in the Capitol that 

helped to prevent any consensus on cryptographic regulation, or legislation that supported the key-

escrow policy, from emerging. Finally, this chapter argued that after the Western international 

community rejected key-escrow in 1997, the Clinton administration accepted industry’s argument 

that key-escrow was not achievable without self-mutilating one of its most promising commercial 

sectors, and therefore took the decision to discontinue the policy.  

In assessing that industry was the determinant factor in the discontinuation of the key-escrow 

policy, another questions is raised - should such entities hold so much influence within a liberal 

democracy? To address this question fully would be the subject of another thesis, but the question is 

worthy of a brief exploration. Today, technology companies retain more influence than ever over 

public policy, both due to their lobbying power, and as a result of congressional policy inertia. The 

influencers upon the Clinton administration during the key-escrow deliberations were primarily 

industry and the security establishment. Neither of these groups were charged with protecting the 

civil liberties of US citizens, nor the core values of American democracy. Whilst digital civil 

liberties groups did, to some degree, have a voice in the debate, they were at least partly beholden to 

industry funding, and therefore cannot be judged as truly representative of the citizenry. It could be 

argued that the elected administration was charged with protecting its citizen’s rights and its 

democratic core values. However, the expertise of even the most scholarly of politicians must be 

supplemented by a diversity of council in order to enable a balanced and informed decision - there 

are no indications of such a spectrum of voices being present during the decision making process 

(evidenced, for instance, by the lack of consideration of the legal rulings within leadership briefings 

authored by the inter-agency encryption working group). When it comes to such fundamental issues 

of civil rights management in a liberal democracy, the final arbiter should ideally be the citizen. 
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However, the practicality of a referendum on such matters is often prohibitive - most citizens would 

unlikely have the time to consider the complex issues, risking uninformed decisions. Another 

democratic tool that could have been considered is that of citizen assemblies (CAs). CAs have 

helped to resolve politically divisive and complex issues such as abortion policy in Ireland. CAs 

provide a representative sample of the citizenry a period of time to be briefed on a policy issue from 

experts representing a diversity of interests. The citizens then indicate their policy preferences, 

which can subsequently be advanced. Such a mechanism could serve very much like jury duty, as a 

tool to help administrations contemplate, navigate and resolve the seemingly most intractable of 

political issues - and of course to vest any contentious decisions with enhanced democratic 

credibility. Industry and the security establishment would of course have a voice in such processes 

but, unlike during the key-escrow debate, it would be given equal weighting with a broader 

diversity of equities. Equities that should all be considered by the citizens who will have to live 

with the socio-political consequences of policy enactment. 

7.2 Key-Escrow: A Government Security Apparatus Victory? 

If we embrace the euphemistic crypto wars terminology, is it possible to delineate a winner of the 

key-escrow policy contestation? Who was victorious in the key-escrow debate depends on our 

framing. For the White House, whilst initially there was perhaps an over-deference to the security 

establishment which lacked an internal counterweight, the Clinton administration, specifically Gore, 

seems to have approached the issue with an open mind, trying to find the best solution. Kapor 

reflects that Gore ‘did take the national security concerns very seriously, but I think over time he 

absolutely developed a more balanced view.’  Reinsch believes that Gore acted as an ‘honest 2

broker’ in exploring the encryption policy issues, he comments ‘I think Gore viewed his task as 

trying to get to an answer, trying to settle what had become a fairly bitter inter-agency dispute […] 

 Author interview with Mitch Kapor, 5 March 2021.2
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Gore’s objective was to keep the peace and get a decision […] he wasn’t clearly on one side or the 

other, […] he played the role of Chairman very, very well.’  To the Clinton administration, 3

‘winning’ the debate likely correlated with the implementation of the most appropriate policy given 

the prevailing conditions, whilst not alienating the electorate in the process - assessing whether the 

administration won or lost would only be appropriate had they demonstrated an overly-partisan 

perspective. With a few exceptions, such as the threat made against Bidzos, which seems to have 

been unauthorised, and some of the narrative promulgated by the Cypherpunk’s anarchist 

contingent, the debating parties generally had cordial exchanges. Rotenberg reflects ‘we actually 

had good relations’, whilst Dempsey comments that ‘The administration was quite open in 

discussing its policy […] and quite willing to listen to stakeholder criticism.’  Kapor recalls the first 4

time he engaged directly with Gore at a public meeting of the National Information Infrastructure 

Advisory Council. At the close of the meeting Kapor broke from the agenda and addressed Gore. 

Kapor recalls telling the Vice-President ‘We need to talk about […] this key-escrow proposal […] it 

has lots and lots and lots of problems.’  Gore replied in the affirmative, and as the rest of the 5

attendees dispersed he and Kapor huddled together with a few other interested parties to discuss the 

issue. Kapor recalls ‘Gore was surprisingly reasonable and willing to engage. He understood that 

there really were issues here to be concerned with, and that was great; that sort of changed the 

nature of the dialogue considerably […] there were lots of conversations and 

interactions subsequently.’  Rotenberg believes the policy process worked well:  6

I was glad that we could have an open public discussion and that led to changes, and the 
reason I draw attention to that is because this is a field where a lot of decisions have 
been made in secret. And when decisions are made in secret, they’re oftentimes not the 
best decisions [and] they are certainly not accountable decisions. So to the extent that 
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we were able to move the debate into the public […] I thought it was a very important 
development in terms of tech policy.   7

Dempsey reflects that ‘There was an appropriate tension and […] without that tension, you're not 

going to end up finding the right public policy to balance all of the competing values.’  Dempsey 8

adds ‘There were a lot of competing viewpoints and they’re all valid, that’s the thing I mean, 

nobody was really unreasonable.’  Douglas Miller reflects of the debates ‘It was all just a bunch 9

of unbelievably smart people, and really tough issues, leading edge issues and people just trying to 

figure it out […] I was comparatively young and I thought this is remarkable.’  Miller adds ‘These 10

issues are […] tough to solve, but things get worse if you don't solve them.’  This collegial 11

deliberations process evidences that the Clinton administration were not overly-partisan and whilst 

perhaps overly-deferential to the security services at first, were also open, at least to some degree, to 

the inputs of parts of civil society such as the digital rights groups and industry. 

For the security agencies, their position in advocating for the key-escrow policy was unsuccessful. 

However, they were fulfilling their public service duty. It is the job of the security agencies to make 

policy recommendations based on what they perceive to be the security risks society faces. It is the 

role of elected politicians to solicit views on the wider competing interests, and to determine 

whether the security communities’ recommendations outweigh those competing interests. The 

security apparatus, or at least the NSA, may have considered the wider CW2 to have been a victory. 

Its support for the key-escrow policy and export regulations undoubtably influenced the Clinton 

administration's posture, and thus slowed the relaxation of export regulations. Miller comments ‘If 

you're the NSA […] any day that you're delaying the spread or slowing the spread of this stuff 
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[encryption] is going to help you.’  Baker, who had left the NSA by CW2’s conclusion, comments 12

of his previous employers:  

Those folks would not necessarily think that they had lost the key-escrow fight. They 
lost the key-escrow battle, but they managed to stretch out export controls which were 
at risk in 1992, they lost them bit-by-bit over a decade and that was time gained that 
they weren’t sure they had when Microsoft first burst on the scene with a campaign to 
end export controls […] when you’re in the cryptanalysis business all gains are 
temporary, all access ultimately fails, and so you’re used to the idea that buying time, 
another year of access is the only victory you’re likely to get.  13

Bruce McConnell’s recollections support this perspective - he likens his White House meetings with 

law enforcement to the movie Groundhog Day:  

I swear that the Justice Department and FBI guys would leave the meetings and say to 
themselves, that was a good meeting. Nothing happened […] we would go over the 
same points again and again, and there was an argument […] delay favored the 
intelligence community and law enforcement because it enabled them to get their 
capabilities up and be ready for the day when they finally lost the fight […] it wasn’t a 
total loss in any case, from their standpoint.       14

Baker believes that the key-escrow policy failed much earlier in its lifetime than the late 1990s: ‘It 

never got very far, [it] probably was dead commercially within a year of introduction […] then 

industry stepped over the corpse of key-escrow to get what it wanted on export controls.’  Reinsch 15

comments that ‘In terms of when the debate faded, I would say probably ’95 but to my knowledge 

there wasn't a specific meeting where the coffin lid was closed and nailed down.’  Both Baker and 16

Reinsch are speaking about government key-escrow rather than the later ‘key-recovery’ iteration, 

where industry would retain the keys. The latter’s demise, the key-escrow policy’s final 

reincarnation, it is argued, came in late 1997, with the OECD and European Commission paper’s 

failure to support international key-escrow. 
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Fully understanding the consequences of the key-escrow’s policy’s discontinuation for the citizen-

State power balance is challenging given the myriad variables concerning surveillance and law 

enforcement that were not subject to investigation within this thesis. Certainly, the decision not to 

impose key-escrow would have made the government’s task of providing security harder had its 

only investigative method been the removal of encryption associated with suspect’s devices. 

However, there were a number of other investigatory methods available to law enforcement, some 

of which have been briefly explored, such as the use of government malware. Other methods 

include the requisition of data from service providers such as MySpace, Facebook, and Google. 

There was also the possibility of signals intelligence passively intercepting foreign-bound signals, 

which likely remained effective until the 2013 Snowden NSA disclosures accelerated the 

deployment of ubiquitous encryption. Additionally, the internet made it easier for governments to 

insert undercover agents into digital communities, offering another way to identify and disrupt 

threats. Considering this cornucopia of digital investigative measures, it is likely that even though 

key-escrow would have made government digital access more convenient, it did not greatly impact 

its investigative capabilities for the decades following the discontinuation of the policy. However, 

given the rise of end-to-end encryption, in 2021 that state of affairs may be starting to change. 

7.3 Could the Key-Escrow Policy Return? 

Rotenberg observes that key-escrow ‘is one of those battles that […] doesn’t necessarily stay 

won.’  Dempsey concurs: ‘In politics there are very very few permanent victories. The issue was 17

resolved for the time […] But none of these issues is ever over over.’  Indeed, since the 18

discontinuation of the key-escrow policy there have been several skirmishes as to the degree of 

encryption that citizens should be permitted. Numerous legislative proposals have attempted to 
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resolve the issue, with none succeeding. Dempsey highlights one important difference between 

today and the 1990s, he comments ‘We are in a way right back where we were, with the exception 

of course that the inertia is currently in favour of industry, whereas the inertia […] in the 1990s, 

meant [that] limits would remain on encryption […] [which] favoured the government.’  Baker 19

agrees stating that ‘Right now it looks as though the debate over warrant-proof encryption is still 

moving in the direction of, or is still stuck at a status quo, that is very favorable to warrant-proof 

encryption.’  However, Baker warns: 20

we [the NSA] were right. The criminal misuse, the terrorist misuse, of really strong 
encryption is here and we are just beginning to truly feel the earliest fruits of mass-
market unbreakable [encryption] […] and as those consequences become clear, the 
debate continues, because it’s one thing to stand for privacy in the abstract, and believe 
in civil liberties in the abstract, and it's another thing to live with the consequences of 
truly guaranteeing the privacy of every human being on the planet. We’re going to see 
some unhappy consequences, […] some very unhappy consequences.  21

Today, society is dependent on technology in ways that would have been inconceivable to all but 

the most prescient during the 1990s. Encryption now protects our satellites, hospitals, economies, 

and even communications to devices implanted within our citizens, such as pacemakers. Rotenberg 

expands on the changing need for encryption since the 1990s: 

There are real world consequences of subverting a secure communications channel that 
go far beyond gaining access to someone’s private email or their credit card number, 
which is what we were about in the early 1990s, so it would be very dangerous […] 
today for government to propose weakened or key-escrowed encryptions.  22

But equally, one could argue that the threats have also increased. As our societies have digitised, so 

have a plethora of malicious actors exacerbating risk to all parties. Perhaps the government would 

today make the argument that if the internet is in fact the new town square, as well as the new 

interstate highway and the new foundation upon which US prosperity depends, then it would be in 

dereliction of duty to not afford it suitable protection, which would necessitate a degree of 
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surveillance. One of the complexities of the current debate, highlighted by Baker, is that the risk 

ownership of ubiquitous encryption is today in dissonance with those who benefit most from its use, 

Baker argues: 

While the benefits of unbreakable encryption everywhere have been fully monetised by 
the companies that have developed it, the social costs have not yet been fully felt, and 
they’ve been offloaded onto society instead of incorporated into the profit and loss 
calculations of the companies that are making the crypto [industry].   23

This dissonance has not been addressed by legislation, likely due to not only the divisiveness and 

complexity of the issue, but also to the US dependence on its technology sector for economic 

vitality, and industry’s lobbying prowess within Congress and the White House. Reinsch reflects 

that today: ‘the issues are exactly the same […] and the divisions are the same.’  However, Reinsch 24

does not believe that the Biden administration would ‘buy into’ key-escrow.  Despite this, several 25

members of the law enforcement community have discussed the possibility of key-escrow with 

Reinsch in recent years, and continue to advocate for escrowed encryption ‘So, it's not dead,’ 

Reinsch notes, ‘it has obtained sort of zombie-like status […] dead, but not dead.’  Law 26

enforcement members do not typically change with administrations, so these individuals likely 

endure within the permanent government community. 

One potential stimulus for another attempt to control cryptography could come from a terrorist 

‘spectacular’, such as the 2001 Al’Qaeda attacks. McConnell ‘seriously doubts’ that absent such a 

‘horrific event’ key-escrow would be revisited.  However, Dempsey comments that even if such an 27

event were to occur ‘What issues catch on in time of crisis is […] very hard to predict. […] If there 

is a crisis, there will be possibly a number of issues competing for attention and [it is] almost 

 Author interview with Stewart Baker, 4 March 2021.23

 Author interview with William Reinsch, 11 March 2021.24
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 Ibid.26
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impossible to predict which will […] take off.’  Any fresh attempt to regulate cryptography would 28

unlikely emulate the key-escrow policy directly, as the technical architecture of the internet is now 

too heterogeneous to make such an approach feasible. Instead, it would more likely be a solution 

imposed against the bottle-necks of our digital infrastructure, the technology titans such as Apple, 

Facebook, and Google and their peers, that between them control a large majority of the world’s 

software and hardware. Baker concurs with this assessment, commenting that the exceptional access 

solution today would be ‘more likely to be a form of company-escrow.’  Though, it would likely be 29

parallel company-escrows, rather than a solitary provider. Miller feels it is ‘too hard to predict’ if 

key-escrow could happen today, as the conditions have changed so much, for instance with growing 

cyber insecurity, technological fragmentation, and terrorism threats, that to consider whether key-

escrow could occur now would be an ‘apples-to-oranges comparison’.  McConnell agrees, noting 30

that ‘Even if you could get the political will to do [key-escrow solutions] [..] [they] would be 

challenging to implement.’  If an approach were attempted via industry, given its opposition and 31

political influence, which has only increased since the 1990s, albeit with a degree of recent political 

backlash, it seems hard to expect success in achieving such an arrangement. Of course, any such 

industry-centric escrow solution would have significant international dimensions, and would likely 

accelerate the ongoing balkanisation of the internet along political and language fault lines. Richard 

George comments, ‘as more bad things happen, they'll be more of a push that law enforcement 

wants that information. If there's another 9-11 and it turns out that we could have stopped it if the 

government had had access to the information in people’s phones, they'll be a push to do 

something.’   32
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One of the most substantial risks regarding this debate is that after a high-profile security incident a 

solution is hastily deployed our of fear - often permanent or long-lasting civil liberty restricting 

capabilities are instigated to address temporarily heightened insecurity. That society could 

reactively deploy an ill-conceived solution that in the long-term does more damage to the health of 

its democracy than the threat is intended to mitigate is perhaps one of the most acute risks in leaving 

this issue unresolved (that is not to suggest that resolution would comprise some form of 

surveillance architecture being deployed - resolution may be a thorough weighing of the risk 

factors, with citizen participation, and a decision made that the status quo is the most appropriate 

solution). In 1788, James Madison posited that at such critical moments of crisis a nation may need 

‘some temperate and respectable body of citizens, in order to […] suspend the blow mediated by the 

people against themselves, until reason, justice, and truth can regain their authority over the public 

mind.’  Such a body does not exist, leaving US democracy potentially exposed to the reactive 33

imposition of a surveillance architecture that could imperil its very survival should an 

administration ever attempt to usurp the electoral process. Such a notion would have seemed like a 

paranoid concern of the cypherpunks only five years ago but, following Donald Trump’s recent 

attempts to subvert democratic processes, the cypherpunk’s fears now seem in closer proximity to 

reality than fiction. George acknowledges the technical complexity of any key-escrow style 

solution: ‘We get better over time, and […] maybe someone smart will think of a way to do it. I just 

think it's gonna be awfully hard to put out a solution to that isn't misused.’  Part of the challenge 34

would be the insider-threat emanating from not just the administration in office, but from other 

public employees: 

We see things happening [today] where somebody who had access to this  [surveillance 
capabilities] would be using it to get information on either a spouse or somebody who’s 
a perfectly good person, but [whom] he personally doesn't like, and when you let that 

 James Madison, ‘Federalist, no. 63, 422-29,’ Chicago University (1788) <https://web.archive.org/web/33

20210126032228/https://press-pubs.uchicago.edu/founders/documents/v1ch4s27.html> [Accessed 1 April 2021].
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Craig Jarvis 266



monster out of out of the box, there are just too many people that would have access to 
that monster. It's just an uncontrollable problem I'm afraid.  35

Kapor, once an ardent opponent of key-escrow, reflects that his views have ‘shifted’ since the 1990s 

given the changing landscape. Whilst not advocating against ‘unbreakable encryption’, Kapor today 

recognises its ‘huge costs’.  Kapor reflects that ‘We’re not doing a very good job in dealing with 36

that [the costs][…][the] historic position of the pro-crypto community is that [the costs are] 

somebody else’s problem, and I just think that's a grave mistake.’  The mistake was in part caused 37

by the key-escrow debate, and government actions such as Baker’s Wired article. McConnell 

recognises that the key-escrow debate ‘didn't help the government's credibility in the technical 

community […] this was a watershed period, which sort of created camps […] not only between 

government opposing camps, [but between] government and industry.’  Neville Chamberlain once 38

wrote that ‘In war, whichever side may call itself the victor, there are no winners, but all are losers.’ 

In many ways, that is true of the crypto wars. Whilst the NSA may have considered itself the victor 

in delaying the fall of the cryptographic regulations, and the pro-crypto movement may have 

believed itself to have triumphed as key-escrow failed and the edifice of export regulations 

collapsed, the entirety of society today may be considered losers of this conflict. For the conflict 

instigated a climate in which the critical debate of important civil liberties issues in the digital age is 

hindered by the prevailing animosity between the parties. Part of addressing this challenge is that 

the pro-crypto community must recognise the changing risk profile. Equally, the government must 

acknowledge societal dependence on a healthy digital eco-system, and that a broader conversation 

is needed regarding citizen’s civil liberties expectations, the compromises society is willing to 

make, and the risks it can accept. Managing the challenge of exceptional access will continue to be 
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an enduring problem, and one without a solution unless further debate occurs, and compromises are 

explored on all sides as societies debate how an informed citizenry wants to manage its twenty-first 

century risk profile. 

7.4 Further Research Recommendations 

Further research is required to understand the decade preceding the key-escrow policy’s release 

(1983-1993), and to examine the internal government conflicts regarding which agency should 

control cryptography. The 1980s in general is a period where little encryption policy research has 

occurred. Many of the associated individuals are still alive, offering an opportunity to capture their 

accounts before they are lost. Additionally, the years after the September 11 2001 attacks during 

which, perhaps surprisingly, no serious attempts to pass additional encryption-related policies were 

made, is worthy of study to understand why, when other security-related legislation was advancing, 

cryptography technologies were not further regulated.  

Civil liberties research more broadly retains a significant gap concerning the transition of citizen’s 

analog rights to the digital domain. Future research should consider whether the digital revolution 

has increased or decreased citizen’s civil liberties, including privacy, and to understand what, if any, 

citizen consultation has been sought on these changes. As society becomes increasingly dependent 

on the Internet, researchers should consider whether citizens desire a mirroring of their traditional 

civil rights in the digital environment, or a variation of those rights. A vital part of such a 

conversation will be how digital risk differs from traditional risk. To arrive at our present rights 

settlement took centuries as liberties were slowly, and some times bloodily, extracted from the 

ancien régime. It would be unreasonable to expect a rights settlement to have emerged so early in an 

environment that has existed as a social necessity for not even a generation, especially as that 

domain changes much faster than the traditional human environment. Eric Schmidt, who led Google 
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for more than a decade, once stated ‘The Internet is the first thing that humanity has built that 

humanity doesn’t understand, the largest experiment in anarchy we've ever had.’  Whilst the 39

crypto-anarchists may applaud the ongoing experiment, an arena so crucial to society and our civil 

liberties should be governed by policies that have been thoughtfully debated and have the informed 

consent of the citizenry. There are a number of research projects that could aid in such deliberations. 

Firstly, if researchers can develop a framework to measure, or provide approximations, of citizens 

core civil liberties between the analog and digital eras this would be immensely helpful. Secondly, 

researchers should seek to understand how populations feel about their provision of civil liberties 

and their digital-era risk portfolios. Thirdly, given the rapid advances of the Internet, and that most 

governance models have repeatedly demonstrated an inability to equal this evolutionary velocity, 

new governance models should be explored with the aspiration of closing the gulf between 

technological evolution and governance decisions. Finally, technologists themselves have a role to 

play in developing policy solutions. Bruce Schneier has argued that society needs a cadre of ‘public 

interest technologists’ in the same way that it has lawyers who often donate a proportion of their 

time pro-bono in order to help worthy causes.  The aim of such technologists would be to position 40

themselves to inform policy-makers, who are often divorced from not only the present digital 

reality, but from the evolutionary advances on the near-horizon. Implementing such a solution 

requires creating environments conducive to technologists contributing to policy. Whilst the ideal 

scenario would be funded full-time positions within policy-making organisations, we should also 

look to academia and corporations that employ technologists to facilitate ways for their staff to 

volunteer some of their time to such endeavours absent institutional influence on what views they 

should contribute. It is crucial that policy makers have access to a wide-range of expert counsel on 

 Jerome Taylor, ‘Google Chief: My Fears for Generation Facebook’, The Independent (22 October 2011) <https://39
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technology issues if we are to see maturity in legislation. In 2018, Sir Tim Berners-Lee, inventor of 

the Web, lamented that his creation had ‘failed instead of served humanity, as it was supposed to do, 

and failed in many places.’  This failure includes outsized corporate political influence, 41

monopolistic practices, and election-interference. The potential for future failures orients around 

factors including artificial-intelligence, cyber security, and synthetic media (deep-fakes). Crucial to 

our existing failures has been the lack of citizen involvement in digital policy making, and the 

inadequacies of policy makers to understand the issues, and legislate on them in a timely manner. 

The key-escrow policy was a microcosm of these challenges. In order to transition the governance 

of the internet to reflect its critical role in twenty-first century societies, and to ensure consent of the 

governed, it is vital that research projects such as those outlined take place. Such studies will 

contribute towards bringing a level of governance to the digital era that has previously been absent, 

and ensuring that democracy fully extends to the internet. Failure to enact a suitable governance 

model around the internet today could endanger not only our values, but our democracies 

themselves. 

 Katrina Brooker, ‘“I Was Devastated”: Tim Berners-Lee, the Man Who Created the World Wide Web, Has Some 41

Regrets’, Vanity Fair (2018) <https://web.archive.org/web/20210611163509/https://www.vanityfair.com/news/2018/07/
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Appendix A) Conceptual Framework: Security and 
Privacy 

To understand the basis for governments to curtail rights such as privacy it is necessary to explore 

the philosophical foundations of state power. One must also examine the concepts upon which 

citizen’s rights to civil liberties rest. This section explores both of these topics, and further considers 

security and privacy’s relationship. Social contract theory will be assessed first, as it resides at the 

heart of the state’s powers to curtail privacy. 

Social Contract Theory 

Social contract theory finds its genesis in early civilisation, where Thomas Hobbes theorises life 

was ‘solitary, poor, nasty, brutish, and short.’  Hobbes argues the combative nature of humans 42

meant they were ‘in that condition which is called war; and such a war, as is of every man, against 

every man.’  In order to escape this perpetual warfare, Hobbes argues that humans chose to form 43

societies, and to ‘confer all their power and strength upon one man, or upon one assembly of men, 

that may reduce all their wills, by plurality of voices, unto one will.’  This one will was the 44

Leviathan, or Mortal God, Hobbes writes that ‘by this authority, given him by every particular man 

in the commonwealth, he hath the use of so much power and strength conferred on him, that by 

terror thereof, he is enabled to conform the wills of them all, to peace at home, and mutual aid 

against their enemies abroad.’  This exchange of power, or the ability to curtail individual liberties 45

for protection was the social contract bonding citizen and the ruling power. The foundations of 

Hobbes’ theory is challenged by Baron de Montesquieu, who argues that rather than being 

 Thomas Hobbes, ‘The Misery of the Natural Condition of Mankind’, in Political Thought ed. by Michael Rosen and 42

Jonathan Wolff (Oxford: Oxford University Press, 1999), 11-14. p. 13.
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aggressive creatures, man would at first feel nothing in himself except a sense of ‘impotency and 

weakness; his fears and apprehensions would be excessive; as appears from instance of savages 

found in forests, trembling at the the motion of a leaf, and flying from every shadow.’  46

Montesquieu argues rather than being warlike, humans would initially shun one another, until 

seeing their mutual fear, and desiring fellowship and reproductive partners, they would unite. 

Montesquieu argues it is only after societies form that the fears of humans dissipate and they engage 

in warfare.  47

The existence of the social contract as having been consented to by founding citizens of 

contemporary Nation States, as in Hobbes theory, is also contested. David Hume argues almost all 

states were founded either by ‘usurpation or conquest, or both, without any pretence of a fair 

consent, or a voluntary subjection of the people.’  Immanuel Kant argues that the existence of such 48

a contract ‘cannot possibly be so’, as citizens would need to have been ‘handed down some 

authentic record, or legal instrument’, before considering themselves ‘bound by a pre-existing civil 

constitution.’  49

As well as considering whether a social contract was formed at the genesis of each state, one must 

question whether it is reasonable for later generations to be bound to a contract to which they did 

not consent. Jean-Jacques Rousseau condensed this issue into the statement ‘Man is born free; and 

everywhere he is in chains.’  John Locke, however, argues the obligation to consent to state rule is 50

 Baron de Montesquieu, ‘Fear and Peace’, in Political Thought ed. by Michael Rosen and Jonathan Wolff (Oxford: 46

Oxford University Press, 1999). 18-20. p. 19.
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 Immanuel Kant, ‘The Hypothetical Contract’, in Political Thought ed. by Michael Rosen and Jonathan Wolff 49

(Oxford: Oxford University Press, 1999). 64-65. p. 64.
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based on the protections one receives, rather than a pre-existing social contract ‘Every man hath any 

possession or enjoyment of any part of the dominions of any government doth hereby give his tacit 

consent, and is as far forth obliged to obedience to the laws of that government.’  David Hume 51

disagrees, arguing if citizens lack a viable alternative choice they can not be considered to have 

consented to live within that society: 

Can we seriously say, that a poor peasant or artisan has a free choice to leave his 
country, when he knows no foreign languages or manners, and lives from day to day, by 
the small wages he acquires? We may as well assert, that a man, by remaining in a 
vessel, freely consents to the dominion of the master; though he was carried on board 
while asleep, and must leap into the ocean, and perish, the moment he leaves her.  52

Hume also argues that where citizens have been conditioned to believe by virtue of their birth they 

owe ‘allegiance to a certain prince or certain form of government; it would be absurd to infer a 

consent or choice.’  53

Many of those embracing the early internet were conscious of such philosophical arguments. In 

John Perry Barlow’s Declaration of the Independence of Cyberspace, governments are warned they 

possess no sovereignty online. Barlow tells governments that whilst citizens continue to recognise 

its rule over their bodies, their ‘virtual selves [are] immune to your sovereignty.’  Barlow wrote 54

‘Governments derive their just powers from the consent of the governed. You have neither solicited 

nor received ours […] we are forming our own Social Contract. This governance will arise 

according to the conditions of our world, not yours. Our world is different.’  55
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Whether social contract theory is a viable construct or not, one must consider which rights citizens 

claim from their States, and how such rights have evolved. 

Rights 

In rights theory there are two types of rights: natural and legal. The former are argued to be 

bestowed to citizens as result of nature, or God, the latter by some form of guarantor such as a state. 

The notion of natural rights circulates throughout history, with records of the Roman Orator Cicero 

who died in 43BCE, arguing that ‘true law was […] congruent with nature.’  In Emperor 56

Justinian’s codification of common law, written between 533 and 536 CE, the genesis of natural 

laws was attributed to God; the text states that ‘Natural laws are established by divine providence 

and always remain firm and immutable.’  In the seventh century, Isidore of Seville wrote: 57

Natural law is common to all nations. It has its origins in nature not in any constitution. 
Examples of natural law are the union of men and women, the procreation and raising of 
children, the common possessions of all persons, the equal liberty of all persons, the 
acquisition of things that are taken from the heavens, earth, or sea, the return of property 
or money that has been deposited or entrusted. This also includes the right to repel 
violence with force. These things and similar are never unjust.  58

Notable in this statement is the equal liberty of all people. The source of this idea has been found 

neither in Christian theology nor Roman law - Isidore may have been one of the first to make such a 

proclamation.  Theorists were perhaps attempting to place certain rights outside of the jurisdiction 59

of the sovereign. If a subset of rights were granted by God, who in many States was believed to be 

the source of sovereign power, then the sovereign would be unable to infringe upon such rights. 

Hugo Grotius linked the justness of warfare to its motivations in the seventeenth century, when he 
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wrote that ‘just wars were found to defend or assert rights or to punish violations of them.’  60

Grotius words foreshadowed the ‘responsibility to protect’ doctrine of the late twentieth century, 

and could be interpreted as a way to impose rights accountability in an anarchical global order.   61

This legacy of natural rights is not accepted by all scholars. For instance, Jeremy Bentham argues, 

that ‘Natural rights is simple nonsense: natural and imprescriptible rights, rhetorical nonsense - 

nonsense upon stilts.’  Bentham argues that unless a right is underwritten by law, then it is not a 62

citizen’s right and ‘That which has no existence cannot be destroyed - that which cannot be 

destroyed cannot require anything to preserve it from destruction.’  Bentham argues ‘To me a right 63

and a legal right are the same thing, for I know no other. Right and law are correlative terms: as 

much so as son and a father.’  Bentham has a strong legal argument, for if there is no legal 64

acknowledgement of those considered to be natural rights, then the government is not bound to 

observe such rights. Kenneth Pennington argues that rather than having naturally evolved, rights 

may be ‘unexpected byproducts of the transition from the Ancien Regime to the modern world’, as 

benevolent governments have invented rights to protect their citizens.  Under this interpretation, if 65

governments are the source of and, defender of rights ‘it has granted itself the power to strip them 

from citizens.’  Regardless of the genesis of rights, throughout history national and supranational 66

bodies have attempted to provision for certain rights. Given the oft dominance of the most powerful 

nations in these bodies, it could be seen as a way for the strong to impose their morals / desires 

upon the weak. 
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The American Bill of Rights of 1789 outlines the rights of its citizens. The Fourth Amendment - a 

battleground for whether the constitution supports the use of encryption and key-escrow, declares: 

The right of the people to be secure in their persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be violated, and no warrants shall issue, 
but upon probable cause, supported by oath or affirmation, and particularly describing 
the place to be searched and the persons or things to be seized.  67

The amendment did not qualify what it meant to be ‘secure’, what would constitute reasonability 

and who would make that decision, and whether there was a threshold of criminality that would 

trigger a breach of its citizens’ security. The text also did not explicitly use the term ‘privacy’. 

Whitfield Diffie, co-inventor of public key cryptography, observes ‘I don't suppose it occurred to 

anyone at the time that it [privacy] could be prevented.’  That same year, in 1789, during the 68

French revolution representatives of its citizens wrote ‘the ignorance, neglect or, contempt of the 

rights of man are the sole cause of public calamities and of the corruption of governments’, in 

Declaration of the Rights of Man and Citizen.  They set forth what they believed to be the ‘natural, 69

unalienable, and sacred rights of man’, arguing that all political associations should be designed 

towards the preservation of these ‘imprescriptible rights’.  The similarities to the American Bill of 70

Rights was no coincidence. Thomas Jefferson helped draft the document whilst serving as 

ambassador to France.  The authors affirmed the French people’s rights to liberty, comprising ‘the 71

freedom to do everything which injures no one else; hence the exercise of the natural rights of each 
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man has no limits except those which assure to the other members of the society the enjoyment of 

the same rights. These limits can only be determined by law.’  72

The authors of The United Nation’s Universal Declaration of Human Rights of 1948, also place 

rights violations as a root cause for ‘barbarous acts which have outraged the conscience of 

mankind.’  The declaration specifically employs the term ‘privacy’, stating that ‘No one shall be 73

subjected to arbitrary interference with his privacy, family, home or correspondence.’  However, 74

Article 8 of the declaration reveals the enforcement weakness of the United Nations - it reads 

‘Everyone has the right to an effective remedy by the competent national tribunals for acts violating 

the fundamental rights granted him by the constitution or by law.’  This sentence reminds the 75

reader, firstly, that the declaration has no enforcement agent beyond the state, meaning that 

governments can ultimately act as they please absent domestic constraints, and secondly, rights 

must be granted by the ‘constitution or law’, rather than as a result of this declaration. Interestingly, 

the declaration includes a clause that could be applied to digital encryption technologies, and that is 

not found in other similar documents: ‘Everyone has the right […] [to] share in scientific 

advancement and its benefits.’  In an even more recent declaration, The European Convention on 76

Human Rights, passed in 1994, states citizens have a ‘right to respect for private and family life, his 

home and his correspondence.’  77
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Rights in Conflict 

Acute challenges arise when one or more of these rights are in conflict. Documents such as the 

French Declaration of the Rights of Man, and the UN’s Universal Declaration of Human Rights 

profess that as well as a right to liberty, or privacy, citizens have a right to security. Ronald Dworkin 

argues granting citizen rights ‘is a complex and troublesome practice that makes the Government’s 

job of securing the general benefit more difficult and more expensive.’  Governments must 78

confront conundrums such as citizens who demand security from terrorism, but also instruct that 

their privacy must be respected. Whether governments elect to provide additional security at the 

expense of privacy or vice versa, they will be curtailing a core right of their citizens (though, not all 

security improvements necessitate privacy sacrifice and vice versa). Governments must therefore 

consider how they balance freedoms, and which of a citizens’ rights are curtailed either temporarily 

or permanently. It is with this conundrum some supranational declarations start to break with what 

would be considered liberal values, such as articulated by John Stuart Mill who argued that ‘The 

only purpose for which power can be rightfully exercised over any member of a civilised 

community, against his will, is to prevent harm to others.’  For instance, the European Convention 79

on Human Rights agrees that the rights of an individual should only be curtailed when protection of 

the collective is required - the reasons for such curtailment includes defence of health and morals.  80

These vacuous terms stray far from intervention criteria outlined by philosophers such as Mill, and 

are likely the result of such declarations being made by consensus of States holding conflicting 

morals. Essentially, we are presented with lowest common denominator declarations that leave 

sufficient room for all participant States to claim adherence to the declaration whilst continuing 
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most, if not all, of the rights limiting practices they followed before becoming a signatory to the 

relevant declaration.  

Even the more detailed texts, such as the Universal Declaration of Human Rights, which 

specifically argues against the arbitrary interference of the privacy, family, home or correspondence 

of the citizen, do not provide sufficient information to allow a comprehensive understanding of 

what it is we are seeking to be protect. One seeking to protect privacy would rightly need to 

understand what exactly is meant by this term? How should we quantify the value of privacy? What 

is it that we are (supposedly) sacrificing in order to gain increased security? 

Privacy as a Concept 

Sociology Professor Edward Shils argues the idea of privacy is a ‘vague one and difficult to get into 

a right perspective.’  In attempting to define the word, Shils argues privacy is a ‘zero-relationship 81

between two persons or two groups or between a group and a person’, suggesting the people or 

groups have no knowledge of, or contact with, one another.  Solove provides a more expansive 82

explanation, arguing privacy is a ‘sweeping’ concept covering ‘freedom of thought, control over 

one’s body, solitude in one’s home, control over information about oneself, freedom from 

surveillance, protection of one’s reputation, and protection from searches and interrogation.’  With 83

such vast areas covered by the term privacy, neither the academic nor legal communities have 

achieved consensus on a definition. Reaching an agreed understanding of privacy is ever more 

urgent now, Solove reflects, as interpretation of the term has ‘escalated into an essential issue for 

freedom and democracy.’  Solove argues that privacy should not be considered a singular entity, 84

 Edward Shils, ‘Privacy: Its Constitution and Vicissitudes’, Law and Contemporary Problems 31(2) (1966), 281-306. 81

p. 281.
 Ibid.82

 Daniel J. Solove, ‘Conceptualizing Privacy’, California Law Review 90(4) (2002), 1087-1155. p. 1088.83

 Ibid., p. 1089.84
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but a series of linked concepts: ‘The term privacy is best used as a shorthand umbrella term for a 

related web of things.’  Furthermore, Solove argues other than in this usage the term ‘has little 85

purpose. In fact, it can obfuscate more than clarify.’  86

Solove argues that rather than focussing on the definition of privacy, we should instead direct our 

attention to the specific ‘privacy’ violations causing harm.  Solove categorises four groups of 87

activities that can injure citizens:  

1. Information collection;  
2. Information processing;  
3. Information dissemination; 
4. Invasions.   88

Each of these categories has a number of sub-categories. For instance, within information collection 

Solove indicates surveillance and interrogation cause harm, as the objective of these pursuits is the 

attainment of information the subject is not willing to relinquish (i.e. private information). Figure 

A.1 shows Solove’s privacy taxonomy: 

Category Sub-category Brief Description

Information 
collection

Surveillance Watching, listening to, or recording of the subject’s activities.

Interrogation Questioning or probing the subject for information. 

Information 
processing

Aggregation The combination of various pieces of data about a subject.

Identification Linking information to particular subjects.

Insecurity Carelessness in protecting the subject’s stored information from leaks and improper 
access. 

Secondary use Use of information collected for one purpose being used for a different purpose 
without the subject’s consent. 

 Daniel J. Solove, ‘I've Got Nothing to Hide and Other Misunderstandings of Privacy’, San Diego Law Review, 44(4) 85

(2007), 745-772. p. 760.
 Ibid.86

 Daniel J. Solove, ‘A Taxonomy of Privacy’, The University of Pennsylvania Law Review, 154(3) (2006), 477-564. p. 87

482.
 Ibid.88
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Figure A.1: Solove’s Privacy Taxonomy  89

Solove’s taxonomy is useful as it allows the amorphous ‘privacy’ to be disassembled into smaller 

segments aligning to specific, and more readily quantifiable, damage to the individual. The broader 

notion of privacy as an umbrella term in combination with Solove’s framework provides the 

researcher with the relevant tools to discuss the type and impact of privacy violations. However, 

when understood in this taxonomy assessing harm becomes even more complex, as each aspect of 

privacy can suffer its own form of damage (albeit these are often related). It should also be 

considered that the referent object being threatened within Solove’s taxonomy is the individual, 

rather than the collective. For instance, consider the Russian interference in the 2016 US 

presidential election, as alleged by the US government.  Whilst individual privacy violations have 90

taken place, there is also a broader societal effect (i.e. democratic subversion). Solove’s taxonomy 

has been criticised by Law Professor Ann Bartow, who claims Solove’s framework is too analytical, 

Exclusion The failure to allow the subject to know about the data that others have about them 
and participate in its handling and use.

Information 
dissemination

Breach of 
confidentiality

Breaking a promise to keep the subject’s information confidential.

Disclosure The revelation of truthful information about the subject that impacts the way others 
judge their character. 

Exposure Involves revealing the subject’s nudity, grief, or bodily functions.

Increased 
accessibility

Amplifying the accessibility of the subject’s information.

Blackmail Threat to disclose personal information.

Appropriation Involves the use of the subject's identity to serve the aims and interests of another. 

Distortion Dissemination of false or misleading information about the subject.

Invasions Intrusion Invasive acts that disturb the subject’s tranquillity or solitude.

Decisional 
interference

The government’s incursion into the subject’s decisions regarding their private 
affairs. 

Category Sub-category Brief Description

 Ibid., p. 490.89

 United States Department of Justice, ‘United States V. internet Research Agency’, United States Department of 90

Justice (2018) <https://web.archive.org/web/20201125060540/https://www.justice.gov/file/1035477/download> 
[Accessed 5 December 2019].
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failing to ‘sufficiently identify and animate the compelling ways that privacy violations can 

negatively impact the lives of living, breathing human beings beyond simply provoking feelings of 

unease.’  Bartow further claims the taxonomy’s lack of ‘dead bodies’ diminishes the work. This is 91

a general challenge with privacy - when juxtaposed with the popular Hollywood-mediated 

perception of terrorists and spies, privacy issues may often feel benign, and unlikely to rouse a 

citizenry in its defence. One should also consider the most perceptible and high-profile cases of 

privacy violations are often enacted against those who will subsequently be criminally prosecuted. 

This association may inculcate a sense within the citizenry that the privacy violation was a positive 

act, and biasing the citizenry towards future privacy violations due to the association with 

curtailment of criminality. Additionally, given the transparent nature of modern interception 

methods, citizens are not likely to be aware their privacy has been violated. However, the ultimate 

expression of a wide-scale violation of citizen’s privacy by a government may be the destabilisation 

of democracy itself. To many such a possibility would seem remote, even alien. However, by the 

time such endemic privacy violations are apparent to the public it may be the act of raising the 

alarm would expose any anti-government actors to rapid and harsh repercussions enabled by the 

State’s growing security powers. Cryptographer Phillip Zimmermann articulated this danger to the 

US Senate in 1996:  

in a democracy, it is possible for bad people to occasionally get elected - sometimes 
very bad people. Normally, a well-functioning democracy has ways to remove these 
people from power. But the wrong technology infrastructure could allow such a future 
government to watch every move anyone makes to oppose it. It could very well be the 
last government we ever elect.  92

 Ann Bartow, ‘A Feeling of Unease About Privacy Law’, University of New Hampshire Scholars' Repository (2006) 91

<h t tp s : / /web . a r ch ive .o rg /web /20201205164346 /h t t p s : / / s cho l a r s . unh . edu / cg i /v i ewcon ten t . cg i ?
article=1119&context=law_facpub> [Accessed 5 December 2020]. p. 52.

 Phillip Zimmermann, ‘Testimony of Philip R. Zimmermann to the Subcommittee on Science, Technology, and Space 92

of the US Senate Committee on Commerce, Science, and Transportation’, Phillip Zimmermann’s Website (1996) 
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Privacy in the digital age as a broader topic is starting to receive more attention with a number of 

books, such as Law Professor Neil Richard’s Intellectual Privacy, that explores how we protect civil 

liberties in digitally infused societies.  Business Professor Shoshana Zuboff’s The Age of 93

Surveillance Capitalism examines the issue of digital privacy with an economic and philosophical 

lens.  Neither Richards nor Zuboff focus attention on the crypto wars. 94

Security as a Concept 

Privacy is typically set in opposition to security, principally national security, with both being 

contested terms. For International Relations Professor Arnold Wolfers, ‘national security’ is a phrase 

used to indicate policies should be ‘designed to promote demands which are ascribed to the state 

rather than to individuals, sub-national groups or mankind as a whole.’  However, International 95

Politics Professor Ken Booth argues that any such definition of security lacks universality, as 

‘Security is what we make of it. It is an epiphenomenon intersubjectively created. Different world 

views and discourses about politics deliver different views and discourses about security.’  In 96

opposition to Wolfers, Booth argues the referent object for security should be individual humans 

rather than the state. Booth opposes Wolfers by arguing the state is a means, rather than an end, as 

in traditional security studies. Booth’s removal of the state as the referent object to be secured 

means sub and supra-state entities, such as individual security, women’s security, and environmental 

security, can now be considered referent entities. Booth argues security means emancipating 

citizens from physical and human constraints preventing pursuit of their goals. Whilst war is one of 

many constraints there are others, including poverty, poor education and political oppression 

 Neil Richard, Intellectual Privacy: Rethinking Civil Liberties in the Digital Age (Oxford: Oxford University Press, 93

2017).
 Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power 94

(London: Profile Books, 2019).
 Arnold Wolfers, ‘National Security’ as an Ambiguous Symbol’, Political Science Quarterly, 67(4) (1952), 481-502. p. 95

481.
 Ken Booth, ‘Security and Self: Reflections of a Fallen Realist’, in Critical Security Studies, ed. by Keith Krause and 96

Michael C. Williams (London: UCL Press, 1997). 83-119. p. 106.
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‘emancipation, not power or order’, Booth argues ‘produces true security.’  If one accepts part of 97

individual security is not only physical security from external nation states, but security from one’s 

own ruler in accordance with human rights conventions, then the nature of security includes the 

paradox of nation states providing security to their citizens from themselves. This position becomes 

more complex when one considers the act of securitisation elevates an issue ‘beyond the established 

rules of the game and frame[s] the issue either as a special kind of politics or as above politics’, as 

argued by International Relations Professors Ole Wæver and Barry Buzan.  For if, as Wæver 98

argues, such securitisation leads to ‘specific ways of addressing it: threat, defence, and often state-

centric solutions’, the government is considering itself the threat, and its own security apparatus the 

solution to mitigate that threat using exceptional methods.   99

An argument can be made that privacy itself is a national security issue, and should be securitised, 

as privacy is a core value helping democratic forms of governance endure. Privacy facilitates 

freedom of speech without fear of censorship or repercussions. This enables the incubation of new 

political ideas amongst small groups before such ideas mature and are able to be articulated to the 

electorate for wider debate. If privacy were to be subverted, this mechanism of developing new 

political ideas would be compromised, and one could argue this would undermine a structural pillar 

of democracy threatening the future of the country under its existing governance model. However, 

in securitising any issue, such as privacy, the benefits gained such as increased focus, attention, and 

mobilisation, may be accompanied, as Buzan argues, by, ‘problematic side effects of applying a 

mind-set of security.’  Wæver argues that de-securitisation is preferable in many areas, as it allows 100

issues to be treated within their proper social construction (e.g. environmental security as an 

 Ken Booth, ‘Security and Emancipation’, Review of International Studies, 17(4) (1991), 313-326. p. 319.97

 Barry Buzan, Ole Wæver, and Jaap De Wilde, Security: A New Framework for Analysis (Colorado: Lynne Rienner 98

Publishers, 1998). p. 23.
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University Press, 1995). p. 65.
 Buzan, Wæver and De Wilde, 1998, p. 29.100
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economy-ecology nexus where decisions are interlinked, rather than as an issue to be addressed by 

the security apparatus of government outside of normal policy).  One should also consider 101

national security apparatuses often have to transition resources at short notice to address imminent 

threats - the management of ongoing low-visibility issues such as privacy rights would be ill-suited 

to such an environment. An additional challenge in considering the security-privacy debate is that 

whilst a de-securitisation of some aspects of individual security, of which privacy could be 

considered a component, is conceivable, such treatment of national security topics like terrorism is 

not. Therefore, as privacy is not considered a national security issue, any security-privacy framing 

is asymmetric. 

When addressing the security-privacy debate one is often confronted with the argument that if one 

has nothing to hide one has nothing to fear from state surveillance. This argument, made by those 

such as Van Cleave, posits innocent citizens should not fear having their digital privacy violated by 

mass surveillance such as an NSA supercomputer conducting data mining activities.  Quantifying 102

the damage from such actions is challenging. For instance, cryptologists and human rights groups 

alike warn of the danger of surveillance ‘chilling’ freedom of speech and reducing the range of 

debate within democracies - Liberty that argues surveillance ‘causes us to self-censor and change 

our behaviour.’  But, how can one demonstrate speech has indeed been chilled? Or how can one 103

measure the impact of that chilling whilst providing quantified security gains on the opposing side 

of the scales? Schneier argues the ‘nothing to hide’ mantra positions the argument upon a faulty 

‘premise that privacy is about hiding a wrong. It’s not. Privacy is an inherent human right, and a 

 Wæver, 1995, p. 65.101

 Michelle Van Cleave, ‘What it Takes: In Defence of the NSA’, World Affairs 176(4) (2013), 57-64. p. 59.102

 Hannah Couchman, ‘Moving Forward the Fight Against Mass Surveillance’, Liberty (2018) <https://103
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requirement for maintaining the human condition with dignity and respect.’  Bentham would 104

surely disagree, arguing only the state possessed the power to bestow rights.  The cypherpunks 105

agree with Schneier, arguing in their manifesto ‘Privacy is not secrecy. A private matter is 

something one doesn’t want the whole world to know, but a secret matter is something one doesn’t 

want anybody to know. Privacy is the power to selectively reveal oneself to the world.’  106

It is worth briefly exploring the conceptual difference between security and safety, as both terms are 

used by the government in their crypto wars narratives, though the former is favoured during CW2. 

There is little consensus on the two concepts and their differences, in some languages such as 

French, German, Italian and Spanish the conditions are served by the same word removing the need 

for distinction.  For this study, the most pertinent difference is likely the public’s perception of the 107

terms. Safety is most readily associated with high risk environments, such as nuclear plants, where 

physical injury is a possibility.  Security is a more abstract term, perhaps less associated with 108

immediate physical harm, but more concerned with broader ranges of insecurity, such as the oft 

abstract threat from foreign nation states, or from cybercrime.  Perhaps it is this more palpable 109

immediacy of physical danger which caused the US government to transition to favouring the use of 

‘safety’ during CW3, as a way of accentuating the threats to a citizenry which had recently endured 

significant terrorist activity. 

 Bruce Schneier. ‘The Eternal Value of Privacy’, Schneier on Security (2006) <https://web.archive.org/web/104
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Citizen Security-Privacy Sentiment 

To avoid national security failures, governments often restrict citizen’s privacy. For example, the 

interception of telephony metadata is used to identify calls to known enemies of the state. Whilst 

this goal seems logical, the challenge is in implementing policies that accurately reflect the will of 

the population as to what degree of privacy, and their broader civil rights, should be sacrificed for 

‘national security’ goals. Therefore, we must explore data indicative of citizen sentiment on this 

issue, and the factors causing sentiment modulation. One may hypothesise high profile security-

privacy events, such as the 2001 Al Q’aeda attacks, or the 2013 Snowden leaks, would have a 

significant impact on public sentiment with regard to the security-privacy balance (this framing is 

used here to align with the questions asked of the public) but the supporting evidence for this 

statement is often contradictory. For instance, a 2006 CNN poll of 1003 Americans found 38% 

believed the government had gone too far in restricting civil liberties; this number had increased 

from 28% in 2003, and 11% in 2002.  This suggests in the wake of the 11 September 2001 attacks, 110

Americans were more willing to accept privacy curtailment in favour of a perceived increase in 

security, which would support the hypothesis that the attacks changed public sentiment, only for 

them to slowly revert to a ‘normal’ state as the fear of attack subsided. An alternate reading of this 

data may be that the measures the government imposed after the attack incrementally altered the 

security-privacy balance until the point was reached at which greater numbers of civilians thought 

the measures no longer proportionate to the threat.  

However, other studies suggest there is less of an impact from security-privacy events. For instance, 

a 2015 Pew Research survey conducted after the Snowden revelations found 62% of respondents 

believed it more important to investigate terrorism than protect privacy, the same response received 

 CNN, ‘Poll Finds U.S. Split Over Eavesdropping CNN’, CNN (2006) <https://web.archive.org/web/110
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68% of the vote in 2010, and 65% in 2006. ,  Whilst the sample size (1004) leaves questions as 111 112

to whether this can be considered a representative data set, the three approximately correlating 

readings suggest not all high-profile security-privacy events result in a drastic change in public 

sentiment. However, an alternate interpretation of this data could be that privacy events (e.g. 

Snowden leaks) have a minimum impact, or impact a much smaller demographic, than security 

events. It may also be that as Snowden is such a divisive figure, the context around his disclosures 

may have distorted any citizen sentiment impact. Many other polls attempting to show public 

opinion changes in proximity to high-profile security-privacy events suffer from the same challenge 

as being too small a sample to be considered representative.   113

A 2019 Pew Research poll offered a larger sampling by interviewing 4,272 US adults.  The poll 114

found 66% believed they were not benefiting from the system of government data gathering, and 

64% were concerned how the government may be using their data; 47% thought at least most of the 

digital activities were being traced by the government; and 49% believed it acceptable for the 

government to collect data on all Americans (mass surveillance) to detect terrorist activity - 31% 

felt it unacceptable. Surprisingly, 57% of the sample said they follow privacy news very, or 

somewhat closely - with those over 65 much more likely than their younger compatriots to do so; 

70% felt their data was less secure than it was five years ago. 

  

 Pew Research Center. ‘Majority Views NSA Phone Tracking as Acceptable Anti-terror Tactic’, Pew Research Center 111

(2013) <https://web.archive.org/web/20201205171837/https://www.pewresearch.org/politics/2013/06/10/majority-
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US citizens often have philosophically conflicting views about security and privacy as articulated 

by cypherpunk Timothy May:  

Americans have two dichotomous views held exactly at the same time. One view is, 
“None of your damn business, a man’s home is his castle. What I do is my business.” 
And the other is, “What have you got to hide? If you didn’t have anything to hide, you 
wouldn’t be using cryptography.” There’s a deep suspicion of people who want to keep 
things secret.  115

Further analysis would be needed, itself the subject of an entire thesis, to make detailed assessments 

of public sentiment for the security-privacy ‘balance’, and to understand the variables that cause 

modulations. 

The ‘Balance’ of Security and Privacy 

Authors like Solove have attempted to provide guidance for how governments can balance security 

and privacy. Solove offers a four-step process when implementing new security measures. Firstly, 

do the security measures work well? Secondly, are there any problems for privacy and civil 

liberties? Thirdly, what kind of regulation and oversight would resolve or ameliorate these 

problems? Finally, if a trade-off between security and privacy must be made, then to what extent 

should a security measure be limited to protect privacy? To what degree will any trade-off limit the 

efficacy of the security measures, and are the benefits in the privacy protection worth the cost in 

reduced security?  Whilst there is an inherent logic in Solove’s process, insufficient attention is 116

given to the subjectivity within many of his questions. For instance, who determines whether a 

security measure is effective and upon what criteria? Who decides whether there are privacy 

implications? Who decides the balance between the privacy curtailment and the security measure?  

How is a ‘balance’ quantified? The author would argue a further consideration should be added to 

this list - that of a nation state’s ‘breakout’ period to reach a surveillance capability that would stifle 

 Steven Levy, ‘Crypto Rebels’, Wired (1993) <https://web.archive.org/web/20201129020736/https://www.wired.com/115
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any possibility of civil resistance to democratic subversion by the government. Any such 

assessment of breakout periods could not be reliant on the government’s transparency, therefore a 

wider apparatus would be required to ensure independent authorities were able to hold the 

government to account. There would also be the challenge of quantifying the breakout itself. 

Solove’s framework should also be expanded to consider sunset clauses where privacy is being 

restricted to manage temporarily heightened threats. Equally, one should consider the other 

perspective, where privacy provisions are heightened as it is assessed there are either increased 

threats to privacy, or a lack of general threats requiring security.  

In making security-privacy decisions executive bias should be considered as those who take 

decisions on behalf of the state, are also making choices that will impact their careers; It is unlikely 

politicians will favour a civil liberties decision exposing them to the personal electoral cost of a 

security incident over the less likely benefit a privacy bias would convey at the polls. This issue of 

executive bias has been prominent within terrorism literature for some years. For instance, 

Associate Professor of Politics Tiberiu Dragu argued in 2011 that ‘The assumption that reduced 

privacy increases security […] advantages the executive, who can rhetorically couch antiterrorism 

measures in terms of patriotism.’  Dragu argues should an executive oversee privacy restrictions 117

there exists a paradigm such restrictions may never be reversed ‘If a terrorist attack is absent, then 

they can argue that privacy-reducing measures are effective, and if a terrorist attack occurs, then 

they can argue that their surveillance powers were not sufficient to prevent the attack and ask for 

new powers.’  118

 Tiberiu Dragu, ‘Is There a Trade-Off Between Security and Liberty? Executive Bias, Privacy Protections, and 117
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Appendix B) Interv iew Facesheet Template
Interview Date

Interview Medium

Consent Form Signed?

Subject Name
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Interview Duration
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