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Abstract

In addition to traditional high temperature eutectic soldering, the use of underfill epoxy to glue the electronic components to the PCB (memory,
CPU, cryptographic chips) has now become the norm among mobile phone manufacturers, e.g. Apple, BlackBerry and Samsung. Currently,
this technique is the best solution to protect components against various mechanical stresses and improve reliability. Unfortunately, traditional
techniques (chip-off or lapping) have become impossible to apply to underfilled components without destroying them or without moving peripheral
electronic components. These component movements make the board unusable or require many hours of expensive repairs and specific hardware.

Acids and their use can be of interest in the digital forensics domain. Firstly, they can be used to de-capsulate the packaging of the electronic
components before reading the chip (physical dump by chip-on), or to carry out reverse engineering of secure systems by micro-reading techniques
of the silicon chip. Moreover, as we show in this paper, with the arrival of the latest generations of mobile phones, acid mixtures can be of interest
if investigators want to use classical chip-off method (or the legal transplantation of damaged phones) for phones using underfill epoxy which
cover the neighbouring components together (CPU, memory, capacitors, etc.).

This work introduces a new method called “underfill acid corrosion”. The proposed process is based on the use of different mixtures of acids
heated to various temperatures. We quantitatively study the influencing factors on the efficiency of acid corrosions on industrial underfill and
present our results. Finally, we present our optimised process to unsolder electronic components which are glued together by an industrial high
temperature underfill epoxy, without destroying the targeted electronic components and mobile phones PCB.
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Introduction

It is often the case that electronic components maybe be
required to be subjected to a forensic investigation. In the con-
text of conventional operations (not damaged phone but lock by
password) the investigator must simply unsolder the memory
components to read it (password recovery) and then re-solder
it to analyze the phone. During desoldering operations, inves-
tigators must obtain a phone that remains operational, without
damaging the neighboring components. More specifically, in
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certain disasters (such as a bombing, an air crash or even a ter-
rorist accident) a mobile phone can become unusable. As we
have already shown in [1], investigators can resort to the trans-
plantation of the damaged electronic components to make the
phone operational again or to directly repair electronic compo-
nents [2].

In some simple cases, the investigator only needs to re-
place the damaged electronic components with functional com-
ponents taken from test phones. Of course, this principle is
valid provided that the damaged components are not directly
coupled with memory components that could return to default
and damage the integrity of the data.

In the case of more severely damaged phones that do not im-
plement encryption of memory data, it is necessary to perform
a more complex operation of unsoldering the phone memory
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and performing a transplant operation onto a test board. This
double technique enables the investigator to recover the data in
the memory.

These three examples have been fairly well mastered by
forensic investigators. Unfortunately, industrial production and
manufacturing now systematically uses thermal conductive glues
(underfill epoxy) to fix electronic components together (mem-
ory, CPU, baseband, capacitors, etc.) and to the Printed Circuit
Board (PCB). Thus, manufacturers add an adhesive, in addition
to soldering with a high temperature eutectic mixture, under and
on the components. As shown by numerous studies on this sub-
ject [3], this technique makes soldering more resistant to shock
and temperature variations. Thus a conventional unsoldering,
by chip-off or the replacement of a simple damaged capacitor,
forces investigators to heat the component up to the degradation
temperature of the underfill epoxy, which is about 400 ◦C. This
high temperature entails considerable risks for the component’s
integrity.

In even more complex forensics cases, such as mobile phone
with encryption (BlackBerry or iPhone), and in cases where the
investigators have to perform a complete forensic transplant,
it is not only necessary to transplant the memory, but also the
processor that contains the key of the hardware encryption that
encrypts the memory. As the electronic components face each
other on the PCB, the solution of using the lapping technique,
in order to overcome the difficulty of the underfill, is no longer
applicable. Finally, in the case of Apple iPhone 7, 8 and X,
transplantation is made even more complicated by the presence
of many cryptographic components coupled together.

The purpose of this paper is not to show how to achieve
the selection of components to be transplanted (which will be
the subject of future research), but to show how to remove the
thermal conductive glues, applied by manufacturers, between
components.

The structure of the paper is as follows. Section one pro-
vides the classic forensic use of acids, section two provides
the underfill problem and a new forensic use of acids, section
three presents the materials and methods used, section four is
an applied method for removing the underfill, section five is for
discussion, and finally section six provides our conclusion and
futher research.

1. The classic forensic use of acids

The classic use of acids in the field of forensic investiga-
tion is mainly divided into two applications. The first one is the
stripping of the insulating layer of the silicon chip [4] in order
to perform a micro-probing technique for the forensic reading
of the memory chip. The second possible use is the stripping
layer-by-layer of the silicon for applications of reverse engi-
neering or reading (by micro-reading) the states of elementary
cells of silicon [5].

1.1. Sample preparation for micro-probing
Like laser-matter interaction, acid corrosions for forensic

applications aim at removing the encapsulation box from the
chip to reveal the silicon chip’s memory [6] (Fig. 1).

Figure 1: Silicon chip after acid corrosion [6]

The chip’s insulating box is composed primarily of epoxy
resin and other elements, which are mainly glass beads, alumina
beads (Al2O3), boron nitride (BN), or aluminium nitride (AlN).
Investigators are interested in creating a mixture of acids that
removes the insulating box without damaging the rest of the
chip (the silicon chip’s memory, bonding wires, etc.).

Generally [7, 8], forensic investigators open the insulating
box with a mixture of fuming nitric acid with a 100% concen-
tration (3 volumes) and sulfuric acid (one volume) with a 100%
concentration (Fig. 2). The whole is heated to 90 ◦C with an
corrosion time that depends on the amount of resin to be re-
moved.

Figure 2: Nitric acid and sulphuric acid molecular patterns

For an eMMC packaging, a corrosion of 3 times 1 minute
is carried out on the insulation box. A study of the fundamen-
tal chemical reactions shows that fuming nitric acid corrodes
copper by:

4HNO3(I) + Cu(s) −→ Cu(NO3)2(aq) + 2H2O(I) + 2NO2(g)

and sulphuric acid corrodes aluminum by:

3H2S O4 + 2Al −→ Al2(S O4) + 2H2

Nitric acid reacts differently from sulphuric acid with met-
als because of the oxidizing properties of the NO−3 radical. Thus,
HNO−3 reacting with a metal will never give rise to hydrogen
H2. Conversely, nitric acid creates a passivation layer on alu-
minium:

HNO3 + Al −→ Al(NO3)3 + H2O + NH4NO3

This equation shows the creation of an aluminium nitrate
protective layer. In the same way, sulphuric acid protects cop-
per with a layer of copper sulphate:

2H2S O4 + Cu −→ CuS O4 + S O2 + 2H2O

By mixing the two acids, it is then possible to take advan-
tage of both effects by removing the resin while protecting the
copper and aluminium which are present in the components
(Fig. 3).
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Figure 3: ENS memory chip after acid corrosion

Once the acid preparation is complete, investigators use a
conventional micro-probing method to read the memory directly
(physical dump). Micro-probing is used to create electrical ac-
cess to a point on the silicon die or bonding wires. To estab-
lish this micrometric electrical contact, in this paper we use a
probing station. Electrical contact is made by putting a micro-
metric needle probe directly on the silicon chip. To do this
precisely, each needle is held by a micro-manipulator which
is controlled by the investigator. All operations are carried out
on an air-cushion table to minimise vibrations. Then voltage
and current measurements are performed by the electrical mea-
surement instruments attached to the needle probe through the
micro-manipulator (e.g. oscilloscope, logic analyser, etc.), or
to the investigators’ homemade reader.

1.2. Sample preparation for micro-reading and reverse engi-
neering

To remove the different layers of the silicon chip for micro-
reading [9] and reverse engineering, investigators can also use
the micro-lapping method. This is further illustrated Fig. 4 and
covered extensively in [5].

Figure 4: Cambridge lapping machine [5]

It is also possible to use different mixtures of acids in order
to achieve the same effect. The chip is a juxtaposition of metals
(Al, Cu, Au), dielectrics (S iO2, S i3N4, BCB) and the silicon
substrate. To remove the silicon oxide (dielectric), in this paper,
we use hydrofluoric acid (HF) at 48% concentration or diluted
in ammonium fluoride (NH4F):

SiO2 + 6HF −→ H2(S iF6) + 2H2O

The acids needed to remove the metallisation layer depend
on the metal. To remove the aluminium, we use a mixture of
HCl + H2S O4 or a mixture of HNO3 (to oxidise the aluminium)

and phosphoric acid (to dissolve Al2O3). To remove gold, we
use KI/I2 because gold and iodine form gold-iodide via:

2Au + I2 −→ 2AuI

The solubility of AuI is improved by adding KI to the solu-
tion. Therefore, to remove the copper, we use fuming HNO3:

4HNO3 + Cu −→ Cu(NO3)2 + 2H2O + 2NO2

Finally, it may be advantageous to remove the silicon sub-
strate to carry out a backside attack.

After the Sample Preparation step, the Image Acquisition
step is performed by a scanning electron microscope. The ad-
vantage of this device is its high precision and the ability to
observe the memory states. Then, it is possible to read each
transistor one by one (Image Processing) and use an algorithm
to automate the reading process (Fig. 5).

Figure 5: Cambridge 0s and 1s memory extraction using intensity values varia-
tion [5]

The layers of the memory chip are removed one by one with
chemistry (or lapping or Focus Ion Beam (FIB), and then the
transistors are read using the Scanning Electron Microscope
(SEM) images. The step continues until all memory cells are
read or totally reverse engineered.

2. The underfill problem and a new forensic use of acids

2.1. An underfill epoxy

In addition to traditional high/low temperature eutectic sol-
dering [10], the underfill is systematically inserted in the indus-
trial process between the electronic components and the PCB,
to increase the resistance to shocks and the thermal resistance
of the electronic components (Fig. 6).

Underfill has a coefficient of thermal expansion which is
close to that of the eutectic solder alloy. Many papers have
demonstrated an interest in the use of underfill [11] in increas-
ing thermal and physical stress resistance (Fig. 7).

Yi He (and al.) [12] describe methods to characterise the
fundamental properties using thermo-mechanical analysis, dif-
ferential scanning calorimetry, and thermo-gravimetric analy-
sis. There are several types of thermal conductive adhesives on
the market, which vary according to several parameters, such
as: the method of preparation (mono-component, two-component
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Figure 6: iPhone 7’s underfill between memory and PCB

Figure 7: Thermomechanical deformation without and with underfill [3]

with resin and hardener), the coefficient of viscosity, the degra-
dation temperature, the thermal conductivity, the Young’s mod-
ulus values, the percentage of elongation at break, and the con-
tinuous resistance temperature.

Among all these different parameters, the temperature of
degradation is the one that has particularly interested the in-
vestigators. Indeed, in the context of forensic operations, the
investigator must heat the glue and the electronic component at
this temperature in order to remove the component and subse-
quently perform its physical reading or transplantation.

Thus, epoxy glues with a degradation temperature of less
than 300 ◦C are characterised by forensic investigators as low-
temperature glues. The ones above 300 ◦C are called high-
temperature epoxy glues. To guarantee a greater robustness
of assembly, manufacturers now fix the electronic components
close to each other, thanks to this type of glue, which also in-
creases the density of the latest generation phones (Fig. 8).

In the case of the iPhone 7, the memory and the periph-
eral capacitors are fixed closely together by means of a low-
temperature underfill (Fig. 9).

It is the same on the opposite face of the electronic card: the
processor, the baseband co-processor as well as the peripheral
capacitors are also fixed together (Fig. 10).

This overall fastening makes the assembly more robust to
impact and greatly increases the resistance of the components to
water. The IP Code for International Protection Marking (IEC
standard 60529) is an international standard of the International
Electrotechnical Commission relating to waterproofing. The

Figure 8: Underfill modeling

Figure 9: iPhone 7 memory and neighbourhood capacitors glued on board

Figure 10: iPhone 7 CPU, baseband co-processor and capacitors glued together
on PCB

iPhone 7, 8 and X, the Samsung Xcover 3, Android Phone D6,
BlackBerry Motion, Huawei Mate 10 Pro and Google Pixel 2
have an IP rating of 67. Thus, these mobile phones can be sub-
merged in up to 1 metre of water for 30 minutes. The Samsung
Galaxy Note 8, S7 and S7 Edge, LG X Venture, HTC U11 Plus,
Motorola Moto X4, LG G6 and LG V30 have an IP rating of 68.
Thus, these mobile phones can be submerged in up to 1.5 me-
tres of water for 30 minutes.
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2.2. Underfill problem for forensic investigations

Investigators must now confront the widespread use of un-
derfill in the assembly of components on an electronic card.
The realisation of the chip-off technique [13] on one of these
components will cause an overall movement and thus the de-
struction of the electronic card (Fig. 11).

Figure 11: Destruction of the neighbourhood capacitors due to underfill on
iPhone 7 CPU after classical chip-off

This overall movement is due to the fact that to remove the
component, the investigator doesn’t get to the degradation tem-
perature of the glue as well as the soldering materials (BGA
ball). When the investigator exerts a perpendicular mechanical
force to remove the component, as is the case with the conven-
tional chip-off method, all the components that are poured into
the same block of underfill will be set in motion. These move-
ments will create a short circuit of the other components and
thus destroy the electronic card (Fig. 12).

Figure 12: Destruction of the neighbourhood capacitors due to underfill after
classical chip-off

Thus, techniques that were quite well-mastered until now
are no longer applicable to current generations of mobile phones,

even in cases in which the investigator must make a simple
change of one of the electronic components. To do this, the in-
vestigator usually proceeds to replace the defective components
to make the phone operational again. But basic replacement,
which has become a routine technique, becomes inapplicable
on underfilled phones.

2.3. The Proposed Use Acids

In this paper we propose a method to remove the underfill
located between neighbouring electronic components without
damaging the components and the PCB (Fig. 13).

Figure 13: Theoretical result expected after chemical corrosion

The main idea behind this paper was to select acid mixtures
able to remove the underfill without damaging the components,
and to minimise the damage to the layers of the PCB. We have
already noted that mixtures of different acids create layers of
passivisation that can protect materials that we do not want to
be damaged.

All the focus of our study lies in the development and the
optimisation of an acid corrosion method of the underfill with-
out corroding the layers of the PCB and the insulating layer
of the electronic components (CPU, memory, capacitors and
crypto-components). The tests were therefore conducted with
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different acids at different concentrations, and with mixtures of
acids at different concentrations. The set of experiments also
looked at the influence of the temperature of the mixtures on
the ablation rate and the damage to the peripheral components.

3. Materials and methods

3.1. High temperature synthetic underfill
The Thermal Conductive Adhesive (TCA) studied in this

paper (Polytec TC430 1) consists of two components: resin and
hardener. The mixing ratio is 100 resin : 4 hardener by weight
(Fig. 14). This underfill was selected because of its high tem-
perature resistance and its high power of restitution to the ther-
mal and physical stress. Successfully removing high temper-
ature underfill will also remove most of the lower-resistance
underfill found on current phones (iPhones, BlackBerry, etc.).

Figure 14: Resin (left), hardener (right)

The viscosity at 23 ◦C is 13000 mPa.s and curing time is
60 minutes at 100 ◦C and 15 minutes at 150 ◦C. The pot life
at 23 ◦C is 2 days, which allows for making alterations. The
degradation temperature is 400 ◦C.

The preparation of the underfil will be realized and modeled
in blank tablets of medicine (Fig. 15a). The whole is then dried
in an oven at 150 ◦C for 60 minutes (Fig. 15b).

(a) Glue in pharmaceutical
packaging

(b) Oven-dried glue

Figure 15: Sample preparation

The samples are then extracted from the pharmaceutical
packaging and are individually weighed as we will describe
later (section 4).

1http://www.polytec-pt.com/

3.2. Nitric acid 69%

We used nitric acid 69% AnalarR NORMAPUR R© analyti-
cal reagent (Fig. 16a). The boiling point is 120.5 ◦C (1013 hPa)
and melting point is −42 ◦C. Density is 1, 4 g.cm−3 at 20 ◦C and
mass weight is 63.01 g.mol−1.

(a) Nitric acid 69% (b) Sulphuric acid 95%

Figure 16: AnalarR NORMAPUR R© analytical reagent

3.3. Sulphuric acid 95%

We used sulphuric acid 95% AnalaR NORMAPUR R© ana-
lytical reagent (Fig. 16b). The boiling point is 330 ◦C (1013
hPa) and melting point is −10.38 ◦C. Density is 1, 84 g.cm−3 at
20 ◦C and mass weight is 98.08 g.mol−1.

3.4. Laboratory equipment

In our experiments, we used the conventional equipment for
the treatment of highly concentrated nitric and sulphuric acids
(laboratory flasks and containers, Erlenmeyer flasks, graduated
cylinders, adjustable-volume pipettes, etc.), as well as protec-
tive equipment (Fig. 17a).

(a) Acid mixture preparation (b) Heating plate and Fisher-
brand magnetic stirring bar

Figure 17: Acid preparation in laboratory

All the operations were carried out under a filtered atmo-
sphere host. For heating and mixing the acids we used a heating
plate and a Fisherbrand magnetic stirring bar (Fig. 17b).
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3.5. Mobile phone test board and PCB test board

In all our studies, we used both real mobile phone PCBs
(iPhone 7, BlackBerry 9900, etc.) with underfill on the memory
chip and CPU components, or two-level test PCBs and eMMC
chip that can be obtained from low-cost electronics companies.

4. Applied method: removing the underfill

4.1. Protocol

Our tests were initially conducted with nitric acid at differ-
ent concentrations. Each concentration was heated to different
temperatures (Section 4.2). We then repeated the same exper-
iments with sulphuric acid (Section 4.2). Finally, we mixed
these two acids at different concentrations and temperatures
(Section 4.3). The protocol was therefore identical in the three
cases, namely:

• Step 1: Preparing the acid, or acid mixture, using a grad-
uated cylinder (Figure: 18).

Figure 18: Step 1: preparing the acid or acid mixtures

• Step 2: Adjusting the temperature of the acid or acid mix-
ture. The desired temperature of the acid or acid mixture
is obtained by means of a heating plate and a Fisherbrand
magnetic stirring bar (Fig. 19).

Figure 19: Step 2: adjusting the temperature of the acid or acid mixture

• Step 3: Selecting of a piece of conductive glue and weigh-
ing it (Fig. 20).

Figure 20: Step 3: weighing the selected piece of glue

• Step 4: Inserting a piece of previously weighed conduc-
tive glue in the acid or acid mixture (MassBe f ore)(Fig.
21).

Figure 21: Step 4: inserting the glue in the acid or acid mixture

• Step 5: Removing the piece of glue after time T, called
Tattack (Fig. 22) .

Figure 22: Step 5: removing the piece of glue after Tat tack
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• Step 6: Rinsing the piece of glue with distilled water and
drying in the oven (70 ◦C) for 3 days (Fig. 23) .

Figure 23: Piece of glue after drying.

• Step 7: Weighing the piece of glue after corrosion and
after drying (MassA f ter).

• Step 8: Calculating the rate of ablation:

Rate (mg.minute−1) =
MassBe f ore−MassA f ter

Tat tack
(1)

In order to look at the effect on an electronic component and
on the PCB, we corroded in the same way an eMMC chip, with
underfill on the rear face (Fig. 25a) and a test piece of PCB
(Fig. 24b).

(a) eMMC during corrosion (b) PCB test piece

Figure 24: eMMC and PCB test piece

The aim of the corrosion on the memory chip is to see if the
acid mixture (at a given concentration, temperature and time)
damages the component. It is also to determine, in the case of
corrosion, the time required for the acid to remove the layer of
insulation (Tmax) and expose the silicon, bonding wire, or first
layer of copper. In the examples in figure 25, the acid corro-
sion was too long (Tattack > Tmax). It certainly weakened the
underfill but it damaged the protective layer until it exposed the
first layer of copper (Fig. 25a) and destroyed the package (Fig.
25b).

The same principle is applied to the PCB. The key is to cal-
culate the time needed to remove the first layer of insulation and
expose the copper layer. This determination of the maximum
corrosion time (Tmax) is essential. Indeed, the corrosion on the
underfill must be efficient well before the Tmax is reached.

There are two ways to corrode the PCB. The first is to heat
the PCB in an oven, then to inject onto the PCB acid heated to
the same temperature on the PCB, for a time T (Fig. 26a). This
operation will be the one to carry out during real corrosions on
mobile phone cards.

(a) eMMC with Tat tack = Tma x (b) (Tat tack > Tma x)

Figure 25: Memory components at different Tat tack

The second possibility, which we have chosen in the course
of our tests, is to directly submerge the PCB in an acid mixture
at the desired temperature. Thus, for a corrosion at Tattack = 0
the PCB is intact (Fig. 26b). For Tattack < Tmax, the insulating
protective layer of the PCB is intact (Fig. 26c). For Tattack =

Tmax, the insulation is partially corroded, but not totally, and
does not affect the copper of the first layer (Fig. 26d). The
board is still operational.

(a) PCB preparation (b) Tat tack = 0

(c) Tat tack < Tma x (d) Tat tack = Tma x

(e) Tat tack > Tma x (f) Tat tack >> Tma x

Figure 26: PCB at different Tat tack

For Tattack > Tmax, the first layer of copper is damaged and
this damages the integrity of the PCB (Fig. 26e). The board
is no longer functional. Finally, for Tattack >> Tmax, the first
layer of copper is completely corroded and the acid begins to
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shrink the lower layers (Fig. 26f).

4.2. Results with sulphuric acid and nitric acid
Following the previously defined protocol, we determined

the ablation rates of the synthetic underfill for 95% sulphuric
acid and then with 69% nitric acid, at three different tempera-
tures: 23 ◦C (ambient temperature), 70 ◦C and 90 ◦C (Fig. 27).
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Figure 27: Results with sulphuric acid (95%) and nitric acid (69%) at various
temperatures

4.3. Results with mixtures of sulphuric and nitric acids
Following the previously defined protocol, we determined

the ablation rates of the synthetic underfill for a mixture of 95%
sulphuric acid, three volumes, and 69% nitric acid, one volume
(Fig. 28); again at the three temperatures of 23 ◦C (ambient
temperature), 70 ◦C and 90 ◦C. We noted, however, that the
mixture of nitric and sulphuric acid caused an exothermic re-
action; the temperature did not remain at 23 ◦C, but climbed to
40 ◦C. Mixtures at 70 ◦C and 90 ◦C were heated to a steady tem-
perature. We repeated the experiment with 95% sulphuric acid,
one volume, and 69% nitric acid, one volume, the temperature
did not remain at 23 ◦C, but climbed to 53 ◦C (Fig. 28).

We also repeated the experiment with 95% sulphuric acid,
one volume, and 68% nitric acid, three volumes, but this mix-
ture was too corrosive and damaged the electronic components
and the PCB too quickly. Thus, this last mixture is not applica-
ble to forensic applications, and is not shown in the graph.

4.4. Direct forensic applications
After characterising and quantifying the effect of acids and

mixtures of acids on synthetic underfill, we performed tests on
mobile phone boards. We were primarily interested in the Ap-
ple iPhone 7 and secondarily on the BlackBerry 9900.

4.4.1. Application to the Apple iPhone 7
Our results show that mixing of 95% sulphuric acid, one

volume, and 69% nitric acid, one volume at a temperature of
70 ◦C seems a good compromise to apply to the iPhone 7, which
uses a high temperature underfill.
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Figure 28: Results with sulphuric acid and nitric acid mixed in various propor-
tions at different temperatures

We also determined in minutes the maximum time the acid
may be applied before compromising the integrity of the elec-
tronic component (Tmaxcom ponent ) and of the PCB (TmaxPC B ).

For corrosion exceeding Tmaxcom ponent the components were
no longer in working order. For corrosion exceeding TmaxPC B ,
electrical tracks of the board’s sublayers were destroyed.

Figure 29: Result after too long chemical corrosion: components and PCB
internal layers destruction (Tat tack > Tma xcom ponent and Tat tack > Tma xPC B )

Then, for a corrosion application greater than Tmaxcom ponent

and TmaxPC B (Fig. 29), irreversible damage was found on both
the components and the inner layers of the PCB.

We determined experimentally that for the iPhone 7 and
with this acids mixture we have Tmaxcom ponent= 360 seconds and
TmaxPC B = 80 seconds..

After 80 seconds of corrosion at 70 ◦C, the underfill present
on the capacitors is sharply reduced and it loses its property of
mechanical resistance. Thus, it becomes possible to remove the
underfill with a micro-instrument tip (Fig. 30).

The set of neighboring components (capacitors), as well as
the memory, are not damaged during the corrosion (Fig. 31).
It is thus possible to cleanly remove the underfill connecting
the memories and all the peripheral components. This step is
necessary before desoldering the memory.

Then a conventional desoldering method is performed to
confirm that the underfill is no longer present and that the pe-
ripheral components have not been moved during desoldering,
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Figure 30: Easy removal of the iPhone 7 underfill after acid corrosion

Figure 31: iPhone 7 underfill after acid corrosion (Tat tack < Tma x)

which was previously the case with the underfill. To check that
the peripheral capacitors have not moved during the desolder-
ing of the memory, we perform X-ray tomography (Fig. 32).

Figure 32: iPhone 7 X-ray control

The results of the tomography shows that the peripheral
components have not moved, that the chemical corrosion was
correctly performed, and effective enough to remove the junc-
tion underfill between components.

4.4.2. Application to the BlackBerry 9900
The BlackBerry 9900 also has underfill between compo-

nents, making forensic transplantion impossible without mov-
ing nearby electronic components (Fig.33). The underfill of the
BlackBerry seems more resistant to acids than the iPhone 7 and

the exposure time to the acids needs to be longer, but also the
acid mixture temperature.

Figure 33: BlackBerry 9900 underfill between components

As the exposure time is longer, we first need to protect some
elements of the board that are sensitive to acids using an acid
resistant paste (see discussion and Fig. 34).

(a) Chemical protection near
CPU

(b) Global chemical protection

Figure 34: Setting up the chemical protection paste

Then the acid is directly applied with a pipette into the well
that has been created (Fig. 35). In order not to lower the tem-
perature of the acid during this process, the board is heated in
the oven for one hour at the corrosion temperature. Our results
show that mixture of 95% sulphuric acid, one volume, and 69%
nitric acid, one volume at a temperature of 80 ◦C seems a good
compromise that can be applied to on the BlackBerry 9900.

Figure 35: BlackBerry 9900: application of the acid with a pipette

After 120 seconds of corrosion, the underfill not needed on
the capacitors is sharply reduced and loses its property of me-
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chanical resistance. It is then also possible to remove the under-
fill between neighbouring components with the same process as
that of the iPhone 7 previously presented.

5. Discussion

When we carried out our first tests, we totally immersed
the boards of the iPhone 7 to characterise the possible damage
on the electronic components and the PCB with different acid
mixtures at different temperatures (Fig. 36).

Figure 36: PCB in the acid at T0= 0 s

The mixture was allowed to work (Fig. 37a) and then washed
off thoroughly with distilled water to stop the acid reaction (Fig.
37b). The board was placed in an oven for 24 hours before re-
assembling the phone screen, keyboard and battery.

(a) PPCB in the acid at T > T0 (b) Cleaning the PCB

Figure 37: Acid corrosion and cleaning

If the phones turned on again, it was considered that the
acids had not damaged the components of the phones and there-
fore that the maximum corrosion time was not reached. In these
experiments, when the corrosion caused the phone not to start
up, it was concluded that the corrosion had damaged the com-
ponents or the PCB.

However, this method is not recommended for real cases
and it is essential to use a localised corrosion. To do this it is
advisable to protect the phone with a paste resistant to acids

and easy to remove (Fig. 38) in order to decrease the risk
that acid residues penetrate under or into the component. A
vinylpolysiloxane paste is highly resistant to all of this acid
mixtures and can be easily removed without damaging the com-
ponents.

Figure 38: Vinylpolysiloxane paste

For very sensitive cases we recommend using a commercial
product (Fig. 39, Shenzhen Hua Sheng Electronics CO.,LTD),
which does not use acids (perfect for damaged components) but
whose efficiency is greatly reduced compared to acids. This
product makes it possible to soften the underfill but it will also
be necessary to use, in addition, a micro-instrument to remove
it physically.

Figure 39: Commercial BGA IC adhesive removing

Unfortunately, because of the viscosity, commercial prod-
ucts are therefore difficult to apply for small components like
capacitors around the processor of the iPhone 7.

5.1. First observed limits

The first results led to the destruction of the PCBs (Fig. 40)
because the corrosion times were too long, the acids too con-
centrated, and the temperatures of the acids were critical.

This destruction could be visible directly, but could also be
difficult to detect when some small capacitors were corroded
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Figure 40: Destruction (Tat tack > Tma x)

and destroyed. In addition, the acid resistance of boards that
have not been previously subjected to shock, and are in perfect
working order, have been characterised. But it must be remem-
bered that a phone that suffers a shock following a crash or ex-
plosion is greatly weakened. There is therefore no advantage
submerging the phone fully into acid, at the risk that acid could
seep into a weakened area (fracture or crack) and continue to
corrode the component (or the electronic card ) from the inside,
without the possibility of stopping the reaction.

5.2. Second observed limits
This paper’s method and protocols allows removable of the

underfill between neighbouring components. That is the first
step to forensic tranplantation of encrypted and damaged mo-
bile phones. However, the method does not allow the removal
of underfill present under the component, at the level of the
beads glued to the PCB. The infiltration of the acid under the
component is only on the periphery and does not reach the cen-
tral part. There is still some glue between the PCB and the
component centrally. Thus, in some cases, desoldering results
in the destruction of the first insulating layer of the PCB at the
level of the central BGA balls of the electronic component (Fig.
41a).

(a) PCB insulation layer de-
struction after chip-off

(b) PCB insulation layer repa-
ration

Figure 41: PCB insulation layer repair [2]

In this case, the method developed by [2] may be set up in
order to artificially recreate the protective layer with an insulat-
ing resin (Fig. 41b).

5.3. Choice of acids
When testing with pure acids, 95% sulphuric acid was se-

lected because lower concentrations are not efficient enough to

work on the underfill even at high temperatures. It would have
been possible to select sulphuric at a higher concentration, for
better effectiveness, but it would then have been necessary to
carry out the protocol again in order to be able to characterise it
totally.

This principle was applied to the selection of 69% nitric
acid. Concentrations greater than 69% produce too fast a re-
action which would impair the integrity of the components and
PCB too rapidly. However, it might be possible to select ni-
tric acid at a lower concentration that would reduce the ablation
rate, but still remain efficacious in reactions at concentrations
greater than 50%. The protocols would also have to be reap-
plied (re-evaluated) in order to fully characterise it and better
respond to the expected results.

5.4. Choice of tests on high temperature underfill

It was decided to conduct this study on high temperature un-
derfill, rather than low temperature underfill, because the new
generation of phones is using it. Indeed, the thermal protection
is better and the possibilities of reverse engineering are strongly
limited with the high temperature underfill. The chip-off tech-
nologies at very high temperatures have significant effects on
the integrity of the data itself, and the lapping techniques be-
come difficult on the components that face each other, as on the
iPhone. Thus, for increased physical security, companies have
chosen the high temperature underfill.

6. Conclusion and further research

These experiments with judiciously selected acid corrosions,
allowed removal of the underfill between neighbouring compo-
nents (by acid corrosion) with control and without destroying
the electronic components or the circuit boards (acid passiva-
tion). This method is an evolution for classical method, like the
physical grinding of underfill between the components to free
them, because it allows to remove underfill onto unaccessible
area by using classical micro-instruments.

The first tests were initially destructive; but as shown, sev-
eral parameters can influence the efficiency and speed of acid
corrosions. The first parameter of influence corresponds to the
choice of acids. This choice must be made according to the tar-
get materials to be removed, and especially the materials to be
preserved.

The second parameter is the choice of the concentrations of
the different acids and the percentages of the mixtures. These
two parameters are also highly dependent on the target materi-
als to be preserved and ablated.

Finally, the last two parameters correspond to the choice of
the temperatures of the acid mixtures, and the time of applica-
tion of the acid on the target materials. This latter parameter is
greatly dependent on the amount of material to be ablated and
the resistance of the neighbouring elements to the acid mixtures
during the total duration of application.

Thus, it is harmony between all of these parameters that
makes the corrosion effective. It is therefore the result we want
that will make us choose and select the most influential factor
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for our application. It will also depend on the type of compo-
nents to protect and the amount of material to remove. Finally,
it may be possible to protect the excessively sensitive compo-
nents by a deposit of acid-resistant material directly on the com-
ponent and/or PCB.

The removal of the underfill is one of the first necessary
steps for larger-scale forensic operations, such as the physical
reading of memory by chip-off or the transplantation of mobile
phones.

The success of underfill removal, without damaging neigh-
bouring components, opens a path for the achievement of trans-
plants of phones that have underfill (like the iPhone or Black-
Berry) and whose transplantation has resulted in the destruction
of the mobile phone.

Future tests are going to be conducted to implement new
hardware techniques allowing quick identification of the paired
cryptographic components, as it is now the case on Apple se-
cured mobile phones.

Finally, we have not taken into account the effect of long-
term use of a device on the package. We only used new and
unused phones (PCBs, components). But we need to know that
the composition of the package seems to change by intensive
use, which is an issue in laser decapsulation and is also ob-
served with acid decapsulation. We need now carry out seri-
ous research on this, because it seems that a fraction of harder,
more brittle and more carbon-rich parts are created by pro-
longed times at high (like working) temperatures. As a result,
the influence of acid on underfill and package of the reference
telephone could deviate significantly from the final telephone
PCB that is to be investigated.
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