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Abstract

The principle of key separation dictates using different keys for different crypto-
graphic operations. We investigate the topic of joint security, where a single keypair
is used in multiple primitives in a secure manner. We concentrate mainly on the case
of encryption and signature under a shared keypair, giving a generic construction
and a more efficient direct construction, both secure in the standard model, and
show how these results relate to signcryption.

We then turn our attention to security under related-key attacks (RKA), where an
adversary can modify a stored secret key and observe the outputs of the system as
it operates under this new key. We provide a framework enabling the construction
of RKA-secure identity-based encryption (IBE) schemes, and show how specific in-
stantiations of the framework yield IBE schemes secure against adversaries deriving
new keys through affine and polynomial transformations of the master secret key.
From this we obtain the first constructions of RKA-secure schemes for a variety of
primitives under the same non-linear key transformations.

Since achieving joint or RKA security often depends on the format of the stored keys,
we introduce key-versatile signatures, where the public key is an arbitrary one-way
function of the secret key, and show how these can be used to obtain further results
in joint and RKA security and beyond.
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CHAPTER 1

Introduction

Contents
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This chapter gives an overview of the thesis. We provide the motivation for our

research and present the overall structure of the thesis.

1.1 Motivation

We investigate the security of cryptographic schemes when additional information
about the underlying secret key is leaked through either using the same key in
multiple primitives, or through tampering with the key and observing the operation

of the scheme under the modified key.

The first case, using the same key in multiple primitives, may come about in an
attempt to reduce certificate overhead, public key size, or code footprint, or may
simply be a result of reckless implementation of cryptography. While the folklore
principle of key separation dictates fresh keys for every primitive, given the expense
of generating and certifying keys, key reuse between primitives is tempting, and is

even permitted by some standards [58, 42].

The second case, tampering with a stored key, can occur through physical inter-
ference with a device implementing cryptography. This may be through techniques
such as exposing a chip to unusual voltages or temperatures, inducing clock glitches,

or application of an intense light source [4, 97].



1.1 Motivation

Since securing devices against physical attacks and preventing those in charge of how
cryptography is implemented from making their own “optimisations” are challenging
tasks, rather than trying to prevent these key-information leaking scenarios, our aim

in this work is to build schemes secure in the face of them.

We approach this by looking at primitives under extensions of the usual notions of
security that model this additional leakage. For example, in the case of key reuse
between encryption and signature [72] this means allowing an adversary to obtain
signatures when trying to distinguish between encrypted messages, and allowing an
adversary to obtain decryptions while trying to forge a signature. Such additional
information can be very helpful to an adversary. Consider the case of textbook RSA,
where signing under a key is exactly the same operation as decryption under that key.
An adversary trying to determine the message encrypted in a ciphertext can simply
ask for a signature on that ciphertext, the response being the message in the clear.
Similarly an adversary trying to forge a signature on a message can obtain such a
forgery by submitting the message for decryption. Clearly key reuse here is fatal to
the security of both encryption and signature. We give constructions of encryption
and signature schemes that afford users the benefits of key reuse without degrading
security, by showing that the schemes remain secure even against adversaries who

can obtain both decryptions and signatures under the same key.

In modelling security against an adversary tampering with a stored key we consider
what is called a related key attack (RKA) [18], where an adversary’s tampering
transforms a key into one related to the original key through a related-key deriving
(RKD) function. The adversary then sees the result of operations under the modified
key. An adversary with this capability may be able to break a scheme with ease.
For example an adversary attacking a symmetric encryption scheme who is able to
transform the stored key into a known constant value can decrypt any ciphertexts
encrypted under that key. No symmetric scheme can be secure against an adversary
who can transform the key in this way, that is, an adversary who can apply a
constant RKD function to the stored key. For this reason, security against related-
key attacks is parameterised by a set ® specifying the RKD functions an adversary
can apply. Our aim then is to construct schemes secure against RKAs for as large a
set @ as possible. We focus on schemes where the stored secret key is an element of
a field where, prior to our work, RKA-secure constructions were known only for sets
® consisting of linear transformations [13, 14, 8, 99], or in weaker security models
than those we consider here [69]. We go beyond this “linear barrier”, achieving RKA
security for a range of primitives when the set ® consists of affine and polynomial

transformations of the key.



1.2 Thesis Structure

Lastly, revisiting key reuse, we introduce a new primitive, a signature scheme where
the relationship between secret and public keys is an arbitrary one-way function
F. These “key-versatile” signatures allow us to sign with keys already in use for
another purpose, by setting this function F' to be the one-way function defining the
relationship between the secret and public keys of an existing scheme. We define
strong security properties which we require of key-versatile signatures, and prove
that these properties ensure both that the signatures are secure and that they do
not impact on the security of the existing scheme, which might otherwise be affected
by the leakage of key-information in the form of the signatures computed under the

same key.

These results show that key-information leakage additional to that allowed for in
standard notions of security while potentially damaging is not always so, and that
carefully considered constructions can achieve security where such leakage causes

others to fail.

1.2 Thesis Structure

CHAPTER 2. This chapter defines all the necessary primitives and notions of security,

and some standard constructions that will be used later in the thesis.

Our contributions are then presented in the remaining chapters, each chapter be-
ginning with an introduction to the topic and concluding with a summary of the

results and some open problems in the area.

CHAPTER 3. In this chapter we revisit the topic of joint encryption and signature
schemes, where a single keypair is used for both encryption and signature in a secure
manner. We give a general construction for a joint encryption and signature scheme
that uses identity-based encryption (IBE) as a component, and that is secure in the
standard model. We then provide a more efficient direct construction, also secure

in the standard model. Finally, we show how these results relate to signcryption.

CHAPTER 4. This chapter concerns security under related-key attacks, where an
adversary can modify a stored secret key and observe the outputs of the system as
it operates under this new key. We provide a framework enabling the construction

of RKA-secure IBE schemes, and show how specific instantiations of the framework

10



1.2 Thesis Structure

yield IBE schemes secure against adversaries deriving new keys through affine and

polynomial transformations of the master secret key.

CHAPTER 5. In this chapter, we use the RKA-secure IBE schemes of the previous
chapter, and the techniques used in their construction, to build further RKA-secure
primitives. From RKA-secure IBE we immediately get RKA-secure PKE and sig-
nature schemes under the same assumptions. We construct RKA-secure PKE from
IBE through the Boneh-Katz transform, and through applying the techniques of the
previous chapter to build an RKA-secure KEM. We additionally build RKA-secure
joint encryption and signature from IBE. When the base IBE scheme has a further
malleability property, the PKE scheme obtained through the CHK transform can be
converted into an RKA-secure CCA-SE (CCA-secure symmetric encryption) scheme.
These results give the first RKA secure schemes for the primitives signature, PKE,
and CCA-SE for non-linear RKAs.

CHAPTER 6. This chapter introduces key-versatile signatures, which allow us to sign
with keys already in use for another purpose, without changing the keys and without
impacting the security of the original purpose. This allows us to obtain advances
across a collection of challenging domains including joint encryption and signature,
security against related-key attack and security for key-dependent messages (KDM).
Specifically we show how to (1) Add signing capability to existing encryption ca-
pability with zero overhead in the size of the public key (2) Obtain RKA-secure
signatures from any RKA-secure one-way function, yielding new RKA-secure signa-

ture schemes (3) Add integrity to encryption while maintaining KDM-security.

11



CHAPTER 2

Preliminaries
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This chapter defines all the necessary primitives and notions of security, and some

standard constructions that will be used in the thesis.

2.1 Notation

If x is a binary string then |z| is its bit length. If S is a finite set then |S| denotes
its size and s <—s .S denotes picking an element uniformly at random from S and
assigning it to s. For sets X,Y let Fun(X,Y") be the set of all functions mapping X
to Y. We denote by A € N the security parameter and by 1* its unary representation.

The operator ! denotes logical negation.

Algorithms are randomised unless otherwise indicated. For all algorithms, whether
randomised or deterministic, “PT” stands for “polynomial-time”. We denote by
y < A(x1,...; R) the operation of running algorithm A on inputs x1,... and coins
R and letting y denote the output. By y <—s A(x1,...), we denote the operation of
letting y <= A(z1,...; R) for random R. We denote by [A(z1,...)] the set of values
that have positive probability of being output by A on inputs x1,.... Adversaries

are algorithms.
We use games in definitions of security and in proofs. A game G (e.g. Figure 2.1)

12



2.2 Cryptographic Primitives

has a MAIN procedure whose output (what it returns) is the output of the game.
We let Pr[G] denote the probability that this output is the boolean true (with Pr[G]
denoting the probability that this output is false). A boolean flag (for example bad),
if used in a game, is assumed initialised to false. The running time of an adversary, by
convention, is the worst case time for the execution of the adversary with any of the
games defining its security, so that the time of the called game procedures is included.
When a proof involves multiple games, a comment beside each procedure shows
which games it belongs to. If the name of a game in this comment is surrounded by
a box, the procedure in this game includes the boxed code, otherwise it does not.

When there are sections of both }rdashedjl and | solid-boxed | code, the dashed-boxed

,,,,, E

code belongs to the games whose names in the comment are enclosed in a dashed

box, and the solid-boxed code belongs to the games whose names are enclosed in a

solid box

Primitives may have a set of public parameters shared between all users. These
could include for example a hash key or a description of a group. When there are
multiple keys and parameters involved we will use a subscript to show which belong

to which scheme, for example ppg to denote public parameters for scheme S.

2.2 Cryptographic Primitives

FUNCTION FAMILIES. A function family F specifies the following. Via pp <s F.Pg(1*)
one can in PT generate a description pp of a function F.Eval(pp,-): F.Dom(pp) —
F.Rng(pp). We assume that membership of z in the non-empty domain F.Dom(pp)
can be tested in time polynomial in (pp,z) and one can in time polynomial in pp
sample a point z <—s F.Dom(pp) from the domain F.Dom(pp). The deterministic eval-
uation algorithm F.Eval is PT. The range is defined by F.Rng(pp) = { F.Eval(pp, z) :
z € F.Dom(pp) }. Testing membership in the range is not required to be PT. (But is
in many examples.) We say that F is one-way or F is a one-way function (OWF) if
Advg(-) is negligible for all PT I, where Advg'(\) = Pr[F.Eval(pp, z’) = y] under
the experiment pp s F.Pg(1"); = <—s F.Dom(pp); y < F.Eval(pp, z); 2’ <s I(pp, y).
We say that F is second-preimage resistant if Advgy(-) is negligible for all PT
A, where Adv§y(A) = Pr[(F.Eval(pp,2’) = F.Eval(pp,z)) A (z' # z)] under the
experiment pp <s F.Pg(1*) ; z «sF.Dom(pp) ; 2’ <s A(pp,z). We say that F is
collision resistant if Adv‘,é‘?ﬁ(-) is negligible for all PT A, where Adv,cz?g()\) =
Pr[(F.Eval(pp, ') = F.Eval(pp, z)) A (2’ # z)] under the experiment pp <s F.Pg(1*);

(z,2") <s A(pp).

13



2.2 Cryptographic Primitives

MAIN IND-CCApye(N)

b<s{0,1}; ¢* L

pp <3 PKE.Pg(1?) ; (sk, pk) <—s PKE.Kg(pp)
b s ADEC,LR(pp’pk)

Return (b =¥')

proc DEC(¢)
If (¢ = ¢*) then Return L
Return m < PKE.Dec(pp, sk, ¢)

proc LR(mg, my)

If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L
c* < PKE.Enc(pp, pk, my)
Return c*

Figure 2.1: Game IND-CCA defining indistinguishability of public key encryption
scheme PKE under chosen-ciphertext attack.

PuBLIC-KEY ENCRYPTION SCHEMES. A public-key encryption scheme PKE speci-
fies the following PT algorithms: via pp <—s PKE.Pg(1*) one generates public param-
eters pp common to all users; via (sk, pk) <—s PKE.Kg(pp) a user can generate a de-
cryption key sk and corresponding encryption key pk; via ¢ <—s PKE.Enc(pp, pk, m)
anyone can generate a ciphertext ¢ encrypting message m € PKE.MSp(pp) under pk;
via m < PKE.Dec(pp, sk, ¢) a user can deterministically decrypt ciphertext ¢ to get
avalue m € PKE.MSpU{_L}. Correctness requires that PKE.Dec(pp, sk, PKE.Enc(pp,
pk,m)) = m for all A € N, all pp € [PKE.Pg(1")], all (sk, pk) € [PKE.Kg(pp)], and
all m € PKE.MSp(pp).

We say a public-key encryption scheme PKE is indistinguishable under chosen-
ciphertext attack or IND-CCA secure if Adv}%l,g'E‘ﬁa(-) is negligible for all PT ad-
versaries A, where Advglggif”()\) = 2Pr[IND-CCApye(N)] — 1 and game IND-CCA
is in Figure 2.1. The first “If” statement in the LR procedure ensures the adversary
obtains only one challenge ciphertext, while the second “If” statement captures that
encryption need not be length hiding, and requires a suitable length function |- | on
PKE.MSp(pp).

SIGNATURE SCHEMES. A signature scheme DS specifies the following PT algorithms:
via pp <s DS.Pg(1*) one generates public parameters pp common to all users; via
(sk, pk) <—s DS.Kg(pp) a user can generate a signing key sk and corresponding pub-

lic verification key pk; via o <—s DS.Sign(pp, sk, m) the signer can generate a signa-

14



2.2 Cryptographic Primitives

MAIN SUF-CMAps()) / OT-SUF-CMAs (M)
Q0

pp <s DS.Pg(1*)

(sk, pk) <—s DS.Kg(pp)

(m, o) s ASN(pp, pk)

Return (DS.Verify(pp, pk, m,o) A ((m,0) ¢ Q))

S1IGN(m) J SUF-CMAfs()) /| OT-SUF-CMAZs ()

’If (Q # () then Return L ‘
o +s DS.Sign(pp, sk, m)
Q< QU{(m,o0)}

Return o

Figure 2.2: Game SUF-CMA defining strong unforgeability of signature scheme
DS under chosen-message attack, and game OT-SUF-CMA defining one-time
strong unforgeability under chosen-message attack. The SIGN procedure of game
OT-SUF-CMA includes the boxed code, while that of game SUF-CMA does not.

ture o on a message m € DS.MSp(pp); via d <+ DS.Verify(pp, pk, m,o) a verifier
can deterministically produce a decision d € {true,false} regarding whether o is
a valid signature of message m under public key pk. Correctness requires that
DS.Verify(pp, pk, m, DS.Sign(pp, sk, m)) = true for all A € N, all pp € [DS.Pg(1*)],
all (sk,pk) € [DS.Kg(pp)], and all m € DS.MSp(pp).

We say a signature scheme DS is strongly unforgeable if Advfjusf;ﬁma(-) is negli-
gible for all PT adversaries A, where AdVSDqu:f‘ma()\) = Pr[SUF-CMA#g(N)] and
game SUF-CMA is in Figure 2.2. We say a signature scheme DS is one-time
strongly unforgeable if Advgtgfgf‘cma(-) is negligible for all PT adversaries A, where
AdvEsim(A) = Pr[OT-SUF-CMApg(A)] and game OT-SUF-CMA is in Fig-
ure 2.2. The boxed code ensures the adversary obtains only one signature in this
game. We say a signature scheme DS is unforgeable under weak chosen-message at-
tack if Adv%usf:Xma() is negligible for all PT adversaries A, where Adv%usf:Xma()\) =
Pr[EUF-WMA{s()\)] and game EUF-WMA is in Figure 2.3.

IDENTITY-BASED ENCRYPTION SCHEMES. An identity-based encryption scheme
IBE specifies the following PT algorithms: via pp <sIBE.Pg(1%) one generates pub-
lic parameters pp common to all authorities; via (msk, mpk) <—s IBE.MKg(pp) an
authority can generate a master secret key msk and corresponding master public key
mpk; via usk <—s IBE.UKg(pp, msk, u) an authority can generate a decryption key usk
for user u € IBE.USp(pp) under master secret key msk; via ¢ <—s IBE.Enc(pp, mpk, u,

15



2.2 Cryptographic Primitives

MAIN EUF-WMA#s (M)

Q<0

pp <s DS.Pg(1*)

(sk, pk) <—s DS.Kg(pp)

(m, o) <= A% (pp)

Return (DS.Verify(pp, pk, m,0) A (m ¢ Q))

SIGN(my, ..., mg)
If (Q # 0) then Return L
Fori=1toq

o; s DS.Sign(pp, sk, m;)
Q<+ {m,...,my}
Return (pk,o1,...,04)

Figure 2.3: Game EUF-WMA defining existential unforgeability of signature scheme
DS under weak chosen-message attack.

m) anyone can generate a ciphertext ¢ encrypting message m € IBE.MSp(pp) to user
u € IBE.USp(pp) under mpk; via m <« IBE.Dec(pp, usk, ¢) a user can determinis-
tically decrypt ciphertext ¢ to get a value m € IBE.MSp(pp) U {L}. Correctness
requires that IBE.Dec(pp, IBE.UKg(pp, msk, u), |BE.Enc(pp, mpk, u, m)) = m for all
A € N, all pp € [IBE.Pg(1*)], all (msk, mpk) € [IBE.MKg(pp)], all m € IBE.MSp(pp),
and all u € IBE.USp(pp).

We say an identity-based encryption scheme IBE is adaptive-ID indistinguishable
under chosen plaintext attack or adaptively secure if Adv}ré%ﬁd(‘) is negligible for
all PT adversaries A, where Advglgaif()\) = 2Pr[IND-aID{gg(\)] — 1 and game
IND-alD is on the top left-hand side of Figure 2.4. The set U is a list of users the
adversary has requested a key for, and the “If” statements involving U ensure the ad-
versary is not given a key for the user for whom the challenge ciphertext is encrypted.
We say an identity-based encryption scheme IBE is one-way under chosen plain-
text attack or one-way if Adv%"éi}ld(') is negligible for all PT adversaries A, where
Adv%ﬁ'ﬁﬁ(k) = Pr[OW-aIDj3g (V)] and game OW-aID is on the top right-hand side
of Figure 2.4. We say an identity-based encryption scheme IBE is selective-ID in-
distinguishable under chosen plaintest attack or selectively secure if Advig‘éﬂd(') is
negligible for all PT adversaries A, where Adv}?lggf()\) = 2 Pr[IND-sID3e (V)] — 1
and game IND-sID is on the bottom of Figure 2.4. In this game there is no user
list U as the challenge user u* must be selected up-front, before the adversary re-
ceives the master public key or any user-level keys. The first “If” statement in each

procedure ensures the first meaningful call is to SID to select u*.
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2.2 Cryptographic Primitives

MAIN IND-aID{gg(\) MAIN OW-aID{ge ()
bs{0,1}; c* «L;u*<+1;U<«+0 el ur 1l U0
pp < IBE.Pg(1*) pp < IBE.Pg(1*)

(msk, mpk) <s IBE.MKg(pp) m* <s IBE.MSp(pp)

b s AKDLR(ppy mpk) (msk, mpk) <s IBE.MKg(pp)
Return (b = b’) m s AKD-CHAL (5n mpk)
proc KD (u) Return (m* = m)

U<+ UuU{u} proc KD(u)

If (u* € U) then Return L U<+ UU{u}

Return IBE.UKg(pp, msk, u) If (u* € U) then Return L

proc LR(u, mo, my) Return IBE.UKg(pp, msk, u)

If (¢* #1) then Return L proc CHAL(w)

If (Jmo| # |ma|) then Return L If (¢* #1) then Return L

U = u u* < u

If (u* € U) then Return L If (u* € U) then Return L

c* <s IBE.Enc(pp, mpk, u*, mp) c* <s |BE.Enc(pp, mpk, u*, m*)
Return c* Return c*

MAIN IND-sID{gg()\)
b+s{0,1}; ¢*+L; u*+1
pp < IBE.Pg(1%)

(msk, mpk) <—s IBE.MKg(pp)
b s AsID,KD,LR,(pp)

Return (b =b')

proc SID(u)

If (u* #1) then Return L
u* = u

Return mpk

proc KD(u)

If (u* =1) then Return L
If (u = u*) then Return L
Return IBE.UKg(pp, msk, u)

proc LR(mg, m1)

If (u* =1) then Return L

If (¢* #1) then Return L

If (|mo| # |ma|) then Return L
c* <s |BE.Enc(pp, mpk, u*, my)
Return c*

Figure 2.4: Top left: Game IND-alD defining adaptive-ID indistinguishability of
identity-based encryption scheme IBE. Top right: Game OW-alD defining one-
wayness. Bottom: Game IND-sID defining selective-1D indistinguishability.
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2.2 Cryptographic Primitives

MAIN IND-CCA{gm(N)

b<s{0,1}; ¢* L

pp <—s KEM.Pg(1*) ; (sk, pk) +—s KEM.Kg(pp)
(¢*, K*) +s KEM.Enc(pp, pk)

If (b =0) then K* <s KSp(pp)

b —s ADEC(pp’ C*,K*)

Return (b = b’)

proc DEC(¢)
If (¢ = ¢*) then Return L
Return K <+ KEM.Dec(pp, sk, ¢)

Figure 2.5: Game IND-CCA defining indistinguishability of key encapsulation mech-
anism KEM under chosen-ciphertext attack.

KEY ENCAPSULATION MECHANISMS. A key encapsulation mechanism KEM spec-
ifies the following PT algorithms: via pp <s KEM.Pg(1*) one generates public pa-
rameters pp common to all users; via (sk, pk) <—s KEM.Kg(pp) a user can generate
a secret key sk and corresponding public key pk; via (¢, K) < KEM.Enc(pp, pk)
anyone can encapsulate in a ciphertext ¢ a random key K € KSp(pp); via K «+
KEM.Dec(pp, sk, ¢) a user can deterministically decapsulate ¢ to get a value K €
KEM.KSp(pp) U {L}. Correctness requires that KEM.Dec(pp, sk,c) = K for all
A €N, all pp € [KEM.Pg(1?)], all (sk,pk) € [KEM.Kg(pp)], and all (¢, K) €
[KEM.Enc(pp, pk)].

We say a key encapsulation mechanism KEM is indistinguishable under chosen-
ciphertext attack or IND-CCA secure if Adv}{lg,:,ffj(-) is negligible for all PT ad-
versaries A, where Adv}?g,(,‘fii‘()\) = 2Pr[IND-CCAZgy(M\)] — 1 and game IND-CCA
is in Figure 2.5.

DATA ENCAPSULATION MECHANISMS. A data encapsulation mechanism DEM spec-
ifies the following PT algorithms: via pp <—s DEM.Pg(1*) one generates public pa-
rameters pp common to all users; via K <—s DEM.Kg(pp) a user can generate a secret
key K; via ¢ + DEM.Enc(pp, K, m) a user can deterministically generate a cipher-
text ¢ encrypting message m € DEM.MSp(pp); via m <— DEM.Dec(pp, K, ¢) a user
can deterministically decrypt ciphertext ¢ to get a value m € DEM.MSp(pp) U {L}.
Correctness requires that DEM.Dec(pp, K, DEM.Enc(pp, K, m)) = m for all A € N,
all pp € [DEM.Pg(11)], all K € [DEM.Kg(pp)], and all m € DEM.MSp(pp).
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MAIN OT-IND-CCA#ep(N)
b<s{0,1}; ¢* L

pp <—s DEM.Pg(1") ; K <s DEM.Kg(pp)
b s ADEC,LR(pp)

Return (b =¥')

proc DEC(¢)
If (¢ = ¢*) then Return L
Return m < DEM.Dec(pp, K, ¢)

proc LR(mg, my)

If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L
c* «+—s DEM.Enc(pp, K, my)
Return c*

Figure 2.6: Game OT-IND-CCA defining one-time indistinguishability of data en-
capsulation mechanism DEM under chosen-ciphertext attack.

We say a data encapsulation mechanism DEM is one-time indistinguishable under
chosen-ciphertext attack or OT-IND-CCA secure if Adv%é}\r,ﬁcca(-) is negligible for
all PT adversaries A, where AdvZi7"*(A) = 2 Pr[OT-IND-CCApgy(A)] — 1 and
game OT-IND-CCA is in Figure 2.6.

SYMMETRIC ENCRYPTION SCHEMES. A symmetric encryption scheme SE specifies
the following PT algorithms: via pp s SE.Pg(1*) one generates public parameters
pp common to all users; via K <3 SE.Kg(pp) a user can generate a secret key K;
via ¢ «s SE.Enc(pp, K, m) a user can generate a randomised ciphertext ¢ encrypting
message m € SE.MSp(pp); via m < SE.Dec(pp, K, ¢) a user can deterministically
decrypt ciphertext ¢ to get a value m € SE.MSp(pp) U {L}. Correctness requires
that SE.Dec(pp, K,SE.Enc(pp, K, m)) = m for all A € N, all pp € [SE.Pg(1})], all
K € [SE.Kg(pp)], and all m € DEM.MSp(pp).

ENCAPSULATION SCHEMES. An encapsulation scheme [37] can be thought of as
a commitment scheme that supports committing to a random rather than cho-
sen string. An encapsulation scheme EC specifies the following PT algorithms:
via pp <s EC.Pg(1?) one generates public parameters pp common to all users; via
(7, com, dec) <—s EC.Enc(pp) anyone can generate a commitment string com and cor-
responding decommitment string dec encapsulating a random string r € {0, 1}5(’\);
via r < EC.Dec(pp, com, dec) anyone can deterministically decapsulate a value
r e {0,1}*M U {1}. Correctness requires that EC.Dec(pp, com, dec) = r for all

19
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MAIN HIDEZ- () MAIN BINDZ:(\)

b+s{0,1} pp < EC.Pg(1)

pp <s EC.Pg(1*) (r, com, dec) +s EC.Enc(pp)

1o <3 {0, 1} dec’ <—s A(pp, com, dec)

(11, com, dec) <—s EC.Enc(pp) Return (EC.Dec(pp, com, dec’) ¢ {L,r})
b s A(pp, com, 1)

Return (b = b’)

Figure 2.7: Left: Game HIDE defining hiding property of encapsulation scheme EC.
Right: Game BIND defining binding property.

A €N, all pp € [EC.Pg(1")], and all (7, com, dec) € [EC.Enc(pp)].

We say an encapsulation scheme EC is hiding if Advléig;(-) is negligible for all
PT adversaries A, where AdingZ()\) = 2Pr[HIDE’éC()\).] — 1 and game HIDE is
on the left-hand side of Figure 2.7, and binding if Advglg’%(-) is negligible for all
PT adversaries A, where Advpe%(\) = Pr[BINDZ:(\)] and game BIND is on the
right-hand side of Figure 2.7.

MESSAGE AUTHENTICATION CODES. A message authentication code MAC specifies
the following PT algorithms: via pp <—s MAC.Pg(1*) one generates public parame-
ters pp common to all users; via K <s MAC.Kg(pp) a user can generate a key K;
via 7 <~ MAC.Gen(pp, K, m) a user can generate a message authentication tag
for message m € MAC.MSp(pp); via d < MAC.Verify(pp, K, m,7) a user can de-
terministically produce a decision d € {true, false} regarding whether 7 is a valid
message authentication tag of m. Correctness requires that MAC.Verify(pp, K, m,
MAC.Gen(pp, K, m)) = true for all all A\ € N, all pp € [MAC.Pg(1})], all K €
[MAC.Kg(pp)], and all m € MAC.MSp(pp).

We say that a message authentication code MAC is one-time strongly unforge-
able if Advc,\’ﬂt'AsélfA(-) is negligible for all PT adversaries A, where AdV‘KAt'ASafA(/\) =
Pr[OT-SUFjjac(M)] and game OT-SUF is in Figure 2.8.

SIGNCRYPTION SCHEMES. A signcryption scheme combines the functionality of sig-
nature and encryption schemes, allowing users to achieve message confidentiality
and origin authentication through one operation. Signcryption can be defined so
that each user has two keypairs, one for when the user plays the role of sender

and the other for for when he plays the role of receiver, however our work con-
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MAIN OT-SUF{iac ()

m* 1 7" +L

pp s MAC.Pg(1?*)

K +sMAC.Kg(pp)

(m,7) s A(pp)

Return (MAC.Verify(pp, K, m,7) A ((m,7) # (m*,7%)))

proc GEN(m)

If (7* #1) then Return L
m* < m

7* <~ MAC.Gen(pp, K, m™*)
Return 7*

Figure 2.8: Game OT-SUF defining one-time strong unforgeability of message au-
thentication scheme MAC.

cerns the case where a user has a single keypair used for both sending and re-
ceiving messages, so we present here a single keypair definition. A signcryption
scheme SC specifies the following PT algorithms: via pp «s SC.Pg(1*) one gener-
ates public parameters pp common to all users; via (sk, pk) <—s SC.Kg(pp) a user
can generate a secret key sk and corresponding public key pk (to clarify which
role a keypair is used in, we attach the subscript r when used as a receiver key-
pair, i.e. (pk,, sk,), and attach the subscript s when used as a sender keypair, i.e.
(pkg, sks)); via ¢ <—sSC.Sc(pp, sks, pkg, pk,, m) the sender can generate a cipher-
text ¢ encrypting message m in the message space SC.MSp(pp) under the receiver’s
public key pk,; via m < SC.Usc(pp, sk, pk,, pk,, c) the receiver can determinis-
tically decrypt ciphertext ¢ to get a value m € SC.MSp(pp) U {L} Correctness
requires that SC.Usc(pp, sk, pk,., pks, SC.Sc(pp, sks, pkg, pk,,m)) = m for all A € N,
all pp € [SC.Pg(1*)], all (sks, pky) € [SC.Kg(pp)], all (sk,, pk,) € [SC.Kg(pp)], and
all m € SC.MSp(pp).

A number of security models capturing different levels of security have been proposed
for signcryption (e.g. see [89] for an overview). The main differences between these
models concern whether or not the adversary is considered to be an insider with the
knowledge of the secret key material of the challenge sender and challenge receiver in
the definition of confidentiality and unforgeability, respectively, and to what extent
the adversary is allowed to maliciously generate the keys of the users in the system.
We focus on the strongest security model of these, which captures the notions of

insider confidentiality and insider unforgeability in the multi-user setting.

Multi-user indistinguishability under insider chosen-ciphertext attack (MU-IND-
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MAIN MU-IND-iCCAZ- ()

b+s{0,1}; ¢* «+L; pki +1

pp <3 SC.Pg(1) ; (sk, pk) +s SC.Kg(pp)
b s ASC,USC,LR(pp7pk.)

Return (b = b’)

proc Sc(pk,., m)
Return m « SC.Sc(pp, sk, pk, pk,., m)
proc Usc(pky, ¢)

If ((¢ = ¢*) A (pk, = pk})) then Return L
Return SC.Usc(pp, sk, pk, pk,, c)

proc LR(sks, pky, mo, m1)

If (¢* #1) then Return L

If (Jmo| # |ma]|) then Return L
pky < pk,

c* +s SC.Sc(pp, sks, pkg, pk, myp)
Return c*

Figure 2.9: Game MU-IND-iCCA defining multi-user indistinguishability of sign-
cryption scheme SC under insider chosen-ciphertext attack.

iCCA) captures the property that an adversary cannot distinguish between the
signcryption of two different messages for a challenge receiver, even though all other
keys in the system are maliciously generated, and the adversary is given access to
signeryption and unsigneryption oracles. We say that SC is MU-IND-iCCA-secure
if Advgl(‘:‘j‘nd'ima(-) is negligible for all PT adversaries A, where Adv?&jﬂd_i“a()\) =
2 Pr[MU-IND-iCCAZ-(\)] — 1 and game MU-IND-iCCA is in Figure 2.9. Since this
is a CCA notion the adversary has access to a USC oracle unsigncrypting ciphertexts
under the challenge keypair, i.e. having the challenge keypair in the receiver role.
Since the same keypair is used in both sender and receiver roles, the adversary here

also has access to a SC oracle where the challenge keypair is used in the sender role.

Multi-user existential unforgeability under insider chosen-message attack (MU-EUF-
iCMA) captures the property that an adversary cannot create a valid ciphertext
from a challenge sender which contains a new message, even if all other keys in
the system are maliciously generated and the adversary is given access to sign-
cryption and unsigneryption oracles. We say that SC is MU-EUF-iCMA-secure if
Advgla'j‘ﬁ'icma(-) is negligible for all PT adversaries A, where Advrsn&f“f'icma()\) =
Pr[MU-EUF-iCMAZ-()\)] and game MU-EUF-iCMA is in Figure 2.10. Since this is
a CMA notion the adversary has access to a SC oracle encrypting messages under

the challenge keypair, i.e. having the challenge keypair in the sender role. Since the
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MAIN MU-EUF-iCMAZ(\)

Q<+ 0

pp <3 SC.Pg(1) ; (sk, pk) +s SC.Kg(pp)
(skr, pk,., ¢) <=s AS9US(pp, pk)

m < SC.Usc(pp, sk, pk,., pk, c)

Return ((m € SC.MSp(pp)) A ((pk,.,m) € Q))

proc Sc(pk,., m)
¢ < SC.Sc(pp, sk, pk, pk,., m)
Q < QU{(pk,,m)}

Return ¢

proc Usc(pky, ¢)
Return SC.Usc(pp, sk, pk, pk, c)

Figure 2.10: Game MU-EUF-iCMA defining multi-user existential unforgeability of
signeryption scheme SC under insider chosen-message attack.

same keypair is used in both sender and receiver roles, the adversary here also has

access to a UsC oracle where the challenge keypair is used in the receiver role.

NIZK sysTEMS. Suppose R: {0,1}* x {0,1}* — {true, false}. For z € {0,1}* we
let R(z) = {w : R(z,w) = true } be the witness set of xz. We say that R is an
NP-relation if it is computable in time polynomial in the length of its first input
and there is a function ¢ such that R(z) € {0,1}42D for all z € {0,1}*. We let
L(R) ={z : R(z) # 0} be the language associated to R. The fact that R is an
NP-relation means that L(R) € NP.

A non-interactive (NI) system NIZK for relation R specifies the following PT algo-
rithms: via crs <—s NIZK.Pg(1*) one generates a common reference string crs; via
7 <= NIZK.P(crs, z, w) the prover given z and w € R(z) generates a proof 7 that
z € L(R); viad « NIZK.V(crs, z, 7) a verifier can produce a decision d € {true, false}
regarding whether 7 is a valid proof that € L(R). We require completeness, namely
NIZK.V(crs, z, NIZK.P(crs, z,w)) = true for all A € N, all ers € [NIZK.Pg(1%)], all
z € {0,1}* and all w € R(z). We say that NIZK is zero-knowledge (ZK) if it specifies
additional PT algorithms NIZK.SimPg and NIZK.SimP such that AdVZNkIZK,R,A(’) is
negligible for every PT adversary A, where AdVZNl}ZK’R’A(/\) =2 Pr[ZKﬁlZKR(A)] -1
and game ZK is specified on the left-hand side of Figure 2.11. This definition is
based on [28, 50]. We say that NIZK is simulation-extractable (SE) if it specifies an
additional PT algorithm NIZK.Ext such that Advyjzx g 4(-) is negligible for every
PT adversary A, where Advyjzx g 4(A) = Pr[SEﬁZKR()\)} and game SE is specified
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MAIN ZK‘,ﬁlZK,R()\) MAIN SE’,@,ZK’R()\)

b+s{0,1} Q«0

crsy +s NIZK.Pg(1%) (crs, std, xtd) +s NIZK.SimPg(1*)

(crso, std, xtd) <—s NIZK.SimPg(1*) (z,7) s APROVE(crs)

b s APROVE(crgy) If (z ¢ L(R)) then Return false

Return (b = b’) If (INIZK.V(crs, z,m)) then Return false

If ((z,7) € Q) then Return false
w s NIZK.Ext(crs, ztd, z, )
Return IR(z, w)

PROVE(z, w)

If ('R(z, w)) then Return L

If (b =1) then 7 <—s NIZK.P(crsy, z, w)
Else 7 +—s NIZK.SimP(crso, std, z) PROVE(z, w)

Return = If (\R(z, w)) then Return L
7 +s NIZK.SimP(crs, std, )
Q ¢« QU{(z.m)}

Return 7

Figure 2.11: Left: Game ZK defining zero knowledge property of NIZK system
NIZK. Right: Game SE defining simulation extractability.

on the right-hand side of Figure 2.11. This definition is based on [50, 70, 71, 56].

The first construction of SE NIZKs (using a stronger notion of simulation extractabil-
ity) was given in [70], but for a fairly restricted language related to sets of pairing
product equations in bilinear groups. In [56] (and further formalised in [73]), the
authors provide a generic construction of SE NIZKs from a (regular) NIZK, an IND-
CCA-secure encryption scheme, and a one-time signature, which establishes that SE
NIZKs exist for all NP.

2.3 Constructions

The CHK transform [32] constructs a PKE scheme from an IBE scheme IBE and
a signature scheme DS. Figure 2.12 shows the algorithms of the PKE scheme
CHK[IBE,DS]. The resulting PKE scheme is IND-CCA secure though the IBE
scheme need only be IND-CPA secure.

Theorem 2.3.1 ([32]) Let IBE be a selectively-secure IBE scheme and DS be a
one-time strongly unforgeable signature scheme. Then CHKIIBE,DS] is IND-CCA

SECure.
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2.3 Constructions

CHK(IBE, DS].Pg(1) :
ppee s IBE.Pg(1%)
PPos <3 DS.Pg(1*)
Return (ppee; ppos)

CHK]IBE, DS].Enc(pp, pk, m) :

(PPie, PPos) < pp 3 mpk < pk
(skos, ko) s DS.Kg(ppos)
U — pkipg

Cige <38 |BE.EnC(pp|BE, mpky U, m)
Ops <5 DS.Sign(pst, skos, CIBE)
Return (kas’ Ciees Ops)

CHK]IBE, DS].Kg(pp) :

(PPise; PPos) < pp
(msk, mpk) <s IBE.MKg(ppiee)

Return (msk, mpk)

CHK]IBE, DS].Dec(pp, sk, c) :

(Pk s, Cise, Ops) < €5 msk < sk

If (IDS.Verify(ppos, Pkpss Ciees Oos))
then Return L

U 4 pkp

usk s IBE.UKg(ppge, msk, u)

Return IBE.Dec(ppge, usk, cee)

Figure 2.12: PKE scheme CHK][IBE, DS].

HPKE[KEM, DEM].Pg(1?) :
PPrem 3 KEM.Pg(17)
PPoew s DEM.Pg(1*)
Return (ppKEMappDEM)

HPKE[KEM, DEM].Kg(pp) :

(PPrem> PPoem) < PP
(sk, pk) <—s KEM.Kg(ppuem)

Return (sk, pk)

HPKE[KEM, DEM].Enc(pp, pk, m) :

(PPxems PPoem) < PP
(¢1, K) s KEM.Enc(ppuew, k)
¢ < DEM.Enc(K, m)

Return (¢, ¢2)

HPKE[KEM, DEM].Dec(pp, sk, ¢) :

(PPkems PPoem) < pp 5 (1, 02) < ¢
K + KEM.Dec(ppxewm, sk, ¢1)
Return DEM.Dec(pppem, K, ¢2)

Figure 2.13: Hybrid PKE scheme HPKE[KEM, DEM].

The KEM-DEM paradigm of [49] constructs a hybrid encryption scheme from a
KEM KEM and a DEM DEM. Figure 2.13 shows the algorithms of the PKE scheme
HPKE[KEM, DEM].

Theorem 2.3.2 ([49]) Let KEM be an IND-CCA-secure KEM and DEM be a OT-
IND-CCA-secure DEM. Then the hybrid encryption scheme HPKE[KEM, DEM] is
IND-CCA secure.
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2.4 Bilinear Pairings

2.4 Bilinear Pairings

Let G1 = (g1), G2 = (g2), Gp be groups of prime order p. A pairing is a map
e : G1 x Gy = Gp that satisfies the following properties:

(1) Bilinear: For all a,b € Z,e(g%, ¢8) = e(g1, g2)*.
(2) Non-degenerate: e(g1,g2) # 1.

(3) Computable: There is an efficient algorithm to compute the map e.

We assume the existence of a group generator G with an efficient algorithm G.Pg(-)
that outputs (p, G1,G2,Gr,e) as described above, appropriately for the security

parameter taken as input.

When G = G we write both groups as G; this is called a symmetric pairing. At
higher security levels (128 bits and above), asymmetric pairings are far more efficient
both in terms of computation and in terms of the size of group elements [61]. As a
concrete example, using BN curves [12] and sextic twists, we can attain the 128-bit
security level with elements of G being represented by 256 bits and elements of Go
needing 512 bits. By exploiting compression techniques [95], elements of G in this
case can be represented using 1024 bits. For further details on parameter selection

for pairings, see [60].

We will make use of the following problems, presented here in either the symmetric

or asymmetric setting as needed.

BILINEAR DIFFIE-HELLMAN PROBLEM. We say the BDH problem is hard for G if
Adva’fiE(-) is negligible for all PT adversaries A, where Advgfig()\) = Pr[BDHZ ()]
and game BDH is on the left-hand side of Figure 2.14.

DECISIONAL BILINEAR DIFFIE-HELLMAN PROBLEM. We say the DBDH problem is
hard for G if Adv@*{"(-) is negligible for all PT adversaries A, where AdvE"{"()) =
2 Pr[BDHZ(A)] — 1 and game DBDH is on the right-hand side of Figure 2.14.

DECISIONAL BILINEAR DIFFIE-HELLMAN INVERSION PROBLEM. We say the DB-
DHI problem is hard for G if Adv‘éb(f(?)i 4(+) is negligible for all PT adversaries A
and every polynomially bounded function ¢ : N — N, where Advgb;l(};\i) AA) =

2Pr[DBDHIéq(>\)()\)] — 1 and game DBDHI is in Figure 2.15.
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MAIN BDHE ()\) MAIN DBDHE ()

(p,G,Gr,e) +s G.Pg(1?) (p,G,Gr,e) +s G.Pg(1?)

o, B, s Ly, b+s{0,1}

g+sG* a, B,y s L,

T «s A(p,G,Gr,e,9,9% 9%, g7) g +sG*

Return (T = e(g, g)*#7) If (b =1) then T < e(g, g)**"
Else T <—s Gp
b s A(p,G,Gr,e,g,9% g%, 97, T)
Return (b = b’)

Figure 2.14: Left: Game BDH defining the Bilinear Diffie-Hellman problem for a
group generator G. Right: Game DBDH defining the Decisional Bilinear Diffie-
Hellman problem.

MAIN DBDHIZ 5, ()

q < q(A)

(p,G1,Gy, G, e) s G.Pg(1*)

b+s{0,1}

a s Z,

914Gl ; g2 ¢ G;

If (b=1) then T « e(gy1, g2)"/®

Else T <s Gp

b s AN (p, Gy, G, G, €, 91,8, 92, 95,98 -, 95", T)
Return (b = b’)

Figure 2.15: Game DBDHI defining the Decisional Bilinear Diffie-Hellman Inversion
problem for a group generator G.

STRONG DIFFIE-HELLMAN PROBLEM. We say the SDH problem is hard for G if
Advf;dlql(.) 4(+) is negligible for all PT adversaries A and every polynomially bounded
function ¢ : N — N, where AdeG({;‘(/\)’A()\) = Pr[SDHéq(/\)()\)} and game SDH is in
Figure 2.16.
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MAIN SDHé,q(,\)()\)

q < q(N)

(p.G1,G2,Gr, €) < G.Pg(1*)

<= Z,

g1 <3GY 5 g2 <5 G3

(c,g) = A% (p, Gy, Ga, G, €, 91,95, 92, 98,95 -, 95"

Return (g = g;/oﬁLc)

Figure 2.16: Game SDH defining the Strong Diffie-Hellman problem for a group
generator G.
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In this chapter we revisit the topic of joint encryption and signature schemes, where a
single keypair is used for both encryption and signature in a secure manner. While
breaking the principle of key separation, such schemes have attractive properties
and are sometimes used in practice. We give a general construction for a joint
encryption and signature scheme that uses IBE as a component, and that is secure in
the standard model. We then provide a more efficient direct construction, also secure

in the standard model. Finally, we show how these results relate to signcryption.

3.1 Introduction

The folklore principle of key separation dictates using different keys for different
cryptographic operations. While this is well-motivated by real-world, security en-
gineering concerns, there are still situations where it is desirable to use the same
key for multiple operations [72]. In the context of public-key cryptography, using
the same keypair for both encryption and signature primitives can reduce storage

requirements (for certificates as well as keys), reduce the cost of key certification
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3.1 Introduction

and the time taken to verify certificates, and reduce the footprint of cryptographic
code. These savings may be critical in embedded systems and low-end smart card
applications. As a prime example, the globally-deployed EMV standard for authen-
ticating credit and debit card transactions allows the same keypair to be reused for

encryption and signatures for precisely these reasons [58].

However, this approach of reusing keys is not without its problems. For example,
there is the issue that encryption and signature keypairs may have different life-
times, or that the private keys may require different levels of protection [72]. Most
importantly of all, there is the question of whether it is secure to use the same
keypair in two (or more) different primitives — perhaps the two uses will interact
with one another badly, in such a way as to undermine the security of one or both
of the primitives. In the case of textbook RSA, it is obvious that using the same
keypair for decryption and signing is dangerous, since the signing and decryption
functions are so closely related in this case. Security issues may still arise even if
some standardised padding is used prior to encryption and signing [79]. Later we
will provide another example in the context of encryption and signature primitives,
where the individual components are secure (according to the usual notions of secu-
rity for encryption and signature) but become completely insecure as soon as they
are used in combination with one another. At the protocol level, Kelsey, Schneier
and Wagner [77] gave examples of protocols that are individually secure, but that

interact badly when a keypair is shared between them.

The formal study of the security of key reuse was initiated by Haber and Pinkas [72].
They introduced the concept of a combined public key scheme. Here, an encryption
scheme and signature scheme are combined: the existing algorithms to encrypt,
decrypt, sign and verify are preserved, but the two key generation algorithms are
modified to produce a single algorithm. This algorithm outputs two keypairs, one for
the encryption scheme and one for the signature scheme, with the keypairs no longer
necessarily being independent. Indeed, under certain conditions, the two keypairs
may be identical, in which case the savings described above may be realised. In
other cases, the keypairs are not identical but can have some shared components,
leading to more modest savings. Haber and Pinkas also introduced the natural
security model for combined public key schemes, where the adversary against the
encryption part of the scheme is equipped with a signature oracle in addition to the
usual decryption oracle, and where the adversary against the signature part of the
scheme is given a decryption oracle in addition to the usual signature oracle. In this

setting, we talk about the joint security of the combined scheme.
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While Haber and Pinkas considered various well-known concrete schemes and con-
ditions under which their keys could be partially shared, none of their examples
having provable security in the standard model lead to identical keypairs for both
encryption and signature. Indeed, while the approach of Haber and Pinkas can be
made to work in the random oracle model by careful oracle programming and do-
main separation, their approach does not naturally extend to the standard model.
More specifically, in their approach, to be able to simulate the signing oracle in the
IND-CCA security game, the public key of the combined scheme cannot be exactly
the same as the public key of the underlying encryption scheme (otherwise, success-
ful simulation would lead to a signature forgery). This makes it hard to achieve
full effective overlap between the public keys for signing and encryption. For the
(standard model) schemes considered by Haber and Pinkas this results in the re-
quirements that part of the public key be specific to the encryption scheme and that
another part of it be specific to the signature scheme. Furthermore, at the time
of publication of [72] only a few secure (IND-CCA, resp. EUF-CMA) and efficient
standard-model schemes were known. Consequently, no “compatible” signature and

encryption schemes were identified in [72] for the standard model.

The special case of combined public key schemes built from trapdoor permutations
was considered in [47, 81]. Here, both sets of authors considered the use of various
message padding schemes in conjunction with an arbitrary trapdoor permutation to
build schemes having joint security. Specifically, Coron et al. [47] considered the case
of PSS-R encoding, while Komano and Ohta [81] considered the cases of OAEP+
and REACT encodings. All of the results in these two papers are in the random

oracle model.

In further related, but distinct, work, Dodis et al. [55] (see also [54]) considered the
use of message padding schemes and trapdoor permutations to build signcryption
schemes. These offer the combined security properties of encryption and signature
in a single cryptographic transform (as opposed to the notion of a combined public
key scheme which offers these security properties separately, but with a common
key generation algorithm). Dodis et al. showed, again in the random oracle model,
how to build efficient, secure signcryption schemes in which each user’s keypair,
specifying a permutation and its trapdoor, is used for both encryption and signing
purposes. They were careful to point out that the previous results of [47, 81] con-
cerning combined public key schemes do not immediately imply similar results in
the more complicated signcryption setting, nor can they be immediately applied to
construct secure signcryption schemes via the generic composition methods of Dodis
et al. [3].
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Further work on combined public key schemes in the random oracle model, for both
the normal public-key setting and the identity-based setting can be found in [68].
In particular, it is proved that the identity-based encryption scheme of Boneh and
Franklin [35] and the identity-based signature scheme of Hess [74] can be used safely
together.

3.2 Joint Encryption and Signature Schemes

We consider the case of a combined public key scheme where the keypairs are identi-
cal, and call this a joint encryption and signature (JES) scheme. A JES scheme JES
specifies the following PT algorithms: via pp +s JES.Pg(1?) one generates public
parameters pp common to all users; via (sk, pk) <—s JES.Kg(pp) a user can gen-
erate a decryption and signing key sk and corresponding encryption and verifica-
tion key pk; via ¢ <—s JES.Enc(pp, pk, m) anyone can generate a ciphertext ¢ en-
crypting message m in the encryption message space JES.EMSp(pp) under pk; via
m < JES.Dec(pp, sk, ¢) the user can deterministically decrypt ciphertext ¢ to get
a value m € JES.EMSp(pp) U {L}; via o <—s JES.Sign(pp, sk, m) the signer can gen-
erate a signature o on a message m in the signature message space JES.SMSp(pp);
via d < JES.Verify(pp, pk, m, o) a verifier can deterministically produce a decision
d € {true,false} regarding whether o is a valid signature of m under pk. Cor-
rectness requires that JES.Dec(pp, sk, JES.Enc(pp, pk, m)) = m for all A € N, all
pp € [JES.Pg(1M)], all (sk, pk) € [JES.Kg(pp)], and all m € JES.EMSp(pp), and that
JES.Verify(pp, pk, m, JES.Sign(pp, sk, m)) = true for all A € N, all pp € [JES.Pg(1")],
all (sk, pk) € [JES.Kg(pp)], and all m € JES.SMSp(pp).

Since the encryption and signature schemes share a keypair the standard notions
of IND-CCA and EUF-CMA security need to be extended to reflect an adversary’s
ability to request both decryptions and signatures under the challenge public key.
When defining a security game against a component of the scheme the nature of
any additional oracles depends on the required security of the other components.
For example, if EUF-CMA security of the signature component of a JES scheme is
required, then it is necessary to provide the adversary with unrestricted access to
a signature oracle when proving IND-CCA security of the encryption component of
the scheme. The security definitions given implicitly in [47], considering IND-CCMA
and EUF-CCMA security of a JES scheme, are stated formally here.

We say that JES is IND-CCMA secure if Advﬂ%‘g"jma(-) is negligible for all PT adver-
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3.2 Joint Encryption and Signature Schemes

MAIN IND-CCMAEg(N) MAIN EUF-CCMAgs(\)
b+s{0,1}; ¢* +L Q+ 0
pp <s JES.Pg(1*) pp s JES.Pg(1*)
(sk, pk) <s JES.Kg(pp) (sk, pk) <s JES.Kg(pp)
b s ADEC,SICN,LR(ppjpk) (m,a) s ASIGN,DEC(pp’pk)
Return (b = b’) Return (JES.Verify(pp, pk, m,o0) A m & Q)
proc DEC(c) proc SIGN(m)
If (¢ = ¢*) then Return L o <s JES.Sign(pp, sk, m)
Return m < JES.Dec(pp, sk, c) Q<+ QU{m}
Return o

proc SIGN(m)
Return o <s JES.Sign(pp, sk, m) | |proc DEC(c)

proc LR(mo, m1) Return m < JES.Dec(pp, sk, c)

If (¢* #1) then Return L
If (|mo| # |ma]) then Return L
c* <s JES.Enc(pp, pk, my)

Return c¢*

Figure 3.1: Left: Game IND-CCMA defining indistinguishability of joint encryption
and signature scheme JES under chosen-ciphertext attack in the presence of a signing
oracle. Right: Game EUF-CCMA defining existential unforgeability under chosen-
message attack in the presence of a decryption oracle.

saries A, where AdviJnEdS_ffma()\) = 2 Pr[IND-CCMA s (\)]—1 and game IND-CCMA
is on the left-hand side of Figure 3.1. This represents indistinguishability under

chosen-ciphertext attack in the presence of a signing oracle.

We say that JES is EUF-CCMA secure if Adv'j‘éfs"cjma(J is negligible for all PT ad-
versaries A, where Advﬁ‘éfsfffma()\) = Pr[EUF-CCMA{Ls()\)] and game EUF-CCMA
is on the right-hand side of Figure 3.1. This represents existential unforgeability

under chosen-message attack in the presence of a decryption oracle.

Informally, we say that a JES scheme is jointly secure if it is both IND-CCMA secure
and EUF-CCMA secure.
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3.3 A Cartesian Product Construction

A trivial way of obtaining a system satisfying the above security properties is to
concatenate the keys of an encryption scheme and signature scheme, then use the
appropriate component of the compound key for each operation. This gives a JES
scheme where the encryption and signature operations are essentially independent.
Consequently their respective security properties are retained in the presence of the
additional oracle. This simple construction sets a benchmark in terms of key size
and other performance measures that any bespoke construction should best in one

or more metrics.

Formally, let PKE be an encryption scheme, and let DS be a signature scheme. Then
the Cartesian product JES scheme JES.,,.[PKE, DS] is constructed as follows:

JEScart[PKE, DS].Pg(1*):  ppexe <3 PKE.Pg(1") ; ppps ¢ DS.Pg(1?*) ;
Return (ppeke, PPos)-
e JES..t[PKE,DS].Kg(1*):  (skpxe, Phpye) <5 PKE.Kg(ppexe) ;
(skps, Pkps) <—s DS.Kg(ppps) ; Return ((skpke, skos), (Pkpwes Pkps))-
e JES..+[PKE, DS].Enc(pp, pk, m): Return PKE.Enc(ppeke, Pkpxe, M)-
e JES..t[PKE,DS].Dec(pp, sk, c): Return PKE.Dec(pppke, Skexe, €)-
o JES..+[PKE,DS].
o JES..+[PKE, DS].Verify(pp, pk, m,o): Return DS.Verify(ppps, pkps, m, o).

Sign(pp, sk, m): Return DS.Sign(ppps, skos, m).

We omit the straightforward proof that this scheme is jointly secure if PKE is IND-
CCA secure and DS is EUF-CMA secure.

3.4 An Insecure JES Scheme whose Components are Secure

To show that the definitions are not trivially satisfied, we give a pathological ex-
ample demonstrating that an encryption scheme and a signature scheme that are
individually secure may not be secure when used in combination. Let PKE be an
IND-CCA-secure encryption scheme, and let DS be an EUF-CMA-secure signature
scheme. Then a JES scheme JES;,q[PKE, DS] can be constructed as follows:

e JES.q[PKE, DS].Pg(l’\): DPpre <8 PKE.Pg(l)‘) i PPos < DS.Pg(l)‘) :
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3.5 A Generic Construction from IBE

Return (ppexe, ppos)-
o JESyuq[PKE,DS].Kg(1?): (skpxe, Pkpxe) <3 PKE.Kg(ppexe) ;
(skops, pkps) <—s DS.Kg(ppos) ; Return ((skee, skos), (Pkpxes Phps))-
o JES;.q|PKE, DS].Enc(pp, pk, m): Return PKE.Enc(ppexe, Pkpye, m)-
e JES,.q|PKE, DS].Dec(pp, sk, ¢): m < PKE.Dec(pppke, skexe, ¢); If (m =L) then
Return skps Else Return m.
e JESy.q[PKE, DS].Sign(pp, sk, m): ops <—s DS.Sign(ppos, skos, m) ;
Return opg||skpke-
e JESy.q[PKE, DS].Verify(pp, pk, m,0): ops||skexe < 0 ;
Return DS.Verify(ppos, pkps, M, 0ps)-

From the security of the base schemes it is easy to see that the encryption scheme
given by the algorithms Pg, Kg, Enc, Dec of JES;,4[PKE, DS] is IND-CCA secure, and
the signature scheme with algorithms Pg, Kg, Sign, Verify of JES;,4[PKE, DS] is EUF-
CMA secure. However when key generation is shared a single signature reveals the
encryption scheme’s private key, and the decryption of a badly formed ciphertext
reveals the private key of the signature scheme. Thus JES,.4[PKE, DS] is totally

insecure, even though its component schemes are secure.

3.5 A Generic Construction from IBE

We show how to build a JES scheme from an IBE scheme IBE, making use of a
one-time strongly unforgeable signature scheme DS. The construction is particularly
simple: the encryption scheme component is constructed through a tag-based version
of the CHK transform [32], and the signature scheme component through the Naor
transform [34]. Since in the Naor construction signatures are just private keys from
the IBE scheme, and these private keys could be used to decrypt ciphertexts in
the encryption scheme resulting from the CHK transform, we use a bit prefix in the

identity space to provide domain separation between the private keys and signatures.

We assume IBE has identity space {0,1}"*! and that DS has public key space
{0,1}™. The encryption component of JES[IBE, DS] has message space IBE.EMSp(pp).
The signature scheme component of JES[IBE, DS] has message space IBE.SMSp(pp) =
{0,1}" but can be extended to messages of arbitrary length through the use of a
collision-resistant hash function H : {0,1}* — {0,1}". The algorithms of the joint

encryption and signature scheme JES[IBE, DS]| are given in Figure 3.2.
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3.5 A Generic Construction from IBE

JES[IBE, DS].Pg(1*) :
ppee s IBE.Pg(1%)
PPos <3 DS.Pg(1*)
Return (ppee; ppos)

JES[IBE, DS].Kg(pp) :

JES[IBE, DS].Dec(pp, sk, c) -
(kas7 CIBE,JDs) — C; msk < sk

If ('DS.Verify(ppos, Pkps, Cees Ops))
then Return L

u < 1||pkys

(PPises PPos) < PP usk s IBE.UKg(ppee, msk, u)
IBE 5 DS

(msk, mpk) <s IBE.MKg(ppise)
Return (msk, mpk)

Return IBE.Dec(ppge, usk, cee)

JES[IBE, DS].Sign(pp, sk, m) :

(PPee; PPos) < pp ;5 msk < sk
u < 0||m
Return IBE.UKg(ppige, msk, u)

JES[IBE, DS].Enc(pp, pk, m) :

(pPie, PPos) < pp 3 mpk < pk
(SkDS7kaS) s DS.Kg(pst)
u < 1| pkps

JES[IBE, DS].Verify(pp, pk, m, o) :

(PPies PPos) < pp 5 mpk < pk 5 usk < o
ops <5 DS.Sign(ppos, skos, Cee) u < 0||m
x <3 IBE.EMSp(ppiee)

e < IBE.Enc(ppiee, mpk, u, x)

Cge <5 IBE.Enc(Pme, mpk, u, m)

Return (pkpys, Cees Oos)

Return (IBE.Dec(ppige, usk, cge) = )

Figure 3.2: JES scheme JESIIBE, DS].

Theorem 3.5.1 Let IBE be a selectively-secure IBE scheme and DS be a one-time
strongly unforgeable signature scheme. Then JES[IBE,DS] is IND-CCMA secure.

Proof: Let A be a PT adversary playing game IND-CCMA. We build PT adver-
saries Ay, Ao such that

Advigismg (V) < 2AdVESH ™ () + AdvigE ()

for all A € N, from which the theorem follows.

The proof uses the games in Figure 3.3. Game Gg is as IND-CCMA but returns |

in response to a decryption query for a ciphertext containing a valid signature under

the same pk,s as the challenge ciphertext. We will build A;, A3 so that for all A € N
we have

Pr[GS‘()\) sets bad] < Advggfﬁfl'cma(A) (3.1)

2Pr[GII (V)] — 1 < AdvigEsi()) . (3.2)

Games IND-CCMA jgs(igg, ps) and G are identical until bad, so by the Fundamental
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3.5 A Generic Construction from IBE

MAIN IND'CCMAJAES[IBE,DS]()‘> / Go(N)
b<s{0,1}; ¢* «L; pkli, +L

PPige <3 IBE-Pg(l/\) 3 DDps <8 DS'Pg(l/\)
(msk, mpk) <s IBE.MKg(ppiee)

b s ADEC,SIGN,LR((pplBBppDS)7 mpk)
Return (b = b’)

proc Dec(c) / IND'CCMAfES[IBE,DS]O‘)/ Gy'(\)
If (¢ = ¢*) then Return L

(ka57 CIBEvo-DS) —c

If (IDS.Verify(ppos; pkpss Cees 0ps)) then Return L
If (pkos = pk}) then bad < true;

u < 1|pkps

usk s IBE.UKg(ppee, msk, u)

Return IBE.Dec(ppge, usk, cge)

proc SIGN(m) / IND-CCMAjks;ge.ps (V) / Go'(A)
u < 0||m
Return IBE.UKg(ppiee, msk, u)

proc LR(mo, m1) / IND‘CCMAfEsUBE,DS](A) / Gé()\)
If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L

(Sk;sv pk;s) A DS-Kg(pst)

U < 1Hpk;s

e s IBE.Enc(ppige, mpk, u, m)

o, <3 DS.Sign(ppos, skps, Ciie)

C* «— (pk;S7 ClEE’ U;S)

Return c¢*

Figure 3.3: Games used in the proof of Theorem 3.5.1.
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Lemma of Game-Playing [23] and the above, for all A € N we have:
AdViESBEDg A(A) = 2Pr[IND'CCMAfEsuBE,DS]()\)] —1
= Q(Pr[IND'CCMAfES[IBE,DS}()‘)] - PY[GE?()\)])
+2Pr[GF(\)] - 1
< 2Pr[G{'(A) sets bad] + 2 Pr[G{'(A)] — 1
< 2AdvEsT () + Advigg (V)
as desired. We proceed to the constructions of Aj, A2. Adversary A; against the

strong unforgeability of DS behaves as follows:

AS'N (ppos, phiys)
(m*, o) L
b+s{0,1}; ¢* L
ppie s IBE.Pg(1?) SIGNSIM(m)

(msk, mpk) s IBE.MKg(ppiee) u + 0|m

b’ <—s ADECSIGNSILLR (50 o), mpk) | Return IBE.UKg(ppise, msk, u)
Return (m*, o)

LR (mg, m1)
DEc(c) If (¢* #1) then Return L
If (¢ = ¢*) then Return L If (|mo| # |m1|) then Return L
(Pkos, cige, Oos) 4= ¢ u <= 1[pkps
If ('sterlfy(ppDS') kaS7 CiBE; UDS)) C|T3E A IBE'EnC(ppIBB mpka u, mb)
then Return L ops <8 SIGN(¢5e)
If (pkos = pkps) then ¢* < (pkps, Cies ps)
(m*,0*) < (cge,0ps) ; Return L Return c*

u < 1| pkps
usk <—s IBE.UKg(ppige, msk, u)
Return IBE.Dec(ppge, usk, cige)

Adversary A; simulates game Gg for A, using its challenge public key in creating
the challenge ciphertext for A. The S1GN oracle called in the LR procedure is Ay’s
own. Since SIGN is only called when A calls LR and ¢* =1, and this situation can
occur only on A’s first call to LR, A; makes at most one call to its SIGN oracle.
The forgery that A; outputs is valid exactly when the flag bad is set in game Gy.
The three “If” statements before the forgery (m*,c*) is set ensure this. The second
and third “If” statements ensure the signature is valid under challenge public key
pkjs, while the first and third ensure the pair (m*, o*) differs from A;’s SIGN oracle

response and query pair (cge, ops). This establishes Equation (3.1).

Adversary As against the selective security of IBE behaves as follows:
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3.5 A Generic Construction from IBE

sID,KD,L
A; T R(ppIBE)

c* 1

Ppps s DS.Pg(1*)
(skps, Pkps) <=5 DS.Kg(ppos) S1GN(m)
u* « 1|[pkgs

mpk < SID(u*)

b s ADEC,SIGN,LRSIM((

Return b’

u < 0||m
Return KD(u
DPises PPos), mpk) ()

LRS1M(mg, my)

If (¢* #.1) then Return L

If (Jmo| # |m1|) then Return L
CI*BE 3 LR(WLO, ml)

s 3 DS.Sign(ppos, skps, Cise)
c* « (Pkpss Cires Tps)

Return c*

DEec(c)

If (¢ = ¢*) then Return L

(pkoss Cige, Ops) < ¢

If (DS.Verify(ppos, pkps; Ciee, os))
then Return L

If (pkos = pkpg) then Return L

u < 1|[pkos

usk +s KD(u)

Return IBE.Dec(ppige, usk, cie)

Adversary As simulates game Gg for A, choosing up-front the public verification key
that will determine the identity used in the challenge ciphertext. This identity will
never be queried to the KD oracle by DEC as the third “If” statement will cause L
to be returned before the KD oracle is called on it, and will not be queried by S1GN
as the challenge identity begins with 1 and all SiaN’s KD queries are for identities
beginning with 0. Adversary As outputs A’s guess as its own, winning whenever A
does, establishing Equation (3.2) |

Theorem 3.5.2 Let IBE be a one-way IBE scheme. Then JES[IBE,DS] is EUF-
CCMA secure.

Proof: Let A be a PT adversary playing game EUF-CCMA. We build a PT adver-
sary A; such that
Advﬁléfs_[(fgg,aDS],A()\) < Adv?é”éﬁ}ﬁ()\) (3.3)

for all A € N, from which the theorem follows. Adversary A; behaves as follows:
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SIGN(m)
u < 0||m

AKD,CHAL
1 ( Return KD(u)

IBE)

Ppps < DS.Pg(1*)
(m, ) = ASSPEC((ppie, ppos), mpk) | pp(e)
usk < o

u < 0||m

e < CHAL(w)

Return IBE.Dec(ppige, usk, ¢jsg)

(pkpss Ciges Ops) < ¢

If ('DS.Verify(ppos, pkos, Cise; Obs))
then Return L

u < 1||pkos

usk s KD(u)

Return IBE.Dec(ppge, usk, cige)

Adversary A; simulates game EUF-CCMA for A, using its KD oracle to answer DEC
and SIGN queries. When A halts outputting a message m and signature o, A1 sub-
mits 0||m as its challenge identity. If A did not submit m to its SIGN oracle then this
identity has not been queried to the KD oracle so the challenge oracle will respond
with a challenge ciphertext. If A output a valid signature on m then the challenge

ciphertext will decrypt successfully using the signature as a user-level key, giving
Pr[EUF-CCMA jiggg ps) (A)] < PrOW-aIDjge(A)], establishing Equation (3.3). 1

IBE schemes meeting the standard model security requirements include those of
Gentry [65] and Waters [98]. The latter results in a large public key (n + 3 group
elements), though this could be reduced in practice by generating most of the ele-
ments from a seed in a pseudo-random manner. We focus on the instantiation of
our construction using Gentry’s scheme. This scheme was originally presented in
the setting of symmetric pairings. When we translate it to the asymmetric setting
and apply our construction at the 128-bit security level using BN curves with sextic
twists, we obtain a JES scheme in which the public key consists of two elements
of G1 and two elements of Gg, giving a public key size of 1536 bits. Ciphertexts
encrypt elements of Gy and consist of an element of G, two elements of G, and
a verification key and signature from DS, so are 2304 bits plus the bit length of a
verification key and signature in DS. Signatures consist of an element of Z, and an
element of GGy, so are 768 bits in size. Here we assume that descriptions of groups
and pairings are domain parameters that are omitted from our key size calculations.
The security of this scheme depends on the hardness of a problem closely related
to the Decisional Augmented Bilinear Diffie-Hellman Exponent problem. The full

details are in [91].
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3.6 A More Efficient Construction

The JES scheme JES1 in Figure 3.4 is based on the signature scheme by Boneh
and Boyen [30] and a KEM obtained by applying the techniques of Boyen, Mei and
Waters [39] to the second IBE scheme of Boneh and Boyen in [29]. The schemes
make use of a bilinear pairing, and the KEM furthermore makes use of a second-
preimage resistant hash function H : G; — {0,1}"~! where 2" < p. To obtain
a full encryption scheme, the KEM is combined with a DEM, and we assume for
simplicity that the key space of the DEM is K = Gp. Where a binary string is
treated as a member of Z, it is implicitly converted in the natural manner. The
signature scheme supports messages in {0,1}"~1, but can be extended to support
messages in {0, 1}* by using a collision resistant hash function, while the encryption
scheme has the same message space as the DEM. Note that to minimise the public
key size and ciphertext overhead in the scheme, the elements of the public key are
placed in the group G1. However, this implies that signatures contain an element of

group Go, having larger bit representations of elements.

Theorem 3.6.1 Let H be a second-preimage resistant hash function, and DEM be a
OT-IND-CCA-secure DEM. Assume the DBDHI problem is hard for G. Then JES1
is IND-CCMA secure.

Proof: Let A be a PT adversary playing game IND-CCMA and ¢ be a polynomially-
bounded function such that A makes ¢(\) SIGN queries for all A € N. We build PT

adversaries Ay, As, A3z and give a negligible function v such that
AT (A) < 2AdviTSy, (V) + 2v(A) + 2AdvEh) 4, (V) + AdvBERSS™(A)

for all A € N, from which the theorem follows.

The proof uses the games in Figure 3.5 and Figure 3.6. Game G is as IND-CCMA
but constructs the message-independent parts of the challenge ciphertext up-front,
a change invisible from the adversary’s point of view. Game G is as Gg but returns
L in response to decryption queries where the first component is not equal to that of
the challenge ciphertext, but its hash is. Game G» is as G but generates the value
x as a function of y, s and a randomly chosen value u, and chooses the randomness
in responses to SIGN queries from a more restricted set to accommodate this change.
Game Gg is as Gg but generates the third component of the challenge ciphertext by
encrypting the message under a random DEM key K*, and responds to decryption
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JES1.Pg(1?*) :

ppe 3 G.Pg(1Y)

PPoew < DEM.Pg(17)
PPy 3 H.Pg(lk)
Return (ppe, pPoew, PPH)

JES1.Kg(pp) :

((p, G1, G, €), ppoew, PPu) < PP
g143G1; g2 3G

T,y s Ly

X g7, Y g

Sk — (91,92,$,y)

pk — (ghg?,XaY)

Return (sk, pk)

JES1.Enc(pp, pk, m) :
((p,G1,G2, ), ppoew; Ppu) = pp
(91,92, X,Y) < pk

S s Zz*)

¢« Y*

h < H.Eval(ppy, 1)

R« 1]k

cy = X5 gil
K« e(g1,92)°

c3 < DEM.Enc(pppem, K, m)

Return (¢, 2, ¢3)

JES1.Dec(pp, sk, c) :

((p, G1, G2, €), ppoew; Ppu) < pp
(91,92, 2, y) < sk

h < H.Eval(ppy, ¢1)

h <« 1|

If (C£x+h/)/y # ¢2) then Return L
K + e(c1,05")

Return DEM.Dec(pppem, K, ¢3)

JES1.Sign(pp, sk, m) :

((p, G1, Gz, €), pPocm, PPu) < PP
(913927xay) — Sk

m’ + 0||m

Pz, \ {—Em)

1
" e 7
OJ — 921+7 y+m

Return (o, 7)

JES1.Verify(pp, pk, m,0) :

((p, G1, G2, €), ppoew, PPu) < PP

(91,92, X,Y) < pk; (o/,r) 0o

m' s 0||m

Return (e(X -g{”/ ‘Y7, 0') =e(g1,92))

Figure 3.4: JES scheme JES1.
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3.6 A More Efficient Construction

MAIN IND-CCMA‘Es; (\) / [GE(N) / G\

bs{0,1}; c¢* <L ; ppe < G.Pg(1*); ppoen < DEM.Pg(1*) ; ppy < H.Pg(1)
913G gasGos 2,y L5 X+ gf,Y + g{; pk < (91,92, X,Y)

s¢=sZy; ci < Y5 h* < H.Eval(ppy,ci); b < 1]|h* ;5 ¢ « X° gt

K* «e(g1,92)°

b s APECSCNIR ((pp o ppoew, ppu), pk)
Return (b = ')

proc DEC(c) / IND-COMAfes; (V) / G (A) /[ G (V) / G2'(A) / G5(%)
If (¢ = ¢*) then Return L
h <+ H.Eval(ppy, 1)

If ((h=h*)A(c1 # cf)) then bad < true;
B« 1||h

If (cf“rh,)/y # ¢2) then Return L

K+ e(chg%/y)

Return DEM.Dec(pppem, K, ¢3)

proc SIGN(m) / IND-CCMAjs; (V) / Gg' (V) / GI'(N) /G2 (V) / G3(N)

1
m' e Oflm s Z\ {25y ez, \ (- ) [of e gi T

Return (o’,7)

proc LR(mg, m1) /) IND-CCMA’Ls; (A
If (¢* #1) then Return L

If (|mo| # |ma|) then Return L
s¢sZy; ci + Y* 5 h* < H.Eval(ppy, i) 5 b/ < 1|[h* 5 ¢ + X° gt
K* « e(g1,92)° ; ¢ + DEM.Enc(ppoen, K*, mpy) ; ¢* + (¢, ¢35, ¢5)
Return c*

proc LR(mo,m1) [ Gg(A) / Gi'(A) / G3(N) / G3'(N)
If (¢* #1) then Return L

If (|mo| # |ma]) then Return L

¢k < DEM.Enc(ppoem, K*,mp) 5 ¢* + (¢}, c5,¢5)
Return c*

Figure 3.5: Games used in proof of Theorem 3.6.1.
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3.6 A More Efficient Construction

MAIN G5'(A) /| GE(N)

bs{0,1}; ¢* <L ; ppe <5 G.Pg(1"); ppoew < DEM.Pg(1?) ; pp, <5 H.Pg(1*)
913613 g2 ¢sGa; y,uesZy; Y+ gf

s¢sZy; cf < Y*; h* < H.Eval(ppy,ci); b’ < 1[|n*

veh’/u x4 —uly+v); X < g7; pk+ (01,92, X,Y); b+ X*-¢
K* e e(g1,02)" s

b s APPCSISNIR((ppo, ppoew, ppu), pk)

Return (b = ¥’)

proc DEC(c) // GE(N)

If (¢ = ¢*) then Return L

h <+ H.Eval(ppy, c1)

If ((h=h*) A(c1 # cf)) then bad < true; Return L
W« 1||h

If (c£x+h/)/y # ¢2) then Return L

K « e(c,95'")

If ((c1, c2) = (cf,¢5)) then K + K*

Return DEM.Dec(pppem, K, ¢3)

s-h'
1

Figure 3.6: Games used in proof of Theorem 3.6.1, continued.

queries where the first two components of the ciphertext are equal to those of the

challenge ciphertext with the decryption of the third component under K*. We will

build Ay, A2, A3 and give a negligible function v(-) so that for all A € N we have

Pr[Gi'()) sets bad] < Advigy, (A)
Pr[G{ (A)] — Pr[Gg (V)] < v())
Pr[Gg'(A)] — Pr(G5 (V)] < Advgsh) 4, (V)
2Pr[G4 (V)] — 1 < AdvRgilas®(\) -

IN

Games Gg and G; are identical until bad, so by the Fundamental Lemma of Game-

Playing [23] and the above, for all A € N we have:

AdviEEET*(A) = 2 Pr[IND-CCMA s, (V)] — 1
= 2(Pr[Gy' (V)] + (Pr[G (V)] = Pr[G{ (V)])

+ (Pr[G3 (W] = Pr[G3 (V)]) + (Pr[GE (V)] — Pr[GE (V)])) — 1

= 2Pr[G()) sets bad] + 2(Pr[G(\)] — Pr[G5(N)])
+ 2(Pr[G2'(N)] — Pr[GE(N)]) + 2Pr[G{(N)] — 1

< 2AdviyS, () + 2v(A) + 2AdvEs) 4, (V) + AdvRERTE (A)
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3.6 A More Efficient Construction

as desired. We proceed to the constructions of Aj, Ao, A3 and v. Adversary A

against the second-preimage resistance of H behaves as follows:

Ay (ppw, 2)

21 b«s{0,1}; c* +L
ppe <5 G.Pg(1*)

DPpem 5 DEM.Pg(lA)

((glagQ7xay)vpk) <—$JES].Kg(pp) M

¢« z; h* < H.Eval(ppy, c) m’ « 0||m;

h 1Hh* ; c; — Z(I+h/)/y s Zp\{_z-i—Tm}
K* « 6(31/9,92) e QW

b’ s APECSISNLR ((hpe pooen, ppu), pk)

Return (o’ r
Return 2/ (o,7)

LR(mg, m)

If (¢* #1) then Return L

If (|mo| # |m1|) then Return L
¢4 < DEM.Enc(ppoem, K*, mp)
c* 4+ (cf,ch,c5)

Return c*

DEec(c)
If (¢ = ¢*) then Return L
h < H.Eval(ppy, ¢1)
If (h="h")A (a1 #c})) then
2/ + ¢1; Return L
B« 1||h
If (c§$+h )y # o) then Return L
K «+ e(cl,g;/y)
Return DEM.Dec(ppoem, K, ¢3)

Adversary A; embeds the sec challenge z as the first component of the challenge
ciphertext and constructs c¢5 and K™ accordingly. Since z is a random element of G,
these values are distributed as in game Gyp. It is clear that adversary A; succeeds
whenever A sets bad. This establishes Equation (3.4).

The public key components X, Y computed in Go are distributed as random elements
in G1. Hence, the only difference between G; and Gs from the adversary’s point of
view is that the randomness used in the construction of signatures is picked from
Zp \ { =2t 4} instead of Z, \ {—ZE™ ) where u is a random element of Zy. This

Y Y
implies that a signature created in Go is distributed with a statistical difference of

1/p from the distribution of signatures in G;. Since A asks for ¢ signatures, the
signatures created in Go will be jointly distributed with a statistical difference of at
most ¢/p from the signatures constructed in G;. This is a negligible quantity in A,

so establishing Equation (3.5).

Adversary A, against the DBDHI problem for G behaves as follows:
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3.6 A More Efficient Construction

AZ(p7G17G27679179%79279379327 s 7g§q7T)

b+s{0,1}; c*+L;j«0
pps < (p,G1,Ga, €)
DDoem <38 DEM.Pg(lA) ; PPn <8 H.Pg(l)‘)
W1y ey Wey W 48 Ly
fewlli (2 +w)
do, . ..,dq < Coeffs(f, 2)
g < TTio(95")
If (g5 =1) then
Fori=1toq
If (g;”igg‘ = 1g,) then
If (e(gr,92) /" =1T)
then Return 1
Else Return 0

u,lsZ4; ci < gt
h* < H.Eval(ppy, c}) ; h'™* « 1||h*
ch gf“l
v+ h*/u
K* < T 19, e(g1, 95‘171)%
X+ (") "1™ Y < g
pk + (91,95, X,Y)
b s APECSISNLR((ppe, ppoew, ppu), pk)
If (b’ =b) then Return 1
Return 0

DEec(c)
If (¢ = ¢*) then Return L
h < H.Eval(ppy, c1) ; A’ + 1|k
If ((h = h*) A (& £ )
then Return L
If (e(er, X'gy') # e(ea, Y"))
then Return L
If ((017 62) = (C{, C;))
then K + K*
Else K + e((cch)l/(hl_h/*),gé)
Return DEM.Dec(pppewm, K, ¢3)

SIGN(m)

j+—J+1

m' < 0||m; r %u—l—im;;j“”
fi(z) < f(2)/(z +wy)

a07 s 7dq — Cogffs(fj, Z)
o 125 (98)% 5 o ot/ (=)
Return (o/,7)

LR (mg, m1)

If (¢* #1) then Return L

If (Jmo| # |m1|) then Return L
¢4 < DEM.Enc(ppoem, K*, mp)
c* < (c],ch,c8)

Return c*

Adversary As constructs a generator g, of Ga for which it knows a set of ¢ values of

the form (w;, (gh)"/(@i+®)). This is done as follows: Ay picks random wy, . .
Zj, defines the polynomial f(z) = w[]{_, (z+w;). Ag then expands f(z) =
.,dq € Zy, an operation denoted above by Coeffs(f, z).

to obtain the coefficients dy, . .
Then As computes the generator
q

LW, W E

a g
i—odiz

=TT ()" = ok e

=0

Ay checks whether ¢}, = 1g, (the identity element in G2), and if this is the case, we
must have that w; = —a for some 4, so Ay can solve the DBDHI problem without
interacting with A. Observe that A, can compute (gé)l/ (wite) for any of the above
chosen w; by expanding the polynomial f;(z) = f(2)/(z + w;) = Z;‘:& d;z' and

computing ggi(a) = 1955 (g5 )% = (gh) M/ (wita),

46



3.6 A More Efficient Construction

Ag proceeds by picking random wu,l € Z,, and computing challenge ciphertext com-
ponents ¢& = gt and ¢ = g7, as well as the value v = h'*/u. Furthermore, A,

i—1

computes the challenge key K* = T [T e(g1,g5"  )!i.

Lastly, Ay computes the public key components X = (¢") "¢, “* and Y = g{*. This
will implicitly define the private key as (z,y) = (—u(a + v),a). Define s = [/a.
Observe that

llzyl/a —Vs

g
gl_ul _ gl—ua(l/a) _ g§x+uv)(l/a) _ ngf'h,*

Y

so the ciphertext components are correctly formed for public key (g1, g5, X,Y). Fur-
thermore, if T = e(g1, g2)"/®, then K* = e(g1, g2)/(@/* = e(gy, gh)V* = e(g1,95)*,
so Ay simulates Go. On the other hand, if 7" is random in G, then so is K*, and

Ay simulates Gs.

In handling decryption queries, since As doesn’t know the values z,y to perform
the check co # c§w+h/)/ Y it instead checks the equivalent statement (e(c1, X'gh') #
e(c2,Y")). If the “Else” branch of the final “If” statement is executed, we must have
that c1, ¢y are of the form ¢; = Y3, ¢3 = ng{l/'s for some s € Z,, and that h' # h'*.
Note that caci' = ngf'h/YS“ = gf($+h,+uy) = gf(_u(a+v)+hl+ua) = gf(h’_hg‘). Hence,
Ay is able to compute the DEM key as

K = e((c2c) M) gl = e(g7, gh) = e(g1, gb)° -

In responding to signature queries, As makes use of its ability to compute ¢ values
of the form (wj, (gh)Y/(Wit®)). Tt sets r + u + m/w;;“’ Note that r # a since, due

,u} since

to a different prefix, m’ # h"* = wv, and that r is uniform in Z, \ {—“‘ym,

wj is uniform in Z, \ {0, —a}. Furthermore observe that (¢/,r) is a valid signature
since

Ujl'/(r—u) _ (gé)l/(r—u)(a-‘rwj) _ <gé)l/(ro¢+m’—uv—ua) _ (gé)l/(ry—&-m’—&-x) )

We have then that

Adv®di()) = 2 Pr[DBDHIZ* (V)] — 1
> 9(3 Pr{GH (V] + 51— Pr{GE(V)]) — 1
> Pr[Gy' (V)] - Pr[GE (V)]

by a standard transformation, establishing Equation (3.6).
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3.6 A More Efficient Construction

Adversary As against the OT-IND-CCA security of DEM behaves as follows:

Dec,LR
Ag = (ppDEM)

c* 1
PPe 3 G.Pg(l)‘)
PPy 5 H.Pg(lA)

y,ussZy; Y < gf SIGN(m)
Z%ZE;ECT(YS) W 1|h e ol

* < H.Eval(ppy, c]) ; A’ < 1||h* s, _ztm!
v h/ju; x+— —uly +v) p\;{ y }

z+'ry+m’

X < g7 pk < (91,92, X,Y) 5 ¢« X gih | o' < g5
b s ADECSIM,SIGN,LRSIM((ppG,ppDEM’ppH)7pk) Return (0,77_)
Return ¢/
LRS1M(mg, my)

DEcSM(¢) If (¢* #1) then Return L

If (¢ = ¢*) then Return L If (|mo| # |ma]) then Return L
h < H.Eval(ppy, ¢1) c3 < LR(mg, m1)

If (h="h")A(c1 #c})) then Return L "« (cf, c5,c5)

B <« 1||h Return ¢*

If (cforh/)/y # ¢2) then Return L

If ((¢1,c2) = (¢, c3)) then Return DEC(c3)
K «+ e(cl,g;/y)

Return DEM.Dec(pppewm, K, ¢3)

Adversary A3 constructs the public key and challenge ciphertext components cj, c3
according to game Ggs. It handles signature queries by using its knowledge of the
secret key to compute signatures following the randomness restriction. Decryption
queries are handled as outlined in game Ggs, with an additional test for equality
between (ci, c2) and (c},c3), passing the third component to its own decryption
oracle in this case. When a LRSIM query is made, adversary As forwards the
messages to its own LR oracle. It is clear that A3 wins whenever A wins, establishing
Equation (3.7). 1

Theorem 3.6.2 Assume SDH is hard for G. Then JES1 is EUF-CCMA secure.

The proof closely follows that of [30]. Rather than reduce directly to the SDH prob-
lem, we reduce to the weak chosen-message attack security of the related signature
scheme BB in Figure 3.7, which in turn reduces to the SDH problem. The following

lemma appears in [30].
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3.6 A More Efficient Construction

BB.Pg(1*) : BB.Sign(pp, sk, m) :
pp ¢ G.Pg(1%) (1,G1,Ga,€) < pp
Return pp (91,92, 2) < sk

If (z4+m =0 mod p) then Return 1¢,

BB.Kg(pp) : L

(p,G1,Ga,e) < pp 7 92

915Gy : go s Gy Return o

z sy,

Z « g} BB.Verify(pp, pk, m, o) :

sk < (g1, 92,2) (p,G1,Ga,€) < pp

pk < (91,92, 2) (91,92, Z) < pk

Return (sk, pk) If ((c = 1g,) A (Z - g* = 1g,)) then

Return true

Return (e(Z - 91", 0) = e(g1,92))

Figure 3.7: Signature scheme BB.

Lemma 3.6.3 Assume SDH is hard for G. Then BB is unforgeable under weak

chosen-message attack.

The following lemma combines with the preceding lemma to give Theorem 3.6.2.

Lemma 3.6.4 Let BB be unforgeable under weak chosen-message attack. Then
JES1 is EUF-CCMA secure.

We give some intuition for the proof. Let A be a PT adversary playing game
EUF-CCMA and ¢ be a polynomially-bounded function such that A makes g(\)
SIGN queries for all A € N. Adversary A; against the weak chosen-message security
of BB obtains ¢(\) message signature pairs (wj;, ;) on random messages w; € Zy
and a public key containing Z = g7. We can embed the BB challenge element Z
as the X component in the public key we give to A, and choose random y € Z, to
calculate the Y component. When A makes its ith signature query on a message m,
Ay chooses r € Z, such that 0||m + yr = w;, and returns (o;,r) as valid signature
on m. Decryption queries can be handled without knowing z by using the pairing
and any BB message signature pair to check they are formed correctly. A halts and
outputs a forgery (m*,o*,r*), and if this verifies then (0||m* + yr*,c*) verifies in
the BB scheme.
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3.6 A More Efficient Construction

The problem here is that 0||m* 4+ yr* might be in wy,...,w,, and so outputting
(0]|m™* 4+ yr*,0*) would not win the BB game. However should this happen, the
value y can be computed from A’s forgery, which would be helpful had we embedded
the challenge Z as the Y value instead.

We split the possible adversaries into two types. Let mq,..., my; be the messages
A adaptively queries, and let (oy,7;) be the signature returned in response to the
ith query. Furthermore, let w; « 0||m; + yr; for each i, and let (m*,o*,7*) be the

forgery output by A.
A type 1 adversary

e makes a decryption query on a ciphertext ¢ = (¢, ¢2, ¢3) such that 1||h = —x,

where h = H.Eval(ppy, ¢1), or
e makes a signature query on a message m such that 0||m = —z, or

e outputs a forgery on a message m* such that 0||m* + yr* & {w, ..., wy},
while a type 2 adversary

e never makes a decryption query on a ciphertext ¢ = (¢c1, 2, ¢3) such that 1||h =

—x, where h = H.Eval(ppy, ¢1), and
e never makes a signature query on a message m such that 0||m = —z, and

e outputs a forgery on a message m* such that 0|m* + yr* € {w,...,wy}.

This partition covers all cases so a successful adversary must be either type 1 or

type 2. We build adversaries A1, As to handle each case.

Proof: Let A be a PT type 1 adversary playing game EUF-CCMA. We build a PT
adversary A such that

AdVESTR(A) < AdvEE ™ (V) (3-8)

for all A € N.

Adversary Ay behaves as follows:
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3.6 A More Efficient Construction

i

Ai1(pp) m <—jﬁ?/||m
Wi, ..., Wy <38 7 If (9" =2)

o ; then Exit (FORGE(—m'))
(pk,o1,...,04) < SIGN(wy, ..., wy) e la1
(9179272) — pk )

' r < (wp—m) /]y

For:=1togq et ( |

If (0; = 1g,) then Return FORGE(—w;) eturn {0y, 7
I+ 0

y<sZs; Y + ¢¢ DEc(c)

p7 )
(m*’ U*,T*) s ASIGNSIM,DEC(pp7gl’g2’ Z,Y) (Cl, C2, 03) — C
Return (0||m* + yr*, o*) h < H.Eval(ppu, c1)
B« 1||h
Forae(z) It (g;" = 2)

then Exit (FORGE(—h’))

If (e(cae{" ™™, 01) # e(c1, 05'"))

o g3 then Return L
Return (m, o) K +e(c gl/y)
’»J2

Return DEM.Dec(pppem, K, ¢3)

m<—$Z€\{—z,w1,...,wq}

A starts by requesting signatures on ¢ random messages in Z,. Upon receiving the
corresponding signatures, A; checks if any o; = 1g,, revealing —w; as the secret key z
which the FORGE procedure uses to generate a valid signature on a random message.
A similar check is performed during SIGN and DEC queries. The call “Exit (+)” exits
the current procedure and halts execution of Aq, outputting the result of evaluating
whatever is in the brackets. It is clear that if the FORGE procedure is executed then
A wins the game. We now consider the execution of A; if the FORGE procedure is

not executed.

In response to the [th SIGN query, A; computes r; as (w; —m')/y and returns (o, ;)

as the signature on the queried message m. This is a valid signature as
e(Z : ginl ’ le70'l) = B(Z : giﬂ +le7 UZ) = E(Z : givl?(jl) = 6(91792)7
by the validity of o; on w; in the BB scheme. The signatures are properly distributed

z—m/
Y }

as wy is uniform in Z, \ {—z}, so 77 is uniform in Z, \ {—

When responding to decryption queries, A; must perform the check (c§z+h/)/ Y £ )

without knowing z. A; instead checks if the equation

—h' 1
e(cacl™ ™M 1) = e(er, 03

/y)
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3.6 A More Efficient Construction

holds. If this is the case, then, due to the properties of the pairing and that o; =

g;/ (z+w1), we must have that

’ 1/(z4w
(cchwl_h )/y) [ o

which implies that ¢ = c§2+h/)/ Y,

Since A is a type 1 adversary, its output is such that 0||m* +yr* & {w, ..., wy}, so
A; wins whenever A does, or whenever the FORGE procedure is called, establishing
Equation (3.8).

Let A be a PT type 2 adversary playing game EUF-CCMA. We build a PT adversary
Asg such that
AdVESTR (V) < AdvEET™ (V) +9(N)/p (3.9)

for all A € N.

Adversary As behaves as follows:

As(pp)
Wiy ..oy Wy <3 Z;; SIGN(m)
(pk,o1,...,04) < SIGN(wy, ..., wq) mm
(91,92, 2) < pk
; l+—1+1

Fori=1toq r e (34 m)Jw

If (0; = 1g,) then Return FORGE(—w;) | .., !

i o Tlop' 27+ (m,m)
I+ 0; L+ R L,
TsZy; X < gf eturn (o;"", 1)
(m*a U*a T‘*) A ASIGN’DEC(ppvglaQQ’X7 Z)
O|m* DEec(c)
(m,r)«Tlg,"" Z" ]
2 < (0f|m* = 0||m)/(r — %) (c1,02,03) < ¢
(m/,0') < FORGE(2) h/“ H.Eval(ppu, c1)
Return (m/, o”) W 1(Wih/)
If (e(e;" ™ ey, 01) # e(e2, 92))
FORGE(z) then Return L
m s Zy \ {—z,w1,...,wg} K<—6(cz,g;/(ﬁh))
o g”lm Return DEM.Dec(ppoem, K, ¢3)
2

Return (m, o)

A starts by requesting signatures on ¢(\) random messages in Z,,. Upon receiving

the corresponding signatures, Ay checks if any o; = 1g,, revealing —w; as the secret
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key z which the FORGE procedure uses to generate a valid signature on a random

message. If this does not occur the execution of Ay continues.

In response to the lth SIGN query, Ay computes 7 as (x + m')/w; and returns

(all / "' r;) as the signature on the queried message m. This is a valid signature as
/ 1 ’ 1 + /
e(Xgi" 2", 0 /Tl) =e(git™ Z", o, /”) = e(gf'j " )/”Z, o) =e(g)"Z,01) = e(g1, 92)

by the validity of o; on w; in the BB scheme. Ay stores the value (m,r;) in a hash
table T" under the key gT,ZTl. Ay will later use T in computing z from A’s forgery.

Note that r; # 0 since a type 2 adversary will only submit messages with m’ # —x,

z+m’

and that r; is uniform in Zj \ {—%%

} since wy is uniform in Zj; \ {—z}. However,
since r; would be distributed uniformly in Z,, \ {—%m/} in a real interaction, there
is a statistical distance of 1/p from the correct distribution. Hence, As’s simulation
of all signature queries will at most have a statistical distance of ¢(\)/p from the

correct distribution.

When responding to decryption queries, Ao must perform the check (CEIHLI)/ “ 4 )
without knowing z. As instead checks if the equation

h/
6(0§x+ )03}17‘71) =e(c2,92)

holds. If this is the case, then, due to the properties of the pairing and that o; =

g3/ e must have

<C£z+h’)cgl>1/(2+w1) 0

which implies that ¢y = C§I+h/)/ . From the same equality, Ay can compute the
DEM decryption key e(c;, g;/z) as e(ca, g;/(ﬁh )). Note that a type 2 adversary will
never submit a ciphertext with A/ = —z.

Since A is a type 2 adversary we have that 0||m* +yr* € {wy,...,w,}. Az computes

g?”m*Zr* and obtains the corresponding value (m,r) from the hash table 7. We
then have that g?”m*Z”* = g?HmZ”. If A is successful then (m,r) # (m*,r*),
otherwise the forgery would be identical to a previously given signature on m. Since
g(l)”m*ZT* = g(l)”mZT it follows that O||m # 0||m* and r # r*, therefore Ay can
compute z as (0||m* — 0||m)/(r — r*) and forge a BB signature on a message of its

choosing. As succeeds when A does, establishing Equation (3.9).

Since we don’t know in advance whether A will be a type 1 or type 2 adversary, we

run either A; or As with equal probability, resulting in an adversary that succeeds
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in breaking BB with probability at least (Pr[EUF-CCMA4Ls; ()] — ¢(\)/p)/2, and
the theorem holds. |

The scheme JES1 provides public keys consisting of three group elements of Gy and
one group element of Gy. If the scheme is instantiated using BN curves with sextic
twists, this translates into a public key size of 1280 bits for a 128 bit security level.
Furthermore, assuming that the DEM is redundancy-free (which can be achieved if
the DEM is a strong pseudorandom permutation [92]), the total ciphertext overhead
is just two group elements of G; which translates into 512 bits. Signatures consist

of a single group element of G2 and an element of Z,, and will be 768 bits.

3.7 Comparison of Schemes

In this section, we provide a comparison of the schemes arising from our IBE-based
construction JES[IBE, DS], our more efficient construction JES1 and the Cartesian
product construction JES.-[PKE,DS]. In our comparison we will limit ourselves
to other discrete-log/pairing-based schemes since provably secure (standard model)
lattice-based schemes with short public keys are still unavailable and factoring-based
schemes do not scale very well (for 128-bit security, the modulus would need to be
> 3000 bits which is not competitive). We will include group generators in public key
size calculations as the required number depends on the scheme, but we allow sharing
of generators between signature and encryption component in Cartesian product
instantiations to improve these constructions. Note that it is possible to reduce the
private key of any scheme to a single short random seed by making the following
simple modification to the scheme: to generate a public/private keypair, pick a
random seed, generate the randomness required by the key generation algorithm by
applying a pseudorandom generator to the seed, and generate the public/private
keypair using this randomness, but store only the seed as the private key. Whenever
the original private key is needed, re-compute this by applying the pseudorandom
generator to the seed and re-run the key generation algorithm with the resulting
randomness. This observation essentially makes the difference in private key sizes
irrelevant, and we will not include this aspect in our comparison. We consider
several instantiations of the Cartesian product construction with standard model

secure encryption and signature schemes and give the results in Figure 3.8.

We will focus on Cartesian product instantiations using the scheme by Boneh and

Boyen [30] as a signature component. This scheme is among the most efficient
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Signature PKE Public Key | Signature Ciphertext
Scheme Scheme Size Size Overhead
BB[30] BB[29] + BMW/[39] 1792 768 512
BB[30] KDI[82] 2048 768 640
BB[30] Kiltz[78] 1792 768 512

JES|Gentry[65], DS] 1536 768 1280+ |pkps|+|ops|

JES1 1280 768 512

Figure 3.8: Comparison of JES schemes at the 128-bit security level.

signature schemes and additionally has a short public key. To reduce the public key
size even further, we can remove the redundant element v = (g1, g2) and place as
many elements as possible in the group G; of the pairing. The latter implies that
signatures will be elements of G2 x Z, which results in an increase in signature size.
However, since the Cartesian product constructions should compete with the JES
schemes in terms of public key size, this trade-off is desirable. While other signature
schemes could be considered, we were not able to find a scheme providing shorter
public keys without a significant disadvantage elsewhere. For instance, hash-based
signature schemes give extremely short public keys (the hash function description
plus the root digest), but result in signatures with length logarithmic in the number
of messages to be signed. The signature scheme of Hofheinz and Kiltz [76] has
shorter signatures than the Boneh-Boyen scheme and a public key consisting of a
few group elements plus a hash key, but here the hash key will be long to achieve

provable programmability.

For the encryption component, a relevant option is a DEM combined with the KEM
obtained by applying the techniques by Boyen, Mei and Waters [39] to the second
IBE scheme of Boneh and Boyen in [29], which also forms the basis of our concrete
scheme. Combined with the Boneh-Boyen signature scheme, and assuming the group
generators in the two schemes are shared, this yields a very efficient instantiation
of the Cartesian product construction in which public keys consist of five group
elements of Gi, one group element of Go (and a key defining a target collision
resistant hash function). This is larger by two elements of G; than the public key
in our concrete construction JES1, which translates to a difference of 512 bits. Note
that signature size, ciphertext overhead and computation costs are the same for the

Cartesian product scheme and our construction.

Another encryption scheme to consider is that of Kurosawa and Desmedt [82]. In-

stantiating the Cartesian product construction with the Kurosawa-Desmedt scheme
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3.8 Signcryption from Joint Encryption and Signature

and the Boneh-Boyen signature scheme yields a scheme with a public key consisting
of six elements of Gi, one element of Gy (and a key defining a target collision re-
sistant hash), assuming that the Kurosawa-Desmedt scheme is implemented in Gj.
Hence, the public key will be larger by three group elements of G; compared to
our concrete construction, which equates to a difference of 768 bits at the 128-bit
security level. Signature size and signing and verification costs will be the same as
in our construction, while the ciphertext overhead will be slightly larger (an extra
128 bits) due to the requirement that the symmetric encryption scheme used in
the Kurosawa-Desmedt scheme is authenticated. However, decryption costs will be

lower since no pairing computations are required.

Lastly, the encryption scheme of Kiltz [78] might be considered. Again, combining
this with the Boneh-Boyen signature scheme, and assuming group generators are
shared, will yield a Cartesian product scheme with public keys consisting of five
elements of G; and one element of Go. This is two group elements of G larger than
the public key of our concrete construction, which equates to an increase of 512 bits
at the 128-bit security level. Signature size and ciphertext overhead will be the same
while decryption in the Cartesian product scheme will be more efficient, since no

pairing computations are required.

In summary, our concrete construction JES1 of a JES scheme admits shorter public
keys than any instantiation of the Cartesian product construction JES..+[PKE, DS]
with known standard model secure encryption and signature schemes, and further-

more enjoys compact ciphertexts and signatures.

3.8 Signcryption from Joint Encryption and Signature

A signcryption scheme combines the functionality of signatures and encryption, al-
lowing users to achieve message confidentiality and origin authentication through
one operation. However, with the exception of a few random oracle model schemes
[85, 84, 88, 83|, most signcryption schemes define separate key generation algorithms
for senders and receivers, or essentially define a public/private keypair to consist of
the concatenation of separate sender and receiver keypairs. Hence, a user playing
the role of both sender and receiver will have to generate the equivalent of two key-
pairs. Extending the ideas of a joint encryption and signature scheme, we show how
to construct a signeryption scheme which enables a user to use a single keypair for

both sender and receiver roles, and which furthermore allows efficient instantiations
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3.8 Signcryption from Joint Encryption and Signature

with short public keys in the standard model.

Note that any signcryption scheme can be redefined to use a single key generation
algorithm. More specifically, a signcryption scheme using separate key generation
algorithms for senders and receivers, SC.SKg(pp) and SC.RKg(pp), can be redefined
to use a single key generation algorithm which simply runs (sks, pk,) < SC.SKg(pp)
and (skr, pk,) < SC.RKg(pp), and returns the private key sk = (sks, sk,) and public
key pk = (pk,, pk,). When using (sk, pk) as either a sender or receiver keypair, only
the relevant parts of the keys are used. This trivial construction can be used as
a benchmark when judging the public key size and other performance measures of
concrete signcryption schemes using a single keypair for both sender and receiver

roles.

CONSTRUCTION. We will now show how a joint encryption and signature scheme
can be used to construct a signcryption, scheme. Our construction is based on the
“sign then tag-based encrypt” (StTE) construction of [89]. In this construction,
signcryption involves generating a signature on the message and receiver public key,
then using the sender public key as a tag in encrypting the message and signature.
This binds the ciphertext to a specific sender/receiver keypair, which is required to
achieve security in the multi-user setting. We therefore need a joint tag-based en-
cryption and signature scheme, which we can construct from a joint encryption and
signature scheme through the standard technique of appending the tag to the mes-
sage before encryption, and then on decryption checking for equality between tags.
The signeryption scheme SC[JES] is shown in Figure 3.9. The next two theorems
establish the security of SC[JES].

Theorem 3.8.1 Let JES be an IND-CCMA-secure JES scheme. Then SC[JES] is
MU-IND-iCCA secure.

Proof: Let A be a PT adversary playing game MU-IND-iCCA. We build a PT
adversary A; such that

AdVEEES A (V) < AdVRESE™ (V) (3.10)

for all A € N, from which the theorem follows. Adversary A; behaves as follows:
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3.8 Signcryption from Joint Encryption and Signature

SC[JES].Pg(1?) :
pp <s JES.Pg(1*)
Return pp

SC[JES].Sc(pp, sk, pk, pk,, m) :
t + pk,

o s JES.Sign(pp, sk, pk,||m)

¢ <s JES.Enc(pp, pk,., m||t||o)

Return ¢

SC[JES].Kg(pp) :
(sk, pk) <s JES.Kg(pp)
Return (sk, pk)

SC[JES].Usc(pp, sk, pk,., pk,, c) :

t + pk,

m' < JES.Dec(pp, sk, )

If (m =1) then Return L

m||t'||o + m’

If (t' # t) then Return L

If (1JES.Verify(pp, pk,, pk,||m, o))
then Return L

Return m

Figure 3.9: Signcryption scheme SC[JES].

AllDEc,SIGN,LR (pp)

L pki 1L

pp JES.Pg(lA)

(sk, pk) <—s JES.Kg(pp)

b s ASC,USQLRSIM(pp pk‘)
Return b’

Sc(pky, m)
t + pk
o <3 SIGN(pk,.||m)

Return JES.Enc(pp, pk,., m||t||o)

Usc(pky, c)

I ((c = &) A (b, = pk?)
then Return L

t + pk,

m’ + DEc(c¢)

If (m’ =L1) then Return L

ml|t'||o < m'

If (t # ¢') then Return L

If (\JES.Verify(pp, pk,, pk||m, o))
then Return L

Return m

LRSM(sks, pk,, mg, my)

If (¢* #1) then Return L

If (|mo| # |m1|) then Return L
Pk < pk

1+ pk,

o0 <8 SIGN(pk||mo)

o1 < SIGN(pk||my)

¢ s LR (mol tl|o0, m [¢]lo1)
Return c*

It is possible that the call to A;’s DEC oracle in Usc will be for the challenge ci-
phertext ¢*. This occurs if A submits to UscC the challenge ciphertext, but with
pk, # pk;. In this case DEC (and hence Usc) will return L, however this is the

appropriate response as the third “If” statement in Usc should cause L to be re-
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3.8 Signcryption from Joint Encryption and Signature

turned since the value ¢ encrypted in the challenge ciphertext is pk: which is not
equal to pk,. Adversary A; simulates game MU-IND-iCCA for A, establishing
Equation (3.10). |

Theorem 3.8.2 Let JES be an EUF-CCMA-secure JES scheme. Then SC[JES] is
MU-EUF-iCMA secure.

Proof: Let A be a PT adversary playing game MU-EUF-iCMA. We build a PT
adversary A; such that

AdvEGREIT(\) < AdVEETM (V) (3.11)

for all A € N, from which the theorem follows. Adversary A; behaves as follows:

Sc(pk,, m)
t + pk
ADPECSIEN () o s SIGN(pk,||m)
pp s JES.Pg(1*) Return JES.Enc(pp, pk,., m||¢||o)

(sk, pk) <—s JES.Kg(pp)
(skr, Dk, ) <=5 ASOUSC(pp, pk) | USC(pks, )

t «— pk t < pk,

m' < JES.Dec(pp, sk, c) m' < DEC(c)

m||t'||o < m/ If (m’ =1) then Return L
Return (pk,||m, o) ml|t'||o < m/

If (t # t') then Return L

If (1JES.Verify(pp, pk,, pk||m, o))
then Return L

Return m

If A outputs a winning tuple (sk,, pk,, ¢), then m||t||c <— JES.Dec(pp, sk, c¢) is such
that JES.Verify(pp, pk, pk,||m, o) returns true, and A never queried pk,., m to Sc, so
A1 never queried pk,||m to its SIGN oracle. Adversary A; wins whenever A does,
establishing Equation (3.11). 1

JOINT SIGNCRYPTION, ENCRYPTION, AND SIGNATURE. While efficient signcryption
schemes using a single short keypair for both sender and receiver roles are interest-

ing in their own right, in [91] we consider an extended primitive which additionally
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allows users to use their keypair as part of an ordinary encryption and signature
scheme, i.e. we consider a scheme implementing the functionality of signcryption,
encryption and signature using a single keypair. This type of scheme consists of al-
gorithms Pg, Kg, Sc, Usc, Enc, Dec, Sign, Verify such that Pg, Kg, Sc, Usc form a sign-
cryption scheme, Pg, Kg, Enc, Dec form an encryption scheme and Pg, Kg, Sign, Verify

form a signature scheme.

As in the case of joint encryption and signature, a joint signcryption, encryption,
and signature scheme which is jointly secure can trivially be constructed by con-
catenating the keys of independent signcryption, encryption and signature schemes.
However, as with JES, we are interested in schemes that are more efficient (in terms
of public key size and other measures) than this type of trivial construction. Note
also that while an encryption or signature scheme can be constructed from a sign-
cryption scheme by attaching an honestly generated “dummy” keypair to the public
parameters to be used in combination with the signcrypt and unsigncrypt algo-
rithms, this construction will not be jointly secure if a single keypair is used for the

signcryption, signature and encryption components.

Security of such a scheme is defined in the natural manner, by including additional
oracles to the signcryption and JES security games as necessary. In [91] we construct
a joint signcryption, encryption, and signature scheme from a JES scheme JES, using
the SC[JES] construction in parallel with JES, with a similar domain separation
trick to that in the JES scheme construction of Section 3.5 to ensure security. The
construction uses a tag-based JES scheme, the algorithms and security of which are
defined in [91], together with tag-based versions of the JES scheme constructions of
Section 3.5 and Section 3.6.

3.9 Conclusion

We revisited the topic of joint encryption and signature, focussing on the construc-
tion of schemes in the standard model, an issue not fully addressed in prior work.
We gave a general construction of a joint encryption and signature scheme from
IBE, as well as a more efficient concrete construction based on pairings. Using BN
curves, these can be efficiently instantiated at high security levels and have perfor-
mance that is competitive with the best schemes arising from the Cartesian product
construction. Our results fill the gap left open in the original work of Haber and

Pinkas [72], of constructing standard model secure joint encryption and signature
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schemes in which the encryption and signature components share an identical key-
pair. An interesting open problem is to construct efficient joint encryption and
signature schemes in the standard model without using pairings. For example, is
it possible to obtain joint security in the discrete log or in the RSA setting, in the
standard model?

We also considered the construction of signcryption schemes from joint encryption
and signature schemes, giving a method to produce a triple of schemes (signcryption,
encryption, and signature) that are jointly secure in an appropriate and strong
security model, from any jointly secure tag-based JES scheme. This leads to efficient
standard model signcryption schemes in which a single short keypair can be used

for both sender and receiver functions.

Our work points the way to an interesting new research area in cryptography, which
closely relates to and generalises the topic of cryptographic agility [2]. The general
question can be posed as follows: under what conditions is it safe to use the same
key (or keypair) across multiple instantiations of the same or different cryptographic

primitives?
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Related-Key Attack Security for IBE
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This chapter concerns security under related-key attacks (RKA), where an adversary
can modify a stored secret key and observe the outputs of the system as it operates
under this new key. We provide a framework enabling the construction of RKA-
secure identity-based encryption schemes, and show how specific instantiations of the
framework yield IBE schemes secure against adversaries deriving new keys through

affine and polynomial transformations of the master secret key.

4.1 Introduction

A related-key attack (RKA) allows an adversary to modify a stored secret key and
observe outputs of the system under the new key. RKAs were first conceived as
tools for the cryptanalysis of blockciphers [80, 24]. However, the ability of attackers
to modify keys stored in memory via tampering [33, 25] raises concerns that RKAs
can actually be mounted in practice. The key could be an IBE master key, a signing
key of a certificate authority, or a decryption key, making RKA security important

for a wide variety of primitives.

Furthermore, RKA security is finding applications beyond providing protection
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against tampering-based side-channel attacks [64], including instantiating random

oracles in higher-level protocols and improving efficiency [8, 5.

The theoretical foundations of RKA security were laid by Bellare and Kohno [18],
who treated the case of PRFs and PRPs. They model the transformations the
adversary can apply to the target key as functions ¢, and parameterise the definition
by the class ® of such functions. This parameterisation is necessary as without
restrictions on the functions an adversary can apply, security is unachievable. For
example for PRFs, a constant function ¢(K) = c¢ sets the key to a known value ¢
that the adversary can then use to compute the function himself, and compare the
output with that of his PRF oracle.

Provably achieving security against RKAs, however, has proven extremely challeng-
ing. We aim to advance the theory with new feasibility results showing achievability
of security under richer classes of attacks than previously known across a variety of

primitives.

The primitive we target in this chapter is IBE. RKA security for this primitive
was defined by Bellare, Cash, and Miller [14]. For future reference we define a
few relevant classes of functions over the space MSKSp of master keys. The set
®¢ = {¢c}eemsksp With ¢.(msk) = c is the set of constant functions. If MSKSp is
a group under an operation * then ®" = {ba}acmsksp With ¢q(msk) = a * msk is
the class of linear functions. (Here * could be multiplication or addition.) If MSKSp
is a field we let ®af — {bap}tapemsksp With ¢qp(msk) = a - msk + b be the class of
affine functions and PV (d) — {®q}qemsksp, ] With ¢q(msk) = q(msk) the class of
polynomial functions, where ¢ ranges over the set MSKSp,[z] of polynomials over
MSKSp of degree at most d. RKA security increases and is a more ambitious target

as we move from @1 to daff to Proly(d),

We begin by presenting attacks showing that existing IBE schemes such as those of
Boneh-Franklin [34] and Waters [98] are not RKA secure, even for ®®. This means

we must seek new designs.

We then present a framework for constructing RKA-secure IBE schemes. It is an
adaptation of the framework of Bellare and Cash [13] that builds RKA-secure PRFs
based on key-malleable PRFs and fingerprinting. Our framework has two corre-
sponding components. First, we require a starting IBE scheme that has a key-
malleability property relative to our target class ® of related-key deriving functions.

Second, we require the IBE scheme to support what we call collision-resistant iden-
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tity renaming. We provide a simple and efficient way to transform any IBE scheme

with these properties into one that is ®-RKA secure.

To exploit the framework, we must find key-malleable IBE schemes. Somewhat
paradoxically, we show that the very attack strategies that broke the RKA security
of existing IBE schemes can be used to show that these schemes are ®-key-malleable,
not just for ® = & but even for & = d. We additionally show that these
schemes support efficient collision-resistant identity renaming. As a consequence we
obtain ®*-RKA-secure IBE schemes based on the same assumptions used to prove
standard IBE security of the base IBE schemes.

From a practical perspective, the attraction of these results is that our schemes
modify the known ones in a very small and local way limited only to the way iden-
tities are hashed. They thus not only preserve the efficiency of the base schemes,
but implementing them would require minimal and modular software changes, so
that non-trivial RKA security may be added without much increase in cost. From
a theoretical perspective, the step of importance here is to be able to achieve RKA
security for non-linear functions, and this without extra computational assumptions.

Achieving ®""-RKA security has so far been a barrier for most primitives.

However, we can go further, providing a ®P°¥(@_RKA-secure IBE scheme. Our
scheme is an extension of Waters’ scheme [98]. The proof is under a ¢-type hardness
assumption that we show holds in the generic group model. The significance of this
result is to show that for IBE we can go well beyond linear RKAs, something not
known for PRFs.

4.2 Preliminaries

RKD FUNCTIONS AND CLASSES. We say that ¢ is a related-key deriving (RKD)
function over a set MSKSp if ¢ € Fun(MSKSp, MSKSp). We say that ® is a class
of RKD functions over MSKSp if ® C Fun(MSKSp, MSKSp) and id € ® where id is
the identity function on MSKSp. In our constructs, MSKSp will have an algebraic
structure, such as being a group, ring or field. In the last case, for a,b € MSKSp we
define qﬁ;r, e qbeg € Fun(MSKSp, MSKSp) via qb{f(msk) = msk—+b, ¢ (msk) = a-msk,
and d)ifg(msk) = a - msk + b for all msk € MSKSp. For a polynomial ¢ over field
MSKSp, we define ¢b°" (msk) = q(msk) for all msk € MSKSp. We let &+ = {&) :
b € MSKSp } be the class of additive RKD functions, ®* = { ¢} : a € MSKSp } the
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class of multiplicative RKD functions, ®2f = {qﬁgfg : a,b € MSKSp} the class of affine
RKD functions, and for any fixed positive integer d, ®PoW(4) = {¢E°ly s degg <d}
the set of polynomial RKD functions of bounded degree d.

If ¢ # ¢ are distinct functions in a class @ there is of course by definition an msk
such that ¢(msk) # ¢'(msk), but there could also be keys msk on which ¢(msk) =
@' (msk). We say that a class ® is claw-free if the latter does not happen, meaning for
all distinct ¢ # ¢ in ® we have ¢(msk) # ¢'(msk) for all msk € MSKSp. With the
exception of [69], all previous constructions of ®-RKA-secure primitives with proofs
of security have been for claw-free classes [18, 86, 66, 13, 14, 99]. In particular,
key fingerprints are defined in [13] in such a way that their assumption of a ®-key
fingerprint automatically implies that ® is claw-free. We provide the first proofs of
achievability of RKA security for non-trivial classes with claws for a primitive other

than CPA-secure symmetric encryption.

IBE syNTAX. The usual IBE syntax specifies a single master key generation algo-
rithm that produces msk, mpk together, and although there is of course a space from
which the master secret key is drawn, it is not explicitly named. But RKD functions
will have domain the space of master keys of the IBE scheme, which is why it is
convenient in our context to make it explicit in the syntax. Let us say that IBE is
canonical if the operation (msk, mpk) <—s IBE.MKg(pp) picks msk at random from
a finite, non-empty set we denote IBE.MSKSp(pp), and then applies to (pp, msk) a
PT deterministic master public-key derivation function we denote IBE.MPK to get
mpk. Saying the master public key is a deterministic function of the master secret
key is not strictly necessary for us, but it helps make some things a little simpler

and is true in all known schemes, so we assume all IBE schemes are canonical.

We make an important distinction between parameters and the master public key,
namely that the former may not depend on msk while the latter might. Parameters
will be groups, group generators, pairings and the like. They will be fixed and
available to all algorithms. The RKD function set ® will depend on these parameters,
as they define the master secret key space. For example if the master secret key space
is a group the parameters will define its order. The value pp is not explicitly input
to an RKD function ¢ but is available to it.

In order to define a satisfiable notion of security, it is necessary to limit the material
an adversary can modify. The adversary can modify only user-specific inputs to
algorithms, that is key material and values derived from it. One can imagine a

scenario where shared parameters are hard-coded into a device and therefore cannot
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MAIN IND-RKA{ge ¢ ())

b+s{0,1}; c* L ;u*+1L; U« 0
pp < IBE.Pg(1*)

msk s IBE.MSKSp(pp)

mpk < IBE.MPK(pp, msk)

b s AKDLR (pp, mpk)

Return (b = b')

proc KD(¢, u)

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

If (msk’ = msk) then U < U U {u}
If (u* € U) then Return L

Return IBE.UKg(pp, msk’, u)

proc LR(u, mg, my)

If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L
Ut —u

If (u* € U) then Return L

c* <s |BE.Enc(pp, mpk, u*, my)
Return c*

Figure 4.1: Game IND-RKA defining ®-RKA security of identity-based encryption
scheme IBE.

be modified, with only user-specific values in modifiable memory. In the case of
IBE, the adversary can then modify through the RKD functions the master secret
key used in the key derivation algorithm. Note that this algorithm is not given
the master public key, since as a user-specific value it would also be subject to
modification by the adversary. Canonicity of the IBE scheme means an algorithm
given the master secret key is able to derive from it the master public key should it

need to.

RKA-SECURE IBE. We define RKA security of IBE schemes for a class  of RKD
functions over IBE.MSKSp(pp) following [14]. We say that IBE is ®-RKA secure if
AdV}E‘E%‘Q(-) is negligible for all PT adversaries A, where

AdviaER (A) = 2Pr[IND-RKA{je 4 ()] — 1
and game IND-RKA is in Figure 4.1. A feature of the definition we draw attention to
is that the key derivation oracle KD refuses to act only when the identity it is given

matches the challenge one and the derived key equals the real one. This not only

creates a strong security requirement but one that is challenging to achieve because
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a simulator, not knowing msk, cannot check whether or not the IBE adversary
succeeded. This difficulty is easily resolved if ® is claw-free but not otherwise. We
consider this particular RKA security definition as, in addition to its strength, it is
the level of RKA security required of an IBE scheme so that application of the CHK

and Naor transforms results in RKA-secure PKE and signature schemes.

Notice that in this game, the RKD functions are applied only to the master secret
key msk. One could consider definitions in which the RKD functions are instead
applied to user secret keys usk. This may be more realistic in applications, where
one might expect msk to be better protected against RKAs than the usk. One could
also consider a mixed model where RKD functions are applied to both msk and usk.
Since we are ultimately interested in the application of our results for IBE to the
construction of PKE and signature schemes using the results of [14], we follow their
original formulation of ®-RKA security of IBE.

4.3 Existing IBE Schemes Under Related-Key Attacks

The algorithms of the Boneh-Franklin Basicldent IBE scheme [34] are given in Figure
4.2. The parameters pp of the scheme are groups G, G of prime order p, a symmetric
pairing e : G x G — Grp, a generator g of G and hash functions H; : {0,1}* — G,
He : Gy — {0,1}" which are modelled as random oracles in the security analysis.
The identity space USp(pp) is {0, 1}*, the master secret key space MSKSp(pp) is Z,
and the message space MSp(pp) is {0, 1}". This scheme is adaptively secure in the
usual model for IBE security, under the Bilinear Diffie-Hellman (BDH) assumption.

Theorem 4.3.1 ([34], Theorem 4.1) Let A be an adversary against the adaptive
security of BF making qi key derivation queries and qn, queries to random oracle
Hy. Then there is an algorithm Ay solving the Bilinear Diffie-Hellman problem such
that

ind-ai 6(1 + ka)QH
AdvEEF () < = F - Advel ()

The algorithms of the Waters IBE scheme [98] are also given in Figure 4.2. The
parameters pp of the scheme are groups G, G of prime order p, a symmetric pairing
e: G x G — Gr, generators g, g1 of G and group elements hy, ..., hy, € G specifying
the hash function H(u) = ho [ [;¢,, ki, where i € u denotes the ith bit of the bitstring
u is set to 1. The identity space USp(pp) is {0,1}", the master secret key space
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BF.Pg(1*):

(p,G,e) ¢ G.Pg(1")

g +sG*

Return (p, G, e, g,Hi, Ha)

BF.MPK(pp, msk):

(p’ G7 €9, H17 H2) <~ pp
mpk +— gm*

Return mpk

BF.UKg(pp, msk, u):

(p7 G7 €9, H17 HQ) <~ pp
usk  Hy(u)™s*

Return usk

BF.Enc(pp, mpk, u, m):
(.G, e, 9,Hi, Ha) < pp

t s 7,

¢ gt

¢z ¢ Ha(e(mpk, Hi(u))") & m
Return (¢, c2)

BF.Dec(pp, usk, ¢):

(p’ G7 €9, H17 H2) <~ pp
(c1,¢2) < ¢

m < co @ Ho(e(usk, c1))

Return m

Wat.Pg(1*):

(p, G, e) s G.Pg(1*)
g,91,hoy ..., hy s G*

Return (p, G, e, g, g1, ho, ..., hn)

Wat.MPK(pp, msk):

(p7G7e7gagl,h0,. ..
mpk %gmsk

s hn) < pp

Return mpk

Wat.UKg(pp, msk, u):

(p7G7evgaglah07"'ahn) <~ pp
r s Zp

usky < g™* -H(u)" ; usky « g"
Return (usky, usks)
Wat.Enc(pp, mpk, u, m):

(p,G7€,g,gl,h0,...,hn) <~ pp
1< 7y

Cc1 < gt
Co H(u)t
€3 < e(mpkvgl)t - m

Return (c1, 2, ¢3)

Wat.Dec(usk, ¢):

(pane7gagl,h0,...

(Clv C2, 03) <~ cC
e(uska,c2)
e(usky,c1)

s hn) < pp

m < c3 -

Return m

Figure 4.2: Left: Boneh-Franklin IBE scheme BF. Right: Waters IBE scheme Wat.
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MSKSp(pp) is Z,,, and the message space MSp(pp) is Gr. The Waters IBE scheme
is also adaptively secure in the usual model for IBE security, under the Decisional
Bilinear Diffie-Hellman (DBDH) assumption.

Theorem 4.3.2 ([98], Theorem 1) Let A be an adversary against the adaptive
security of Wat making qi key derivation queries. Then there is an algorithm Ay

solving the Decision Bilinear Diffie-Hellman problem such that

Advi,@ggi;d(A) <32n+1)-q- Advg‘?g?(A) )

The Waters IBE scheme is not RKA secure if ® includes a function ¢} (msk) =
a - msk. A call to the key derivation oracle with any such ¢ yields a user secret key
(usky, uska) = (g¢™* - H(u)",g"). Raising this to a™! mod p gives (usk’, usky) =
(gnsh . H(u)™ ", g™ "), so that (usk, usk}) is a user secret key for identity v under
the original master secret key with randomness ' = ra~!. An RKA adversary can
thus obtain the user secret key for any identity of his choosing and hence break the
RKA security of the Waters scheme. A similar attack applies to the Boneh-Franklin

scheme.

4.4 Framework for Deriving RKA-Secure IBE Schemes

In the previous section we saw that the Boneh-Franklin and Waters IBE schemes
are not RKA secure. Here we will show how to modify these and other schemes to
be RKA secure by taking advantage, in part, of the very algebra that leads to the
attacks. We describe a general framework for creating RKA-secure IBE schemes

and then apply it obtain several such schemes.

We target a very particular type of framework, one that allows us to reduce RKA
security of a modified IBE scheme directly to the normal IBE security of a base IBE
scheme. This will allow us to exploit known results on IBE in a blackbox way and

avoid re-entering the often complex security proofs of the base IBE schemes.

KEY-MALLEABILITY. We say that an IBE scheme IBE is ®-key-malleable if there
is an algorithm T, called the key simulator, which, given pp, mpk, an identity u, a
decryption key usk’ <—s IBE.UKg(pp, msk, u) for v under msk, and an RKD function
¢ € @, outputs a decryption key usk for u under master secret key ¢(msk) that is
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MAIN KMReal5e (\)

pp < IBE.Pg(1*)

msk s IBE.MSKSp(pp)
mpk s IBE.MPK(pp, msk)
b’ s AXP (pp, mpk)
Return (' =1)

proc KD(¢, u)

If (¢ ¢ ®) then Return L
msk’ < ¢(msk)

Return IBE.UKg(pp, msk’, u)

MAIN KMSimjge ¢ ()

pp < IBE.Pg(1*)

msk <—s IBE.MSKSp(pp)
mpk <s IBE.MPK(pp, msk)
b’ s AXDP (pp, mpk)
Return (b’ =1)

proc KD(¢, u)

If (¢ ¢ ®) then Return L
usk’ « IBE.UKg(pp, msk, u)
Return T (pp, mpk, u, usk’, @)

Figure 4.3: Games KMReal and KMSim defining key-malleability of IBE scheme
IBE.

distributed identically to the output of IBE.UKg(pp, ¢(msk), u). The formalisation
takes a little more care, for in talking about two objects being identically distributed
one needs to be precise about relative to what other known information this is true.

A simple and rigorous definition here can be made using games. We ask that
Pr[KMReal g ¢ (A)] = Pr[KMSimige ¢ 7(A)]

for all (not necessarily computationally bounded) adversaries M, where the games

are as in Figure 4.3.

USING KEY-MALLEABILITY. Intuitively, key-malleability allows us to simulate a ®-
RKA adversary via a normal adversary and would thus seem to be enough to prove
®-RKA security of IBE based on its normal security. Let us see how this argument
goes and then see the catch that motivates a transformation of the scheme via
collision-resistant identity renaming. Letting A be an adversary attacking the ®-
RKA security of IBE, we aim to build an adversary A such that

AdviETEa(N) < Advigg it () - (4.1)

On input pp, mpk, adversary A runs A(pp, mpk). When the latter makes a KD (¢, u)
query, A lets usk < KD(u), where KD is A’s own key derivation oracle. It then lets
usk < T(pp, mpk, u, usk, ) and returns usk to A. Key-malleability tells us that usk
is distributed identically to an output of KD(¢, u), so the response provided by A is
perfectly correct. When A makes a LR(u, mg, m1) query, A lets ¢ < LR(u, mg, m1)

and returns c to A. Finally when A halts with output &', adversary A does the same.
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The simulation seems perfect, so we appear to have established Equation (4.1).
What’s the catch? The problem is avoiding challenge key derivation. Suppose A
made a KD(¢, u) query for a ¢ such that ¢(msk) # msk; then made a LR (u, mg, m;)
query; and finally, given ¢, correctly computed b. It would win its game, because the
condition ¢(msk) # msk means that identity u may legitimately be used both in a
key derivation query and in the challenge LR query. But our constructed adversary
A, in the simulation, would make query KD(u) to answer A’s KD(¢, u) query, and
then make query LR(u, mg, m;). A would thus have queried the challenge identity

u to the key-derivation oracle and would not win.

This issue is dealt with by transforming the base scheme via what we call identity
renaming, so that ®-RKA security of the transformed scheme can be proved based

on the ®-key-malleability of the base scheme.

IDENTITY RENAMING. Renaming is a way to map identities in the new scheme back
to identities of the given, base scheme. Let us now say how renaming works more

precisely and then define the modified scheme.

Let IBE = (Pg, MKg, UKg, Enc, Dec) denote the given, base IBE scheme, with pa-
rameters pp and identity space USp(pp). A renaming scheme is a pair (SI, PI)
of functions where SI: {pp} x MSKSp(pp) x USp(pp) — USp(pp) and PI: {pp} x
[MPK(pp, MSKSp(pp))] x USp(pp) x ® — USp(pp) where USp(pp), implicitly spec-
ified by the renaming scheme, will be the identity space of the new scheme we
will soon define. The first function SI, called the secret renaming function, uses
the master secret key, while its counterpart public renaming function PI uses the
master public key. We require that SI(pp, ¢(msk),w) = Pl(pp, mpk,wu, ¢) for all
msk € MSKSp(pp), all mpk € [MPK(pp, msk)], all w € USp, and all ¢ € ®. This
compatibility condition says that the two functions arrive, in different ways, at the

same outcome.

THE TRANSFORM. The above is all we need to specify our Identity Renaming
Transform IRT that maps a base IBE scheme IBE = (Pg, MKg, UKg, Enc, Dec) to
a new IBE scheme IBE = (Pg,MKg, UKg,Enc,Dec). As the notation indicates,
the parameter generation algorithm, master public key generation algorithm and

decryption algorithm are unchanged. The other algorithms are defined by

UKg(pp, msk,w) = UKg(pp, msk, SI(pp, msk,u))
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and
Enc(pp, mpk, u, m) = Enc(pp, mpk, PL(pp, mpk, u,id), m) .

We clarify that algorithms of the new IBE scheme do not, and cannot, have as input
the RKD functions ¢ used by an attacker. We are defining an IBE scheme, and
algorithm inputs must follow the syntax of IBE schemes. When the new encryption
algorithm invokes PI, it sets ¢ to the identity function id. (Looking ahead, the
simulation will call the renaming functions with ¢ emanating from the adversary
attacking the new IBE scheme.) The key derivation algorithm has msk but not mpk
(recall we cannot give it mpk because otherwise it becomes subject to the RKA) and
thus uses the secret renaming function. On the other hand the encryption algorithm
has mpk but obviously not msk and thus uses the public renaming function. This
explains why we need two, compatible renaming functions. The new scheme has
the same message space as the old one. Its identity space is inherited from the
renaming scheme, being the space USp(pp) from which the renaming functions draw

their identity inputs.

The above compatibility requirement implies that
SI(pp, msk,u) = Pl(pp, mpk,u,id) .

From this it follows that IBE preserves the correctness of IBE. We now go on to
specifying properties of the base IBE scheme and the renaming functions that suffice

to prove ®-RKA security of the new scheme.

A trivial renaming scheme is obtained by setting
Sl(pp, msk, ) = u = Pl(pp, mpk,u, ¢) .

This satisfies the compatibility condition. However, the transformed IBE scheme IBE
ends up identical to the base scheme IBE and thus this trivial renaming cannot aid
in getting security. We now turn to putting a non-trivial condition on the renaming

scheme that we will show suffices.

COLLISION-RESISTANCE. The renaming scheme (SI, PI) will be required to have a

collision-resistance property. In its simplest and strongest form the requirement is
that

(¢p(msk),u1) # (msk,u2) = Sl(pp, p(msk),u1) # SI(pp, msk, uz)
for all pp € PSp, all msk € MSKSp(pp), all uy,us € USp(pp), and all ¢ € ®. This

statistical collision-resistance is enough to prove that IBE is ®-RKA secure if IBE is

®-key-malleable. Theorem 4.4.1, the main result of this chapter, states this formally.
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MAIN [IND-RKA%—E()\) i GO/ GEN) [/ GA

bes{0,1}; c* L 0"« L; U+ 0| |u*«L1L; U<+
pp < IBEPg(1Y)

msk s IBE.MSKSp(pp)

mpk < IBE.MPK(pp, msk)

b s ZKD’LR(PP, mpk)

Return (b = b')

r-——=—=-=---_--- a

proc KD(3.) /{IND-RKAfg() /G

If (¢ ¢ ®) then Return L

rr---—--------~=-=- - - -~ -_ -~ -TT -~ ~-""—"“—-"=-°=-°=-°7-7 a
!
!

If (msk’ = msk) then U < U U {u}
If (u* € U) then Return L

|

|

w< Sl(pp,msk’, @)
U<+ UU{u}

If (u* € U) then Return L

Return IBE.UKg(pp, msk’, u)

proc KD(¢. @) /|Gi(\)|/1G3(N)

If (p ¢ ®) then Return L.

u < PI(pp, mpk,u,¢) ; U + UU{u}; If (u* € U) then Return L
Return IBE.UKg(pp, ¢(msk), u)

'usk < IBE.UKg(pp, msk, u)
Return T'(pp, mpk, u, usk, ¢)

proc LR(T, mg, m1) J/ \IND-RKAZ_(\)! /| GA(N)

IBE
Lo e 1

If (¢* #1) then Return L

|
'If (u* € U) then Return L |
L u* < Pl(pp, mpk,w,id) |

u* + SI(pp, msk, @) ; If (u* € U) then Return L
c* <s |BE.Enc(pp, mpk, u*, my)

Return c¢*

proc LR (@, mg, m1) [ G2(N) / G5(N)

If (¢* #1) then Return L

If (|mo| # |ma]|) then Return L

u* < PI(pp, mpk,u,id)

If (u* € U) then Return L

c* <s |BE.Enc(pp, mpk, u*, my)

Return c*

Figure 4.4: Games used in the proof of Theorem 4.4.1.
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Theorem 4.4.1 Let IBE = (Pg, MKg, UKg, Enc, Dec) be an adaptively-secure ®-key-
malleable IBE scheme with key simulator T. Let (SI, PI) be a statistically collision-
resistant renaming scheme. Let IBE = (Pg,MKg, UKg, Enc, Dec) be obtained from
IBE and renaming scheme (SI,PI) via the transform IRT described above. Then
IBE is ®-RKA secure.

Proof of Theorem 4.4.1: Let A be a ®-RKA adversary against IBE. We construct

an adversary A such that

Advige s (M) < Adviggsd () -

The proof uses the games in Figure 4.4.

In answering a KD(¢,u) query, game IND-RKA{gg ¢ must use the key-generation
algorithm UKg of the new scheme IBE but with master secret key msk’ = ¢(msk).
From the definition of UKg, it follows that not only is the key-generation done under
msk’, but also the identity renaming. LR, correspondingly, uses Enc, and thus the

public renaming function PI.

The adversary A we aim to construct will not know msk. A central difficulty in the
simulation is thus the dashed-boxed code of the KD procedure of IND-RKAE’@
where the response provided to A depends on the result of a test involving msk, a
test that A cannot perform. Before we can design A we must get rid of this test.

Statistical collision-resistance is what will allow us to do so.

KD of game Gg moves the identity renaming up before the list of queried identi-
ties is updated and then adds the transformed identity to the list. LR is likewise
modified so its test now involves the transformed (rather than original) identities.
Additionally, the secret renaming function SI is used instead of PI, a modification
allowed by the compatibility property of the renaming scheme. We claim this makes

no difference, meaning

Pr[IND-RKAL: (V)] = PrGi'(V)] -

Indeed, statistical collision-resistance tell us that (msk’,w) = (msk,u*) iff SI(pp,
msk’,w) = SI(pp, msk,w*). This means the dashed-boxed code of IND-RKAgE 4

and the boxed code of Gy are equivalent.

Compatibility is invoked to use PI in place of SI in both KD and in LR in Gy, so
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that

Pr(G{' (V)] = Pr[Gi'(M)] -

Rather than use ¢(msk) for key generation as in the boxed code of G1, G uses msk
and then applies the key simulator 7. We claim that key-malleability implies

Pr[G{(N)] = Pr[G5(\)] - (4.2)

To justify this we show that there is an adversary M such that
PrlKMRealife 4(\)] = Pr[G{(\)]  and  Pr[KMSimie 4 7(\)] = Pr[GH(N)] .

Adversary M behaves as follows:

MXP (pp, mpk)
b+s{0,1}; c* L u*+ L; U+ 0
b s ZKDSIM,LR(
Return (b = b')

LR(ﬂ, my, ml)

Ll If (¢* #1) then Return L

If (|mo| # |m1|) then Return L
u* + PI(pp, mpk,w,id)

M _ If (u* € U) then Return L
u < PL(pp, mpk, @, ¢) ¢* +s IBE.Enc(pp, mpk, u*, my)
U<+ UuU{u} Return c*

If (u* € U) then Return L
Return KD(¢, u)

If M is playing game KMReal then its KD oracle will behave as the boxed code in
game G1, while if M is playing game KMSim its KD oracle will behave as the dashed-
boxed code in game Go. If M is playing game KMReal then game Gy is perfectly
simulated, while if M is playing KMSim then game Go is perfectly simulated, so
M returns 1 with the same probability that A wins in each case and by the key-
malleability of IBE Equation (4.2) holds.

Finally, we design A so that
Adviatad(\) = 2Pr[GH(A)] — 1.

Adversary A behaves as follows:

75



4.5 Applying the Framework

KDS1iM(¢, w)
If (¢ ¢ @) then Return L

AKDLR (1 k) u < PI(pp, mpk,u, ¢)
’ —KDSiM,LRS1M L‘Sk < KD(U)
b s A ) (pp7mpk) usk < T(pp,mpk:,u,usk,(b)
Return b Return usk
LR(@, mo, m1)

u” < PI(pp, mpk,, ¢)
Return LR(u*, mg, my)

A’s own KD oracle will keep track of the queried identities u, so A provides a perfect

simulation of Gy for A. |

4.5 Applying the Framework

AFFINE RKA-SECURITY FOR BONEH-FRANKLIN AND WATERS. We show how the
framework can be instantiated with the IBE schemes of Boneh-Franklin and Waters
to achieve IBE schemes secure against affine related-key attacks. First we look at
key-malleability. Keys in the Boneh-Franklin IBE scheme are of the form usk’ =

Hi(u)™*, so we can specify an algorithm T as follows:
T (pp, mpk, u, usk’, pap) : usk < usk’® - Hi(u)’; Return usk .
The output of T is a valid key for user u under master secret key ¢, ,(msk), since:
usk - Hy(u)? = (Hl(u)ms"’)a Hyp(u)? = Hy(u)*msktt

Since the key derivation algorithm is deterministic, the keys output by 71" are dis-
tributed identically to the keys output by IBE.UKg(pp, ¢(msk),u), and so the Boneh-
Franklin IBE scheme is key-malleable.

Keys in the Waters IBE scheme are of the form (usk}, uskh) = (g7*** - H(u)", g") for

some 7 in Z,, so we can specify an algorithm 7" as follows:

T (pp, mpk, u, usk’, dap):

If (a = 0) then r < Z, ; usky + g% - H(u)"; usks + g"
Else usky < usk(® - g% ; uskq + usk’y'

Return (usk1, uska)
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When the RKD function is a constant function, 1" behaves exactly as the key deriva-
tion algorithm under master secret key b, so its output is valid and correctly dis-
tributed. Otherwise, the output of T is still a valid key for user u under master

secret key ¢q (msk), now under randomness ra, since:
usklla . gi) — (g{nsk . H(u)r)a . gll; — gzlz-msk’—i-bH(u)ra US,I{,’IQG — gra '

Since r is uniformly distributed in Z,, ra is also uniformly distributed in Z, and
so the keys output by 7" are distributed identically to those output by IBE.UKg(pp,
¢(msk),u). Hence the Waters IBE scheme is key-malleable.

The same identity renaming scheme can be used for both IBE schemes. Namely,

msk

SI(pp, msk,w) returns w||g™* and PI(pp, mpk, T, o) returns w||mpk® - g. The
compatibility requirement is satisfied and the renaming scheme is clearly collision-
resistant since (w||g?(™*) = Us||g™*) = (T = Us) A (¢(msk) = msk). Thus the
IBE schemes of Boneh-Franklin and Waters are key-malleable and admit a suitable
identity renaming scheme, and so satisfy the requirements of Theorem 4.4.1. Notice
that in the Waters case, we must increase the parameter n by the bit length of ele-
ments of G; (and hence increase the size of the description of the scheme parameters)

to allow identities of the form ||g"™** to be used in the renaming scheme.

For concreteness Figure 4.5 shows the algorithms of aff-BF and aff-Wat, the trans-
formed versions of the Boneh-Franklin and Waters IBE schemes secure against affine
related-key attacks. The following theorem is obtained by combining Theorem 4.4.1
with Theorem 4.3.1.

Theorem 4.5.1 Assume the BDH problem is hard for G. Then aff-BF is ®*f-RK A
secure. More concretely, let A be a P -RKA adversary against aff-BF making qr(N)
key derivation queries and gu,(\) queries to random oracle Hy. Then there is an
algorithm A solving the Bilinear Diffie-Hellman problem such that

e(1 + qr(N))gn, (N)
2

ind-rka
Adv i o gar 7(A) <

- Adve(N) .

The following theorem is obtained by combining Theorem 4.4.1 with Theorem 4.3.2,
and the running time of A below may be obtained in the same way. Concrete-
security improvements would be obtained by using instead the analysis of Waters’

scheme from [22].

Theorem 4.5.2 Assume the DBDH problem is hard for G. Then aff-Wat is ®2f-
RKA secure. More concretely, let A be a @ -RKA adversary against aff-Wat mak-
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aff-BF.Pg(1):

(p, G, e) +s G.Pg(1*)

g s G*

Return (p, G, e, g,Hy, Hs)

aff-BF.MPK(pp, msk):

(pv Gv €9, Hlv H2) < pp
mpk < g™*

Return mpk

aff-BF.UKg(pp, msk,u):

(p7 Gv €9, H17 HQ) < pp
usk + Hy (||gmsk)msk

Return usk

aff-BF.Enc(pp, mpk, @, m):

(p,G7€,g, H17 Hz) < pp
t s Zyp

g

c2 + Ha(e(mpk, Hy(@||mpk))") & m
Return (¢, ¢2)

aff-BF.Dec(pp, usk, c):

(pv Gv €9, H17 HQ) < pp

(c1,¢0) < ¢

m < co @ Ha(e(usk, ¢1))

Return m

(p, G, e) +s G.Pg(1*)
gaglah07'--;hn +—sG*

Return (p, G, e, g, g1, ho,-- -, hn)

aff-Wat.MPK(pp, msk):

(p7G7€7g)gl7h07"')hn) < pp
mpk +— g™m*

Return mpk

aff-Wat.UKg(pp, msk, u):
(p,G,e,g,gl,ho,...,hn) < pp
74— Ly

usky + girnsk . H(ﬂHgmsk)T

uskq < g"

Return (usky, usks)

aff-Wat.Enc(pp, mpk, u, m):

(p7G7evgaglah07"'ahn) <~ pp
t <7y

c1 &gt
¢y < H(a||mpk)"
C3 < €(mpk»gl)t -m

Return (¢, 2, ¢3)

aff-Wat.Dec(pp, usk, c):

(p,G,€7g,gl,h0,..-,hn) <~ pp

(Cla C2, 03) —cC
e(uska,c2)
e(usky,c1)

m < c3 -

Return m

Figure 4.5: Left: ®*-RKA-secure Boneh-Franklin IBE scheme aff-BF. Right: ®f-

RKA-secure Waters IBE scheme aff-Wat.
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ing qx(\) key derivation queries. Then there is an algorithm A solving the Decision
Bilinear Diffie-Hellman problem such that

Advide () <32(n+ 1) - gu(N) - AdvPP()

AN IBE SCHEME HANDLING RKAS FOR BOUNDED DEGREE POLYNOMIALS. We
show how to construct an IBE scheme that is RKA secure when the RKD function
set equals ®P(@ | the set of all polynomials of degree at most d, for an arbitrary
d chosen at the time of master key generation. The scheme is obtained through a
simple extension of the IBE scheme of Waters combined with the identity renaming

transform used above. The only change we make to the Waters scheme is in the mas-
gmskd g1 msk? msk®

yeeo5 g1
alongside ¢™*. These elements assist in achieving key-malleability for the set
proly(d)

ter public key, where we add the extra elements ngkz, e

The master public-key generation algorithm of the extended Waters scheme is then

MPK(pp, msk):
mpk (gm5k7gm5k2, o ’gmskd’ (gl)mskz’ o (gl)mskd>
Return mpk

The other algorithms and keys remain unchanged; in particular, key derivation does
not make use of these new elements. This extended Waters IBE scheme is secure (in
the usual IND-aID sense for IBE) under a g-type extension of the standard DBDH
assumption that we call the Extended Decisional Bilinear Diffie-Hellman (EDBDH)
problem. Specifically, we say the EDBDH problem is hard for G if Adv%‘fg(‘?)’ A0
is negligible for all PT adversaries A and every polynomially bounded function
g :N — N, where Advg?® 4 (A) = 2Pr[EDBDHE ,1(A)] — 1 and game EDBDH is
in Figure 4.6.

Theorem 4.5.3 Let IBE = (Pg, MKg, UKg, Enc, Dec) be the extended Waters IBE
scheme. Assume the EDBDH problem is hard for G. Then IBE is adaptively secure.
More concretely, let A be an adversary against IBE making qi()\) key derivation
queries. Then there is an algorithm A1 solving the Extended Decision Bilinear Diffie-

Hellman problem such that
AdvigERt () <32(n 4+ 1) - gi(A) - AdvERR) 4 (A) -
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MAIN EDBDHg 5y (A)

g+ q(N)

(p,G,Gr,e) +s G.Pg(1*)

b+s{0,1}

0, B,y s I

g+sG*

If (b= 1) then T < e(g, g)*?"

Else T <s Gp

b s AC"AL(p G, Gr, e, g, g%, g, g% gB, g@B ge®B  gah)B gy, T)
Return (b = b")

Figure 4.6: Game EDBDH defining the Extended Decisional Bilinear Diffie-Hellman
problem for a group generator G.

To see this, observe that the original proof of security for Waters’ scheme [98, 22]
also goes through for the extended scheme, using the elements g, ¢%,¢?, T from
the EDBDH problem to run the simulation as in the original proof and using the
additional elements from the EDBDH problem to set up the master public key in

the extended scheme.

We give evidence for the validity of the EDBDH assumption by examining the
difficulty of the problem in the generic group model. The problem falls within the
framework of the generic group model “master theorem” of Boneh, Boyen and Goh
[31]. In their notation, we have P = {1,a,a?,...,a%,3,a%8,...,098,7}, Q = 1,
and f = afy. It is clear by inspection that P, and f meet the independence
requirement of the master theorem, and it then gives a lower bound on an adversary’s
advantage of solving the EDBDH problem in a generic group of the form (g+1)(ge +
4g + 6)?/p where g¢ is a bound on the number of queries made by the adversary
to the oracles computing the group operations in G,Gy. While a lower bound in
the generic group model does not rule out an efficient algorithm when the group is

instantiated, it lends heuristic support to our assumption.

The extended Waters IBE scheme is ®P°Y(4)_key malleable with algorithm 7' as

follows:

T(pp, mpk, u, usk’, Pag,ar,..ag)’

If (a1 = 0) then r s Zj, ; usky Fagtllo CH(w) - (g™
2

Else usky < g{° - usk}"" - (g1™+7) 2

Return (usky, usks)

a2 d.aq
(™) uska g

d.0q
(g1 Y usky usks"
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The identity renaming scheme is then defined via
SI(msk, @) = ||g™"

and

msk2>a2 o (gmskd)ad

PI(mpk,ﬂ, ¢a07‘11r~~7‘1d) = ﬂHgaO - mpk™* - (g

which clearly meets the compatibility and collision-resistance requirements.

Figure 4.7 shows IBE scheme poly-Wat, the extended Waters IBE scheme trans-
formed to be secure against polynomial related-key attacks for polynomials of degree

d. Combining Theorem 4.4.1 with Theorem 4.5.3 gives the following theorem.

Theorem 4.5.4 Assume the EDBDH problem is hard for G. Then poly-Wat is
Proly(@(N)_RKA secure. More concretely, let A be a ®POWUIN)_RKA adversary
against poly-Wat making qi(\) key derivation queries. Then there is an algorithm
A solving the Extended Decision Bilinear Diffie-Hellman problem such that

_— dbdh
Advgz)lyfV\?at,@poly(q()\)),Z()\) < 32(” + 1) ’ Qk()‘) ’ AdVeG,fJ()‘)vA(A) '

4.6 Conclusion

We provided a framework enabling the construction of RKA-secure IBE schemes,
and showed how specific instantiations of the framework yield the first IBE schemes
secure against adversaries deriving new keys through affine and polynomial transfor-
mations of the master secret key. Our schemes are secure under the same assump-
tions as the underlying IBE schemes, and modify them in a very small and local

way limited only to the way identities are hashed.

The choice of IBE as a primitive is not arbitrary. First, IBE is seeing a lot of deploy-
ment, and compromise of the master secret key would cause widespread damage, so
we are well motivated to protect it against side-channel attacks. Second, IBE was
shown in [14] to be an enabling primitive in the RKA domain: achieving RKA-secure
IBE for any class ® immediately yields ®-RKA-secure PKE (CCA-secure public-key
encryption) and signature schemes. These results were obtained by noting that the
CHK [32] IBE-to-PKE transform and the Naor IBE-to-signatures transform both

preserve RKA security. Thus, results for IBE immediately have wider impact.

An open problem here is to extend the framework to apply to the IBE scheme
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poly-Wat.Pg(1*):

(p, G, e) +s G.Pg(1*)
g,91,hgy ., hy s G*

Return (p, G, e, g, 91, ho,- -, hn)

poly-Wat.MSKSp(pp):

(vaaeagaglah07 s 7hn) < pp
Return Z;,

poly-Wat.MPK(pp, msk):

(p,G7eag7glah0a - 7hn> < pp
mpky <+ g™*

msk?  msk? msk? )

2
mpk(;(mpkOangka"'ag 791 5"'391
Return mpk

poly-Wat.UKg(pp, msk, ):
(0,G,e,9,91,ho, -+ hn) < pp
T s Ly

usky < gt - H(allgm)"
usko < g"

Return (usky, usksa)

poly-Wat.Enc(pp, mpk, @, m):
(vaaeag7gl2ah07"'7hTé)%pg 4

(mpko, g™, g™ g L gk« mpk
t4=s Zyp

¢ gt

Cy — H(ﬂ||mpk0)t

c3 e(mpko,gl)t -m

Return (¢, 2, ¢3)

poly-Wat.Dec(pp, usk, c):

(pv Ga €, 9,91, h07 ey h’n) <~ pp
(e1,¢2,03) ¢

m < c3 - e(uska,c2)

e(uski,c1)
Return m

Figure 4.7: ®P°(4)_RKA-secure Waters IBE scheme poly-Wat.
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of Gentry [65], which fails to meet our notion of key-malleability, where a user-
level key for user u derived from master secret key msk can be transformed into
one derived from ¢(msk). In the affine case, Gentry’s IBE scheme does however
have the property that a user-level key for user u derived from ¢(msk) can be
computed from a user-level key derived from master secret key msk for a related
user v’ ¢ ¢ '(u). This transformation is possible because the user space and
identity space are the same, yet this same property causes issues in defining a suitable
identity renaming transform, as we can no longer simply extend the message space
and must instead hash into it. To achieve security, the identity renaming scheme
must now have a computational rather than statistical collision-resistance property,
where additionally the adversary has access to a key derivation oracle. Constructing

a suitable hash function to satisfy this unnatural notion is a difficult task.

Another open problem is constructing a similar framework for constructing RKA-
secure versions of selectively-secure IBE schemes such as those of Boneh and Boyen
[29]. This is an interesting problem as selective security is sufficient to obtain CCA-
secure PKE through the CHK transform [32], which preserves RKA security [14],
and it may be possible to build schemes meeting this notion that are more efficient
than ours, which meet the stronger notion of adaptive security. Since our identity
renaming technique involves embedding the public key into the identity space, we
cannot choose the challenge identity up front as is required in the selective security

game, as we do not know at that point the public key to embed into it.

In the next chapter, we will use the RKA-secure IBE schemes of this chapter, and

the techniques used in their construction, to build more RKA-secure primitives.
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Further RKA-Secure Primitives
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In this chapter, we use the RKA-secure IBE schemes of the previous chapter, and
the techniques used in their construction, to build further RKA-secure primitives.
We construct RKA-secure PKE from IBE through the Boneh-Katz transform, and
through applying the techniques of the previous chapter to build an RKA-secure
KEM. We additionally build RKA-secure joint encryption and signature from IBE.
When the base IBE scheme has a further malleability property, the PKE scheme
obtained through the CHK transform can be converted into an RKA-secure CCA-SE
(CCA-secure symmetric encryption) scheme. The results of this chapter combined
with those of the previous chapter yield the first RKA-secure schemes for the prim-
itives signature, PKE, and CCA-SE for non-linear RKAs, meaning beyond ®".
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Primitive Linear Affine | Polynomial
IBE [14]+[13] v v
Signatures [14]+[13] v v
PKE [99], [14]+[13] v v
CPA-SE 8], [14]+][13] [69] [69]
CCA-SE [14]+[13] v v
PRF [13] - -

Figure 5.1: Rows are indexed by primitives. Columns are indexed by the class ® of
related-key derivation functions, ®'*, &2 and ®PoW¥(@) respectively. Entries indicate work
achieving ®-RKA security for the primitive in question. Checkmarks indicate results from
this and the previous chapter that bring many primitives all the way to security under
polynomial RKAs in one step. The table only considers achieving the strong, adaptive
notions of security from [14]; non-adaptively secure signature schemes for non-linear RKAs
were provided in [69]. Note that symmetric key primitives cannot be RKA secure against
constant RKD functions, so affine and polynomial RKA security for the last three rows is
with respect to the RKD sets @2 \ ®¢ and ®P¥(@ \ d°. The “*” in the CCA-SE row
is because our CCA-SE construction is insecure against RKD functions where the linear
coefficient is zero, so does not achieve RKA security against the full set ®PY(@) \ e,

5.1 Introduction

The theoretical foundations of RKA security were laid by Bellare and Kohno [18],
who treated the case of PRFs and PRPs. Research then expanded to consider other
primitives [66, 8, 69, 14]. In particular, Bellare, Cash and Miller [14] provide a
comprehensive treatment including strong definitions for many primitives and ways

to transfer ®-RKA security from one primitive to another.

Early efforts were able to find PRFs with proven RKA security only for limited
® or under very strong assumptions. Eventually, using new techniques, Bellare
and Cash [13] were able to present DDH-based PRFs secure against linear RKAs
(® = ®'"). However, it is not clear how to take their techniques further to handle
larger RKA sets ®.

Figure 5.1 summarises the broad position. Primitives for which efforts have now
been made to achieve RKA security include CPA-SE (CPA-secure symmetric encryp-
tion), CCA-SE (CCA-secure symmetric encryption), PKE (CCA secure public-key
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5.1 Introduction

encryption!) , signatures, and IBE (CPA secure identity-based encryption). Schemes
proven secure under a variety of assumptions have been provided. But the salient
fact that stands out is that prior to our work in this and the previous chapter, results
were all for linear RKAs with the one exception of CPA-SE where a scheme secure

against polynomial (and thus affine) RKAs was provided by [69].

In more detail, Bellare, Cash and Miller [14] show how to transfer RKA security from
PRF to any other primitive, assuming an existing standard-secure instance of the
primitive. Combining this with [13] yields DDH-based schemes secure against linear
RKAs for all the primitives, indicated by a “[14]4+[13]” table entry. Applebaum,
Harnik and Ishai [8] present LPN and LWE-based CPA-SE schemes secure against
linear RKAs. Wee [99] presents PKE schemes secure against linear RKAs. Goyal,
O’Neill and Rao [69] gave a CPA-SE scheme secure against polynomial RKAs. (We
note that their result statement should be amended to exclude constant RKD func-
tions, for no symmetric primitive can be secure under these.) Wee [99] (based on a
communication of Wichs) remarks that AMD codes [48] may be used to achieve RKA
security for PKE, a method that extends to other primitives including IBE (but not
PRF's), but with current constructions of these codes [48], the results continue to be
restricted to linear RKAs. We note that we are interested in the stronger, adaptive
definitions of RKA security as given in [14], but non-adaptively secure signature

schemes for non-linear RKAs were provided in [69].

In summary, a basic theoretical question that emerges is how to go beyond linear
RKAs. A concrete target here is to bring other primitives to parity with CPA-SE by
achieving security for affine and polynomial RKAs. Ideally, we would like approaches
that are general, meaning each primitive does not have to be treated separately. As

discussed above we reach these goals with IBE as a starting point.

RKA-SECURE PKE AND SIGNATURES. Applying the results of [14] to the IBE
schemes of the previous chapter, we obtain the first constructions of RKA-secure
PKE and signature schemes for ®*f and ®P°¥(@  Again, our schemes are efficient
and our results hold in the standard model under reasonable hardness assumptions.
The PKE schemes, being derived via the CHK transform [32], just involve the addi-
tion of a one-time signature and verification key to the IBE ciphertexts and so incur
little additional overhead for RKA security. As an auxiliary result that improves on

the corresponding result of [14], we show that the more efficient MAC-based Boneh-

! RKAs are interesting for symmetric encryption already in the CPA case because encryption
depends on the secret key, but for public-key encryption they are only interesting for the CCA case
because encryption does not depend on the secret key.
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Katz transform of [37, 32] can be used in place of the CHK transform. The signature
schemes arise from the Naor trick, wherein identities are mapped to messages, IBE
user private keys are used as signatures, and a trial encryption and decryption on
a random plaintext are used to verify the correctness of a signature. This generic
construction can often be improved by tweaking the verification procedure, and the
same is true here: for example, for the Waters-based signature scheme, we can base
security on the CDH assumption instead of the DBDH assumption, and can achieve
more efficient verification. We stress that our signature schemes are provably un-
forgeable in a fully adaptive related-key setting, in contrast to the recently proposed

signatures in [69)].

We also show how to adapt the KEM-DEM (or hybrid encryption) paradigm to the
RKA setting, and describe a highly efficient, ®*f-RKA-secure KEM that is inspired
by our IBE framework and is based on the scheme of Boyen, Mei and Waters [39].
Our KEM’s security rests on the hardness of the DBDH problem for asymmetric
pairings e : G1 x Go — Gr; its ciphertexts consist of 2 group elements (one in G; and
one in Gy), public keys are 3 group elements (two in Go and one in Gr), encryption

is pairing-free, and the decryption cost is dominated by 3 pairing operations.

Note that RKA-secure PRFs for sets @ and ®P°¥(@) cannot exist, since these sets
contain constant functions, and we know that no PRF can be RKA-secure in this
case [18]. Thus we are able to show stronger results for IBE, PKE and signatures
than are possible for PRF. Also, although Bellare, Cash and Miller [14] showed
that ®-RKA security for PRF implies ®-RKA security for signatures and PKE,
the observation just made means we cannot use this result to get ®* or @rely(@)
RKA-secure IBE, PKE or signature schemes. This provides further motivation for

starting from RKA-secure IBE as we do, rather than from RKA-secure PRF.

Finally we note that even for linear RKAs where IBE schemes were known via a

combination of results from [14] and [13], our schemes are significantly more efficient.

JOINT RKA SECURITY. As a combination of the results of [14] and Chapter 3, we
provide definitions for RKA security in the joint security setting, where the same
keypair is used for both encryption and signature functions, and show that a ®-
RKA-secure IBE scheme can be used to build a ®-RKA-secure joint encryption and
signature scheme. This construction can be instantiated using any of our specific
IBE schemes, by which we obtain the first concrete joint encryption and secure
schemes for the RKA setting.
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5.2 RKA-Secure PKE

MAIN IND-RKApye o (M)

b<s{0,1}; ¢* L

pp < PKE.Pg(1*) ; (sk, pk) <—s PKE.Kg(pp)
b/ s ADEC’LR(pp,pk)

Return (b = b’)

proc DEC(¢, ¢)

If (¢ ¢ ®) then Return L

sk’ + ¢(sk)

If ((sk’ = sk) A (¢ = ¢*)) then Return L
Return m <+ PKE.Dec(pp, sk’, c)

proc LR.(mg, my)

If (¢* #.1) then Return L

If (Jmo| # |ma]) then Return L
c* <s PKE.Enc(pp, pk, ms)
Return c*

Figure 5.2: Game IND-RKA defining ®-RKA security of public key encryption
scheme PKE under chosen-ciphertext attack.

RKA-SECURE SYMMETRIC ENCRYPTION. The final contribution of this chapter is
an extension of our framework that lets us build an RKA-secure CCA-SE scheme
from any IBE scheme satisfying an additional master public key malleability prop-
erty. Such an IBE scheme, when subjected to our transformation, meets a notion of
strong ®-RKA security [14] where the challenge encryption is also subject to RKA.
Applying the CHK transform gives a strong ®-RKA-secure PKE scheme which can
be converted into a ®-RKA-secure CCA-SE scheme in the natural way.

5.2 RKA-Secure PKE

We recall the definition of ®-RKA-security for PKE from [14]. We say a public-key
encryption scheme PKE is ®-RKA indistinguishable under chosen ciphertext attack
or ®-RKA secure if Advg‘,ﬁglgj 4(+) is negligible for all PT adversaries A, where
AdvEEs 4 (A) = 2Pr[IND-RKApye ()] — 1 and game IND-RKA is in Figure 5.2.
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5.2 RKA-Secure PKE

BK[IBE, EC, MAC].Pg(1?*) :
ppee < IBE.Pg(1?)

ppec < EC.Pg(17)

PPuac <5 MAC.Pg(1*)
Return (ppiee, PPec, PPuac)

BK[IBE, EC, MAC].Dec(pp, sk, ¢) :

(PPiee, PPecs PPunc) 4= pp 5 msk < sk
(com, Cge,T) < ¢

U < com

usk <s IBE.UKg(ppee, msk, u)

/
BK(IBE, EC, MAC].Kg(pp) - m' < IBE.Dec(ppee, usk, cge)

(PPie, PPec, PPuac) < PP
(msk, mpk) <s IBE.MKg(ppiee)

Return (msk, mpk)

m||dec + m’

K «+ EC.Dec(ppec, com, dec)

If (K =1)
then Return L

If ('IMAC.Verify(ppuac, K, Cige, 7))
then Return L

Return m

BK[IBE, EC, MAC].Enc(pp, pk, m) :

(PPee; PPec; PPunc) < pp 5 mpk < pk
(K, com, dec) <—s EC.Enc(ppec)

U <— com

e <% |BE.Enc(ppie, mpk, u, m||dec)
7 < MAC.Gen(ppuac, K, Cie)

Return (com, cige, 7)

Figure 5.3: PKE scheme BK]IBE, EC, MAC].

5.2.1 RKA Security of the Boneh-Katz Transform

The Boneh-Katz transform [32] constructs a PKE scheme BK[IBE, EC, MAC] from a
selectively secure IBE scheme, making use of an encapsulation scheme and a message

authentication code.

The transform uses an encapsulation scheme encapsulating keys of the massage
authentication code, having commitment and decommitment strings com and dec
of length n, where n is the bit length of identities in IBE. The algorithms of the

transform are given in Figure 5.3.

We show that the Boneh-Katz transform preserves RKA security, that is that the
transform can be applied to a ®-RKA-secure IBE scheme to obtain a ®-RKA-secure
PKE scheme. The encapsulation scheme and message authentication scheme do not
need to be RKA-secure. Instead they need only meet regular hiding and binding,
and one-time strong unforgeability notions, respectively. The proof follows closely
that of the journal version [32], itself an improvement on the proof in the original

paper [37].
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MAIN IND-sID-RKA{ge 4 (M)
b<_${0’1}; I R TR
pp s IBE.Pg(1*)

(msk, mpk) s IBE.MKg(pp)
b/ PR ASID,KD,LR(pp)

Return (b = b')

proc SID(u)

If (u* #1) then Return L
Ut —u

Return mpk

proc KD(¢, u)

If (u* =1) then Return L

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

If ((msk’ = msk) A (u = u*)) then Return L
Return IBE.UKg(pp, msk’, u)

proc LR(mg, my)

If (u* =1) then Return L

If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L
¢* <s |IBE.Enc(pp, mpk, u*, my)
Return c*

Figure 5.4: Game IND-sID-RKA defining selective-ID ®-RKA indistinguishability
of identity-based encryption scheme IBE.
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First we extend the definition of selective-ID security of an IBE scheme to the
RKA setting. We say an identity-based encryption scheme IBE is selective-1D ®-
RKA indistinguishable under chosen plaintext attack or selectively ®-RKA secure
if Adv}%%jngrka(-) is negligible for all PT adversaries A, where Advggéfquﬁka()\) =
2Pr[IND—sID—RKAﬁ§E’¢(/\)] — 1 and game IND-sID-RKA is given in Figure 5.4.

Theorem 5.2.1 Let IBE be a selectively ®-RKA secure IBE scheme, EC be a hiding
and binding encapsulation scheme, and MAC be a one-time strongly unforgeable mes-
sage authentication code. Then BKIIBE,EC,MAC] is a ®-RKA-secure PKE scheme.

Proof: Let A be an adversary against the ®-RKA-security of BK[IBE, EC, MAC].
making ¢(\) decryption queries. We build PT adversaries Aj, As, Ag, A4, A5 such
that
AdvglI%EIEkE,EC,MAC]@,A(A) < 2AdvRes, (V) + 2AdvigE RN (V)
+ 2AdviBESST () 4+ 2AdvEE, (V)
+29(\)Adviiatts, (V)

for all A € N, from which the theorem follows.

The proof uses the sequence of games in Figure 5.5. Game G is as IND-RKA except
that the values (K*, com*, dec*) are generated in advance rather than when A makes
its call to LR. This makes no difference since A’s actions have no effect on their gen-
eration. Game G is as Gg except that the decryption oracle outputs L on input an
RKD function ¢ and a ciphertext of the form (com”*, cge, 7). Game Gz is as G; with a
modification to the way the IBE ciphertext component of the challenge ciphertext is
generated. In game Gy it is computed as ¢ s IBE.Enc(ppise, mpk, com*, 01™l||0™),
where n is the length of a decommitment string in EC. Game Ggs is as game Go,
but the tag component of the challenge ciphertext is generated under a randomly

chosen key K'.

We say that a decryption query (¢, (com, cge, 7)) is valid if the ciphertext’s decryp-
tion under ¢(msk) does not return L. We now define a set of events that will help

us bound A’s probability of success.

e Let valid; be the event that A playing game G; makes a valid decryption query

of the form (¢, (com™, cge, 7)) with (com*, cge, 7) # C*.
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MAIN IND'RKAQKUBE,EC,MAC],@()\) / Ggl()\) / qu()\) / Géq()\) / G?()\)

b+s{0,1}; ¢* +L

PPige <3 |BE~Pg(1>\) 3 PPec <8 EC.Pg(l/\) 3 DDmac <8 MACPg(l)\)
(msk, mpk) <s IBE.MKg(ppiee)

’ (K*, com*, dec™) +s EC.Enc(ppec) ‘

b’ s APPOLR((ppc, ppec, PPunc), mpk)
Return (b =b')

proc DEC(, ¢) / IND‘RKAQKUBE,EC,MAC]@()\) / Gf)q(/\) / Gf(/\) / Géq()\) / G3A()\)

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

If ((msk’ = msk) A (¢ = ¢*)) then Return L
(com, Cge,T) + ¢

’If (com = com™) then Return J_‘

U+ com

usk <s IBE.UKg(ppiee, msk’, u)

m' < IBE.Dec(ppige, usk, cge)

m||dec « m’

K «+ EC.Dec(ppec, com, dec)

If (K =1) then Return L

If ('MAC.Verify(ppuac, K, e, 7)) then Return L
Return m

e s IBE.Enc(ppige, mpk, u, mp||dec)

e < IBE.Enc(ppee, mpk, u, 0|m°|\|0”)
7* < MAC.Gen(ppuac, K*, ciie)

7 YIBE

* * * *
c* + (com*, ¢k, ")
Return ¢*

proc LR(mg, m1) J G5 (\)

If (¢* #1) then Return L

If (|mo| # |ma]) then Return L

u < com™

¢t s IBE.Enc(ppiee, mpk, u, 01™0l]|0™)
K’ +s MAC.KSp(ppuac)

7* + MAC.Gen(ppuac, K', ¢ise)

c* «+ (com*, ¢, )

Return c*

Figure 5.5: Games used in the proof of Theorem 5.2.1.
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e Let nobind; be the event that A playing G; makes a valid decryption query of
the form (¢, (com™, cige, 7)) with (com™, cge, 7) # ¢*, such that cge decrypts un-
der usk <—s UKg(ppige, ¢(msk), com™) to m||dec, and EC.Dec(ppgc, com™, dec) =
K with K ¢ {K*, L}.

e Let forge;, for i € {0,1,2}, be the event that A playing game G; makes a valid
decryption query of the form (¢, (com™, cge, 7)) with (com™, cge, 7) # ¢* such
that MACVerlfy(K*, CIBE’ 7-) — 1

o Let forge; denote the event that A playing game Gz makes a valid decryp-
tion query of the form (¢, (com*, cge, 7)) with (com™, cge, 7) # ¢* such that
|\/|AC.Veri‘Fy(Z)])MAC7 K/, CIBE7 T) == 1

We will build Aq, Ao, A3, A4, As so that for all A € N we have

Pr[nobind;]| = AdvElcnil()\) (5.1)

Pr[G{'(A)] — Pr[G3 (V)] = Advigg 55" (V) (5:2)
Pr[forge,] — Pr[forge,] = Adv}‘é% fﬁdjfgka()\) (5.3)
Priforgey] — Priforge;] = Adv}élcdeA4 (A) (5.4)
Prlforges] /q(A) = AdviiReia, (M) - (5.5)

Since IND-RKAgk(ig,ec,Mac),# and G are identical from A’s point of view we have
that
Pr[IND’RKAéK[IBE,EC,MAC},@(/\)] = PY[GE)L‘()\)} : (5.6)

Games Gg and G; are identical unless A makes a decryption query for which the
response is L in Gy but not in Gy. This is exactly the event validy (or valid;) so the

Fundamental Lemma of Game-Playing [23] we have that

Pr[Gy (\)] — Pr[G4{(\)] < Pr|validg] = Pr|valid,] . (5.7)

When valid; occurs, a ciphertext (com*, cge, 7) was submitted such that the de-
capsulated key K 1, and the message authentication tag verifies. So either the
decapsulated key K = K* and the event forge; occurred, or the decapsulated key

K # {K*, 1}, in which case the event nobind; occurred. So we can bound valid; as
Pr{valid;] < Pr[nobind;] + Pr[forge,] . (5.8)
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5.2 RKA-Secure PKE

Since in game Go the challenge ciphertext is independent of b, we have that

PrGA(N)] = % . (5.9)

By Equations (5.1)-(5.9), for all A € N we have

Advgllgfllg(g,EC,MAC]@,A(A) =2 Pr[IND'RKAéK[IBE,EC,MAC],@(A)] -1
= 2(Pr[Gg' (V)] = Pr[Gf (V)]) + 2(Pr[Gf (V)] — Pr[G5 (V)
+2Pr[G4 (V)] — 1
< 2Prvalidi] + 2Adv{BE 350 (\) + 2(%) -1
< 2(Pr[nobind:] + Prlforge;]) + 2AdviBE 570 (\)
< 2Pr[nobind;] + 2(Pr[forge;| — Pr[forge,])
+ 2(Pr[forge,] — Pr[forges]) + 2 Pr[forges]
+2AdvigE 35 (V)
< 2AdvREd, (V) + 2AdViBESTL P (M) + 2AdVEEY, (V)
+20(V)AdVRIRE s, () + 2AdvigE 55" (M)
as desired. We proceed to the constructions of Ay, As, Ag, Ay, As. Adversary Ay
against the binding property of EC behaves as follows:

DEc(¢, ¢)
Ai (ppec, com”, dec”) If (6 ¢ @) then Return L
K* < EC.Dec(ppec, com™, dec™) msk’ < ¢(msk)
dec’ 1 If ((msk’ = msk) A (¢ = c*))
PPige <8 IBE.Pg(lA) then Return L
PPuac <5 MAC.Pg(1%) (com, cge, T) ¢
(msk, mpk) <s IBE.MKg(ppige) U — com
b<s{0,1}; " L usk <—s IBE.UKg(ppige, msk’, u)
b s APECLR((ppise, ppec, ppuac), mpk) | m/ IBE.Dec(ppige, usk, cie)
Return (dec’) m)||dec < m/

K + EC.Dec(ppec, com, dec)
LR (mo, m1) If (K =1) then Return L
If (¢* #1) then Return L If ((com = com*) N (K # K*))
If (Jmo| # |m1|) then Return L then dec’ + dec
u s com* If (com = com*) then Return L
e s IBE.Enc(ppge, mpk, u, my||dec) | If (MAC.Verify(ppuac, K, Ciee, 7))
7* = MAC.Gen(ppyac, K*, ¢5) then Return L
c* <« (com™, che, T) Return m
Return c¢*
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5.2 RKA-Secure PKE

Aq uses its knowledge of msk to respond to A’s decryption queries as specified

by game Gi, checking for the event nobind; and, should it occur, recording the

decommitment string dec’. Adversary A; is successful exactly when nobind; occurs,

establishing Equation (5.1).

Adversary A, against the selective-ID ®-RKA security of IBE behaves as follows:

A;ID,DEC,LR (ppuae)

b<+s{0,1},c* L

Pppec s EC.Pg(1%)

DPDuac <8 MAC.Pg(lA)

(K*, com*, dec™) <—s EC.Enc(ppec)

mpk < SID(com*)
b s ADECSIM,LRSIM((

If (b’ = b) then Return 1
Return 0

LRSmM(mg, my)

If (¢* #1) then Return L

If (Jmo| # |ma|) then Return L
Cige LR(o\molHon’ mp||dec™)
7* <— MAC.Gen(ppuac, K*, cige)
c* <« (com™, cee, ")

Return c¢*

PDige; PPec, ppMAC) s mpk)

DECSIM(¢, ¢)
If (¢ ¢ @) then Return L

(com, cge, T) < ¢

If (com = com™) then Return L

u < com

usk + KD(¢, u)

m' «+ IBE.Dec(ppige, usk, cge)

ml|dec < m’

K < EC.Dec(ppec, com, dec)

If (K =1) then Return L

If (IMAC.Verify(ppuac, K, cge, 7))
then Return L

Return m

When the hidden bit in As’s game is 0 then ¢ is an encryption of 0"0[|0™, so A’s

view is that of game Gg, while when the hidden bit in As’s game is 1 then cg is

an encryption of my||dec”, so A’s view is that of game Gp. Since DECSIM returns

1 on queries where com = com™, the As never calls its KD oracle on the challenge

identity. We then have that

AdvigEahl®(\) = 2 Pr[IND-sID-RKA{gh (V)] — 1
= 2- (§PrGF V)] + FPrGE(V)]) — 1
= Pr[G{'(\)] - Pr(Gg' (V)]

as required.

Adversary As against the selective-ID ®-RKA security of IBE behaves as follows:

95



5.2 RKA-Secure PKE

DECSIM(¢, ¢)

If (¢ ¢ @) then Return L

(com, cge, T) < ¢

If (¢ = ¢*) then Return L

If ((com = com™)A

(MAC.Verify(ppuac, K*, cge, 7))

then forge < true

If (com = com*) then Return L

u < com

usk < KD(¢, u)

m' < IBE.Dec(ppige, usk, cige)

m||dec < m'

K + EC.Dec(ppec, com, dec)

ID.D L
AP PECER ()

b+s{0,1}; ¢* <L ; forge <+ false
PPec 5 EC.Pg(lA)

PPuac <3 MAC.Pg(17)

pp < (PPiee; PPec; PPwac)

(K*, com*, dec*) <—s EC.Enc(ppec)

mpk < SID(com™)
b s ADECSIM,LRSIM(

pp, mpk)
If (forge) then Return 1
Return 0

LRSmM(mg, my)

If (¢* #1) then Return L If (K =1) then Return L
If* (Imo] # ‘Tr‘L}n’ >‘ then Retuni L If ('MAC.Verify(ppuac, K, cige, 7))
e < LR(0™1]0", my || dec™) then Return L

T MAC.Gen(ppMAc, K*, CITSE)
c* « (com™, cie, T)
Return c¢*

Return m

Adversary A3 behaves much as As, except it checks for the event forge and sets a

flag if it occurs, returning 1 is the flag is set, and 0 otherwise. We then have that

AdvigERT* () = 2 Pr[IND-sID-RKA{gE (V)] — 1
—9. (% Pr[forge,] + %Pr[forgel]) -1
= Pr[forgel] — Pr[forgeg] s

as required.

Adversary A, against the hiding property of EC behaves as follows:
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DEcSIM(¢, ¢)

A4(ppec, com*, K) If (I? ¢ (I;Z(thekr;l) Return L
msk’ < ¢(ms

(com, cige, T) + ¢

If (¢ = ¢*) then Return L
If ((com = com™)A

(MAC.Verify (ppunc, K , ciee, 7))

c* 1 ; forge < false
DPige < IBE.Pg(lA)
DPuac 3 MAC.Pg(lA)

PP < (PPiges PPec; PPvac)
(msk, mpk) <—s IBE.MKg(ppige)

b s ADECSIM,LRSIM(pp mpk) then forge < true
If (forge) then Return 1 If (com = com™) then Return L
Return 0 U $— com ,

usk <—s IBE.UKg(ppige, msk’, u)
LRS™M(mg, m1) m' < IBE.Dec(ppige, usk, cige)

" m||dec < m/
If (¢* #1) then Return L K « EC.Dec(ppec, com, dec)

I (Jmo| 7 |mu]) then Return L ol | TE (K =1) then Return L
Cige <=5 |BE.Enc(ppee, mpk, com™, 0™01[[0") | 1 (IMAC.Verify(ppuac, K, cige, 7))

7* = MAC.Gen(ppuyac, K, cike) then Return L
c* (com*, Ciie> T*) Return m
Return ¢*

If the hidden bit is 1 in the hiding game then K is the value encapsulated by com*
and A’s view is that of game Gg, so A4 outputs 1 with probability forge,, while if
the hidden bit is 0 in the hiding game then K is independent of com* and A’s view
is that of game Gs, so A4 outputs 1 with probability forge;. Then we have that

AdvEd, (\) =2 Pr[HIDEZ (V)] — 1
=2 (1 Pr[forges| + § Prfforge,]) — 1
= Pr[forge,| — Pr[forges] .

Adversary As against the strong one-time unforgeability of MAC behaves as follows:
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ASEN (ppunc) DEcSIM(¢, ¢)

F el jes{l. g\ ie0 i1
?m~ ;) iJ_ { a3 4 If (¢ ¢ @) then Return L

> Tj !
ppie s IBE.Pg(1?) msk’ < ¢(msk)
ppec s EC.Pg(1*) (com, cige, 7) = ¢
(msk, mpk) <s IBE.MKg(ppiee) If (i = j) then *(mj,rj) — (Cee,7)
(K*, com*, dec*) <—s EC.Enc(ppec) If (com = com*) then Return L

b s ADECSIM,LRSIM , ’ .m k U <— com
((pPise;s PPec, PPuac), mpk) ush s IBE.UKg(ppioe, msk’, 1)

m' <+ IBE.Dec(ppige, usk, cige)

/
LRSIM(mo, m||dec < m
(mo, m) K «+ EC.Dec(ppec, com, dec)
If (¢* #1) then Return L

¢ b If (K =1) then Return L
If (Jmo| # |m) then Return L Tt (IMAC.Verify (ppusc, K , e, 7))

ke < IBE.Enc(ppige, mpk, com™, 0|m0‘||0”) then Return L
7 <— GEN(¢5e)

c* + (com™, cee, ")
Return ¢*

Return (mj, 75)

Return m

Since As doesn’t know the key K’ in the MAC forgery game, it can’t detect forges
occurring. It instead makes a guess that event will occur on A’s jth decryption query
for a randomly chosen j. If the event forge; does occur, that is if A made a decryption
query of the form (¢, (com*, cge, 7)) with MAC.Verify(ppyac, K', cge, 7) = 1, then
with probability 1/¢()\) it was on A’s jth query, so the probability that As makes a
successful forgery is Prforges]/q()), as required. |

We recall from [14] that, given a selectively ®-RKA-secure IBE scheme, the CHK
transform [32] yields a ®-RKA-secure PKE scheme at the cost of adding a strongly
unforgeable one-time secure signature and its verification key to the IBE ciphertexts.
Above we showed that the more efficient Boneh-Katz transform [32] can also be used
to the same effect. We omit the details of the ®!-RKA-secure PKE schemes that
result from applying these transforms to the aff-BF and aff-Wat IBE schemes. We
simply note that the resulting PKE schemes are as efficient as the pairing-based
schemes of Wee [99], which are only ®'"-RKA-secure. Similarly, using a result of
[14], we may apply the Naor transform to these IBE schemes to obtain ®*f-RKA-
secure signature schemes that are closely related to (and as efficient as) the Boneh-
Lynn-Shacham [38] and Waters [98] signature schemes. The verification algorithms
of these signature schemes can be improved by replacing Naor’s trial encryption and

decryption procedure by bespoke algorithms, exactly as in [38, 98].

As in the affine case, we may apply results of [14] or Theorem 5.2.1 to the poly-Wat
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5.2 RKA-Secure PKE

MAIN IND-RKAggy ¢ (A)

b<s{0,1}; ¢* L

pp <3 KEM.Pg(1) ; (sk, pk) +—s KEM.Kg(pp)
(c*, K*) +—s KEM.Enc(pp, pk)

If (b=0) then K* +sKSp(pp)

b s ADEC,LR(pp’ C*,K*)

Return (b = b')

proc DEC(¢, ¢)

If (¢ ¢ ®) then Return L

sk’ + ¢(sk)

If ((sk’ = sk) A (c = ¢*)) then Return L
Return K ¢+ KEM.Dec(pp, sk’, c)

Figure 5.6: Game IND-RKA defining ®-RKA indistinguishability of key encapsula-
tion mechanism KEM under chosen-ciphertext attack.

scheme to obtain a ®P°Y(D_RKA-secure PKE scheme and a &P (@ _RKA-secure
signature scheme. We omit the detailed but obvious description of these schemes,

noting merely that they are efficient and secure in the standard model under the
EDBDH assumption.

5.2.2 RKA Security for the KEM-DEM Paradigm

As noted in the previous section, the framework for constructing ®-RKA-secure
IBE schemes developed in the previous chapter can be combined with results from
[14] to build ®-RKA-secure PKE schemes. In this section, we give a more efficient,
direct construction for a ®-RKA-secure PKE scheme based on the KEM of Boyen,
Mei and Waters [39]. Compared to the schemes of the previous section, our scheme
enjoys shorter ciphertexts and smaller public parameters. We begin by providing an
appropriate definition of RKA security for a KEM and show that the KEM-DEM
paradigm of [49] extends to the RKA setting in a natural way. We then show how
to modify the BMW scheme to build an efficient KEM that is ®*f-RKA-secure
under the Decision Bilinear Diffie-Hellman assumption for asymmetric pairings. We

conclude with a comparison of our scheme to the results of [99].

We define @-RKA-security for a KEM through the game in Figure 5.6, which is the
natural extension of IND-CCA security for a KEM to the RKA setting.
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We say a key encapsulation mechanism KEM is ®-RKA indistinguishable under
chosen ciphertext attack or ®-RKA secure if Advﬁgﬁ}fg 4(+) is negligible for all
PT adversaries A, where Advﬁlg,(,r,}‘g’ AN = 2Pr[IND—RKA‘|2EM7q,()\)] — 1 and game
IND-RKA is in Figure 5.6.

We now show that the KEM-DEM composition theorem of [49] also holds in the
RKA setting. Note that while the KEM must be RKA-secure, the DEM need only

meet the standard one-time CCA security notion.

Theorem 5.2.2 Let KEM be a ®-RKA-secure KEM, and DEM be a OT-CCA-secure
DEM. Then the hybrid encryption scheme HPKE[KEM, DEM]| in Figure 2.13 is ®-
RKA-secure.

Proof: Let A be an adversary against the ®-RKA-security of the PKE scheme
HPKE[KEM, DEM]. We build PT adversaries A;, As such that

ind-rk: ind-rk: -ind-
AdvisiEikem pem.e4(N) < 2AAVREGS 4, (A) + AdvBenas™(N)

for all A € N, from which the theorem follows.

The proof uses the sequence of games in Figure 5.7. Game Gy is as game
IND-RKAWpKEKEM,DEM], &, €Xxcept that in game Go the key K™ is encapsulated in
advance, and if the adversary submits for decryption a ciphertext whose first com-
ponent is ¢} and a ¢ such that ¢(sk) = sk, the key K* is used directly rather than
obtaining this key through decapsulating ¢ under key K. The behaviour of the

games is identical, so we have that

Pr{IND-RKA{ipke kem,pemy.e (V)] = Pr(Gi (V)] -

Game G is as game G except that the key K* encapsulated by the first component
of the challenge ciphertext is replaced by a random key K'.

We will build A;, As so that for all A € N we have

Pr[GE (V)] = Pr[G{ (V)] < AdVRERS 4, () (5.10)
2Pr[G{] — 1 = AdvBEntice()) (5.11)
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MAIN IND'RKAﬁPKE[KEM,DEM],é()‘) / Gg‘()\) /LGII‘()‘)J

b+s{0,1}; ¢* +L
PPrem s KEM.Pg(17)
PPoem s DEM.Pg(1*)
(sk, pk) <—s KEM.Kg(ppxem)
(ci, K*) s KEM.Enc(ppecu pF) |

(ct, K*) s KEM.Enc(ppyen, pk) ; K’ s KEM.KSp(ppyen )

|
L o o e e e e e e e e e 4

b s ADEC’LR((pPKEMa PPoeu), pk)
Return (b = b’)

proc DEc(¢, ¢) [/ |Go' (V) |/1GI()!

If (¢ ¢ ®) then Return L o

sk’ <+ ¢(sk)

If ((sk’ = sk) A (¢ = ¢*)) then Return L

If ((sk' = sk) A (c; = ¢f)) then Return DEM.Dec(ppoen, K*, c2) ‘

If ((sk’ = sk) A (e1 = ¢})) then Return DEM.Dec(pppen, K, 02)1

| |
L o e e e e e e e e e e e e e e e -

K <s KEM.Dec(ppeen; sk, 1)
Return DEM.Dec(ppoem, K, ¢2)

proc LR (mg, m1) / IND'RKASPKE[KEM,DEM]@()‘)
If (¢* #1) then Return L

If (|mo| # |ma]) then Return L

(¢, K*) s KEM.Enc(ppyewm, Pk)

c5 <—s DEM.Enc(K™*, m;)

¢* < (cf, c3)

Return c*

proc LR(mo, m1) /|Gt V] /1GH V)|
If (¢* #1) then Return L T
If (|mo| # |ma]|) then Return L

¢; <5 DEM.Enc(K*, m,) |

¢} <s DEM.Enc(K", mp) |

2 T et o 4
¢t (¢, ¢3)

Return c¢*

Figure 5.7: Games used in the proof of Theorem 5.2.2.
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By the above equations, for all A € N we have

ind-rka A
AdVHI(:’iKIIE{[KEM,DEM],@,A(/\) = 2Pr[IND'RKAHPKE[KEM,DEM},<I>(/\)] -1
= 2Pr[GI(N)] — 1
= 2(Pr[Gy (A)] = Pr[G{(V)]) +2Pr[GI(N)] — 1
< 2Advien .4, (V) + Adven 3 (V)
as desired. We proceed to the constructions of Aj, Ay. Adversary A; against the
®-RKA security of KEM behaves as follows:

AP (ppa, b, ) DECSI(@, )
bs{0,1}; " L If /(625 ¢ ®) then Return L
Ppoew s DEM.Pg(1%) sk’ < ¢(sk)

If (Cl = ci()

pp < (DPkewm, PP
b s ;DgggﬂlM,Lng(’\;L pk‘) then K «+ DEC(¢, CT)

If (b =10") then Return 0 If (K =L) Ae2 = 3))
then Return L
Else Return 1 .
If (K =1) A(e2 # ¢3))
then Return DEM.Dec(pppem, K™, c2)
If (K #1)
then Return DEM.Dec(pppem, K, ¢2)
K + DEC(¢, Cl>
Return DEM.Dec(pppem, K, ¢2)

LR (mp, my)

If (¢* #1) then Return L

If (Jmo| # |ma|) then Return L
¢ < DEM.Enc(K™, my)

c* < (cf,¢3)

Return c*

Adversary A; must detect when a ciphertext (cf, c2) is submitted for decryption
under a ¢ such that ¢(sk) = sk. It does this by submitting to its own decryption
oracle (¢, c}), and if the result is L then ¢(sk) = sk. When the hidden bit in A;’s
game is 1, the key K* is the real key, so A is provided with a perfect simulation of
game Gg, while when A;’s challenge bit is 0, K* is a random key so A is playing

game Gp where K’ is used in place of K*. This gives us that

Advigi*s 4 (A) = 2Pr[IND-RKA{ Ly 4 (V)] — 1

—9. (% Pr[GA(N)] + %Pr[Gf(A)]) -1
= Pr[G{(V)] = Pr[GE (V)] ,

as required.

Adversary Ay against the OT-CCA security of DEM behaves as follows:
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DEec,L
AQ EO R(ppDEM)

c* L DECSIM(9, ¢)

KEM.Pg(1*
?f]:w]gj_$ KEMgPE () ) If (¢ ¢ ®) then Return L
» P -AE\PPkem o gf)(sk)

(cf, K*) <—s KEM.Enc(ppkem, pk) ,
If ((sk" = sk) A (c = c*
b s ADECSIM,LRSIM((ppKEW PPoen ), k) (tijen Reiuln _(]_C c*))

Return b’

evu If ((sk' = sk) A (e = ¢}))
then Return DEC(c¢2)
L

RS (mo, my) K + KEM.Dec(ppyen, k', c1)

If (¢* #1) then Return L Return DEM.Dec(ppoem, K, ¢2)
If (|mo| # |m1|) then Return L

c5 < LR(mg, m1)
¢* < (cf,¢3)
Return c¢*

Ag provides a perfect simulation of Gy for A and correctly determines the challenge
bit with the same probability as A, so Equation (5.11) holds. 1

5.2.3 An RKA-Secure KEM from the BMW Scheme

Boyen, Mei and Waters [39] build a very efficient KEM based on the first IBE scheme
of Boneh and Boyen [30] and show the KEM is secure under the DBDH assumption
in the setting of asymmetric pairings. The algorithms of their KEM BMW are shown
on the left-hand side of Figure 5.8.

The KEM BMW from [39] is insecure in the RKA setting when the set ® contains
a function ¢q(ho) = h} operating on the first element hg of the secret key, admit-
ting the following attack. On receipt of the public key (Z,u1,u2), a key K*, and a
ciphertext c* of the form (g%, u{ut”), where w = H.Eval(ppy, g*) and ¢ is the random-
ness used to generate the challenge ciphertext, the adversary then makes a query
DEC(¢q,C*) and receives in response the key K’ = e(g,h)?t. The adversary can
then compute the key encapsulated by the challenge ciphertext as K fat — e(g, h)®
and check if this is equal to the challenge key K*, outputting 1 if so and 0 if not,
winning the ®-RKA-security game.

The right-hand side of Figure 5.8 shows the algorithms of MBMW, an enhanced
version of the KEM of [39] that resists such an attack. We modify the decapsulation
algorithm so that it uses the pairing to evaluate ciphertext validity, allowing us to

eliminate y1,yo from the secret key. We move some public key elements from Gy
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BMW.Pg(1) :

(p,G1,Ga,Gr, ) < G.Pg(1%)
g<+sGl; h<sG3

ppy s H.Pg(1%)

pp < (p,G1,G2,Gr,e,9,h, ppu)
Return pp

BMW.Kg(pp) :
(p,G1,G2,Gr,e,g,h, ppy) < pp
s« Ly

ho < h?®

Z + e(g, ho)

Y1, Y2 s L,

Uy < gY" 5 ug < g¥2

sk < (ho,y1,92)

pk — (Z,u1,u2)

Return (sk, pk)

BMW.Enc(pp, pk) :

(p,G1,G2,Gr, e, 9, h, ppu) < pp
(Z,u1,u2) < pk
t s Z;

c gt

w < H.Eval(ppy, ¢1)
co + ubub?

K+ 7!

Return ((¢1, ¢2), K)

BMW.Dec(pp, sk, ¢) :
(pa Gl; G27GT7 €9, happH) < pp

(ho,y1,y2) < sk
w < H.Eval(ppy, c1)

w' 4 y1 + yow mod p
If (¢ # ¢5) then Return L
Return e(c¢y, ho)

MBMW.Pg(1*) :

(p,G1,Gs,Gr, ) < G.Pg(1*)
gsGT; h+sG5

Y1, Y2 s Ly,

up — hY' ; ug < h¥?

ppu < H.Pg(1%)

pp < (p,G1,G2,Gr,€,9,h,u, uz, ppy)
Return pp

MBMW.Kg(pp) :

(p, G1,Ga2,Gr, €, g, h,u1,u2, ppu) < pp
sk «s Z,

pk « e(g, h)**

Return (sk, pk)

MBMW.Enc(pp, pk) :

(p7 GI7GQ7GT7 €9, hvula UZappH) <~ pp
t<—sZy

c1 gt

w < H.Eval(ppy, c1]|pk)
co + ufub?
K « pk'

Return ((¢1, ¢2), K)

MBMW.Dec(pp, sk, ¢) :
(p,G1,G2, Gr, €, 9, hyu1, uz, ppa) < pp
w < H.Eval(ppy, c1|le(g, h)**)

If (e(er,uruy) # e(g, c2)) then Return L
Return e(cy, h)**

Figure 5.8: Left: Original Boyen-Mei-Waters KEM BMW. Right: RKA-secure
variant MBMW.
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MAIN IND-RKAgmw.e (A) / G ()
b<s{0,1}; ¢* L

(p, (Gq, GQ, GT, 6) s GPg(l)‘)
gsGi; h+sG3

Y1, Y2 <5 Ly,

Uy < h¥'; ug < h¥?

ppy s H.Pg(1?)

pp + (9,G1,G2,Gr, e, 9, h, ur, uz, ppy)
sk s Z,

pk < e(g, h)**

t<—s Z;;

i g

w* < H.Eval(ppy, ci||pk)

s — ubub?”

" 4= (cf,c5)

K* « pk'

If (b =0) then K* +—s KSp(pp)
b/ s ADEC,LR,(pp’ C*,K*)
Return (b =¥')

proc DEC(¢, ¢) /| G&(N)
If (¢ ¢ ®) then Return L
sk’ + ¢(sk)

If ((sk’ = sk) A (¢ = ¢*)) then Return L
w « H.Eval(ppy, c1le(g, h)**)

If (e(e1,uruy) # e(g, c2)) then Return L

If (w = w*) then bad « true;

Return e(cq, b))’

Figure 5.9: Games used in the proof of Theorem 5.2.3.

to Go to accommodate these changes. We store the exponent sk instead of the
group element h** so that the secret key is a single element of Z,. We then apply
the technique of Section 4.4 by including the public key in the hash, resulting in a
P _RKA-secure KEM. These modifications result in a scheme that is slightly less
efficient than the original KEM.

Theorem 5.2.3 Let H be a collision-resistant hash function and DBDH be hard for
G. Then MBMW is ®_-RKA secure.

Proof: Let A be a PT adversary playing game IND-RKA. We build PT adversaries
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5.2 RKA-Secure PKE

Aq, Ay such that
Advigie () < 2Advih (V) + AdvElt (V)

for all A € N, from which the theorem follows.

The proof uses the games in Figure 5.9. Game Gq is as game IND-RKAvgmw,a,
but sets the flag bad and returns L if the adversary makes a decapsulation query

for a valid ciphertext with the same hash value as the challenge ciphertext.

We will build A;, As so that for all A € N we have

Pr[G{()) sets bad] < Advyly, (A) (5.12)
2Pr[Gi (\)] — 1 < AdvEP()) . (5.13)

Games IND-RKApvgmw,» and Gq are identical until bad, so by the Fundamental
Lemma of Game-Playing [23] and the above, for all A € N we have:

Advigiw e a(A) = 2PT[IND‘RKA6IBMW,<I>()‘)] -1
= 2(Pr[IND-RKA{gmw.o (V)] — Pr[Gg (V) + 2 Pr[GEH(A)] — 1
< 2Pr[G{H(\) sets bad] + 2Pr[GZH(N\)] — 1
< 2AdviYy, (V) + AdvEPil (V)

as desired. We proceed to the constructions of A, As. Adversary A; against the

collision resistance of H behaves as follows:
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5.2 RKA-Secure PKE

A1 (ppy)

1

b+s{0,1}; ¢* L

(p,G1,Ga,Gr,e) s G.Pg(1?)

g<3Gl; h«sG} DEc(4, ¢)

Y1, Y2 < Zy, If (¢ ¢ ®) then Return L

uy < hYL 5 ug < h¥? sk’ «+ ¢(sk)

pp < (p,G1,Ga,Gr, e, g, h,uy, ug, ppy) | If ((sk" = sk) A (¢ = ¢*))

sk <s Z, then Return L

pk < e(g, h)** w < H.Eval(ppy, c1le(g, h)*")
t«sZ, If (e(c1,u1uy) # e(g, c2))

cf + gt then Return L

w* <= H.Eval(ppy, ;|| pk) If (w=w*)

z < c||pk then bad < true

s« ubub” 2« ci|le(g,h)* ; Return L
¢ (cf, c3) Return e(cp, h)*

K* « pkt

If (b =0) then K* <—s KSp(pp)

b s ADEC(pp’pk? C*,K*)

Return (z,z’)

If bad is set then there was a query (¢,c) with w = w*, where ¢ = (¢, ¢2)
is a valid ciphertext so is of the form (¢°,uju3®) for some s € Z, where w =
H.Eval(ppy, g°||e(g, h)?*%)). Then we have a pair of values z = gt||e(g, h)** and
2’ = g°||e(g, h)®*F) with H.Eval(ppy, z) = H.Eval(ppy, 2’). To show this is a collision
it remains to show that = # z’. If z = 2/ then e(g, h)** = e(g, h)?F), so ¢(sk) = sk
(since Gr is of prime order and e(g,h) # lg,). Since c is valid, it follows from
the decapsulation oracle’s third check that if it has ¢; = cJ, then it must also have
c2 = ¢5. But by the first check performed by the decapsulation, we have that ¢ # c*,
so the ciphertexts must differ in the first component. Then g # ¢%, contradicting
the assumption that z = z’. We deduce that z and 2’ are not equal. A; out-
puts (z, '), and we then have that Pr[G§'()\) sets bad] < Advf_ﬁgl()\), establishing
Equation (5.12).

Adversary Ao against the DBDH problem behaves as follows:
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AQ(g,gOé’gﬁ’g’y, ha haa hﬁa h’yaT)

b<s{0,1}; ¢* L

(p, G1,G2, GT, e) 3 G.Pg(l)‘)
gsGl; h+sG}

PPn <3 H.Pg(l)‘)

pk < e(g*, hP)

g

w* < H.Eval(ppy, ci||pk)

§ s Ly

uy + ()™ ho

U < h«

pp — (p7G17G27 GT7 649, h7 uy, u?appH)

DEC((ﬁa’b, C)
If (¢q,p ¢ ®) then Return L

pk’ « pk®e(g,h)®

w < H.Eval(ppy, c1||pk’)

If ((pk" = pk) A (¢ = ¢*))
then Return L

If (e(er, uruf) # (g, c2))
then Return L

If (w=w*)
then Return L

5 4 (h7)6 K « 6(017(hﬁ)%u1u§”)
¢ < (cf,c3) e((g7) "= g,c2)
K*«T Return K

b’ s APE(pp, pk, c*, K*)

Return b’

Ay computes pk + e(g®, h?) so that the private key sk is the unknown value af. It

chooses 0 <3 Z,, and sets
uy + ()™ R0 and up  h* |

computing the challenge ciphertext as ¢* < (g7, (h?)%). This is a valid ciphertext as
c* = (g7, u'lyugw) Ay sets the challenge session key K* < T', so that it is the correct
session key when the DBDH tuple has T' = e(g, h)O‘BV, and a random element of G
otherwise. Despite not knowing sk, Ay can detect when ¢(sk) = sk by checking
whether pk = pk® - e(g, h)®. Keys are decapsulated as

—s
K o elen (W)= uyuy) _

—1
e((9°) "7 g, c2)
Note that, assuming all the decapsulation oracle’s checks hold, we have:

t
) = e(g,h)*"

)
h a(w—w*)—l—é—,@m
K- e(g,h) 5 __
e(g, h)a(w—w*)+5—ﬁw_w* —afl=ty

where ¢; = ¢!, i.e. t is the randomness used in creating the ciphertext. Hence
this decapsulated key is correct. Ay provides a perfect simulation of Gg for As, so
Ay wins its game precisely when A wins, giving 2Pr[G€()\)] -1< Adv‘é‘ﬁ?()\),
establishing Equation (5.13). 1

Our scheme bears comparison to the PKE schemes of Wee [99]. We reiterate that

Wee only achieves security for the claw-free RKD set ®', whereas our scheme
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MBMW is ®*f_RKA secure. The most directly comparable scheme is the one in [99,
Section 5.2], which is presented in the symmetric setting e : G; x G; — Gp. To
make an accurate comparison with MBMW, and for efficiency at high security levels,
this scheme needs to be translated to the asymmetric setting e : G; x Gy — Gr.
This can be done in such a way that ciphertexts are kept short, consisting of two
elements of G; plus a verification key and a signature from a one-time signature
scheme, while the public key is also an element of G;. Here, we view the scheme as
a KEM and so ignore the element ¥ € Gr. The modified scheme’s security is based

on an asymmetric version of the DBDH assumption, like MBMW.

By comparison, our scheme MBMW has ciphertexts that consist of two group ele-
ments, one in G; and one in Gs. Avoiding the overhead of a one-time signature and
verification key more than compensates for having an element of G2 in place of an
element of (g1 in ciphertexts, and so our ciphertexts are more compact. On the other
hand, our parameters are larger. The costs of encapsulation and decapsulation for
MBMW are roughly the same as for Wee’s scheme: in both schemes, encapsulation
is pairing-free while decapsulation requires 3 pairings (a more detailed comparison

would count the number of exponentiations needed in the two schemes).

In summary, the two schemes have roughly comparable performance, but our scheme
MBMW is RKA secure for a significantly larger class of RKD functions.

5.3 Joint Security in the RKA Setting

We combine the existing security definitions for ®-RKA security and joint security to
produce a new security model for ®-RKA security of joint encryption and signature
schemes. We also extend the results of [14] and Chapter 3 to show that the joint
encryption and signature scheme JES[IBE, DS] of Chapter 3 is ®-RKA secure if the
starting IBE scheme is ®-RKA-secure. This construction can be applied to obtain
efficient JES schemes for interesting sets ® using any of the RKA-secure IBE schemes

from Chapter 4.

The games associated with the notions of security for JES schemes are extended to
®-RKA-security in Figure 5.10

We say that JES is ®-RKA IND-secure if Advﬂ?%%‘f’h() is negligible for all PT adver-
saries A, where Advii6g? (A) = 2Pr[IND-RKAjgs (A)] — 1 and game IND-RKA
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5.3 Joint Security in the RKA Setting

MAIN IND-RKA i (M) MAIN EUF-RKA s ¢(\)
b<s{0,1}; c* +L Q0
pp s JES.Pg(1?) pp s JES.Pg(1*)
(sk, pk) «s JES.Kg(pp) (sk, pk) «s JES.Kg(pp)
b s ADEC,SIGN,LR,(pp’pk) (m,O') s ASIGN,DEG(pp7pk)
Return (b = b’) Return (JES.Verify(pp, pk, m,0)Am & Q)
proc DEC(¢, ¢)
If (¢ ¢ ®) then Return L proc SIGN(¢, m)
sk’ « ¢(sk) If (¢ ¢ @) then Return L
If ((sk’ = sk) A (¢ = ¢*)) then Return L | | sk’ < ¢(sk)
Return m < JES.Dec(pp, sk’, c) o <s JES.Sign(pp, sk’, m)
proc SIGN(¢, m) If (sk' = sk) then Q < QU {m}
If (¢ ¢ ®) then Return L Return o
sk’ « ¢(sk) proc DEC(¢, c)
Return o <s JES.Sign(pp, sk, m) If (¢ ¢ ®) then Return L
sk’ + ¢(sk)

proc LR(mg, m1)

If (¢* #1) then Return L

If (|mg| # |m1|) then Return L
¢* +s JES.Enc(pp, pk, my)

Return m < JES.Dec(pp, sk’, ¢)

Return ¢*

Figure 5.10: Left: Game IND-RKA defining indistinguishability of joint encryption
and signature scheme JES under chosen-ciphertext related-key attack in the presence
of a signing oracle. Right: Game EUF-RKA defining existential unforgeability under
chosen-message related-key attack in the presence of a decryption oracle.
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MAIN OW-aID-RKA{ge ¢ ()
el ur 1L, U+ 0

pp < IBE.Pg(1*)

m* <s IBE.MSp(pp)

(msk, mpk) s IBE.MKg(pp)
m s AKD,CHAL(pp, mpk)
Return (m* = m)

proc ¢, KD(¢, u)

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

If (msk’ = msk) then U < U U {u}
If (u* € U) then Return L

Return IBE.UKg(pp, msk, u)

proc CHAL(u)

If (¢* #1) then Return L

u* = u

If (u* € U) then Return L

c* <s |BE.Enc(pp, mpk, u*, m*)
Return c*

Figure 5.11: Game OW-aID-RKA defining ®-RKA one-wayness of identity-based
encryption scheme IBE.

is on the left-hand side of Figure 5.10. This represents indistinguishability under

chosen-ciphertext related-key attack in the presence of a signing oracle.

We say that JES is ®-RKA EUF-secure if Advﬁléfs'g?A(-) is negligible for all PT
adversaries A, where Advﬁ‘éfs"%kf"A()\) = Pr[EUF—RKAj“ESé()\)} and game EUF-RKA
is on the right-hand side of Figure 5.10. This represents existential unforgeability

under chosen-message related-key attack in the presence of a decryption oracle.

Informally, we say that a JES scheme is ®-RKA secure if it is both ®-RKA IND-
secure and ®-RKA EUF-secure.

We will make use of the following definition of IBE security. We say an identity-
based encryption scheme IBE is ®-RKA one-way under chosen plaintext attack or
®-RKA one-way secure if Advf’gg%‘kaa(-) is negligible for all PT adversaries A,
where AdvRKES 4 (A) = PrOW-aID-RKA{}¢ 4())] and game OW-aID-RKA is in
Figure 5.11.
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The following theorems show that the JES scheme JES[IBE, DS] of Chapter 3 inherits
®-RKA security from the starting IBE scheme.

Theorem 5.3.1 Let IBE be a selectively ®-RKA secure IBE scheme and DS be
a one-time strongly secure signature scheme. Then JES[IBE,DS]| is ®-RKA IND-

Secure.

Proof: Let A be a PT adversary playing game IND-RKA. We build PT adversaries
A1, Asg such that

AdVIETE o) (V) < 2AdVBEET (V) + AdviEERER ()

for all A € N, from which the theorem follows.

The proof uses the games in Figure 5.12. We will build A1, A2 so that for all A € N

we have

Pr[G{(A) sets bad] < Advsiii ™ () (5.14)
2Pr[GI (V)] — 1 < AdvigEai=(A) . (5.15)

Games IND-RKA jgs|igg,ps),¢ and Go are identical until bad, so by the Fundamental
Lemma of Game-Playing [23] and the above, for all A € N we have:

AdViJnEds_ﬁléaE,Dsm,A()\) = 2PT[IND-RKAfEsuBE,DS],@()\)} —1
= 2(PY[IND‘RKAJAESUBE,DS]@(/\)] - Pr[Gé()\)])
+2Pr[Gi(N)] — 1
< 2Pr[GH()\) sets bad] + 2Pr[GZH(N\)] — 1
< 2AdVESTY () + AdVEEETR ()
as desired. We proceed to the constructions of Aj, As,. Adversary A; against the

one-time strong unforgeability of DS behaves as follows:
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MAIN IND'RKAfES[IBE,DS],é()‘) / GE)A()\)

b+s{0,1}; ¢* +L; pki, L

Ppiee s IBE.Pg(1*) ; ppps <—s DS.Pg(1?)
(msk, mpk) <s IBE.MKg(ppiee)

b s APECSISNLR (pp e, ppos), mpk)
Return (b =¥')

proc DEC(¢, ¢)

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

If ((msk’ = msk) A (¢ = ¢*)) then Return L

(pkw CIBan-DS) —c

If (!DS.Verify(ppos, Pkps, Cees 0ps)) then Return L

If ((pkps = phig) A ((Cee, 0os) # (e, 0l))) then bad « true;
u < 1|[pkos

usk <s IBE.UKg(ppige, msk’, u)

Return IBE.Dec(ppge, usk, cge)

proc SIGN(m)

If (¢ ¢ ®) then Return L
msk’ < ¢(msk)

u < 0]|m

Return IBE.UKg(ppee, msk’, u)

proc LR(mg, my)

If (¢* #1) then Return L

If (|mg| # |m1|) then Return L
(skgss Phgs) <=5 DS.Kg(ppos)

u <+ 1|[phgs

e s IBE.Enc(ppige, mpk, u, m)
ol <3 DS.Sign(ppos, Skag, Cie)
< (pk;;sv CIT;E’ 0';5)

Return c*

Figure 5.12: Games used in the proof of Theorem 5.3.1.
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A§IGN (Ppos, Pkos)
(m*, o*) L
b<s{0,1}; ¢* L

ppise < IBE.Pg(1}) SIGNSIM(¢, m)
(msk, mpk) <—s IBE.MKg(ppige) If (¢ ¢ @) then Return L
b s ADEC,SIGNSIM,LR((pplBE7ppDS)’ mpk;) msk’ — ¢(msk)
Return (m*, o*) u < 0||m
Return IBE.UKg(ppige, msk’, u)
DEc(¢, ¢)
If (¢ ¢ ®) then Return L LR (mo, m1)
msk’ < ¢(msk) If (¢* #1) then Return L
If ((msk’ = msk) A (¢ = ¢*)) then Return L | If (|mg| # |m1]|) then Return L
(Pkps; Cige, Ops) ¢ ¢ u < 1||pk5s
If (!DS.Verify(ppos, Pkps; Cise;s Oos)) Cige <8 IBE.Enc(ppige, mpk, u, my)
then Return L ops < SIGN(che)
If ((pkos = Pkis) A ((ciee, o) 7# (Cies 05s))) | € < (Phps, Ce, 05s)
then (m*,0*) < (cge,0ps) ; Return L Return c*
u < 1|[pkps

usk <s IBE.UKg(ppige, msk’, u)
Return IBE.Dec(ppige, usk, cige)

Adversary A; simulates game Gq for A, using its challenge public key in creating the
challenge ciphertext for A. Since SIGN is only called when A calls LR and ¢* =1,
and this situation can occur only on A’s first call to LR, A; makes at most one call
to its SIGN oracle. The forgery that Ay outputs is valid exactly when the flag bad is
set in game Go. The “If” statements before the forgery (m*,c*) is set ensure this.
The third “If” statement ensures the signature is valid, and the fourth ensures the

pair differs from that output by the signing oracle. This establishes Equation (5.14).

Adversary A, against the selective-ID ®-RKA security of IBE behaves as follows:
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AP ED IR (i)
¢t 1
Ppps s DS.Pg(1*)
(8kpss Pkps) <=5 DS.Kg(ppos)
u* + 1||pkss SIGN(¢, m)
mpk <— SID(u*) If (¢ ¢ @) then Return L
b s ADEC,SIGN,LRSIM((pplBE,ppDS)7 mpk) U — ()Hm
Return b’ Return KD(¢, u)
DEc(¢, ¢) LRS1M(mg, mq)
If (¢ ¢ @) then Return L If (¢* #1) then Return L
(pkps, Cige, Ops) — ¢ If (|mg| # |m1|) then Return L
If (IDS.Verify(ppos, Pkps, Cise; Ops)) e s LR(mg, my)
then Return L o5s <3 DS.Sign(ppos, skps, Cie)
If ((pkos = pk3s) A ((Cise, 0os) # (Cies 03s))) | € 4= (PRos; 05s, Coe)
then Return L Return c*
u < 1| pkps
usk < KD(o, u)
If (usk =1) then Return L
Return IBE.Dec(ppige, usk, cige)

Adversary As simulates game Gg for A, choosing up-front the public verification
key that will determine the identity used in the challenge ciphertext. Adversary Ao
must return L when A makes a decryption query with (¢(msk) = msk) A (¢ = ¢*),
without knowing msk. If the ciphertext A submits for decryption is the challenge
ciphertext, then the identity submitted to As’s KD oracle is the challenge identity,
and if ¢(msk) = msk then the KD oracle will return L, so Aa detects this case and

returns L as required.

The challenge identity will never otherwise be queried to the KD oracle by DEC as
the third if statement will cause _L to be returned before the KD oracle is called, and
will not be queried by SIGN as the challenge identity begins with 1 and all SIGN’s
KD queries are for identities beginning with 0. Adversary As outputs A’s guess as

its own, winning whenever A does, establishing Equation (5.15). |

Theorem 5.3.2 Let IBE be a ®-RKA one-way IBE scheme. Then JES[IBE, DS] is
®-RKA EUF-secure.

Proof: Let A be a PT adversary playing game EUF-RKA. We build a PT adversary
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A1 such that
Adv§ESist o4 (N < AdVSERE (V) (5.16)
for all A € N, from which the theorem follows. Adversary A; against the ®-RKA

one-wayness of IBE behaves as follows:

SIGN(¢, m)

If (¢ ¢ @) then Return L
u < 0||m

AKD,CHAL
1 (
Return KD(¢, u)

IBE)

ppos s DS.Pg(1)
(m, U) s ASIGN’DEC((]?MBD ppDS)v mpki) DEC(¢7 c)

ZSZT” ](7771 m then Return L
* (kas, ClBEaaDs) —cC
e < CHAL(u) ' °
Return IBE.Dec(ppie, usk, ¢ If iii.\lffertlg’r(fﬁs’pko& CisE; Ops) )
U <= 1”ka5
usk <—s KD(¢, u)
Return IBE.Dec(ppige, usk, cige)

Adversary A; simulates game EUF-RKA for A, using its KD oracle to answer DEC
and SIGN queries. When A halts outputting a message m and signature o, Ap
submits 0||m as its challenge identity. If A did not submit m to its SIGN oracle
then this identity has not been queried to the KD oracle so the challenge oracle will
respond with a challenge ciphertext. If A output a valid signature on m then the
challenge ciphertext will decrypt successfully using the signature as a user-level key,
establishing Equation (5.16). 1

5.4 RKA-Secure Symmetric Encryption

We now show how to build an RKA-secure symmetric encryption scheme start-
ing from an IBE scheme meeting certain malleability properties and admitting a

collision-resistant identity renaming scheme.

We first show that the natural method of converting a PKE scheme into a symmetric
encryption scheme gives a $-RKA-secure CCA symmetric encryption scheme when
the PKE scheme meets a strong notion of RKA security, wherein the challenge

ciphertext is encrypted under a related key of the adversary’s choosing. We then
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show that if the underlying IBE scheme meets a similar notion of strong RKA
security, the CHK transform preserves this strong RKA security, giving strong ®-
RKA-secure PKE from selective-ID strong ®-RKA-secure IBE.

Finally, we show that applying the identity renaming transform of Section 4.4 to an
IBE scheme with the appropriate properties results in an IBE scheme that achieves
selective-1D strong ®-RKA-security. Waters’ IBE scheme and the extended Waters

IBE scheme are shown to have the required properties.

5.4.1 RKA-Secure Symmetric Encryption from PKE

A definition of ®-RKA-security for a symmetric encryption scheme is presented in
Figure 5.13. It is a find-then-guess style definition where the adversary is allowed
just one query to the LR oracle. This definition is equivalent to the left-or-right
definition presented in [14], losing a factor of ¢ in the reduction where ¢ is the
number of LR queries made in the same way as for standard CCA security. We say
a symmetric encryption scheme SE is ®-RKA secure if Advisngg}j‘() is negligible for
all PT adversaries A, where Advisnéi’g}fi()\) = 2Pr[IND—RKA‘54E7®()\)] — 1 and game
IND-RKA is in Figure 5.13.

We want to build a symmetric encryption scheme meeting this notion of security.
Since we already built RKA-secure PKE in Section 5.2, our starting point is a PKE
scheme, with the whole kepair (sk, pk) serving as the symmetric key K, and encrypt-
ing and decrypting as usual. However with this approach, the public key component
of K is also subject to modification by the related-key derivation function. To avoid
this, we require that the PKE scheme be canonical, and store only the private key
component as the symmetric key, deterministically computing the public key when
it is needed for encryption via pk <— PKE.PK(pp, sk). The algorithms of this scheme

can be seen in Figure 5.14.

In the standard (non-RKA) setting, it is clear that security of the SE scheme follows
from security of the PKE scheme. The reduction uses the PKE scheme adversary’s
own decryption oracle to handle decryption queries, and knowledge of the public
key to handle encryption queries and the LR query. In the RKA setting, we can
still handle decryption queries with the PKE adversary’s own decryption oracle,

however we must now be able to give encryptions relative to transformed public
keys pk + PKE.PK(pp, ¢(K)).
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MAIN IND-RKAZ 4(N)

b+s{0,1}; K*+L1; c*+1

pp < SE.Pg(1*) ; K <s SE.SKSp(pp)
b s AENC,DEC,LR(pp)

Return (b = b’)

proc ENc(¢, m)

If (¢ ¢ ®) then Return L
K e g(K)

Return SE.Enc(pp, K', m)

proc DEC(¢, ¢)

If (¢ ¢ ®) then Return L

K’ ¢(K)

If (K'=K*)A (¢c=c*)) then Return L
Return SE.Dec(pp, K, ¢)

proc LR(¢, mg, my)

If (¢ ¢ ®) then Return L

If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L
K*  ¢(K)

¢* +s SE.Enc(pp, K*, my)
Return c*

Figure 5.13: Game defining ®-RKA security of symmetric encryption scheme SE.

SE[PKE].Pg(1*) : SE[PKE].Kg(pp) :

Return PKE.Pg(1?) K «s PKE.SKSp(pp)
SE[PKE].Enc(pp, K, m) : Return K

pk < PKE.PK(pp, K) SE[PKE].Dec(pp, K, ¢) :
Return PKE.Enc(pp, pk, m) Return PKE.Dec(pp, K, ¢)

Figure 5.14: SE scheme SE[PKE] from canonical PKE scheme PKE.
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MAIN IND-SRKAfe ¢ ()

b+s{0,1}; sk* +L; ¢*+L

pp <3 PKE.Pg(1%) ; sk «+—s PKE.SKSp(pp) ; pk + PKE.PK(pp, sk)
b/ s ADEQENC,LR(pp’pk)

Return (b = b’)

proc DEC(¢, ¢)

If (¢ ¢ ®) then Return L

sk’ « ¢(sk)

If ((sk’ = sk*) A (c = ¢*)) then Return L
Return m <+ PKE.Dec(pp, sk’, c)

proc ENC(¢, m)

If (¢ ¢ ®) then Return L
sk’ « ¢(sk)

pk’ < PKE.PK(pp, sk”)
Return PKE.Enc(pp, pk’, m)

proc LR(¢, mg, my)

If (¢ ¢ ®) then Return L

If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L
sk* « o(sk)

pk* «— PKE.PK(pp, sk*)

c* <—s PKE.Enc(pp, pk*, my)
Return c*

Figure 5.15: Game defining strong ®-RKA security of PKE scheme PKE.

The notion of strong-RKA security is defined for signatures in [14], requiring that an
adversary be unable to forge a signature even relative to a transformed public key.
Translating this to the case of PKE, we have a notion of security where the adversary
cannot distinguish between messages encrypted under a transformed public key. This
notion of strong ®-RKA-security for PKE is exactly what is needed here. We say a
public-key encryption scheme PKE is strong ®-RKA secure if Advggéfﬁa(-) is negli-
gible for all PT adversaries A, where Adv}éﬁﬁ%‘%()\) =2 Pr[IND—SRKAéKE@()\)} -1

and game IND-SRKA is in Figure 5.15. We then have the following theorem.

Theorem 5.4.1 Let PKE be a strong ®-RKA-secure PKE scheme. Then the sym-
metric encryption scheme SE[PKE] is ®-RKA secure.

Proof: Let A be a PT adversary playing game IND-RKA. We build a PT adversary
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A1 such that
AdvEERRE 0.4 < AdVEREEY, (V)

for all A € N, from which the theorem follows.

We will build A; so that for all A € N we have
2 Pr{IND-RKASg g (V)] — 1 < AdVEEES, (V) (5.17)
as desired. Adversary A; behaves as follows:
ENc,DEC,LR
Al NC,DEC (

pp, pk) ENCSIM(¢, m)

b s ADEC,ENC,LR(pp)
Ret Enc
Return b’ eturn ENG(¢, m)

LRSIM(¢7 mo, ml)
Return LR(¢, mg, mq)

DECSIM(¢, ¢)
Return DEC(¢, ¢)

That is the adversary simply runs A, forwarding all its queries to its own oracles.
When A halts and outputs a bit b/, A; does the same, winning precisely when A
does, establishing Equation (5.17). |

5.4.2 Strong RKA-Secure PKE from IBE

As shown in Section 5.2.1 and in [14], RKA-secure PKE can be constructed from
selective-ID RKA-secure IBE, so to construct strong RKA-secure PKE a natural
starting point is strong RKA-secure IBE. We say an IBE scheme IBE is selectively
strong ®-RKA secure if Advgl,‘géfg:jrka(-) is negligible for all PT adversaries A, where
AdvEEE ™ ()) = 2 Pr[IND-sID-SRKAfy ¢ ()] — 1 and game IND-sID-SRKA is
in Figure 5.16. In strong RKA security, in addition to obtaining user-level keys com-
puted under related master keys, the adversary may obtain the challenge encryption
under a related master key. An alternative definition of security could be considered
where instead of having access to an ENC oracle the adversary is given access to
an oracle returning the master public key corresponding to a related key deriving
function. The schemes considered here can be shown to meet this definition, but
meeting that of Figure 5.16 is sufficient as a step on the way to our end goal of

RKA-secure symmetric encryption.
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MAIN IND-sID-SRKA 8¢ o ())

b+s{0,1}; c*+L; u*+L; msk™+L1L; U<+ 0
pp s IBE.Pg(1*)

msk +s IBE.MSKSp(pp)

mpk < IBE.MPK(pp, msk)

b s ASID,KD,LR(pp’ mpk:)

Return (b = b’)

proc sID(u)

If (u* #1) then Return L

Ut = u

Return mpk

proc KD(¢, u)

If (u* =1) then Return L

If (¢ ¢ ®) then Return L
msk’ < ¢(msk)

If (u = u*) then U + U U {msk'}
If (msk™ € U) then Return L
Return IBE.UKg(pp, msk’, u)

proc ENC(¢, u, m)

If (u* =1) then Return L

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

mpk' < IBE.MPK(pp, msk")
Return IBE.Enc(pp, mpk’, u, m)

proc LR(¢, mg, my)

If (u* =1) then Return L

If (¢ ¢ ®) then Return L

If (¢* #1) then Return L

If (|mg| # |ma|) then Return L
msk™ < ¢(msk)

mpk™ < IBE.MPK(pp, msk™)

If (msk™ € U) then Return L
c* «s IBE.Enc(pp, mpk™, u*, my)
Return c*

Figure 5.16: Game IND-sID-SRKA defining selective-ID strong ®-RKA security of
IBE scheme IBE.
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We show that applying the CHK transform to a selective-ID strong ®-RKA-secure
IBE scheme results in a strong ®-RKA-secure PKE scheme.

Theorem 5.4.2 Let IBE be a selectively strong ®-RKA-secure IBE scheme and DS
be a one-time strongly secure signature scheme. Then the PKE scheme CHK[IBE, DS]
as defined in Figure 2.12 is strong ®-RKA secure.

Proof: Let A be a PT adversary playing game IND-SRKA. We build PT adversaries
A1, Asg such that

AQVEITE b5 0.4 (V) < 2AdVEEET () + AdvigERST ()

for all A € N, from which the theorem follows.

The proof uses the games in Figure 5.17. We will build A1, A2 so that for all A € N

we have

Pr[G{(A) sets bad] < Advgii ™ () (5.18)
2Pr[G (V)] — 1 < AdvigEati™(\) . (5.19)

Games IND-SRKA chk(igg,ps],¢ and Go are identical until bad, so by the Fundamen-
tal Lemma of Game-Playing [23] and the above, for all A € N we have:

Advicnﬁ_Ks[rlléaEpS],qu()‘) =2 PT[IND‘SRKAQHKUBE,DS],@(A)] -1
= 2(Pr[IND"SRKAéHK[IBE,DS],<I>(A)] - PT[GOA()\)])
+2Pr[Gi (V)] — 1
< 2Pr[Gy()) sets bad] + 2Pr[GHH(N)] — 1
< 2AdvESTHT (M) + AdvigE 5T (V)
as desired. We proceed to the constructions of Aj, As. Adversary A; against the

one-time strong unforgeability of DS behaves as follows:
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MAIN IND'SRKAéHKUBE,DS],@()\) /1GEN)

b+s{0,1}; msk™ «L; c*+L; pkl <L ; ok +L; ¢t L
PPige <3 |BE'Pg(1>\) 3 DDps <8 DS.Pg(lA)

msk s MSKSp(ppee) ; mpk < IBE.MPK(ppie, msk)

b s ADEC’ENC’LR((Z)MBE,ppos), mpk)

Return (b = b’)

proc DEC(¢, ¢)

If (¢ ¢ ) then Return L

msk’ < ¢(msk)

If ((msk’ = msk™) A (¢ = ¢*)) then Return L

(kaS, CIBE7UDS) —cC

If ('DS.Verify(ppos, Pkps; Cees Ops)) then Return L

If ((phog = pk%) A ((Coes 0os) # (e, 05))) then bad < true;
U 4 pky

usk «s IBE.UKg(ppige, msk’, u)

Return IBE.Dec(ppge, usk, cee)

proc ENC(¢, m)

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

pk’ ¢ IBE.MPK(ppue, msk’)
(skos, Pkos) <—s DS.Kg(ppos)

U < phps

Cee s IBE.Enc(ppee, mpk’, u, m)
ops <—s DS.Sign(ppos, skos, Cee)
Return (pkpys, Cee, Oos)

proc LR(¢, mg, m1)

If (¢ ¢ @) then Return L

If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L
msk™ < ¢(msk)

pk:/ — IBE.I\/IPK(ansa mSk*)
(skns, Phns) <=5 DS.Kg(ppos)

U < pk;s

Cie < |BE.Enc(ppie, mpk™, u, m)
Ops <8 DS.Sign(pst, Sk;sv CIT;E)
c* (pk;sv CIT;E’ (7;5)

Return c*

Figure 5.17: Games used in the proof of Theorem 5.4.2.

123



5.4 RKA-Secure Symmetric Encryption

AN (ppos, Phis)

(m*,o*) L

b<+s{0,1}; msk* <L ; c¢*+ L
Phps <L ops L5 e <L

PPige <8 IBE.Pg(l)‘)

msk <s MSKSp(ppiee )

mpk < IBE.MPK(ppige, msk)

b s APPOENCER ((ppige, ppos), mipk)

Return (m*, ™)

DEc(¢, ¢)

If (¢ ¢ @) then Return L

msk’ < ¢(msk)

If ((msk’ = msk™) A (¢ = c*))
then Return L

(kas, Cige, Ops) — ¢

If (IDS.Verify(ppos, Pkps, Cise; Ops))
then Return L

If ((pkos = Pkos) A ((cige, 0ps) # (Ces 05s)))

then (m*,0*) < (cge,0ps); Return L

u 4— pkps
usk <s IBE.UKg(ppige, msk’, u)
Return IBE.Dec(ppige, usk, cie)

Enc(¢, m)

If (¢p ¢ ®) then Return L

msk’ ¢(msk)

pk’ < IBE.MPK(ppige, msk’)
(skos, Pkps) <3 DS.Kg(ppos)

u < phps

ciee < IBE.Enc(ppige, mpk’, u, m)
ops <—s DS.Sign(ppps, skos, Cise)
Return (pkys, cige, Ops)

LR (¢, mo, m1)

If (¢ ¢ @) then Return L

If (¢* #1) then Return L

If (|mo| # |ma|) then Return L
msk™ < ¢(msk)

pk’ + IBE.MPK (pp, msk™)

u < phps

e < IBE.Enc(ppige, mpk™, u, my)
05 <3 SIGN(¢5;)

c* < (Pkps: e 05s)

Return c¢*

Adversary A; simulates game G for A, using its challenge public key in creating the
challenge ciphertext for A. Since SIGN is only called when A calls LR and ¢* =1,
and this situation can occur only on A’s first call to LR, A; makes at most one call
to its SIGN oracle. The forgery that A; outputs is valid exactly when the flag bad is
set in game Gg. The “If” statements before the forgery (m*,o*) is set ensure this.
The third “If” statement ensures the signature is valid, and the fourth ensures the

pair differs from that output by the signing oracle. This establishes Equation (5.18).

Adversary As against the selective-ID strong ®-RKA security of IBE behaves as
follows:
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ASID,KD,ENC,LR(
2

ppIBE)
L phis <L o5 L g L
Ppps s DS.Pg(1*)
(Sk;ypk;s) <3 DS.Kg(ppos)
u* < pkis
mpk <+ SID(u*)
b s ADEC,ENCSIM,LRSIM((

Return b’

DPise, PPos ) Mpk)

DEC(4, ¢)
If (¢ ¢ @) then Return L
(pk|357 CiBE, UDS) —c

If (IDS.Verify(ppos, Pkps, Cise; Ops))
then Return L

If ((pkos = Pkis) N ((ciee; 0os) 7# (Ce, 05s)))
then (m*,0*) < (cge, 0ps) ; Return L

ENCSIM(¢, m)

If (¢p ¢ @) then Return L
(skps, pkps) <3 DS.Kg(ppos)

U — pkps

e 3 ENC(0, u, m)

ops < DS.Sign(ppos, skos, Cise)
Return (pkys, e, Ops)

LRS1M(¢, mg, my)

If (¢ ¢ @) then Return L

If (¢* #1) then Return L

If (|mo| # |mq|) then Return L
Cige 5 LR((bv mo, ml)

ops <3 DS.Sign(ppos, skps, Cee)

* * * *
c* < (pkfs, Cise> Ths)
Return c¢*

u — pkpg

usk <3 KD(o, u)

If (usk =1) then Return L
Return IBE.Dec(ppige, usk, cige)

Adversary As simulates game Gg for A, choosing up-front the public verification
key that will determine the identity used in the challenge ciphertext. Adversary As
must return | when A makes a decryption query with (¢(msk) = msk™) A (¢ = ¢*),
without knowing msk or msk*. If the ciphertext A submits for decryption is the
challenge ciphertext, then the identity submitted to As’s KD oracle is the challenge
identity, and if ¢(msk) = msk™ then the KD oracle will return L, so As detects this

case and returns L as required.

The challenge identity will never otherwise be queried to the KD oracle by DEC as
the third “If” statement will cause L to be returned before the KD oracle is called.
Adversary As outputs A’s guess as its own, winning whenever A does, establishing
Equation (5.19). |

5.4.3 Strong RKA-Secure IBE

Finally, we show how to build strong ®-RKA-secure IBE using the techniques of
Chapter 4 and some additional properties of the IBE scheme. Our schemes will
satisfy the adaptive notion of strong ®-RKA security given in Figure 5.18, which

implies the selective notion of the previous section. We say an IBE scheme IBE
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MAIN IND-SRKA gg 4 ())

bs{0,1}; c* «L;u*<+1;msk™«L; U<« 0
pp < IBE.Pg(1*)

msk s IBE.MSKSp(pp)

mpk <+ IBE.MPK(pp, msk)

b s AKDLR (ppy mpk)

Return (b = b’)

proc KD(¢, u)

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

U<+ UU{(u,msk’)}

If ((u*, msk™) € U) then Return L
Return IBE.UKg(pp, msk’, u)

proc ENC(¢, u, m)

If (¢ ¢ ®) then Return L

msk’ < ¢(msk)

mpk' < IBE.MPK(pp, msk")
Return IBE.Enc(pp, mpk’, u, m)

proc LR(¢, u, mg, mq)

If (¢* #1) then Return L

If (Jmo| # |ma]) then Return L

u* = u

msk™ < ¢(msk)

If ((u*, msk™) € U) then Return L
mpk™ < IBE.MPK(pp, msk™)

c* «s IBE.Enc(pp, mpk™, u*, my)
Return c*

Figure 5.18: Game IND-SRKA defining strong ®-RKA security of IBE scheme IBE.

126



5.4 RKA-Secure Symmetric Encryption

is strong ®-RKA secure if Adv}g%jg}ff{(-) is negligible for all PT adversaries A,
where AdvigE 3 ()) = 2Pr[IND-SRKA{g¢ 4(A)] — 1 and game IND-SRKA is in
Figure 5.18.

MASTER PUBLIC KEY MALLEABILITY. In Section 4.4 we showed how to use an
identity renaming transform to construct an RKA-secure IBE scheme from an adap-
tively secure IBE scheme that is key malleable and has a collision-resistant identity
renaming scheme. The additional property required to prove strong RKA security
is that of master public key malleability. We say that an IBE scheme IBE with
parameters pp is ®-mpk-malleable if there exists an algorithm R and a function
f € Fun(MSp(pp), MSp(pp)) such that

R(pp, IBE.Enc(pp, IBE.MPK(pp, msk), u, f(m);t), ¢)
= IBE.Enc(pp, IBE.MPK(pp, ¢p(msk)), u, m;t)

for all msk € MSKSp(pp), u € USp(pp), m € MSp(pp), ¢ € ®, and random coins ¢.
This property says that we can take a ciphertext encrypting a message f(m) related
to m under master public key IBE.MPK(pp, msk) and use it to build a ciphertext
encrypting m under master public key IBE.MPK(pp, ¢(msk)), for the same user u

and under the same randomness, t.

Theorem 5.4.3 Let IBE = (Pg, MKg, UKg, Enc, Dec) be a ®-key-malleable and ®-
mpk-malleable adaptively secure IBE scheme with functions R and f and key sim-
ulator T. Let (SI,PI) be a statistically collision-resistant renaming scheme. Let
IBE = (Pg, MKg, UKg, Enc, Dec) be obtained from IBE and renaming scheme (SI, PI)
via the transform IRT described in Section 4.4. Then IBE is strong ®-RKA secure.

Proof: The proof is very similar to that of Theorem 4.4.1, and uses the games in
Figure 5.19 and Figure 5.20. KD of game Gy moves the identity renaming up before
the list of queried identities is updated and then adds the transformed identity to a
list. LR is likewise modified so its test now involves the transformed (rather than
original) identities. Additionally, the secret renaming function SI is used instead of
PI, a modification allowed by the compatibility property of the renaming scheme.
We claim this makes no difference, meaning
Pr[IND-SRKA:L , (V)] = Pr[Gg ()] -
Indeed, statistical collision-resistance tell us that

(msk’,uw) = (msk™,u*) iff SI(pp, msk’,w) = Sl(pp, msk™*,u*) .
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MAIN | IND SRKAZA_(\) 1/ Go'(\) / G [ GE (N / GE (N

b<+s{0,1}; c* <—L,‘u 1 msk* 1 U<—(Z)‘ u* 1L U« 0

pp s IBE. Pg( OF msk +s IBE.MSKSp(pp) ; mpk e IBE.MPK(pp, msk)
b s A (pp, mpk)
Return (b = b’)

proc KD(¢, @) /| IND SRKAZA_(A ) /| GEN)

u < SI(pp, msk , )
’U<—UU{U}; If (u* € U) then Return L ‘
Return IBE.UKg(pp, msk’, u)

proc ENc(¢, @, m) /| IND SRKAZ_(X) / G\ 1/ |G

If (¢ ¢ ®) then Return 1
msk' — ¢(msk) ; mpk” + IBE.MPK(pp, msk’)

u <« Pl(pp, mpk',u |d) u <+ Pl(pp, mpk, @, ¢)

proc LR(¢, @, mg, m1) [ | IND SRKAZA_(A ) JareraeoN

If (¢ ¢ ®) then Return J_
If (¢* #1) then Return L
If (Imo| # |m1|) then Return L

u — u; msk* < ¢(msk); If ((u msk*) € U) then Return L
l mpk™ < IBE.MPK(pp, msk*) ; u* < Pl(pp, mpk™,u*,id)

msk* < ¢(msk) ; mpk™ < IBE.MPK(pp, msk*) ; u* < SI(pp, msk*, )
If (u* € U) then Return L

c* <s IBE.Enc(pp, mpk™, u*, my)

Return c¢*

Figure 5.19: Games used in the proof of Theorem 5.4.3.
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proc KD(¢,@) /| Gi'(A) / G5 (V) |/ G3'(N)
If (¢ ¢ ®) then Return L

u < Pl(pp, mpk, @, ¢)

U<+ UU{u}

If (u* € U) then Return L

| Return IBE.UKg(pp, ¢(msk), u) |

usk < IBE.UKg(pp, msk, u)

Return T'(pp, mpk, u, usk, ¢)

proc ENc(¢,,m) [ G5'(A) / G5 ()

If (¢ ¢ ®) then Return L

u < Pl(pp, mpk, @, ¢)

Return R(pp, IBE.Enc(pp, mpk, u, f(m)), ¢)

proc LR(¢, @, mo, m1) [/ |G{'(A) | /1G5 (A) / G5 (A)
If (¢ ¢ ®) then Return L

If (¢* #1) then Return L

If (|mo| # |ma]|) then Return L

| msk* < ¢(msk) ; mpk” < IBEMPK(pp, msh") |

u* + Pl(pp, mpk,u, ¢)

If (u* € U) then Return L

c* <s IBE.Enc(pp, mpk™, u*, my)

c* < R(pp, IBE.Enc(pp, mpk, u*, f(myp)), o)

|
Lo— - - — — e i -
Return ¢

Figure 5.20: Games used in the proof of Theorem 5.4.3, continued.
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This means that the dashed-boxed code of IND-SRKAE7<I> and the boxed code of

G are equivalent.

Compatibility is invoked to use PI in place of SI in both ENC and in LR in Gy, so
that

Pr[Gg'(A)] = Pr[G{'(M)] -

®-mpk-malleability is invoked to use R(pp,Enc(pp, MPK(pp, msk), u, f(m)), ) in
place of Enc(pp, MPK(pp, ¢(msk)), u, m) in Gg, so that

Pr[G{H(\)] = Pr[GZ(\)] -

Rather than use ¢(msk) for key generation as in the boxed code of KD of Go, G3
uses msk and then applies the key simulator 7. We claim that key-malleability
implies

Pr[G{(N\)] = Pr[GE(N)] . (5.20)

To justify this we show that there is an adversary M such that

PrKMRealife 4(\)] = Pr[GF(\)]  and  Pr[KMSimi 4 7(\)] = Pr[G{(N)] .

Adversary M behaves as follows:

MEP (pp, mpk) ENC(¢, T, m)

b<s{0,1}; ¢* L If (¢ ¢ @) then Return L

u < L; U<« u < PI(pp, mpk,u, ¢)

b s A DSMENGER () k) | Return R(pp, IBE.Enc(pp, mpk, u, f(m)), ¢)

Return (b =b')
LR(¢>W7 mo, ml)

KDS1iM(¢, w) If (¢* #1) then Return L

u < PI(pp, mpk,w, ¢) u* < Pl(pp, mpk,u, ¢)

U<+ UuU{u} If (u* € U) then Return L

If (u* € U) then Return L ¢* <= R(pp, IBE.Enc(pp, mpk, u*, f(mp)), ¢)
Return KD(¢, u) Return ¢*

If M is playing game KMReal then its KD oracle will behave as the boxed code
in game Go, while if M is playing game KMSim its KD oracle will behave as in
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game Gg. If M is playing game KMReal then game Gs is perfectly simulated, while
if M is playing KMSim then game Gj is perfectly simulated, so M returns 1 with
the same probability that A wins in each case and by the key-malleability of IBE
Equation (5.20) holds.

Finally, we design A so that
AdvigEad(\) = 2Pr[G5 (V)] — 1.

Adversary A behaves as follows:

AKD,LR(pp, mpk) M
b s ZKDSIM,ENC,LRSIM( k) U PI(pp, mpk, 1, ¢)
pp,mp usk < KD(u)

/
Return b Return T'(pp, mpk, u, usk, ¢)

ENc(¢, @, m)

If (¢ ¢ @) then Return L

u < PI(pp, mpk,u, ¢)

Return R(pp, IBE.Enc(pp, mpk, u, f(m)), ¢)

LRSIM(¢7ﬂ7 mo, ml)
u* < PI(pp, mpk,, ¢)

¢ < LR(u*, f(mq), f(m1))
Return R(pp, ¢, @)

Adversary A perfectly simulates Gz for A, winning whenever A does. |

Waters’ IBE scheme is ®-mpk-malleable for affine ¢ with a # 0. The restriction
that the linear coefficient be non-zero is necessary, as otherwise the master secret
key becomes the known value b. The function f is f(m) = m® " and the algorithm

R taking ciphertext ¢ = (¢{, ¢4, ¢4) is as follows:

R(ppa (017 céa Cé)v ¢a,b):
€14 ¢ ; e dh
cs + (4)" - e((c})’, g1)
Return (c1, co, ¢3)

Let

—1

¢ < Enc(pp, MPK(pp, msk), u, m* ;t) = (¢',H(u)", e(MPK(pp, msk), g1)" - m* ")
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be the ciphertext input to R. Then

= (ch)" - e((c])’ 1)
= (elg™,g1)" - m* )" e((g)) 1)
= e(g,90)" ™" m - e(g, 1)
:€(g amsk-l—b) .m
— e(g (a-msk+Db) 7gl)t .m
= ¢(MPK((pp, msk)), g1)" - m ,

SO

(c1, ¢, c3) = (¢, H(u)t, e(MPK(pp, ¢(msk)),gl)t -m)
= Enc(pp, MPK(pp, p(msk)), u, m;t)

and R’s output is correct.

The extended Waters IBE scheme is ®-mpk-malleable for polynomial ¢4 q,.....a, With
linear coefficient a; # 0. The function f is f(m) = m% " and the algorithm R taking

ciphertext ¢ = (¢{, ¢, ) is as follows:

R(pp, (017 Céa Cé), ¢a07a17--~7ad):
€14 ¢ ; c2 6
2 d

cg < (c5)™ - e((e)™, 1) - e((¢)™, (97) -+ el(c))™, ()

Return (c1, co, ¢3)

Let

-1

¢ < Enc(pp, MPK(pp, msk), u, m™ 5 t) = (¢',H(u)", e(MPK(pp, msk), g1)" - m* ")

be the ciphertext input to R. Then
¢g = ()™ - e((c))™ 1) - e((e))™, (")) - el(e)™, (g7
= (e(g™*,g0) - m )" e((9)" g1) - el(g), (g7F)) - el(9)™, (97

= (9, )a1-msk-t -m - e(g, gl)aOt -e(g, gl)aQ'mSk L e(g, gl)ad-mskdt
= e( )(a0+a1.mSk—"_aQ'm5k2+"'+ad'mskd)t -m

= e(glaotarmsktazmsk®+tagmsk®) 0"
= e(MPK(pp, p(msk)),g1)" - m ,

SO

(c1,c2,c3) = (gt, H(u)t, e(MPK(pp, ¢(msk)),g1)t -m)
= Enc(pp, MPK(pp, (msk)), u, m;t)
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and R’s output is correct.

If the linear coefficient of the RKD function is zero, then it is possible to com-

t i
(g(“0+“2'm5k2+"'+“d'm3kd),gl) by pairing g¢ and the g/™*" values, so

pute the mask e
the IND-alD security of the extended Waters scheme means it cannot be ®-mpk-
malleable for ® including polynomials with zero linear coefficients. Strong RKA
security is unachievable for constant RKD functions ¢(msk) = ag as the adversary
can submit such a ¢ to the LR oracle to obtain the challenge ciphertext under a pub-
lic key for which it knows the corresponding secret key is ag. Thus strong ®-RKA

security for the full set of polynomials ¢4 a,,...., 15 unachievable. However there is

d
still a gap between the RKD set consisting of polynomials of non-zero degree and

our RKD set of polynomials with non-zero linear coefficient.

Constructing a symmetric encryption scheme from the PKE scheme obtained by
applying the CHK transform to the Waters and extended Waters IBE schemes under
the identity renaming transform of Section 4.4 gives ®-RKA-secure SE for affine
and polynomial ¢ with non-zero linear coefficients. In [69] a CPA secure SE scheme
RKA secure against RKD functions consisting of polynomials of non-zero degree is
presented, while our SE scheme is RKA secure against the more restricted RKD
set consisting of polynomials with non-zero linear coefficients. Note however that
the construction of [69] relies on a specific hardness assumption rather than arising
from a general framework as our instantiations do. Moreover, our schemes are CCA

secure, whereas the scheme of [69] is only CPA secure.

5.5 Conclusion

We showed that the Boneh-Katz transform preserves RKA security, giving ®-RKA-
secure PKE from the ®-RKA-secure IBE schemes of the previous chapter. Previously
[14] showed the CHK transform has the same property, however the Boneh-Katz

transform is more efficient.

We also constructed an RKA-secure KEM based on the KEM of Boyen, Mei and
Waters [39] that is secure against an adversary applying affine transformations to
the key. We showed that the KEM-DEM composition theorem holds in the RKA
setting, leading to further RKA-secure PKE schemes.

We showed that our joint encryption and signature scheme of Section 3.5 preserves
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RKA security, giving a scheme secure when the same key is used for both encryption
and signature, and the adversary can additionally obtain signatures and decryptions

under related keys.

We then turned our attention to symmetric encryption, extending the results of the
previous chapter to show that when the base IBE scheme has a further malleability
property, the PKE scheme obtained through the CHK transform can be converted
into an RKA-secure CCA-SE (CCA-secure symmetric encryption) scheme. Instan-
tiating the scheme with our affine and polynomial RKA-secure IBE schemes of the
previous chapter gives the first symmetric encryption schemes secure against affine
and polynomial RKAs in the CCA setting, such schemes having already been con-
structed in the CPA setting in [69]. In the CPA setting [69] gives a symmetric
encryption scheme RKA secure against the class ®Po(4) \ ®¢, while we are able to
achieve RKA security in the CCA setting against the set of polynomials of degree
d with linear coefficient zero. Closing this gap and achieving RKA security against
the full set @row(d) \ ®¢ in the CCA setting is an open problem.

We have achieved RKA security under affine and polynomial key transformations for
many primitives for which previously constructions secure against only linear RKAs
were known. An interesting direction for future research is to construct schemes
secure against further classes of RKA such as those described by bit-flipping, shifting,
and masking, which are arguably more natural transformations to consider in the

setting of tampering attacks.
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Key-Versatile Signatures
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This chapter introduces key-versatile signatures. Key-versatile signatures allow us
to sign with keys already in use for another purpose, without changing the keys and
without tmpacting the security of the original purpose. This allows us to obtain
advances across a collection of challenging domains including joint encryption and
signature, security against related-key attack (RKA) and security for key-dependent
messages (KDM). Specifically we can (1) Add signing capability to existing encryp-
tion capability with zero overhead in the size of the public key (2) Obtain RKA-secure
signatures from any RKA-secure one-way function, yielding new RKA-secure signa-

ture schemes (3) Add integrity to encryption while maintaining KDM-security.

6.1 Introduction

One of the recommended principles of sound cryptographic design is key separation,
meaning that keys used for one purpose (e.g. encryption) should not be used for
another purpose (e.g. signing). The reason is that, as demonstrated in Chapter 3,

even if the individual uses are secure, the joint usage could be insecure [53]. This
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chapter shows, to the contrary, that there are important applications where key
reuse is not only desirable but crucial to maintain security, and that when done
“right” it works. We offer key-versatile signatures as a general tool to enable signing
with existing keys already in use for another purpose, without adding key material
and while maintaining security of both the new and the old usage of the keys. Our
applications include: (1) adding signing capability to existing encryption capability
with zero overhead in the size of the public key (2) obtaining RKA-secure signa-
tures from RKA-secure one-way functions (3) adding integrity to encryption while

preserving KDM security.

CLOSER LOOK. Key-versatility refers to the ability to take an arbitrary one-way
function F' and return a signature scheme where the secret signing key is a random
domain point z for F' and the public verification key is its image y = F(z). By
requiring strong simulatability and key-extractability security conditions [46] from
these “F-keyed” signatures, and then defining F' based on keys already existing for
another purpose, we will be able to add signing capability while maintaining existing

keys and security.

The most compelling motivation comes from security against related-key attack and
security for key-dependent messages (KDM), technically challenging areas where
solutions create, and depend on, very specific key structures. We would like to
expand the set of primitives for which we can provide these forms of security. Rather
than start from scratch, we would like to leverage the existing, hard-won advances in
these areas by modular design, transforming a primitive X into a primitive Y while
preserving RKA or KDM security. Since security is relative to a set of functions
(either key or message deriving) on the space of keys, the transform must preserve
the existing keys. Key-versatile signatures will thus allow us to create new RKA

and KDM secure primitives in a modular way.

We warn that our results are theoretical feasibility ones. They demonstrate that
certain practical goals can in principle be reached, but the solutions are not efficient.
Below we begin with a more direct application of key versatile signatures to joint

encryption and signature and then go on to our RKA and KDM results.

JOINING SIGNATURES TO ENCRYPTION WITH ZERO PUBLIC-KEY OVERHEAD. Sup-
pose Alice has keys (skpke, pkpye) for a public-key encryption scheme and wants
to also have signing capability. Certainly, she could pick new and separate keys

(skps, pkps) enabling her to use her favourite signature scheme. However, it means
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that Alice’s public key, now pk = (pkpye, Pkps), has doubled in size. Practitioners
ask if one can do better. We want a joint encryption and signature scheme (recall
from Chapter 3 a JES scheme has a single keypair (sk, pk) used for both encryption
and signing). We aim to minimise the public-key overhead, (loosely) defined as the

size of pk minus the size of the public key pk,. of the underlying encryption scheme.

Previous results in joint encryption and signature pertain to specific encryption
schemes. We step back to ask a general theoretical question. Namely, suppose we
are given an arbitrary IND-CCA-secure public-key encryption scheme. We wish to
add signing capability to form a JES scheme. How low can the public-key overhead
go? The (perhaps surprising) answer we provide is that we can achieve a public-key
overhead of zero. The public key for our JES scheme remains exactly that of the given
encryption scheme, meaning we add signing capability without changing the public
key. (Zero public-key overhead has a particular advantage besides space savings,
namely that, in adding signing, no new certificates are needed. This makes key
management significantly easier for the potentially large number of entities already
using Alice’s public key. This advantage is absent if the public key is at all modified.)

We emphasise again that this is for any starting encryption scheme.

To do this, we let F' be the function that maps the secret key of the given encryption
scheme to the public key. (Not all encryption schemes will directly derive the public
key as a deterministic function of the secret key, although many, including Cramer-
Shoup [49], do. However, we can modify any encryption scheme to have this property,
without changing the public key, by using the coins of the key-generation algorithm as
the secret key.) The assumed security of the encryption scheme means this function is
one-way. Now, we simply use an F-keyed signature scheme, with the keys remaining
those of the encryption scheme. No new keys are introduced. We need however to
ensure that the joint use of the keys does not result in bad interactions that make
either the encryption or the signature insecure. This amounts to showing that the
JES security conditions, namely that encryption remains secure even given a signing
oracle and signing remains secure even given a decryption oracle, are met. This will
follow from the simulatability and key-extractability requirements we impose on our

F-keyed signatures.

NEw RKA-SECURE SIGNATURES. Recall from Chapter 4 that in a related-key attack
(RKA) [80, 24, 18, 14] an adversary can modify a stored secret key and observe
outputs of the cryptographic primitive under the modified key. Achieving proven
security against RKAs, however, is broadly recognised as very challenging. This has

lead several authors [66, 14] to suggest that we “bootstrap,” building higher-level ®-
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RKA-secure primitives from lower-level ®-RKA-secure primitives. In this vein, [14]
show how to build ®-RKA signatures from ®-RKA PRFs. Building ®-RKA PRFs
remains difficult, however, and we really have only one construction [13]. This
has lead to the direct (non-bootstrapping) constructions in Chapter 5 of ®-RKA

signatures for classes ® of polynomials over certain specific pairing groups.

We return to bootstrapping and provide a much stronger result, building ®-RKA
signatures from ®-RKA one-way functions rather than from ®-RKA PRFs. (For a

)

one-way function, the input is the “key.” In attempting to recover z from F(x),
the adversary may also obtain F(z') where z’ is created by applying to = some
modification function from ®. The definition is from [66].) The difference is sig-
nificant because building ®-RKA one-way functions under standard assumptions is
easy. Adapting the key-malleability technique of [13], we show that many natural
one-way functions are ®-RKA secure (for appropriate classes ®) assuming nothing
more than their standard ome-wayness. In particular this is true for discrete ex-
ponentiation over an arbitrary group and for the one-way functions underlying the
LWE and LPN problems. In this way we obtain ®-RKA signatures for many new

and natural classes ®.

The central challenge in our bootstrapping is to preserve the keyspace, meaning that
the space of secret keys of the constructed signature scheme must be the domain of
the given ®-RKA one-way function F. (Without this, it is not even meaningful to
talk of preserving ®-RKA security, let alone to show that it happens.) This is exactly
what an F-keyed signature scheme allows us to do. The proof that ®-RKA security
is preserved exploits strong features built into our definitions of simulatability and
key-extractability for F-keyed signatures, in particular that these conditions hold

even under secret keys selected by the adversary.

KDM-SECURE STORAGE. Over the last few years we have seen a large number of
sophisticated schemes to address the (challenging) problem of encryption of key-
dependent data (e.g., [27, 36, 9, 7, 43, 44, 26, 11, 87, 6, 40, 41, 17, 62, 75]). The
most touted application is secure outsourced storage, where Alice’s decryption key,
or some function thereof, is in a file she is encrypting and uploading to the cloud.
This can occur for example when making an offsite backup of a disk. But in this
setting integrity is just as important as privacy. To this end, we would like to add
signatures, thus enabling the server, based on Alice’s public key, to validate her
uploads, and enabling Alice herself to validate her downloads, all while preserving
KDM security.
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What emerges is a new goal that we call KDM-secure (encrypted and authenticated)
storage. In Section 6.5 we formalise the corresponding primitive, providing both
syntax and notions of security for key-dependent messages. Briefly, Alice uses a
secret key sk to turn her message M into an encrypted and authenticated “data”
object that she stores on the server. The server is able to check integrity based on
Alice’s public key. When Alice retrieves data, she can check integrity and decrypt
based on her secret key. Security requires both privacy and integrity even when
M depends on sk. (As we explain in more depth below, this goal is different from
signcryption [100] and authenticated symmetric encryption [20, 93], even in the

absence of KDM considerations.)

A natural approach to achieve our goal is for Alice to encrypt under a symmetric,
KDM-secure scheme and sign the ciphertexts under a conventional signature scheme.
But it is not clear how to prove the resulting storage scheme is KDM-secure. The
difficulty is that sk would include the signing key in addition to the encryption (and
decryption) key K, so that messages depend on both these keys while the KDM
security of the encryption only covers messages depending on K. We could attempt
to start from scratch and design a secure storage scheme meeting our notions. But
key-versatile signatures offer a simpler and more modular solution. Briefly, we take
a KDM-secure public-key encryption scheme and let F' be the one-way function that
maps a secret key to a public key. Alice holds (only) a secret key sk and the server
holds pk = F(sk). To upload M, Alice re-computes pk from sk, encrypts M under it
using the KDM scheme, and signs the ciphertext with an F-keyed signature scheme

using the same key sk. The server verifies signatures under pk.

In Section 6.5 we present in full the construction outlined above, and prove that it
meets our notion of KDM security. The crux, as for our RKA-secure constructions,
is that adding signing capability without changing the keys puts us in a position
to exploit the assumed KDM security of the underlying encryption scheme. The
strong simulatability and key-extractability properties of our signatures do the rest.
We note that as an added bonus, we assume only CPA-KDM security of the base

encryption scheme, yet our storage scheme achieves CCA-KDM security.

CONSTRUCTING F-KEYED SIGNATURES. In Section 6.2 we define F-keyed signatures
and show how to construct them for arbitrary one-way F'. This enables us to realise

the above applications.

Our simulatability condition, adapting [46, 1, 45], asks for a trapdoor allowing

the creation of simulated signatures given only the message and public key, even
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when the secret key underlying this public key is adversarially chosen. Our key-
extractability condition, adapting [46], asks that, using the same trapdoor, one can
extract from a valid signature the corresponding secret key, even when the public
key is adversarially chosen. Theorem 6.2.1, showing these conditions imply not just
standard but strong unforgeability, acts not just as a sanity check but as a way to

introduce, in a simple form, a proof template that we will extend for our applications.

Our construction of an F-keyed signature scheme is a minor adaptation of a NIZK-
based signature scheme of Dodis, Haralambiev, Lépez-Alt and Wichs (DHLW) [56].
While DHLW [56] prove leakage-resilience of their scheme, we prove simulatability
and key-extractability. The underlying SE NIZKs (defined in Chapter 2) are a
variant of simulation-sound extractable NIZKs [50, 70, 71] introduced by [56] under
the name tSE NIZKs and shown by [56, 73] to be achievable for all of NP under

standard assumptions.

D1SCcUSSION AND RELATED WORK. F-keyed signatures can be viewed as a special
case of signatures of knowledge as introduced by Chase and Lysyanskaya [46]. The
main novelty of our work is in the notion of key-versatility, namely that F-keyed
signatures can add signing capability without changing keys, and the ensuing ap-
plications to joint encryption and signature, RKA security and KDM security. In
particular our work shows that signatures of knowledge have applications beyond

those envisaged in [46].

The first NIZK-based signature scheme was that of [15]. It achieved only unforge-
ability. Simulatability and extractability were achieved in [46] using dense cryp-
tosystems [52, 51] and simulation-sound NIZKs [96, 50]. The DHLW construction
we use can be viewed as a simplification and strengthening made possible by the

significant advances in NIZK technology since then.

F-keyed signatures, and, more generally, signatures of knowledge [46] can be seen as
a signing analogue of Witness encryption [63, 16], and we might have named them
Witness Signatures. GGSW [63] show how witness encryption allows encryption
with a flexible choice of keys, just as we show that F-keyed signatures allow signing

with a flexible choice of keys.

Signcryption [100] (sometimes called authenticated public-key encryption [3]), JES
(see Chapter 3) and our secure storage goal all have in common that both encryption
and signature are involved. However, in signcryption, there are two parties and thus

two sets of keys, Alice encrypting under Bob’s public key and signing under her own
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secret key. In JES and secure storage, there is one set of keys, namely Alice’s. Thus
for signcryption the question of using the same keys for the two purposes, which is at
the core of our goals and methods, does not arise. Self-signcryption [59] is however
similar to secure storage, minus the key-dependent message aspect. Authenticated
symmetric encryption [20, 93] also involves both encryption and authentication, but
under a shared key, while JES and secure storage involve public keys. KDM-secure

authenticated symmetric encryption was studied in [17, 10].

KDM-secure signatures were studied in [90], who show limitations on the security
achievable. Our secure storage scheme bypasses these limitations by signing cipher-
texts rather than plaintexts and by avoiding KDM-secure signatures altogether: we
use F-keyed signatures and are making no standalone claims or assumptions regard-
ing their KDM security. Combining KDM encryption and KDM signatures would
not give us KDM-secure storage because the keys for the two primitives would be

different and we want joint KDM security.

Secure storage is an amalgam of symmetric and asymmetric cryptography, encryp-
tion being of the former kind and authentication of the latter. With secure storage,
we are directly modelling a goal of practical interest rather than trying to create a
general-purpose tool like many of the other works just mentioned. The difference
between JES and secure storage is that in the former, arbitrary messages may be
signed, while in the latter only ciphertexts may be signed. The difference is cru-
cial for KDM security, which for JES would inherit the limitations of KDM-secure

signatures just mentioned, but is not so limited for secure storage.

6.2 Key-Versatile Signatures

We define F-keyed signature schemes, for F a family of functions rather than the
single function F' used for simplicity in Section 6.1. The requirement is that the
secret key sk is an input for an instance ppe of the family and the public key pk =
F.Eval(ppe, sk) is the corresponding image under this instance, the instance ppe itself
specified in public parameters. We intend to use these schemes to add authenticity
in a setting where keys (sk, pk) may already be in use for another purpose (such as
encryption). We need to ensure that signing will neither lessen the security of the
existing usage of the keys nor have its own security be lessened by it. To ensure
this strong form of composability, we define simulatability and key-extractability

requirements for our F-keyed schemes. The fact that the keys will already be in use
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MAIN SIM’SS’F(A)
b <s {O, 1}
(PPrs PPau1) 5 DS.Pg(1*)

PPy (PP, PPavx1)
(PPauro, std, ztd) s DS.SimPg(1*)

PPo < (PPes PPauxo)
b’ s AS(pp, )

MAIN EXT{s ¢())

Q0

ppe < F.Pg(1%)

(PPuus, std, atd) <5 DS.SimPg(1*)

PP < (DPPes PPax)
(pk, m, o) s AS'N(pp)

If (pk ¢ F.Rng(ppe))

then Return false
If (IDS.Verify(pp, pk, m, o))
then Return false
If ((pk, m,0) € Q)
then Return false
sk s DS.Ext(pp, ztd, pk, m, o)
Return (F.Eval(ppe, sk) # pk)

Return (b = b")

SIGN(sk, m)
If (sk ¢ F.Dom(ppr))
then Return L
pk « F.Eval(pps, sk)
If(b=1)
then o <s DS.Sign(pp,, sk, m)
Else o < DS.SimSign(pp,, std, pk, m) SIGN(sk, m)
Return o If (sk & F.Dom(ppe))
then Return L
pk « F.Eval(ppx, sk)
o <s DS.SimSign(pp, std, pk, m)
Q QU {(pk,m,0)}

Return o

Figure 6.1: Left: Game SIM defining simulatability of F-keyed signature scheme DS.
Right: Game EXT defining key-extractability.

for another purpose also means that we do not have the luxury of picking the family
F, but must work with an arbitrary family emerging from another setting. The only
assumption we will make on F is thus that it is one-way. (This is necessary, else
security is clearly impossible.) With the definitions in place, we go on to indicate

how to build F-keyed signature schemes for arbitrary, one-way F.

We clarify that being F-keyed under an F assumed to be one-way does not mean
that security (simulatability and key-extractability) of the signature scheme is based
solely on the assumption that F is one-way. The additional assumption in our con-
struction is a SE-secure NIZK. (But this itself can be built under standard assump-
tions.) It is possible to build a signature scheme that is unforgeable assuming only
that a given F is one-way [94], but this scheme will not be F-keyed relative to the

same F underlying its security, and it will not be simulatable or key-extractable.

F-KEYED SIGNATURE SCHEMES. Let F be a function family. We say that a signature
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scheme DS is F-keyed if the following are true:

e Parameter compatibility: Parameters pp for DS are a pair pp = (ppr, PPaux) COD-

sisting of parameters ppr for F and auxiliary parameters pp,.., these indepen-
dently generated. Formally, there is a PT auziliary parameter generation algo-
rithm DS.APg such that DS.Pg(1*) picks ppr <—s F.Pg(1*); pp.ux s DS.APg(1?)
and returns (ppe, PPaux)-

o Key compatibility: The signing key sk is a random point in the domain of F.Eval

and the verifying key pk is its image under F.Eval. Formally, DS.Kg((ppr, PPaux))
picks sk <—s F.Dom(ppe), lets pk < F.Eval(ppe, sk) and returns (sk, pk). (DS.Kg

ignores the auxiliary parameters pp,., meaning the keys do not depend on them.)

6.2.1 Security of F-Keyed Signature Schemes

We require two (strong) security properties of an F-keyed signature scheme DS:

e Simulatable: Under simulated auxiliary parameters and an associated simula-
tion trapdoor std, a simulator, given pk = F.Eval(ppe, sk) and m, can pro-
duce a signature o indistinguishable from the real one produced under sk,
when not just m, but even the secret key sk, is adaptively chosen by the ad-
versary. Formally, DS is simulatable if it specifies additional PT algorithms
DS.SimPg (the auxiliary parameter simulator) and DS.SimSign (the signature
simulator) such that AdVSDig 4(+) is negligible for every PT adversary A, where
Adv%? A(A\) = 2Pr[SIMAg(A\)] — 1 and game SIM is specified on the left-hand
side of Figure 6.1.

e Key-extractable: Under the same simulated auxiliary parameters and an associ-
ated extraction trapdoor ztd, an extractor can extract from any valid forgery
relative to pk an underlying secret key sk, even when pk is chosen by the adver-
sary and the adversary can adaptively obtain simulated signatures under secret
keys of its choice. Formally, DS is key-extractable if it specifies another PT al-
gorithm DS.Ext (the extractor) such that AdveDXSt’ 4(+) is negligible for every PT
adversary A, where Advps 4(A) = Pr[EXT3g()\)] and game EXT is specified on
the right-hand side of Figure 6.1.

The EXT game includes a possibly non-PT test of membership in the range of the
family, but we will ensure that adversaries (who must remain PT) do not perform
this test. Our definition of simulatability follows [46, 1, 45]. Those definitions were
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for general signatures, not F-keyed ones, and one difference is that our simulator can

set only the auxiliary parameters, not the full parameters, meaning it does not set

DPPr.

SIM+EXT IMPLIES UNFORGEABILITY. The simulatability and key-extractability
notions we have defined may seem quite unrelated to the standard unforgeability
requirement for signature schemes [67]. As a warm-up towards applying these new
conditions, we show that in fact they imply not just the standard unforgeability but

strong unforgeability, under the minimal assumption that F is one-way.

Theorem 6.2.1 Let DS be an F-keyed signature scheme that is simulatable and
key-extractable. If F is one-way then DS is strongly unforgeable.

Here we sketch the intuition. First we switch to a game using simulated parameters,
building an adversary A; against the simulatability property of DS to show this
change is indistinguishable to an adversary. In the next game we extract a secret
key from the adversary’s forgery, and set a flag bad if this secret key does not
correspond to the challenge public key. We show through an adversary A, against
the extractability property of DS that this happens with negligible probability, and
move to a game that outputs false when bad is set. Now we are in a position to build
an inverter I for F. On input (ppe, pk), adversary I generates simulated auxiliary
parameters pp... together with simulation and extraction trapdoors. It now runs A
with parameters (ppg, Ppauy), answering signing queries via the signature simulator.
(Note the latter only needs the simulation trapdoor and the public key, not the
secret key.) When A produces its forgery m, o, the inverter I runs the extractor to
obtain sk, which is a pre-image of pk under F.Eval(ppg, -) with the same probability
that A wins the final game.

The reader may note that the above theorem would hold under weaker simulata-
bility and extractability conditions where the adversaries do not choose secret and
public keys. This is true, but the stronger conditions are crucial to other upcoming

applications in this chapter. We proceed to prove Theorem 6.2.1.

Proof: Let A be a PT adversary playing game SUF-CMA. We build PT adversaries
A1, As, I such that

Advglgjgma(x) < AdvpE 4, (A) + AdvEE 4, (A) + AdvR(N)

for all A € N, from which the theorem follows.
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MAIN SUF-CMA{Zs(\)

Q0

(PPrs PPanx) =3 DS.PE(1%) 5 pp <= (PP, PPus)
(sk, pk) <—s DS.Kg(pp)

(m, o) s ASN(pp, pk)

Return (DS.Verify(pp, pk, m,o) A ((m,0) € Q))

MAIN GZHN) /|G

Q<+ 0
ppr <=5 F.PE(1%) 5 (PPaus, std, xtd) <=5 DS.SimPg(1%) 5 pp < (ppr, PPaus)
(sk, pk) <—s DS.Kg(pp)
(m, o) s ASN(pp, pk)
sk’ <—s DS.Ext(pp, xtd, pk, m, o)
If (DS.Verify(pp, pk, m,0) A (m,o) € Q) then
d < true

If (F.Eval(ppe, sk’) # pk) then bad < true;

Return d

L ml
!

o +s DS.Sign(pp, sk, m) |

o s DS.SimSign(pp, std, pk, m)
Q<+ QU{(m,o)}

Return o

Figure 6.2: Games used in the proof of Theorem 6.2.1.

The proof uses the games in Figure 6.2. We will build A1, As, I so that for all A € N

we have

Pr[SUF-CMA{s(A)] — Pr[Gg(A)] < AdviEe 4, () (6.1)
Pr[G{(A) sets bad] < Advie 4, ()) (6.2)
Pr[G{(\)] < AdvEy()) . (6.3)
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6.2 Key-Versatile Signatures

Games Gg and Gq are identical until bad, so by the Fundamental Lemma of Game-
Playing [23] and the above, for all A € N we have:

Advye () = Pr[SUF-CMA{s())]
= (Pr[SUF-CMAAs(N)] — Pr[G4(N)])
+ (Pr[G§'(A)] = Pr[G(W)]) + Pr[G{' (V)]
< (Pr[SUF-CMA#AS(N)] — Pr[GEH(N\)])
+ Pr[Gé‘()\) sets bad] + Pr[G’f‘()\)]
< Advpe 4, (A) + AdvES 4, (A) + AdvR(N)

as desired. We proceed to the constructions of Aq, As, I. Adversary A; against the

simulatability of DS behaves as follows:

AT (o)

Q0

(sk, pk) <s DS.Kg(pp) SIGNSIM(1m)

(m,0) s ASNSN (pp, pk) o s SIGN(sk, m)

If (DS.Verify(pp, pk, m,o) A ((m,0) € Q)) | Q + QU{(m,0)}
then b’ + 1 Return o

Else b’ < 0

Return b’

The SIGN oracle that A; invokes is its own. When the challenge bit b in game SIM is
0, adversary Ay’s SIGN oracle returns signatures computed through DS.SimSign and
so Aj simulates for A game Gg, while if b = 1, adversary A;’s SIGN oracle returns
signatures computed through DS.Sign and so A; simulates game SUF-CMA. We

thus have

Pr[SUF-CMAAs(A)] — Pr[Go(\)] =Pr[b) =1|b=1] = Pr[t) = 1| b = 0]
< Advpga, (V)

which establishes Equation (6.1). Adversary A, against the extractability of DS

behaves as follows:

AS'N(pp)

(sk, pk) +—s DS.Kg(pp)
(m,a) s ASIGNSIM(pp7pk)
Return (pk, m, o)

SIGNSIM(m)

o <3 SIGN(sk, m)
Return o

146



6.2 Key-Versatile Signatures

We skip the simple analysis establishing Equation (6.2). Adversary I against the

one-wayness of F behaves as follows:

1(ppe, k)
(PPauxs 5td, 2td) 3 DS.SimPg(17) SIGN(m)
PP < (PPFs PPau)

(m, o) <3 ASN(pp, pk)

sk’ «<—s DS.Ext(pp, atd, pk, m, o)
Return sk’

o <3 DS.SimSign(pp, std, pk, m)
Return o

The value pk input to I is generated through choosing a random point in the domain
of F and applying the evaluation function to it, just as key compatibility dictates
DS.Kg generates pk in game G1. We exploit in this game the parameter compatibility
of DS, which allows us to generate pp... independently of pp:. We skip the simple
analysis establishing Equation (6.3). |

6.2.2 Constructing F-Keyed Signature Schemes

A key-versatile signing schema is a transform KvS that given an arbitrary family
of functions F returns an F-keyed signature scheme DS = KvS[F|]. We want the
constructed signature scheme to be simulatable and key-extractable. We now show
that this is possible with the aid of appropriate NIZK systems which are themselves

known to be constructable under standard assumptions.

Recall from Chapter 2 the definition of a SE (Simulation Extractable) NIZK system.
SE was called tSE in [56] and is a variant of NIZK-security notions from [70, 50, 96].
The definition is based on [50, 70, 71, 56]. Roughly, it says that an adversary, given
polynomially many simulated proofs of statements of his choosing, cannot come up

with a new valid proof from which a witness cannot be extracted.

Before we use such proofs to construct a F-keyed signature scheme, we must know
that they exist. The first construction of SE NIZKs (using a stronger notion of simu-
lation extractability) was given in [70], but for a fairly restricted language related to
sets of pairing product equations in bilinear groups. In [56] (and further formalised
in [73]), the authors provide a generic construction of SE NIZKs from a (regular)
NIZK, an IND-CCA encryption scheme, and a one-time signature, which establishes
that SE NIZKs exist for all NP.
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6.2 Key-Versatile Signatures

DS.APg(1?*) : DS.Sign((ppe, crs), sk, m) :

crs +—s NIZK.Pg(1*) pk < F.Eval(pps, sk)

Return crs Return NIZK.P(crs, (ppe, pk, m), sk)
DS.Pg(1*) : DS.Verify((ppe, crs), pk, m,o) :

crs +s DS.APg(1%) Return NIZK.V (crs, (ppe, pk, m), o)

ppr < F.Pg(1?)

DS.SimPg(1%) :
Return (ppe, crs) —_—

(crs, std, vtd) <s NIZK.SimPg(1*)
DS.Kg((ppr, crs)) : Return (crs, std, ztd)

sk s F.Dom(pp¢)
pk < F.Eval(pps, sk)
Return (sk, pk)

DS.SimSign((pps, crs), std, pk, m) :
Return NIZK.SimP(crs, std, (ppe, pk, m))
DS.Ext((pp, crs), xtd, pk, m, o) :

Return NIZK.Ext(crs, ztd, (ppe, pk, m), o)

Figure 6.3: F-keyed signature scheme DS = KvSJ[F].

The scheme is simple. We define the relation R((ppe, pk, m), sk) to return true iff
F.Eval(ppe, sk) = pk. A signature of m under sk is then a SE-secure NIZK proof for
this relation in which the witness is sk and the instance (input) is (ppe, pk, m). The
interesting aspect of this construction is that it at first sounds blatantly insecure,
since the relation R ignores the message m. Does this not mean that a signature is
independent of the message, in which case an adversary could violate unforgeability
by requesting a signature o of a message m under pk and then outputting (m', o) as
a forgery for some m’ # m? What prevents this is the strength of the SE notion of
NIZKs. The message m is present in the instance (ppg, pk, m), even if it is ignored
by the relation; the proof in turn depends on the instance, making the signature
depend on m. Intuitively the SE-secure NIZK guarantees a form of non-malleability,

so signatures (proofs) for one message (instance) cannot be transferred to another.

Formally, Let F be a function family. We associate to it the NP-relation R defined
by R((ppe, pk, m), sk) = (F.Eval(ppe, sk) = pk) for all A € N and all ppe, pk, m, sk €
{0,1}*. Let NIZK be a NI system for R that is zero knowledge and simulation
extractable. The signature scheme DS = KvSIF] is specified in Figure 6.3.

A similar construction of signatures was given in [56] starting from a leakage-resilient
hard relation rather than (as in our case) a relation arising from a one-way function.
Our construction could be considered a special case of theirs, with the added dif-
ference that they use labelled NIZKs with the message as the label while we avoid

labels and put the message in the input. The claims established about the construc-
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tion are however different, with [56] establishing leakage resilience and unforgeability
of the signature and our work showing simulatability and key-extractability. The
technique of [56] was also used by [45] to construct malleable signatures. Going
back further, the first NIZK-based signature scheme was that of [15]. This used
PRFs and commitment, but only regular (as opposed to SE) NIZKs, these being all
that was available at the time. One might see the simpler and more elegant modern
NIZK-based signatures as being made possible by the arrival of the stronger NIZK
systems of works like [50, 70, 71, 56].

SECURITY OF THE CONSTRUCTION. Simulatability of the signature scheme follows
directly from the zero knowledge property of the NIZK. The key extractability of
the signature scheme likewise follows from the SE security of the NIZK.

Theorem 6.2.2 Assume there exist SE NIZK systems for all of NP. Then there
s a key-versatile signing schema KvS such that if F is any family of functions then

the signature scheme DS = KvSI[F| is simulatable and key-extractable.

Proof: Let A be a PT adversary playing game SIM. We construct a PT adversary
A; such that Adv%rsnj,:’A()\) < AdvﬁhZK’R’Al()\) for all A € N. Adversary A; against
the zero-knowledge property of NIZK behaves as follows:

APROVE((erg) SIGN(sk, m)
ppe <3 F.Pg(1Y) | If (sk ¢ F.Dom(ppe)) then Return L

pp < (ppe, crs) | pk < F.Eval(pp, sk)
b s ASISN(pp) | 7w <—s PROVE((ppr, pk, m), sk)
Return b’ Return 7

Let A be a PT adversary playing game EXT. We construct a PT adversary As
such that Advps e 4(A) < Adv{izk g a,(A) for all A € N. Adversary A; against the

simulation extractability of NIZK behaves as follows:

ppr < F.Pg(1%) If (sk & F.Dom(ppe)) then Return L
pp < (ppe, crs) pk < F.Eval(pps, sk)

(pk, m, o) <—s ASSN(pp) | m s PROVE((pp, pk, m), sk)
Return ((ppFa pk7 m)7 U) Return 7
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If (pk, m,o0) ¢ Q in game EXT then ((ppe, pk, m),0) ¢ Q in game SE, the sets being
those defined in the games. Furthermore, by the definition of DS.Ext and R, if sk <
DS.Ext(crs, ztd, pk, m, o) is such that F.Eval(ppe, sk) # pk, then R((ppe, pk, m), sk)
= false. 1

6.3 Joining Signature to Encryption with No Public-Key
Overhead

Let PKE be an arbitrary IND-CCA-secure public-key encryption scheme. As an
example, it could be the Cramer-Shoup [49], the Kurosawa-Desmedt [82], or the
DDN scheme [57], but it could be any other IND-CCA-secure scheme as well. Alice
has already established a keypair (skpxe, pkpye) for this scheme, allowing anyone to
send her ciphertexts computed under pk,, . that she can decrypt under skpye. She
wants now to add signature capability. This is easily done. She can create a keypair
(skos, pkps) for her favourite signature scheme and sign an arbitrary message m
under skps, verification being possible given pk,c. The difficulty is that her public
key is now pk = (pkpye, Pkps). It is not just larger but will require a new certificate.
The question we ask is whether we can add signing capability in a way that is more
parsimonious with regard to public key size. Technically, we seek a joint encryption
and signature scheme where Alice has a single keypair (sk,pk), with sk used to
decrypt and sign, and pk used to encrypt and verify, each usage secure in the face of
the other, and we want pk smaller than that of the trivial solution pk = (pkpye, Pkps)-
Perhaps surprisingly, we show how to construct a JES scheme with pk-overhead zero,
meaning pk is unchanged, remaining pky... We not only manage to use skpge to sign
and pk,, to verify, but do so in such a way that the security of the encryption is not
affected by the presence of the signature, and vice versa. Previous standard model
JES schemes had been able to reduce the pk-overhead only for specific starting
encryption schemes (see Chapter 3) while our result says the overhead can be zero
regardless of the starting encryption scheme. The result is obtained by defining F
as the function mapping skeke to pkpce and using a simulatable and key-extractable

F-keyed signature scheme with the keys remaining (skexe, Phpge)-

THE BASE PKE SCHEME. We are given a public-key encryption scheme PKE meet-
ing the usual notion of IND-CCA security. Let us say that PKE is canonical if the
operation (sk, pk) <—s PKE.Kg(pppke) picks sk at random from a finite, non-empty
set we denote PKE.SKSp(ppeke), and then applies to (ppeke, sk) a PT deterministic

public-key derivation function we denote PK to get pk. Canonicity may seem like an
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6.3 Joining Signature to Encryption with No Public-Key Overhead

extra assumption, but isn’t. First, many (most) schemes are already canonical. This
is true for the Cramer-Shoup scheme [49], the Kurosawa-Desmedt scheme [82] and
for schemes obtained via the CHK transform [32] applied to the identity-based en-
cryption schemes of Boneh-Boyen [29] or Waters [98]. Second, if by chance a scheme
is not canonical, we can modify it be so. Crucially (for our purposes), the modifica-
tion does not change the public key. (But it might change the secret key.) Briefly,
the modification, which is standard, is to use the random coins of the key generation
algorithm as the secret key. In some more detail, given PKE, the new key-generation
algorithm, on input ppeke, picks random coins w, lets (sk, pk) < PKE.Kg(pppke; w),
and returns (w, pk), so that the new secret key is w and the public key is still pk.
Encryption is unchanged. The modified decryption algorithm, given (ppexe,w, ¢),
lets (sk, pk) < PKE.Kg(ppexe; w) and outputs m < PKE.Dec(pppke, sk, ¢). 1t is easy
to see that the modified scheme is canonical and also inherits both the correctness
and the IND-CCA security of the original scheme.

CONSTRUCTION. Given a canonical PKE scheme as above, we construct a JES
scheme JES[PKE]. The first step is to construct from PKE a function family F as
follows: let F.Pg = PKE.Pg, so the parameters of F are the same those of PKE; let
F.Dom = PKE.SKSp, so the domain of F is the space of secret keys of PKE; and let
F.Eval = PKE.PK, so the function defined by ppr maps a secret key to a corresponding
public key. Now let DS be an F-keyed signature scheme that is simulatable and key-
extractable. (We can obtain DS via Theorem 6.2.2.) Now we define our JES scheme
JES[PKE]. Let JES[PKE].Pg = DS.Pg, so parameters for JES[PKE| have the form
DPPsesipe] = (PPe> PPaux ), Where ppe are parameters for F, which by definition of F are
also parameters for PKE. Let JES[PKE]|.Kg = DS.Kg. Recall that key compatibility
requires DS.Kg first samples from F.Dom then applies F.Eval, so that keys are those of
PKE which are also those of DS. Let JES[PKE].Sign = DS.Sign and JES[PKE].Verify =
DS.Verify, so the signing and verifying algorithms of the joint scheme JES[PKE]
are inherited from the signature scheme DS. Let JES[PKE].Enc((ppe, pPaux), Pk, M)
return PKE.Enc(ppe, pk, m) and let JES[PKE].Dec((ppe, pPaux), sk, ¢) return PKE.Dec
(ppe, sk, ¢), so that the encryption and decryption algorithms of the joint scheme
JES[PKE] are inherited from the PKE scheme PKE. Note that the public key of the
joint scheme JES[PKE] is exactly that of PKE, so there is zero public-key overhead.
(If PKE had been born canonical, there is also zero secret-key overhead. Had it
undergone the transformation described above to make it canonical, the secret-key
overhead might be non-zero but the public-key overhead would still be zero because
the transformation did not change the public key.) The following says that JES[PKE]
is both IND-CCMA and EUF-CCMA secure.
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Theorem 6.3.1 Let PKE be an IND-CCA-secure canonical public-key encryption
scheme. Let F be defined from it as above. Let DS be a simulatable and key-
extractable F-keyed signature scheme, and let JES[PKE] be the corresponding joint
encryption and signature scheme constructed above. Then (1) JES[PKE] is IND-
CCMA secure, and (2) JES[PKE] is EUF-CCMA secure.

First we give some intuition. For (1), given an adversary A against the IND-CCMA
security of JES[PKE], we build an adversary D against the IND-CCA security of
PKE. D will simply run A on simulated auxiliary parameters, using the simulator to
answer A’s SIGN queries and using its own DEC oracle to answer A’s DEC queries. An
adversary against simulatability is built alongside, but key extraction is not needed.
For (2), given an adversary A against the EUF-CCMA security of JES[PKE], we
again build an adversary D against the IND-CCA security of PKE. It will run A
with simulated auxiliary parameters, replying to A’s oracle queries as before. From a
forgery it extracts the secret key, using this to defeat IND-CCA security. Adversaries
Ap and A, against simulatability and key-extractability of DS are built alongside to

show that D succeeds.

Proof: Part (1): IND-CCMA security

Let A be a PT adversary playing game IND-CCMA. We build PT adversaries Ay, D
such that

AQVIEGERE 4(\) < 2AdvBEE 4, () + AdVEEE (V)

for all A € N, from which part (1) of the theorem follows.

The proof uses the games in Figure 6.4. Game Gq switches to using simulated

parameters and signatures. We will build Aj, D so that for all A € N we have

Pr[IND-CCMA jggpig) (M) — Pr(Gg (V)] < AdvESe 4, (M) (6.4)
2Pr[GI (V)] — 1 < AdvEER () (6.5)

Using this we have

AdVIESERE A(A) = 2 Pr[IND-COMA g pig (V)] — 1
— 2 Pr{IND-COMA g pyg) (V)] — Pr{Ge! (V)] + Pr{Gg (V)] ) — 1
— 2 Pr{IND-COMA g oy (V)] — Pr(Gi (V)] ) + 2 Pr(Git (V)] — 1
< 2AAvELE 4, (A) + AdVEREH (A)
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ppr +5 FPE(1Y) 3 (DPaws, std, atd) < DS.SimPg(1*)
ppJES[PKE] A (ppFa ppml)() ) (Sk’ pk) A DS'Kg(ppJES[PKE])
b’ s ADEC’SIGN’LR(ppJES[PKE] ) pk’)

Return (b = b')

proc DEC(c) // IND-CCMA jgsppe (V) / Gi'(A)

If (¢ = ¢*) then Return L
Return m < JES[PKE].Dec(pp,esipxe; Sk, )

proc SIGN(m) // :IND'CCMAfES[PKE] N1/ Go)

r----—-—- - - -~ - - -~ -~~~ - - T o-o ST T T T T T oo a
!

Return DS.Sign(ppesipxe , sk, m) |

Return DS.SimSign(pp,esipxe , std, pk, m)

proc LR(mg, m1) / IND-CCMA jgsipie)(A) / Go'(A)
If (¢* #1) then Return L

If (|mg| # |m1|) then Return L

c* <s JES|PKE].Enc(ppsesipxe, Pk, mip)

Return ¢*

Figure 6.4: Games used in the proof of part (1) of Theorem 6.3.1.

as desired. We proceed to the constructions of A, D. Adversary A; against the

simulatability of DS behaves as follows:

A%IGN(pp)
(sk, pk) <—s DS.Kg(pp)

4+ L;d«s{0,1}
d s ADEC,SIGNSIM,LR(

DEc(c)
If (¢ =c¢*) then m < L
Else m < JES[PKE].Dec(pp, sk, c)

pp, pk)

If (¢ = d) then b/ « 1 Return m
Else b’ + 0
Return ¥’ LR (mo, mi1)
If (¢* #1) then Return L
SIGNSIM(m) If (Jmg| # |mq]) then Return L

c* < JES[PKE].Enc(pp, pk, mq)

o <3 SIGN(sk, m) Return c¢*

Return o
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When the challenge bit b in game SIM is 0, adversary A; simulates for A game G,
and if b = 1, adversary A; simulates game IND-CCMA. We thus have

Pr[IND-CCMA jgs pyg (A)] — PriGo(A)] = Pr(t = 1[b=1] — Pr[t/ = 1[b=0]
< Advpsie 4,(A)

establishing Equation (6.4). Adversary D against the IND-CCA security of PKE

behaves as follows:

DO (ppe, pk)
(PPaus, std, xtd) < DS.SimPg(1*) | SIGN(m)
PPiesipre) < (PPe, PPaux) o s DS.SimSign(ppesppre, std, pk, m)

b/ s ADEC,SIGN,LR(
Return v/

PDPjesipke] pk) Return o

We omit the analysis establishing Equation (6.5).

Part (2): EUF-CCMA security

Let A be a PT adversary playing game EUF-CCMA. We build PT adversaries
A1, As, D such that

AdvSEEESES (V) < AdVEE L 4, () + AdvEEp 4, (V) + AdVRER ()

for all A € N, from which part (2) of the theorem follows.

The proof uses the games in Figure 6.5. Games G and G; switch to using simulated

parameters and signatures. We will build Ay, As, D so that for all A € N we have

Pr[EUF'CCMAJAES[PKE]()‘)] — Pr[Gg(A)] < AdvELE 4, (V) (6.6)
Pr[G{'(A) sets bad] < Advier 4, () (6.7)
Pr(G(V)] < AdvEER(A) - (6.8)
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MAIN EUF-CCMA jgspyg (V)

Q <« 0; d+false

(PPr, PPau) 45 DS.Pg(1%)

DPuesipre) < (ppn ppaux) ) (Sk; pk) s DS-Kg(ppJES[PKE])
(m7 U) s ASIGN,DEC (ppJES[PKE]7 pk)

sk’ «s DS.Ext(ppuesixe) s td, pk, m, o)

Return (Verify(ppesipxe s Pk, m, o) A (m € Q))

MAIN G3(N) /| G2
Q + 0; d+« false
ppe <5 F.Pg(17) 5 (PPuuss std, xtd) <—s DS.SimPg(1*)

PPsestere) < (PPry PPawx) 5 (8K, pk) <=3 DS.Kg(ppespere))
(m, U) +—s ASIGN,DEC (ppJES[PKE]v pk’)

sk’ s DS.Ext(ppjesipxe s 2td, pk, m, o)

If (Verify(ppesipxe; Pk, m, o) A (m & @Q)) then

d < true
If (F.Eval(ppr, sk’) # pk) then bad « true;
Return d

proc SIGN(m) /| EUF CCMAJES[PKE](A)J/ GOA()\) / Gf()\)

0 <8 DS'SImSIgn(ppJES[PKE]a std, pk, m)
Q<+ QuU{m}

Return o

proc Dec(c) / EUF- CCMAJES[PKE}( )/ G64(>\) / Gf()\)
Return m < Dec(ppesipxg , Sk, €)

Figure 6.5: Games used in the proof of part (2) of Theorem 6.3.1.

Games Gg and G; are identical until bad, so by the Fundamental Lemma of Game-
Playing [23] and the above, for all A € N we have:

AdviESERE A(N) = PrEUF-CCMA jggipig (V)]
= (Pr[EUF- CCMAJES[PKE]()\)} [Gé()\)])
+ (Pr[Gg (V)] = Pr[GF (V) + Pr[G{' (V)]
< (Pr[EUF-CCMA g pgy (V)] — PG (V)])
+ Pr[G{'(\) sets bad] + Pr[G{H(\)]
< AdVELe 4, (V) + AdVBE 4, (V) + AdVEET (V)

as desired. We proceed to the constructions of A, Ao, D. Adversary A; against the

simulatability of DS behaves as follows:
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AV (pp)

(sk, pk) <s DS.Kg(pp); Q + 0
(m’ U) s ADEC,SIGNSIM(pp’pk)

If (Verify(pp, pk, m,0) A (m € Q))

then & « 1
Else b/ + 0
Return v’

DEc(c¢)
m <— JES[PKE].Dec(pp, sk, c)
Return m

SIGNSIM(m)
o s SIGN(sk, m)

Q<+ QuU{m}

Return o

When the challenge bit b in game SIM is 0, adversary A; simulates for A game G,
and if b = 1, adversary A; simulates game EUF-CCMA. We thus have

PrEUF-COMA jegipg (V)] — Pr[Gg ()] = Pr[t = 1[b=1] = Pr[t = 1|b = 0]

< AdvslgISn,F,Al (A) )

establishing Equation (6.6). Adversary As against the key-extractability of DS be-

haves as follows:

AglcN(pp>

(m 0') 3 ADEC,SIGNS[M(

Return (pk, m, o)

pp, pk)

DEc(c)
m < JES[PKE].Dec(pp, sk, c)

Return m

SIGNSIM(m)

o <3 SIGN(sk, m)
Return o

We omit the analysis establishing Equation (6.7). Adversary D against the IND-

CCA security of PKE behaves as follows:

DPECLR (ppe, pk)

(PPau, std, 2td) s DS.SimPg(1*)
PPsesipke) < (PPFy PPaux)

(m, o) <= APECSIEN (pp o), pk)

sk <s DS.Ext(pp, xtd, pk, m, o)

If (F.Eval(ppy, sk’) # pk) then Return 0
mg < 0* T my 1*

c* «s LR(mg, mp)

m < PKE.Dec(pp, sk, c*)

If (m = my) then t/ < 1 else b/ < 0
Return o
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o s DS.SimSign(ppsesipxe s std, pk, m)
Return o



6.4 RKA-Secure Signatures from RKA-Secure OWF's

When A wins Gy we have that F.Eval(ppe, sk’) = pk, so sk’ is a valid secret key for pk.
By correctness of PKE, we then have PKE.Dec(ppe, sk’, PKE.Enc(ppe, pk, mp)) = my,
where b is the challenge bit in game IND-CCA, so

AdvEESE () =Prlt) = 1)b = 1] — Pr[t = 1|b = 0] > Pr[G{'())] .

This is because the first term in the difference above is at least Pr[G4'()\)] and the
second term is zero. The second term is zero because b’ = 1 only when sk’ is a valid
secret key for pk and the challenge ciphertext decrypts under sk’ to m;, which cannot
happen when b = 0 as this would violate the correctness of PKE. This establishes
Equation (6.8). |

6.4 RKA-Secure Signatures from RKA-Secure OWFs

RKA security is notoriously hard to provably achieve. Recognising this, several
authors [66, 14] have suggested a bootstrapping approach in which we build higher-
level RKA-secure primitives from lower-level RKA-secure primitives. In this vein,
a construction of RKA-secure signatures from RKA-secure PRFs was given in [14].
We improve on this via a construction of RKA-secure signatures from RKA-secure
one-way functions. The result is simple: If F is a ®-RKA-secure OWF then any F-
keyed simulatable and key-extractable signature scheme is also ®-RKA secure. The
benefit is that (as we will show) many popular OWF's are already RKA secure and

we immediately get new RKA-secure signatures.

RKA SeCURITY. Let F be a function family. A class of RKD (related-key deriving)
functions ® for F is a set of PT-computable functions ¢(ppe,-) : F.Dom(pps) —
F.Dom(ppe). We say that F is ®-RKA secure if Advﬁt"’gﬁa(‘) is negligible for every PT
adversary A, where Adv‘,%vyvq;fﬁa()\) = Pr[OWF—RKA‘éCD(/\)] and game OWF-RKA
is on the left-hand side of Figure 6.6. In this game, A, like in the basic one-wayness
notion, is given y = F.Eval(ppe, ) and attempts to find 2’ such that F.Eval(ppe, 2') =
y. Now, however, it has help. It can request that the hidden challenge input = be
modified to ' = ¢(ppr, z) for any ¢ of its choice, and obtain y' = F.Eval(ppe, 2’).
This should not help it in its inversion task. The definition is from Goldenberg and
Liskov [66], adapted to our notation, and represents a particularly simple and basic

form of RKA security.

Let DS be an F-keyed signature scheme and let ® be as above. We say that DS
is @-RKA secure if Advsbusf;,?}‘a 4(+) is negligible for every PT adversary A, where
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MAIN OWF-RKA,?,@()\)
ppe s F.Pg(1%)
x s F.Dom(ppr)

y < F.Eval(ppe, )
a’ s AP (ppe, y)
Return (F.Eval(ppe, 2') = y)

EvaL(¢)
If (¢ ¢ ®) then Return L

' ¢(ppe, )
y' + F.Eval(ppe, ')
Return 3/

MAIN SUF-RKASS,F@()\)
Q10
(PPFs PPanx) s DS.Pg(1%)

pp < (PDe, PPavx)
(sk, pk) <—s DS.Kg(pp)

(m, o) <= ASN(pp, pk)
Return ((Verify(pp, pk, m,o)) A ((pk, m,0) € Q))

SIGN(¢p, m)
If (¢ ¢ ®) then Return L

sk « ¢(ppe, sk)
pk' < F.Eval(pps, sk’)

o <s Sign(pp, sk’, m)
Q + QU{(pk',m,0)}

Return o’

Figure 6.6: Left: Game OWF-RKA defining ®-RKA security of function family F.
Right: Game SUF-RKA defining ®-RKA security of F-keyed signature scheme DS.

Adv%lsfjéf‘S,A()\) = Pr[SUF—RKAéS7F7(I)()\)} and game SUF-RKA is on the right-hand
side of Figure 6.6. In this game, A, like in the basic (strong) unforgeability notion, is
given public key pk and is attempting to forge a signature under it. Now, however,
it has help beyond its usual signing oracle. It can request that the hidden secret
key sk be modified to sk’ = ¢(ppe, sk) for any function ¢ of its choice, and obtain
a signature under sk’ of any message of its choice. This should not help it in its
forgery task. Our definition adapts the one of Bellare, Cash and Miller [14] for ®-
RKA security of arbitrary signature schemes to the special case of F-keyed signature

schemes.!

CONSTRUCTION. Suppose we are given a ®-RKA-secure OWF F and want to build
a ®-RKA-secure signature scheme. For the question to even make sense, RKD
functions specified by ® must apply to the secret signing key. Thus, the secret key
needs to be an input for the OWF and the public key needs to be the image of
the secret key under the OWF. The main technical difficulty is, given F, finding a

signature scheme with this property. But this is exactly what a key-versatile signing

! One change (strengthening the definition) is that we use a strong unforgeability formulation
rather than an unforgeability one. On the other hand while the authors of [14] disallow A a victory
from forgery m,o when m was previously signed under sk’ = sk, we disallow it when m was
previously signed under pk’ = pk even if sk’ # sk. In our setting this is more natural since the
secret key determines the public key. In any case Theorem 6.4.1 extends to the definition of [14]
assuming F is additionally injective or collision-resistant, which is true in most examples.
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MAIN SUF-RKA’SS’F@()\)
Q<+ 0; d<« false

(PPrs PPans) 5 DS.Pg(1)

PP < (PPe; PPaux) 5 (8K, pk) <—s DS.Kg(pp)
(m, o) s ASN(pp, pk)

Return (Verify(pp, pk, m, o) A ((pk, m,0) € Q))
wa 6RO /G0
Q <« 0; d+« false

ppr < F.Pg(1?)
(PPaxs $td, 2td) s DS.SimPg(1*)

pp < (PPrs PPaux) 3 (K, pk) <=5 DS.Kg(pp)
(m, o) <= ASN(pp, pk)
sk’ <—s DS.Ext(pp, xtd, pk, m, o)

If (Verify(pp, pk, m,0) A ((pk, m,o) &€ @Q)) then

d < true
If (F.Eval(pp, sk) # pk) then bad < true;
Return d

SiaN(6,m) /| SUF-CMAZS()| /[ at(n) / 6

If (¢ ¢ ®) then Return L
sk < ¢(ppr, sk) ; pk’ + F.Eval(ppe, sk’)

,,,,,,,,,,,,,,,,,,,,,,,, B

' o < DS.Sign(pp, sk’, m) \

o <3 DS.SimSign(pp, std, pk’, m)
Q < QU{(pk’,m,0)}

Return o

Figure 6.7: Games used in the proof of Theorem 6.4.1.

schema gives us. The following says that if the signature scheme produced by this

schema is simulatable and key-extractable then it inherits the ®-RKA security of

the OWF.

Theorem 6.4.1 Let F be a ®-RKA secure one-way function, and let DS be a sim-
ulatable and key-extractable F-keyed signature scheme. Then DS is ®-RKA secure.

The proof extends that of Theorem 6.2.1. The adversary I that we build uses its
EVAL oracle to simulate the SIGN oracle of the given adversary A. In applying the

simulation and key-extractability, we make crucial use of the fact that the adversaries

can obtain signatures under secret keys of their choice.
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Proof: Let A be a PT adversary playing game SUF-RKA. We build PT adversaries
Aq, As, I such that
AQVEEES () < AdVEZE 4, (V) + AdVBE e 4,() + AdVRST ()

for all A € N, from which the theorem follows. The proof uses the games in Fig-
ure 6.7. Games G and G; switch to using simulated parameters and signatures.
We will build Aq, Ao, I so that for all A € N we have

Pr[SUF-RKAfs r ()] — Pr[Gg (V)] < AdvELe 4, (V) (6.9)
Pr[G{'(\) sets bad] < Advier 4, (\) (6.10)
Pr(G{'(\)] < AdvsT (N (6.11)

Games Gg and G; are identical until bad, so by the Fundamental Lemma of Game-
Playing [23] and the above, for all A € N we have:
AdVEEES () = PrSUP-RKA#s £ ¢ (V)]
— (P[SUF-RKAZs r (V)] — PrGE (V)]
+ (Pr[Gg ()] = PG (V)]) + Pr[G{ (V)]
< (Pr[SUF-RKApg ¢ o (V)] — PG (A)])
+ Pr[G#(\) sets bad] + Pr[G7{(\)]
< AAvBEE 4, (V) + AdVBSF 4, (A) + AdVEGT(N)
as desired. We proceed to the constructions of Ay, Ao, I. Adversary A; against the

simulatability of DS behaves as follows:

ATN(pp) SIGNSIM(¢h, )

Q < 0; (sk, pk) < DS.Kg(pp) If (¢ ¢ ®) then Return L

(m, o) s ASISNSM (pp pk) sk < ¢(ppe, sk)

If (Verify(pp, pk, m,c) A ((pk, m,0) € Q)) | pk’ < F.Eval(ppe, sk')
then b’ < 1 o < SIGN(sk’, m)

Else b/ < 0 Q <« QU {(pk',m,o)}

Return ¢/ Return o

When the challenge bit b in game SIM is 0, adversary A; simulates for A game G,
and if b = 1, adversary A; simulates game SUF-RKA. We thus have

Pr[SUF-RKA{s £ (V)] — Pr[GF(N)] =Pr[t = 1|b=1] — Pr[t = 1|b=0]
< AdVSDHSn,F,A1 ()\) )

establishing Equation (6.9). Adversary A, against the key-extractability of DS be-

haves as follows:
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SIGNSIM (¢, m)
A3 (pp) If (¢ ¢ ®) then Return L
Q<10 sk’ < ¢(ppr, sk)
(sk, pk) <—s DS.Kg(pp) pk’ < F.Eval(ppe, sk’)
(m, o) <s ASSNSM(pyy pE) | o <—s SIGN(sk, m)
Return (pk, m, o) Q «— QU{(pk',m,o)}
Return o

If bad is set to true in game Gg then we have: (1) Verify(pp, pk, m,o) (2) (pk, m,0) &
Q, and (3) F.Eval(ppg, sk’) # pk. These are exactly the necessary conditions for As to
win game EXT, establishing Equation (6.10). Adversary I against the one-wayness
of F behaves as follows:

IEVAL(ppHpk) SIGNSIM(¢7 m)

(PPaus, std, ztd) +s DS.SimPg(1*) | If (¢ ¢ ®) then Return L

(m, o) <=s ASINSM((ppe, pp,), pk) | pk < EVAL(¢)

sk’ «<—s DS.Ext(pp, ztd, pk, m, o) o +s DS.SimSign(pp, std, pk’, m)
Return sk’ Return o

Adversary I uses the simulation trapdoor std to answer A’s signing queries, gener-
ating the appropriate public key through a call to his EvAL oracle. Whenever A
wins Gq, that is A outputs a new valid forgery from which a valid secret key can be
extracted, I outputs this secret key and breaks the RKA security of F, establishing
Equation (6.11). |

FinDING &-RKA OWFs. Theorem 6.4.1 motivates finding ®-RKA-secure function
families F. The merit of our approach is that there are many such families. To
enable systematically identifying them, we adapt the definition of key-malleable
PRFs of [13] to OWFs. We say that a function family F is ®-key-malleable if there
is a PT algorithm M, called a ®-key-simulator, such that M (ppe, ¢, F.Eval(ppe, ))
= F.Eval(pp, ¢(ppr, z)) for all ppe € [F.Pg(1*)], all ¢ € ® and all x € F.Dom(ppe).

Proposition 6.4.2 Let F be a ®-key-malleable, one-way function family. Then F
is ®-RKA secure.

Proof: Let A be a PT adversary attacking the ®-RKA security of F and let M be a

®-key-simulator. We construct a PT adversary A; against the (regular) one-wayness
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F EXP RSA LWE
PPr (<G>7 9, m) (N7 6) (A7 n,m, q)
x € Zm YA (s,e) € Zy* X Zg
F.Eval(ppr, z) g° ¢ mod N (As+e) mod ¢
&(ppe, @) || (az+b) mod m, z*mod N, (s+s’,e+e’)mod g,
(ayb) € Zy, X L a€N (s',€) ey x L}
M (ppr, ¢,) y'g’ y"mod N (y+As'+e’) mod ¢

Figure 6.8: ®-RKA secure OWFs: We succinctly define the families and the ®-key-
simulator showing their ® malleability and hence their ®-RKA security.

of F such that Adv,?fgrka()\) < AdvpY (M) for all A € N. On input (ppe,y), adver-
sary Aj runs A(ppe,y). When A makes an EVAL query ¢, adversary A; computes
y' < M(ppr, ¢,y) and returns 3’ to A. ®-key malleability says that y' = F.Eval(ppe,
&(ppr,x)) as A expects. When A eventually halts and outputs a value 2/, adversary

A1 does the same. |

Previous uses of key-malleability in [13] and in Chapter 4 for RKA security required
additional conditions on the primitives, such as key-fingerprints in the first case and
some form of collision-resistance in the second. For OWFs; it is considerably easier,
key-malleability alone sufficing. We now exemplify how to leverage Proposition 6.4.2
to find ®-RKA OWFs and thence, via Theorem 6.4.1, ®-RKA signature schemes.
Table 6.8 examines three popular one-way functions: discrete exponentiation in a
cyclic group, RSA, and the LWE one-way function. It succinctly describes F, ®, and
the ®-key-simulator M showing ®-key-malleability. Briefly:

e EXP: The first column of Table 6.8 shows that exponentiation in any group
with hard discrete logarithm problem is ®-RKA secure for the class ® of affine
functions over the exponent space. Here G is a cyclic group of order m generated
by g € G.

e RSA: The second column of Table 6.8 shows that the RSA function is ®-RKA
secure for the class ® of functions raising the input to integer powers a, under
the assumption that RSA is one-way. Here IV is an RSA modulus and e € Z’;( N)
is an encryption exponent. Notice that in this rendition of RSA the latter has

no trapdoor.
e |WE: The third column of Table 6.8 shows that the LWE function is ®-RKA

secure for the class ® of functions shown. Here A is an n by m matrix over Z,

and ®-RKA-security relies on the standard LWE one-wayness assumption.
The summary is that standard, natural one-way functions are ®-RKA secure, leading
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MAIN IND-KDMpye ¢ (A)
b+-s{0,1}; pk+L

pp <s PKE.Pg(1?)

b/ s AMKKEY,ENC(pp)
Return (b=1)

MkKEY(1™)

If (pk #.1) then Return L

For i =1,...,n do (sk[i], pkl[i]) +s PKE.Kg(pp)
Return pk

ENc(¢, 1)

If (pk =1) then Return L

If (¢ ¢ ®) then Return L

If I(1 <4 < n) then Return L

m < ¢(sk)

If (b =1) then ¢ +—s PKE.Enc(pp, pk]i], m)
Else ¢ s PKE.Enc(pp, pk[i],0!™!)

Return ¢

Figure 6.9: Game IND-KDM defining ®-KDM security of public-key encryption
scheme PKE.

to signature schemes that are ®-RKA secure over standard and natural keyspaces.

6.5 KDM-Secure Storage

Services like Dropbox, Google Drive and Amazon S3 offer outsourced storage. Users
see obvious benefits but equally obvious security concerns. We would like to secure
this storage, even when messages (files needing to be stored) depend on the keys
securing them. If privacy is the only concern, existing KDM-secure encryption
schemes (e.g., [27, 36, 9, 7, 43, 44, 26, 11, 87, 6, 40, 41, 17, 62, 75]) will do the
job. However, integrity is just as much of a concern, and adding it without losing
KDM security is challenging. This is because conventional ways of adding integrity
introduce new keys and create new ways for messages to depend on keys. Key-

versatile signing, by leaving the keys unchanged, will provide a solution.
We begin below by formalising our goal of encrypted and authenticated outsourced

storage secure for key-dependent messages. In our syntax, the user encrypts and

authenticates under her secret key, and then verifies and decrypts under the same
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secret key, with the public key used by the server for verification. Our requirement
for KDM security has two components: IND for privacy and SUF for integrity. With
the definitions in hand, we take a base KDM-secure encryption scheme and show
how, via a key-versatile signature, to obtain storage schemes meeting our goal. Our
resulting storage schemes will achieve KDM security with respect to the same class
of message-deriving functions ® as the underlying encryption scheme. Also, we will
assume only CPA KDM security of the base scheme, yet achieve CCA KDM privacy
for the constructed storage scheme. Interestingly, our solution uses a public-key base
encryption scheme, even though the privacy component of the goal is symmetric and
nobody but the user will encrypt. This allows us to start with KDM privacy under
keys permitting signatures through key-versatile signing. This represents a novel

application for public-key KDM-secure encryption.

KDM SsecURITY. A class of KDM (key-dependent message) functions @ is a set
of PT-computable message-deriving functions ¢(-). These functions take input
a vector sk (of keys) and return a string (the message) of length ¢(¢), where
(¢) € N, the output length of ¢, is computable in polynomial time. We as-
sume ¢ always includes all constant functions. Formally, ® contains the function
dm(sk) = m for all m € MSp. We say that public-key encryption scheme PKE
is ®-KDM secure if Advg&l"gﬁ() is negligible for every PT adversary A, where
AdvEEem (A) = 2Pr[IND-KDMpyg 4 (A)] — 1 and game IND-KDM is in Figure 6.9.
The argument n > 1 to MKKEY determines the number of keys and must be given
in unary. The definition follows [27] except in parameterising security by the class ®
of allowed message-deriving functions. The parameterisation is important because
many existing KDM-secure encryption schemes are for particular classes ®, for ex-
ample for encryption cycles, affine functions or cliques [36, 7, 40, 41, 75]. We aim
to transfer whatever KDM security we have in the encryption to the secure storage,
meaning we want to preserve ® regardless of what it is. Of course a particularly
interesting case is that of “full” security, but this is captured as the special case

where ® is all functions.

In the setting of direct practical interest, Alice arguably has just one key, corre-
sponding to the vector sk above having just one component. However, as noted
above, much of the literature on KDM security concerns itself with the encryption
of cycles and cliques, which represent message-deriving functions on multiple keys,

and so our definitions allow the latter.

SECURE STORACGE SCHEMES. A storage scheme ST specifies the following PT al-
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gorithms: via pp <—s ST.Pg(1*) one generates public parameters pp common to all
users; via (sk, pk) <—s ST.Kg(pp) a user can generate a secret key sk and correspond-
ing public key pk; via D <«s ST.Store(pp, sk, m) a user can produce some data D
based on m € ST.MSp(pp) to store on the server; via m <« ST.Retrieve(pp, sk, D)
a user can deterministically retrieve m € ST.MSp(pp) U {L} from their stored data
D; and via d <« ST.Verify(pp, pk, D) the server can deterministically produce a
decision d € {true,false} regarding the validity of D. Correctness requires that
ST.Retrieve(pp, sk, ST.Store(pp, sk, m)) = m and ST.Verify(pp, pk,ST.Store(pp, sk,
m)) = true for all A € N, all pp € [ST.Pg(1?)], all (sk, pk) € [ST.Kg(pp)], and all
messages m € ST.MSp(pp).

We say that ST is ®-IND secure if AdviSan@, 4(+) is negligible for all PT adversaries
A, where Advisrlﬁ(b’A()\) = 2Pr[INDéT7¢(/\)] — 1 and game IND is on the left-hand
side of Figure 6.10. The presence of the RETRIEVE oracle makes this a CCA KDM
notion. We say that ST is ®-SUF secure if Adv%‘%f’q), 4(+) is negligible for all PT
adversaries A, where Advssgrf7q>7 AN = Pr[SUFéT’q,()\)] and game SUF is on the
right-hand side of Figure 6.10. In both cases, we require that the argument n > 1
given to MKKEY, indicating the number of keys, be given in unary.

CONSTRUCTION. The base scheme we take as given is a $-KDM secure, canonical
public-key encryption scheme PKE. As in Section 6.3, we begin by constructing
from PKE a function family F. We do not repeat this construction here, but refer
the reader to Section 6.3. We then let DS be an F-keyed signature scheme that is
simulatable and key-extractable. We construct our storage scheme ST through an

“Encrypt then Sign” construction as follows:

e ST.Pg()\): Return (ppe, ppau) <5 DS.Pg(1*). Thus, parameters for ST have the
form pp = (ppe, PPaux ), Where ppe are parameters for both F and PKE.

o ST.Kg((ppe, PPaux)): Return (sk, pk) <—s DS.Kg((ppe, pPaux)). Thus, the keys are
those of PKE and DS.

o ST.Store((ppe, PPaux ), sk, m): pk < F.Eval(ppe, sk) ; ¢ <—s PKE.Enc(ppe, pk, m) ;

o <3 DS.Sign((ppe, PPaux), sk, ¢) ; Return (¢, o).

o ST.Retrieve((ppr, PPaux ), Sk, (¢, 0)): pk < F.Eval(ppe, sk);
If DS.Verify((ppe, PPaux), Pk, c,0) = false then Return L
Else Return PKE.Dec(ppe, sk, c).

o ST.Verify((ppe, PPaux), Pk, (¢, 0)): Return DS.Verify((ppe, pPaux), Pk, ¢, 0).

The following says that our construction provides both privacy and integrity for
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MAIN INDZY 4 (N)
bs{0,1}; Q< 0; pk L
pp +s ST.Pg(1)

b s AMKKEY,STORE,RETRIEVE(

Return (b =)

pp)

MkKEY(1™)
If (pk #.1) then Return L
Fori=1,...,n do

(sK[i], pK[i]) < ST.Kg(pp)
Return pk

STORE(, 1)
If (pk =1) then Return L
If (¢ ¢ ®) then Return L
If I(1 < i <n) then Return L
If (b=1)
then m + ¢(sk)
Else m + 04®)
D s ST.Store(pp, skli], m)
Q < QU{(D,i)}
Return D

RETRIEVE(D, i)

If (pk =.1) then Return L

If I(1 < i <n) then Return L
If (D,i) € Q) then Return L
m < ST.Retrieve(pp, sk[i], D)
Return m

MAIN SUF&r 4 ()

Q<+ 0; pk«L

pp <5 ST.Pg(1*)

(D7 l) s Al\rlKKEY,STORE,RETRIEVE(
If (D,i) € Q then Return false
If I(1 < i < n) then Return false
Return ST.Verify(pp, pk[i], D)

pp)

MkKEY(1™)
If (pk #.1) then Return L
For:=1,...,ndo

(skli], pkli]) = ST.Kg(pp)
Return pk

STORE(¢, )

If (pk =1) then Return L

If (¢ ¢ ®) then Return L

If I(1 < ¢ <mn) then Return L
m < ¢(sk)

D s ST.Store(pp, skli], m)

Q < QU{(D,i)}

Return D

RETRIEVE(D, ¢)

If (pk =1) then Return L

If 1(1 <4 < mn) then Return L
If (D,i) € Q) then Return L
m < ST.Retrieve(pp, skli], D)
Return m

Figure 6.10: Left: Game IND defining ®-IND security of storage scheme ST. Right:
Game SUF defining ®-SUF security.
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key-dependent messages, assuming ¢-KDM security of the base encryption scheme

and simulatability and key-extractability of the F-keyed signature scheme:

Theorem 6.5.1 Let PKE be a ®-KDM-secure canonical PKE scheme, and let F
be defined from it as above. Let DS be a simulatable and key-extractable F-keyed

signature scheme, and let ST be the corresponding storage scheme constructed above.
Then (1) ST is ®-IND secure and (2) ST is ®-SUF secure.

First we provide sketches to highlight some of the unusual difficulties. Taking first
the proof of privacy, we would like, given an adversary A breaking the ®-IND security
of ST, to build an adversary D breaking the assumed ®-KDM security of PKE. The
first problem is how D can create the signatures needed to answer STORE queries
of A, since these rely on secret keys hidden from D. We solve this by switching to
simulation parameters, so that D can simulate signatures without a secret key. In
answering RETRIEVE queries, however, we run into another problem: the assumed
KDM security of PKE is only under CPA. To solve this, we use the extractor to
extract the secret key from signatures and decrypt under it. The full proof involves

building simulation and extractability adversaries in addition to D.

Turning next to the proof of unforgeability, we might at first expect that it relies
on nothing more than the unforgeability of the signature scheme, so that given an
adversary A breaking the ®-SUF security of ST we could build an adversary break-
ing the SUF security of DS. However, we run into the basic issue that, since the
same keys are used for signing, encryption, and decryption, an adversary against
the unforgeability of the signature scheme cannot even construct the messages (ci-
phertexts) on which A would forge. Instead, we will build from A an adversary D
breaking the ®-KDM security of PKE. This adversary will extract a secret key from
a forgery of A and use this to break privacy. To get D to work we must first, as
above, switch to simulated signatures, and then use extractability to switch to a
simpler RETRIEVE oracle.

Proof: Part (1): ®-IND security

Let A be a PT adversary playing game IND. Let ¢(-) be a polynomial such that the
number of RETRIEVE queries of A in game IND’S4T7¢()\) is ¢(\) for all A € N. We
provide PT adversaries A1, A2, D and a negligible function v(-) such that

AdvT g 4(A) < 2AdVESE 4, () + AdVERESTH (V) + 20(N) + 29(N) - AdVESF 4, (V)
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for all A € N, from which part (1) of the theorem follows.

The proof uses the games in Figure 6.11 and Figure 6.12. Game Gq is as IND, but
switches to simulated parameters and keeps track of the stored data objects (¢, o)
together with the public keys they were computed under in a list Q'. The RETRIEVE
oracle in game Gp extracts a secret key sk’ from o and uses it to decrypt c. If the
public key pk’ computed from sk’ is not equal to pk|i], it instead uses sk|[i] to decrypt
c. Correctness of PKE says that when F.Eval(ppg, sk’) = F.Eval(pps, sk[i]) = pk][i],
decryption under sk’ and sk|[i] return the same value, so the responses are identical
to those of the RETRIEVE oracle in game Gg, and we have

Pr[G{'(\)] = Pr[Gf(V)] . (6.12)

Game Gs is as G1, but if the RETRIEVE oracle sets the flag bad, that is if A submits
((¢,0),1) such that the public key computed from the secret key extracted from o is
not equal to pk[i], it decrypts ¢ under the extracted key sk’ instead of under sk|[i].
Games G1 and Gg are thus identical until bad, so by the Fundamental Lemma of

Game-Playing [23] we have
Pr[G(A)] — Pr[G4(\)] < Pr[G4()) sets bad] . (6.13)

Game Gz is as G, but additionally sets bad if A submits ((¢,0),4) such that
(pk[i], ¢, o) is in the list @', so we have

Pr[G4()\) sets bad] < Pr[G4'()\) sets bad] . (6.14)
We build Ay, A2, D and v(-) such that for all A € N we have
Pr[INDgT ()] — Pr[Gg (V)] < AdvELE 4, (V) (6.15)
2Pr[G{ (V)] — 1 < AdvPEeh(\) (6.16)
Pr[G4'(A) sets bad] < v(A) + g(A) - Advid e 4. (A) . (6.17)

Combining Equations (6.12)-(6.17), for all A € N we have:
Advdi g 4(A) = 2Pr[INDEr 4 (V)] -
=2 (Pr[INDST a(A) —
+2(Pr[G (V)] - Pr[Gé‘(A)]) +2Pr[GY (V)] - 1
< 2 (Pr[IND&r 4 () — Pr[GE(N)])
+ 2Pr[G4(\) sets bad] + 2 Pr[G5(A)] — 1

< 2AdVETE 4, (V) + AdVERESH(A) + 2Pr[GiH(N) sets bad]
< 2AdVEZE 4, (V) + AdVEESH () + 2Pr[GE () sets bad]

< 2AdVEEr 4, (M) + AdVE (V)

+20(N) + 20 - AdvEEr 4, (V)
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MAIN [ INDgr (1) /[ GOV / GEO) / GE OV / GO

ppe <3 F.Pg(17) 5 (PPaux, std, ztd) <—s DS.SimPg(1*)
pp — (ppﬁppaux); b/ s AMKKF,Y,S'I‘om-:,Rl-:'mmw-:(pp)
Return (b =10)

MKKEY(1") / INDgr 4(A) / Gg'(A) / GI'(3) / G5 (A) / G5'()
If (pk #.1) then Return L

For i =1,...,n do (sk[i], pk[i]) «<—s DS.Kg(pp)

Return pk

proc STORB(¢,1) /1 INDgr.s(A)1/| Gy (N) / GI(N) / G3 () / GE ()
If (pk =L) then Return L

If (¢ ¢ ®) then Return L

If (1 <4 <mn) then Return L

If (b= 1) then m < ¢(sk) Else m «+ 0“%)

¢ +s PKE.Enc(pps, pk]i], m)

Q=0 {((e.0).9}: [@ =@ U {(oHi] e

Return (¢, o)

proc RETRIEVE((c,0),i) / IND& () / G'(N)
If (pk =1) then Return L

If I(1 <4 < n) then Return L

If (((¢,0),i) € Q) then Return L

If I(DS.Verify(pp, pkli], ¢,0)) then Return L

m < PKE.Dec(pp, skli], ¢)

Return m

Figure 6.11: Games used in the proof of part (1) of Theorem 6.5.1.
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proc RETRIEVE((c,0),i) [ | G2 |/ G&(N)

If (pk =1) then Return L

If (1 <4 <mn) then Return L

If ((¢,0),%) € Q) then Return L

If 1(DS.Verify(pp, pk|i], ¢,0)) then Return L

sk’ +s DS.Ext(pp, ztd, pk[i], ¢, o) ; pk’ < F.Eval(pps, sk’)

m < PKE.Dec(pps, sk', c)

If (pk’ # pk][i]) then bad < true; ’ m < PKE.Dec(pp, skli], ¢) ‘
Return m

proc RETRIEVE((c,0),7) J G4())

If (pk =1) Return L

If I(1 <4 <n) then Return L

If (((¢,0),i) € Q) then Return L

If !(DS.Verify(pp, pk|i], ¢,0)) then Return L

m < PKE.Dec(pp, skli], ¢)

If (pk[i], ¢,0) € @ then bad < true; Return m

sk’ <—s DS.Ext(pp, wtd, pkl[i], c, o) ; pk’ < F.Eval(ppe, sk’)
If (pk’ # pk[i]) then bad < true

Return m

Figure 6.12: Games used in the proof of part (1) of Theorem 6.5.1, continued.

as desired. We proceed to the constructions of A, Ao, D and v.

Adversary A; against the simulatability of DS behaves as follows:
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APN(12, pp)
Q<+ 0;d<+s{0,1}; pk +L
(PPe,s PPavs) < PP

d' s AMKKEY,STORERETRIEVE (pp)

If (d =d) then b < 1 Else b/ < 0
Return b’

MKKEY(1™)
If (pk #1) Return L
Fori=1,...,n do

(sk[i], pkli]) <=s DS.Kg(pp)
Return pk

STORE(¢, 1)

If (pk =1) Return L

If (p ¢ ) Return L

If 1(1 <4 < n) then Return L
If (d =1) then m < ¢(sk)
Else m < 049

¢ <—s PKE.Enc(ppe, pkli], m)
o <3 SIGN(sk[i], ¢)

Q < QU{((c.0),)}

Return (c,0)

RETRIEVE((c, 0),1)

If (pk =1) Return L
If I(1 <4 < n) then Return L
If (((¢,0),7) € Q) then Return L
If (DS.Verify(pp, pkli], ¢, 0))

then Return L
m <— PKE.Dec(pps, skli], ¢)
Return m

When the challenge bit b in game SIM is 1, SIGN returns real signatures and so

adversary A; simulates IND, while when b = 0 SIGN returns simulated signatures

and so A; simulates Gg. We thus have

Pr[INDgt o(\)] —Pr[GF(N)] = Pr[t = 1|b=1]—Pr[t = 1|b=0] < Advier 4, (N),

establishing Equation (6.15).

Adversary D against the ®-KDM security of PKE behaves as follows:
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STORE(¢, %)

If (pk =1) Return L

If (p ¢ ) Return L

If 1(1 <4 < n) then Return L

¢ +s ENC(¢,1)

o <s DS.SimSign(pp, std, pkli], ¢)

DMEEEEN (ppe) Q — QU{((c,0),0)}

Q<10 Return (c,0)

(DPans, std, ztd) s DS.SimPg(1*)

pp < (PPe, PPans) RETRIEVE((c, 0),1)

b s AMKKEY,STORE,RETRIEVE(pp) If (pk :J_) Return L

Return &/ If I(1 <4 < n) then Return L

If (((¢,0),7) € Q) then Return L

If |(DS.Verify(pp, pk[i], ¢, o))
then Return L

sk’ «<—s DS.Ext(pp, 2td, pkli], ¢, o)

m < PKE.Dec(pps, sk’, c)

Return m

D correctly simulates game Go for A, successfully determining ' whenever A does,
establishing Equation (6.16).

Now we would like to show that G; (equivalently, Gz) sets bad with negligible
probability. Intuitively, this should follow from extractability, since bad is set when
extraction fails. A difficulty is that extraction is not required to succeed when
(pkli],C,0) € @'. So first we show that the latter event is unlikely, and then,
assuming it does not happen, that failure of extraction is unlikely. This is formalised
via Gg, which breaks the setting of bad from G into two parts corresponding to the
two events of interest. To establish Equation (6.17), let E; be the event that bad is
set by the line 6 “If” statement, and F> the event that bad is set by the line 8 “If”
statement. We first show the existence of a negligible v(-) such that Pr[E;] < v(A).
Then we build As such that Pr[Es A E1] < q()) - Adv%xstﬁ 4,(A). This establishes
Equation (6.17), as we have

Pr[G4(\) sets bad] = Pr[E; V Ey]
= PI‘[El] + PI‘[EQ A El]
<v(A) +q(A) - AdVBSE 4,(A)-

For the first claim, let E be the event that there is a collision in the public keys chosen
in MKKEY, meaning there are distinct i,j € {1,...,n} such that pk[i] = pk[j]. We
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6.5 KDM-Secure Storage

claim that if this event does not happen, then neither will £;. This is because setting
bad requires that (pkl[i], c,0) € Q" yet ((¢,0),i) € @, but this cannot happen if the
public keys are all distinct. So Pr[E;] < Pr[E]. However, if E does happen with
probability that is not negligible, then it is easy to break KDM security of PKE. An
adversary just has to itself sample keypairs, hoping to get one where the public key
matches one of her challenge public keys. In that case, having the corresponding
secret key, it is easy to defeat security. We omit the details because this argument

is standard.

Adversary A, against the key-extractability of DS behaves as follows:

STORE(¢, 1)
If (pk =1) Return L
If (p ¢ ) Return L
If I(1 <4 < n) then Return L
A%IGN(pp) If=1) th;(:;l) m < ¢(sk)
Qe 0;bes{0,1}: pk=L;jeo| AsemO

’ 213 P rJ ¢ <s PKE.Enc(ppe, pkli], m)
(ppF7ppaux) — pp S k .
b s AMKKEY,STORE,RETRIEVE(pp) 0 s IGN(S [Z]a C)A

Return (pky, ce, o¢) Return (¢, o)

RETRIEVE((c,0),1)

If (pk =1) Return L

If (1 <4 <n) then Return L

If (((¢,0),i) € Q) then Return L

If |(DS.Verify(pp, pk[il], ¢, 0))
then Return L

m <— PKE.Dec(pps, sk[i], ¢)

jJj+1; pk; < pkli]

Cj s C;05 0

Return m

MkKEY(1™)
If (pk #1) Return L
Fori=1,...,ndo

(skld], pkfi]) s DS.Kg(pp)
Return pk

Adversary Ao always performs correct decryptions when responding to RETRIEVE
queries, following Gj. If bad is set at line 8 but not at line 6, then there is some
tuple on which the extractor would succeed. Since a tuple is guessed at random
we have Pr[Ey A E1] < ¢(A) - AdvES ke 4,()) as desired. The importance of bad not
being set at line 6 is that otherwise extraction is not required to succeed according
to game EXT.
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MAIN Hi ()

Q < 0; win + false ; pk <L ; (ppe, Ppaus) <=5 DS.Pg(1*) ; pp < (ppr, PPuu)
1 s Al\rTKKEY,STORE,RETRIEVE(pp)

Return win

MkKEY(1™)

If (pk #.1) then Return L

Fori=1,...,n do (sk[i], pk[i]) <—s DS.Kg(pp)
Return pk

STORE(¢, ©)

If (pk =1) then Return L

If (¢ ¢ ®) then Return L

If I(1 < ¢ <n) then Return L

m + ¢(sk) ; ¢ s PKE.Enc(ppe, pkli], m)

o <—s DS.Sign(pp, sk[i], c); Q + QU {((¢c,0),7)}
Return (¢, o)

RETRIEVE((c,0),1)

If (pk =1) then Return L

If I(1 <4 < n) then Return L

If ((¢,0),4) € Q) then Return L

If DS.Verify(pp, pk[i], ¢, o) then win < true Else Return L
m < PKE.Dec(pp, skli], ¢)

Return m

Figure 6.13: Game H defining alternate form of SUF for the proof of part (2) of
Theorem 6.5.1.

Part (2): ®-SUF security

Let A’ be a PT adversary playing game SUF. Our first step is to consider the
simplified form of the SUF game shown in Figure 6.13. Here the adversary does not
output a forgery but instead wins via RETRIEVE queries. We can easily transform
A’ into a PT adversary A such that Adv%“Tf@,A,()\) < Pr[HZ(N\)] for all X € N.
Adversary A simply runs A’, answering all queries via its own oracles (the two
adversaries have the same oracles). When A’ halts with output ((¢,0),4), A makes
query RETRIEVE((c, 0),7) and halts with output L. The flag win is set to true with
at least the probability that A’ wins its game. We now proceed to upper bound
Pr[HA(N)].

Let ¢(-) be a polynomial such that the number of RETRIEVE queries of A in game
Hé()\) is ¢(A) for all A € N. We provide PT adversaries Ay, Ay, D and a negligible
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wa[GaO) |/ G0 /7 a0
Q<+ 0; Q + 0; win < false; pk +L

ppe <5 F.PE(17) 5 (PPauss std, atd) <—s DS.SimPg(1*) ; pp < (ppr, PPuus)
1 s AMKKEY,STORE,RETRIEVE(pp)

Return win

MKKEY(1") / Gy'(N) / G'(A) / G5 (\)

If (pk #.1) then Return L

For i =1,...,n do (sk[i], pk[i]) +s DS.Kg(pp)
Return pk

proc STORE($) / Gg'(N) / G{'(N) / G5 (V)

If (pk =1) then Return L

If (¢ ¢ ®) then Return L

If (1 <4 <mn) then Return L

m < ¢(sk) ; ¢ <—s PKE.Enc(ppe, pkli], m)

o s DS.SimSign(pp, std, pk[i], ¢)

Q4+ QU{((c0),1)}: @ QU {(pKli] c,0))

Return (c, o)

proc RETRIEVE((c,0),7) / Ga(\)

If (pk =1) then Return L

If I(1 < ¢ <n) then Return L

If (((¢,0),7) € Q) then Return L

If (DS.Verify(pp, pk[i], ¢, o)) then win < true Else Return L
m < PKE.Dec(pps, skli], ¢)

Return m

Figure 6.14: Games used in the proof of part (2) of Theorem 6.5.1.

function v(-) such that
Pr[HG (V)] < AdvEEr 4, (\) + AAVEESHA) +v() +a(A) - AdVESE 4,(A)

for all A € N, from which part (2) of the theorem follows.

The proof uses the games in Figure 6.14 and Figure 6.15. The modifications between
games mirror those made in the proof of part (1) above. Game Gq is as H, but
switches to simulated parameters and keeps track of the stored data objects (¢, o)
together with the public keys they were computed under in a list Q. The RETRIEVE
oracle in game Gp extracts a secret key sk’ from o and uses it to decrypt c. If the
public key pk’ computed from sk’ is not equal to pk[i], it instead uses sk|[i] to decrypt
c. Correctness of PKE says that when F.Eval(ppg, sk’) = F.Eval(pps, sk[i]) = pk]i],

decryption under sk’ and sk[i] return the same value, so the responses are identical
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proc RETRIEVE((¢,0),i) [ |GHA) |/ G&(N)

If (pk =1) then Return L

If I(1 <4 < n) then Return L

If (((¢,0),7) € Q) then Return L

If (DS.Verify(pp, pk[i], ¢, o)) then win < true Else Return L
sk’ <—s DS.Ext(pp, wtd, pkl[i], c, o) ; pk’ < F.Eval(ppe, sk’)

m < pk.Dec(pp;, sk’, c)

If (pk' # pk]i]) then bad « true; | m + PKE.Dec(pp, sk, c) |

Return m

proc RETRIEVE((c,0),7) J G5 ()

If (pk =1) then Return L

If I(1 < ¢ <n) then Return L

If (((¢,0),7) € Q) then Return L

If (DS.Verify(pp, pk[i], ¢, o)) then win < true Else Return L
m < PKE.Dec(ppe, skli], ¢)

If (pk[i], ¢,0) € Q' then bad < true; Return m

sk’ <—s DS.Ext(pp, wtd, pk[i], ¢, o) ; pk’ < F.Eval(ppe, sk’)

If (pk’ # pk][i]) then bad < true

Return m

Figure 6.15: Games used in the proof of part (2) of Theorem 6.5.1, continued.

to those of the RETRIEVE oracle in game Gg, and we have
Pr[G{ ()] = Pr[GH(N)] . (6.18)

Game Gg is as G1, but if the RETRIEVE oracle sets the flag bad, that is if A submits
((¢,0),1) such that the public key computed from the secret key extracted from o is
not equal to pk[i], it decrypts ¢ under the extracted key sk’ instead of under sk|[i].
Games Gy and Go are thus identical until bad, so by a variant of the Fundamental

Lemma of Game-Playing [23] we have
Pr[Gi'(\) A bad] = Pr[G4'(\) A bad] (6.19)

where the notation in Equation (6.20) means that we are considering the event that
the game returns true and also bad is not set. Game Gg is as Gq, but additionally
sets bad if A submits ((¢,0),4) such that (pkl[i], ¢, o) is in the list @', so we have

Pr[G{(\) sets bad] < Pr[G4()\) sets bad] . (6.20)
We build A1, A, D and v such that for all A € N we have
Pr[Hg (V)] — Pr(Gg (V)] < AdvEEe 4, (A) (6.21)
Pr[G3' (M) A bad] < AdvBEeh(\) (6.22)
Pr[G4 (A) sets bad] < v(\) +¢(A) - Advid e 4. (M) . (6.23)
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The notation in Equation (6.22) means that we are considering the event that the
game returns true and also bad is not set. Now games Gi, Gy are identical un-
til bad so a variant of the Fundamental Lemma of Game-Playing [23] says that
Pr[G{(\) A bad] = Pr[G4()\) A bad]. We also observe that Pr[G'(\) sets bad] <
Pr[G4'()\) sets bad]. (In both games, decryption in RETRIEVE is always done cor-
rectly.) Combining Equations (6.18)-(6.23), for all A € N we have:

Advey v 5 (N) < PrHA(V)
= Pr[HA(V)] = Pr[Gg (V)] + (Pr[Gg (A)] = Pr[G{ (V)]) + Pr[G (V)]
< Pr[HA(N)] — Pr[G4 (V)] + Pr[G{H(\) A bad] + Pr[Gi(\) sets bad]
< Pr[HA(N)] — Pr[Gi (V)] + Pr[G4(A) A bad] + Pr[Gil()\) sets bad]
< Pr[HA(N)] — Pr[Gi (V)] + Pr[GZ(A) A bad] + Pr[G4()\) sets bad]
< AAVBEZE 4, (A) + AAVERESH (V) + v(A) + g(A) - AdvBEF 4, (V)

as desired. We proceed to the constructions of A1, Ao, D and v.

Adversary A; against the simulatability of DS behaves as follows:

AN (pp) MKKEY(17)

Q<+ 0; pk+L If (pk #1) then Return L
s AMKKEY,STORE,RETRIEVE(pp) Fori=1.....n do

If win then b’ < 1 Else b/ < 0 (skli], pk[i]) <—s DS.Kg(pp)
Return ¢/ Return pk

STORE(¢, %) RETRIEVE((c, 0), 1)

If (pk =1) then Return L If (pk =1) then Return L

If (¢ ¢ @) then Return L If 1(1 <4 < n) then Return L
If 1(1 <4 < n) then Return L If (((¢,0),7) € Q) then Return L
m < ¢(sk) If (DS.Verify(pp, pkli], ¢, 0))

¢ <—s PKE.Enc(ppe, pkli], m) then win < true;

o <s SIGN(sk[i], ¢) Else Return L

Q<+ QU{((c,0),1)} m < PKE.Dec(ppg, skli], ¢)
Return (¢, 0) Return m

When the challenge bit b in game SIM is 1, SIGN returns real signatures and so
adversary A; simulates H, while when b = 0 SIGN returns simulated signatures and
so A; simulates Go. This establishes Equation (6.21).

Adversary D against the ®-KDM security of PKE behaves as follows:
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DMKKEY,ENC (ppF)

Q«0;sk*+— L;j+ L;pk«.l
(PPaus, std, ztd) <—s DS.SimPg (1)

PP < (PPF; PPaus)
s AMKKEY,STORE,RETRIEVE(

pp)

If (sk*,j) = (L, L) then Return 0
my < 1% ¢* <3 ENC(¢ny, J)

m < PKE.Dec(ppg, sk*, c*)

If (m = my) then ¥ < 1 Else t/ + 0
Return v/

STORE(¢, 1)

If (pk =1) then Return L
If (¢ ¢ @) then Return L
If 1(1 <7 < n) then Return L

RETRIEVE((¢,0),1)

If (pk =1) then Return L
If (1 <4 < n) then Return L
If (((¢,0),i) € Q) then Return L
If (DS.Verify(pp, pkli], ¢, o))
then win « true;
Else Return L
sk’ «<—s DS.Ext(pp, 2td, pkli], ¢, o)
If (F.Eval(pp, sk’) # pkli])
then bad « true
Else (sk*,7) < (sk',1)
m < PKE.Dec(pps, sk’, c)

¢ s ENC(¢, 1) Return m
o <3 DS.SimSign(pp, std, pkli], ¢)
Q «— QU{((¢,0),1)}

Return (¢, o)

Recall that ¢, denotes the constant function that always returns m;. If win is set
in Go then we are assured that there is at least one RETRIEVE query which leads
to extraction being performed. If additionally bad is not set then this extraction
succeeds, which means decryption under sk* will be correct. That in turn means
that m is the correct decryption of ¢* and hence D succeeds if win A bad. This
establishes Equation (6.22).

Now we would like to show that G; (equivalently, Gz) sets bad with negligible
probability. Intuitively, this should follow from extractability, since bad is set when

extraction fails. A difficulty is that extraction is not required to succeed when

(pkli], c,0) € Q'
assuming it does not happen, that failure of extraction is unlikely. This is formalised

So first we show that the latter event is unlikely, and then,

via Gg, which breaks the setting of bad from G into two parts corresponding to the
two events of interest. To establish Equation (6.23), let F; be the event that bad is
set by the line 6 “If” statement, and Eo the event that bad is set by the line 8 “If”
statement. We show the existence of a negligible v(-) such that Pr[E;] < v(\) as in
the proof of part (1) above, first arguing that Pr[E;] is at most the probability of
a collision in public keys, and then arguing that this is negligible by the assumed
security of PKE. To establish Equation (6.23), we now build an adversary Ay against
the key-extractability of DS so that Pr[Ey A E1] < q()) - AdveDXSt,FyAz()\):
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STORE(, )
If (pk =1) then Return L
f (¢ ¢ @) then Return L
A3 (pp) If I(1 < i < n) then Return L
Q+0;j«0; pk«L m < ¢(sk)
s AMKKEY,STORE,RETRIEVE(pp) C s PKE.Enc(ppF, pk[i], m)
Cs{l,...,5} o < SIGN(sk[i],¢); Q «+ QU {((c,0),7)}
Return (pky, co, 04) Return (¢, o)
MkKEY(1™) RETRIEVE((c, 0),1)
If (pk #.1) then Return L If (pk =1) then Return L
Fori=1,...,ndo If (1 <i <n) then Return L
(sk[i], pk[i]) <—s DS.Kg(pp) | If (((¢,0),i) € Q) then Return L
Return pk If |(DS.Verify(pp, pk[i], ¢,0)) then Return L
m < PKE.Dec(ppe, skli], ¢)
jJ+1;pk; < pkli]; ¢jc;0j0
Return m

Adversary Ay always returns correct decryptions in responding to RETRIEVE queries,
following Ggs. If bad is set at line 8 but not at line 6, then there is some tuple on
which the extractor would succeed. Since a tuple is guessed at random we have
Pr[Ey A Eq] < q(N) - AdveD"StﬁA2 (M) as desired. The importance of bad not being set
at line 6 is that otherwise extraction is not required to succeed according to game
EXT. 1

INSTANTIATION. We require our base scheme PKE to be canonical. In Section 6.3
we showed how to modify an encryption scheme to be canonical while preserving
IND-CCA security, but the transformation does not in general preserve KDM secu-
rity. Instead, we would use a KDM-secure scheme that is already canonical. One

possibility is the scheme of [87]. The schemes of [36, 11, 7] are not canonical.

6.6 Conclusion

This chapter introduced key-versatile signatures, signatures where public keys are
computed from private keys through an arbitrary one-way function family F. Key-
versatile signatures allow us to sign with keys already in use for another purpose,
without changing the keys and without impacting the security of the original pur-

pose.
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We required strong security properties for key-versatile signatures, namely simu-
latability and key-extractability, conditions that are significantly stronger than (and
together imply) the usual unforgeability. These properties allowed us to obtain
advances across a collection of challenging domains including joint encryption and
signature, security against related-key attack and security for key-dependent mes-

sages.

We constructed key-versatile signatures from NIZKs with strong security proper-
ties. An obvious area for further research is finding more efficient constructions, as
the current construction can be seen more as a proof of concept than a practical

candidate for implementation.

Stepping away from the versatility aspect of the signatures and focusing on the
applications of signatures with such strong security properties, it is likely easier
to find efficient signatures meeting simulatability and key-extractability for specific

function families F, rather than generic constructions for any F as we have provided.

In the joint security setting, we showed that it is possible to add signing capability
to an existing encryption scheme with no overhead in the size of the public key. This
construction leaves the public key untouched, meaning no need for further certificate
generation or dissemination. An open question in this area is that of finding the
lowest possible cost in terms of public key overhead of adding encryption to existing
signatures. This is a more difficult problem, however we might look to witness

encryption [63, 16] for ideas.

We showed that key-versatile signatures inherit RKA security of the underlying
one-way function family F. The problem of RKA security of the signatures can then
be reduced to finding RKA-secure one-way functions We show that several known
one-way functions are already RKA-secure. On the other hand, there are not many
known one-way functions to analyse and our approach would be more valuable if

there were more candidates available.

In our final application of key-versatile signatures we added integrity to encryption
while maintaining key-dependent message security, creating a new primitive for au-
thenticated and encrypted storage. With the rise of outsourced storage this is an
important area in which to determine users’ needs and build appropriate tools. This
provides a novel application for KDM-secure PKE, further constructions of which
would lead to more instantiations of our secure storage primitive. However here

we are limited by the current techniques for achieving KDM security, which often
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6.6 Conclusion

involve storing a secret key in a specific way, meaning that the public key is not a
one-way function of the secret key. Constructing new canonical PKE schemes with

KDM security is therefore an interesting open problem.

Through these applications, key-versatile signatures have been shown to be a effec-

tive tool, likely to be of use in further applications.
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