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Posets and Protocols—Picking the Right
Three-Party Protocol

Siaw-Lynn Ng

Abstract—In this paper, we introduce a framework in which there is a partial order imposed upon the actions of the various
we can investigate the possibility of adapting a security protocol parties involved in a protocol. We define operations permitted
in order to obtain optimal efficiency according to the communica- o the partially ordered set associated with the protocol and ob-

tion channels available. This method is based on the observation , _. . . . .
that there is a partial order imposed upon the actions of the var- tain transformations of the original protocol while preserving

ious parties involved in a protocol. We define operations permitted th€ Security properties. Performing these operations on the pro-
on the partially ordered set associated with the protocol and ob- tocol we enumerate the options available to a system. We will

tain transformations of the original protocol while preserving the describe our method in detail in Section II. In Section Ill, we
security properties. Performing these operations on the protocol discuss the security implications of our operations. We will use
we enumerate the options available to a system. the strand space model [2] for this purpose. We conclude with a

Index Terms—Authentication protocols, partially ordered sets, discussion of possible extensions to our work.
strand space model.

I. INTRODUCTION Il. A METHOD FORADAPTING PROTOCOLS

HE FOCUS of research in authentication protocols has I
) X In an authentication protocol, messages are exchanged be-
predominantly been on security. There has not been mlﬁp

. . e ; een parties, and some messages must necessarily be sent be-
work pUb“S.hed. on the analysis of protocol efficiency in termeore others. For example, in a handshake, the session key must
(;chnobrzrmgfn;ﬁzgggsélsna[ﬂ, tﬁgnr?uﬁ:ggfgfl?\gjr: dbsofuor:d: 02):2638' received before a handshake message can be sent. Hence,

9 Protofe re is a natural partial order imposed upon the actions of the

in a collection of different settings and goals. This serves as g . o
various parties involved.

useful reference for system and protocol designers. An examp . . .
given in the paper is that a protocol version which has more € may view these actions a_md the order imposed on them
messages and fewer rounds (hence, faster to complete) may ' parﬂcul_ar protoc‘o!, asa partially ordergd guge) A with
suitable in the case where a client needs immediate authentida: rict partial _0rder< defined as follows: for a”L." y €A,
tion, while in the situation where the network is unreliable th& Sy = ac_tlona: must be perfgrmed b_efqre aC“@“:aT‘ be._
client may wish to run the version with fewer messages. W_e will give a more precise definition of action in
There are situations, however, where even in an unreliaptgction I-A. A poset(A = {ay,...,ax}, <) may be repre-
network, a protocol with fewer but longer messages may not BENted 884, R), whereR = {(z,y)|z.y € A,z <y}, orasa
a good choice. For example, in a channel where errors occu gsse diagram, which is a_graph W|th_V(_art|ces correspond_lng to
bursts it may be more efficient to send shorter messages so sénents” Of"_l’ and the vertices, y are Jomeo! by z?‘n edge with R
on one hand the possibility of errors occurring while transmif: e!ow y itz <yand th‘?re are no vertices *in between.
ting is minimized, and on the other hand if a message has to g Will use bOth representations. We say that two elgmerys
sent again at least it is short. Another example where short mgg@comparablaf T <Yyory <. Otherwise, Fhey areicom-
sages are required is the short message service (SMS), whel? rgble A poset Whe_“? every pair of element is comparable ISa
single short message is restricted to a maximum length of aeAin The_ basic def|n|t_|pns of posets and Hasse d|agrgms may
bytes. In another scenario, the channels available between ll&%ﬁound in [3]. In addition, to each element.dfwe assign a

pair of the participants in a three-party protocol may be di|°‘:j1 €l (X, Y) if it corresponds to a message se.nt fr.moy'
ferent. For example, a home user may have a slow link to t eNow, we have made the observation that, intuitively, an au-

service provider, who may have a fast link to a third party. | entication protocol has an associated poset consisting of the

such situations, a round or message-optimal version of a pl otocol acpons. Th|s IS not a new |dga: n [4], Lamport d.e'
tocol may not be the most suitable version. ined a partial ordering of events in a distributed system using

In this paper, we introduce a framework in which we can irf “happened-before” relation. This idea is further developed by

vestigate the possibility of adapting a security protocol in Ordgphalol;n [51;' WhotESEd thﬁ n0t|fon of “venﬂgble cautsallt?/"'_'io
to obtain optimal efficiency according to the communicatioR OV€ Pounds on the number of messages In a protocol. Here,

channels available. This method is based on the observation mgtco_nsmer a refinement, in SOme Sense, of.the part|.al ordering
described by Yahalom: we consider a partial ordering of the

“atomic actions” of sending and receiviegmponentsf mes-

Manuscript received February, 2002; revised July 17, 2002. __sages. We will give a definition of the relevant concepts in the
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can be performed on this poset to obtain chains which will cor- We illustrate this deconstruction process with an example.
respond to different versions of the protocols. These protocolsThe Guttman—Thayer protocol was given in [2] as an example
can then be analyzed for their suitability to the communicatiasf a design process which concentrates on the method of estab-
channels available to the system. It will be shown in Section llikhing authentication results proposed in the paper. There are
that the security properties are preserved to some extent unghege parties involvedd and B achieve mutual authentication,
these transformations. and the session kelf established between and B is gener-
ated by a trusted servér, who shares a secret kég, with A
and a secret kel 5 with B. We us€m|k to denote encrypting

We consider only three-party authentication protocols, whene using the keyK', and we uséVx to denote a nonce generated
there are two clients, the protocol initiator and the respondéry X. The protocol is as follows.
and an authentication server via which the clients agree on &rotocol 1A:
session key. We also assume that the underlying cryptographic
mechanisms used in the protocols guarantee message integrity. ’

A. Deconstructing a Protocol

Further assumptions on the relationships between the parties are 2.B—S A,Na,B,Np
specific to individual protocols but will have no effect on our 3.8 —B [Na,B,K]k,,[Ng, A K|k,
method. 4. B —A [NA./B./K]KA,[NA]K7NB

Using the terminology of [2], the set ahessagegcalled
termg are generated from two disjoint sets, the $etepre-
senting texts such as nonces or names, and thé& setpre-
senting keys, by means of concatenation and encrypticomi:
ponentis defined to be a term which is not a concatenation of
terms. We define aactionto be the sending of a term from one
party to another, and we use the notationX — Y M” to de-
note the actiom of sending termV/ from X to Y. An action is
atomicif the term sent is a component.

A protocolP can be decomposed into the associated poset of
its atomic actions as follows.

(D1) An action "X — Y M", where M is a message with

5.A—B [Nplk.

components\y, ..., M}, is decomposed into actions, .. ., Applying (D1) to the protocol, we obtain the actions
ap, wherea;, i =1,...,h,isthe acton X — Y M,." {a1,... a9}
(D2) By |nspect|on we identify actions corresponding to the
sending of a component to the receiving party via a third party, ai: A—B A/ Na
and modify the label of the action accordingly, that is, if there a: B—S A, N4
are pairs of actions andb, where az: B—S B,Np
aX—-2ZM, b:Z—-YM as: S —B [Na,B,K|x,
such thatM is simply passed on t& by Z, we may replacé as: S —B [N, A K]k,

(and perhaps, if M is not intended foZ as well) by a6: B—A [N, B, Kl|x

V:X —-Y M. ar: B—A [Nalg
This will allow us to examine the possibility of sendidg in as: B—A Ng
other ways in the reconstruction process. a9: A—B [Ng]
The partial order oA = {as,...,a;} is determined based o BIK:
on the following simple observations. (Note that for simplicity, we treall, N 4, andB, Np as single

1) The responder and the server cannot send out any mesg&japonents, since the namésand B are merely practical ne-
before the protocol initiator has sent out a first messagégessities so that recipients know to whom messages should be
2) A participantX cannot send out a message containinggent.)
nonce generated by another participinbefore X has  Applying (D2), we see that, may be modified td — 54,
received the nonce. Na, anday, ag may be replaced by — A [N4, B, K]k, .
3) A participant cannot send out a message encrypted usfRglabeling the actions and examining pairs of actions, we obtain
a new key before it has received either the key or all tHBe initial poset{a,, ..., as}
partial keys needed tq genera_te the ke_y. a;: A—B AN,
Based on these observations, pairs of actioaadb '
as: A—S A/Nyu

XYM, bY—ZN
@t / - a3: B—S B,Ng

are examined and the relationships determined. We dalk) )

the initial posetassociated with the protoc@®, and we may aa: S —A [Na, B, Klx,
refer to’P as the original protocol. The initial poset consists of as: S =B [Np, A, K]k,
atomic actions. ag: B—A [Nalk
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a;: B—A Np Let R = {(z,y)|z,y € A,z < y}. This corresponds to
as: A —B [Np|x. sending aterm\/; from X to Z via a third pa_rtyY.

It is clear that the process of deconstructing a protocol (D1)
a1 < as, and (D2) correspond to the inverses of (M1) and (M2). Having
a1 < ag, as ag defined the permitted operations, we describe the procedure for
a < ag, reconstructing protocols from the initial poget, R) of a pro-

tocol.
az < a4, ar as - - |A| .
az < as, " 1) Given(A,R), if R has A elements, therd is a
a3 < G4, chain and this corresponds to a version of the original
a3 < as, a2 t |
as < as, protocol. p
a5 < ag, 2) If R haslesstha |

ay 2
possible operations o
performed onA.

3) Apply one of the possible operations and establish
Giventhe initial posefA, <) associated with a protoclwe (A, R).

define two operations (M1) and (M2), that may be performed on 4) Repeat the procedure starting from step 1), usigR’)

A while preserving the partial order on the atomic actions. Let  instead of( A, R).

A = {ay,...,a}, andR = {(z,y)|z,y € A,x < y}. Let  These steps are performed either using all the possible combi-

the protocol initiator bed, the respondeB and the serves. nations of valid operations, or until a suitable protocol is found.

Every element;; of A has a label; = (X,Y’), which is one A yariation of the original protocol is produced each time we

of (4, B), (B, A), (4,5), (S, 4), (B, S), (5, B). Operations gptain a chain. Sincel is finite, this procedure will terminate

(M1) and (M2) are defined as follows. at some point. We illustrate this using the Guttman—Thayer pro-

(M1) Two elements ofA may be merged if they have the same, .| qescribed previously.

label and they are incomparable. More preciselygletX —

YM; anda,: X — Y M,. Then we identifya, with a, if

(az,ay) ¢ R and(ay,a,) ¢ R. We replacea,, a, with

al, = a,|a, to indicate the merging, wheré: X — Y M; My,

and define a new poset

|) elements, then, we identify the

a7 < ag, types (M1) and (M2) which can be

B. Reconstructing Protocols

The initial poset(A, R) of the Guttman—Thayer protocol is
A = {a1,...,as} with corresponding labels = (4, B), l; =
(A4,8),l3 = (B,S), la = (5,A),ls = (5,B),ls = (B, A),
lz =(B,A),ls = (A,B), and

A = A\ {az,ay} U{al} R ={(a1,a3), (a1, a4), (a1, as), (a1, ag), (a1, a7),
with the following partial order: (a1,as), (az,a4), (az,as5), (a2, a6), (az,as),
a; <a; if a; <ajin (A,R), a;a; € A\ {d,} (a3, a4), (a3, as), (a3, a6), (a3, ag), (as, as),
al, <a; if a, <a;0ra, <a;in(A,R), a; €A (as,a6), (a7,a8)}.
a; <al if a; < az ora; < a,in (A, R), a; €A. A _
Let R' = {(z,y)|lz,y € A,z < y}. This corresponds to We see thafR| = 17 < | 7 2 = 28. The only possible
merging two terms if they are not dependent on each other. (M1) operation is mergings anda;, while the possible (M2)

(M2) The element,, may be merged witl,, anda, if a, operations are

has |('Elbe|()(7 Z), ay(X,Y), CLZ(Y, Z) and the pairs{am, ay}, |) mergeas with a7 andas;
{as,a.} are not comparable, and £ a,. More precisely, if i) mergea, with a; andas;
ay: X —=ZM,; iii) merge a4 with a5 andag;
a,: X >Y M, iv) mergeay With a5 andar;
0.0 Y —ZM; V) mergeas with a4 andasg;

vi) mergea; with a3 anday.
and(az, ay), (az,az), (ay, az), (az,a:) ¢ R and(a-,ay) ¢ Suppose we apply operation (i). This givesdis= {a1, a} =
R, then, we replace., ay, a. With a), = ay|a., @, = a-|az, as|as, as, a5, a6, ah, = az|as,as}, with corresponding labels
where ho= (AB). 1y = (4.8), L = (S.4),15 = (S.B), I =
ay: X =Y MMy, al:Y — Z M3M;. (B,A),lL = (B,A),ls = (A, B),and
We then define the new poset

R’ ={(a1,a5),(a1,a4),(a1,as), (a1, as), (a1, ay),

’_ ro ’ ’ ’ ’ ’ ’ ’
with the fO”OV.\//Litn_ J:rililaz;(;l;raz} N {alﬁ az} (a17 a’S)? (aIQ7 a4)7 (a‘l27 a5) ) (0/27 aG) ’ (a’/27 aS) y
g p ' (0'47018) (a57a6)7(al77al2)7(a'/77a'4)7(a"/770'5) 5

a; <aj if a; < a;in(AR), ai,a; € A\ {a),a.
<a;if a, < a;ora, <a;in(AR), a; €A

>a; if a, < a;0ra, <a;in(AR), a; €A This gives|R'| = 17 <

(a,77 aﬁ) ’ (al77 ag)} :

| A
2

/
a'y
/
z

a = 21. There is now no pos-

a; <ay if a; < ag ora; <a,in(A,R), a; €A sible (M1) operation, while the two possible (M2) operations
a; <a, if a; < azora; <a,in(A,R), a; €A. are mergings with a4 andag, and merging:, with a5 andag.
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Suppose we apply the first operation (mergigvith a, and
as). This gives usd” = {ay, ay, = aslas, aly = a4las, ag,a’, =
arlas,ay = aslas}, with corresponding labels = (A, B),
I2 = (AVS’)’HI = (S'/A)le = (B/A)' /7 = (B7A)'l/8 =
(A,B), and

R" = {(a’h a’/2) ’ (a17 afi) ’ (a17 a6)7 (a17 al7) ’ (a’h a’ls) y
(a/27 ail) ’ (a'l27 as) (a12> aé) ) (aﬁlv a6) ’ (G'il: aé) ’
(a/77 a/2) ’ (al77 afi) ) (al77 a6) ’ (a/77 aé) ’ (a/87 aﬁ)} .
At this stage, we see thiR”| = 15 = V;”' ) Hence, A" is
a chain. Expandingl”, we get the following protocol.
Protocol 1B:
1. A—-B
2. B —A
3.A—-S
4. § —A
5 A—B
6. B —A

A, Ny

B,Npg

ANy, B,Np
[Na,B,Klk,,[Np,A, K|k,
[NB,A, K]k, [NBlk
[Nalk-

3

4
1
0

(==

6

3.A—S A N4 B Ng
4.8 =B [Na,B.K|k,,[Np, A, K]k,
5.B—A [Na,B,Kl|k,,[Nalx
6. A—B [Nplk.

3 4

1
@.—5‘——*
6

This example illustrates what can be achieved in this method.
We may choose to implement Protocol 1A, 1B, 1C, or 1D, ac-
cording to the type of communication channels that are available
between each pair of participants. For example, in Protocol 1A
there is no direct communication betwedrandS, in Protocol
1B there is no direct communication betweBrand S, while
both A and B communicate with in Protocols 1C and 1D.

In Section Ill, we show that the security properties of the
derived protocols are not significantly different from the original
protocol. We will also show how an authentication proof in the
strand space model can be derived from the authentication proof
of the original protocol.

[ll. SECURITY IMPLICATIONS
We discuss the security implications of our operations using

On the other hf"”d' applying the following operations: mergge strand space model [2]. We give an informal description of
ag andas t0 getag = ag|a7, mergeas with as, as, and merge e model here and refer the reader to [2] for formal definitions

a4 With a3, af; gives the original protocol, Protocol 1A.

and details.

_Repeating the process using other combinations of the poSthe strand space model is a model in which cryptographic
sible operations, we obtain, in addition to Protocol 1A and PrB‘rotocoIs may be analyzed. In this model, the order in which the

tocol 1B, the following two protocols.

Protocol 1C:
1.A—=B AN,
2.B—S A,Na,B,Ng
3.5 —A [NA7B7K]KA7[NB7A7K]KB7NB
4A—>B [NB-/A7K]KB-/[NB]K
5.B—A [Nalk.
3 2
(D=2
5
Protocol 1D:

1.A—B A/N4
2.B—-A B,Np

penetrator applies the operations available to him is restricted.
There are certain components of messages which the penetrator
cannot modify. These components are, therefore, a kind of au-
thentication test: if the contents are later received in a modi-
fied form then a legitimate participant must have transformed
them. Using this idea, authentication tests are developed which
establish the extent of participation of the principals in a given
protocol.

The model consists gfarticipants messageandstrandsas
defined below.

Participants are either legitimate (callegularparticipants),
or attackers, callepenetratorsThe set of messages is the 44t
of elements that can be sent between principals. This setis freely
generated from two disjoint sets, the §étrepresenting texts
such as nonces or names, and the/Seepresenting keys, by
means of concatenation and encryption. The membetd afe
calledterms A componenis a term which is not a concatenation
of terms. A strand is a sequence of message transmissions and
receptions, where the transmission and reception of a term
is represented byt and—t, respectively. A strand element is
called anode If s is a strand{s, ) is theith node ons. The
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notationn. =T n’ is used to mean that = (s,i) andn’ = (M1), (M2), and their inverses) on the authentication guarantees
(s,j) for somej > i. Theheightof a strand is the number of of a protocol.
nodes in the strand. A termoriginatesat a noden = (s, 1) First, we will show in Section Ill-A that an authentication

if the sign ofn is positive, and is a subterm of. but not of guarantee of the forrtx) is preserved to some extent. Then, we
any other earlier node. Similarly, a componerns newatn if ~ will see in Section IlI-B that secrecy properties and tests are al-
t is a component of a term at and not a component of anyways preserved, and this allows us to obtain in a straightforward
earlier nodes. When a component occurs new at a node but way authentication theorems of derived protocols from the au-
a subterm of some previous node then the participant executthgntication theorems of the original protocol.
that strand must have done some cryptographic work to extract
it as a new component. strand spacés a set of strands. A. Preservation of Authentication Guarantees

A strand represents the local view of a participant in a run of a
protocol. For a legitimate participant it represents the messages©t P be a three-party authentication protocol and Jét <)
that participant would send or receive as part of a run of his si@@ the initial poset associated withas defined in Section II-A.

of the protocol. Such a strand is calledegular strand. Let {Po,P1,...,Pr} be the set of protocols obtained from
The correctness of a protocol is analyzed as follows. (A, <) by performing operations (M1) and (M2) in various
First, safe keysand penetrable keysre established. Intu- orders. Then? is one of{P, Py, ..., Pi}. EveryP; has the

itively, safe keys are keys that are not known to the penetrat§@Me associated initial poset, <), andP; is obtained from
and keys that never occur in any node unless encrypted undét: &y performing a combination of operations (M1), (M2), and
safe key, while penetrable keys are either keys that are alredig§ir Inverses.
known by a penetrator or keys that occur in some node in\We make the assumption that all regular participants are es-
plaintext or encrypted under penetrable keys. sential to the protocdP, in the sense that no participant acts as
Then, using certairtests which are segments of regulard sink (only a recipient) or a source (only a transmitter). This
strands whose presence will guarantee the existence of otfi@ans that every regular strandirhas height at least two, and
regular strands, the extent of involvement of the participarft@s at least one term of positive sign and one of negative sign.
are established. The use of tests are embodied in three lemmad¥ow, suppose that there is a regular strardof some reg-

(called Authentication Tests) which we describe informally aglar participantX’, with a particular set of parameteds, in P.
follows. Consider the effect of a single operation of (M1) or (M2) on the

1) Authentication Test 1: Suppose a componenwhich height ofsx.
does not occur earlier in a protocol run and which is en- 1) The operation (M1) merges the actions P — @ M;
crypted under a ke not accessible to the penetrator, is andas: P — @ Mo if they are incomparable.

transmitted and is later received in a new form ¢an- If X = P then the terms-M;, + M, (which are part
going tes}, then there must be a regular participant who of two different positive terms) ir x becomes part of a
can receiver and transmit it back transformed. single positive term+M; M. This decreases the height
2) Authentication Test 2: Suppose a componghtvhich of sx by at most one. Sincex must have at least an-
does not occur earlier in a protocol run, is transmitted and ~ other term of negative sign, the height of the strand after
is later received encrypted under a kEynot accessible a single such operation is still at least two. Since the com-
to a penetrator (amcoming test then there must be a ponents of the terms are not changed by the operation, the
regular participant who can receiveand send it back parameter setl y remains the same.
encrypted. Similarly, if X = @, the height of the strand after a
3) Authentication Test 3: If a component is received which single such operation is still at least two and the parameter
cannot be generated by a penetratoryasolicited test set remains the same.

then a regular participant must have generated and sent it2) The operation (M2) merges the actiop P — Q M,
Using these tests, a regular participant may establish the ex-  with the actionsie: P — R M» andas: R — Q Mj if
tent to which the other regular participants have participated in a3 £ a2 anda; is not comparable with eithet, or as.

the run of a given protocol. This gives a guarantee of the fol- By the same argument as above, the height of the strand
lowing form. after a single (M2) operation is still at least two and the
. . parameter set remains the same for all the caSes P,
If there is a regular strang of some height X = QandX = R.

h; with a particular set of parameters, then
there exists another regular strandof
some height:,. with some set of parameters.

* It is also clear that the inverses of operations (M1) and (M2)
either preserve or increase by one the heightofvhile leaving
the parameter set unchanged. We conclude, therefore, that if
By examining the height of the strands and the sets of pR-has a regular strangy with a particular set of parameters
rameters, the regular participant may then establish the extént and height at least two, then any proto@lbelonging to
of the responder’s participation and the actual achievement of By, P+, .. ., Pi } distinct fromP also has a regular stran§-
protocol. We refer the reader to [2] for a demonstration of howaf the same participant with height at least two and the same
weaknesses of some protocols are uncovered using this mettpadameter set.
In the remainder of this section, we will examine the effects Now let P be any other protocol iKPy,P1,..., Pr}

of the deconstruction and reconstruction processes (operatidisginct fromP’. Applying the same reasoning as abo#?,
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also has a regular strand; of the same participant, with the b) n, is a negative node where there is a new compotfent
same parameter set and height at least two. Sihiég one of in ny such that is a subterm of’;
{Po, P1,-..,Pr}, we have the following. ¢) The inverse of the keX is not a penetrable key.

Lemma [lI.1: For any distinct P;,, P; in the set The edgey, =T n; is anincoming tesfor a in the compo-
{Po,P1,...,Pr}, P; has a regular strand of participannentt = [h]f if
X with parameter sel x and height at least two if and only if  a) 5, is a positive node where first occurred and is trans-
P; has aregular strand of the same participant with parameter  mitted:;

setAy and height at least two. b) n, is a negative node wherds a new component of;
Suppose now that the following holds#h and not a subterm of any component of any regular node
If there is a regular strangy with parameter in the strand space, ands a subterm of;
setAy and height at least two, then there i ¢) K is not a penetrable key.
aregular strandy- with parameter setly- () A negative noden is anunsolicited tesfor the component
and height at least two. t = [h|k If
Let P’ be a protocol in{ Py, Py, ..., Py} distinct fromP and @) K is nota penetrable key;
suppose that there is a regular strafidwith parameter sety ~ P)  iS not a subterm of any component of any regular node
and height at least two i®’. By Lemma Il1.1, this implies that in the strand space.

there is a regular strand; with the same parameter séf and We show that the existence of these tests is preserved under (M1)
height at least two ifP. Since(xx) holds inP, there is a regular and (M2).

strandsy with parameter setly- and height at least two i®. Lemma llIl.2: Let7_> be a three-party auth(_anticatit_)n protocol
This in turn implies the existence of the regular strafidn 7. and letA be the partially ordered set associated with it. Pét
Hence, the following holds. be a protocol obtained by applying (M1), (M2) oh Consider

Theorem II1.1: If the existence of a regular strasg with @ regular strand in the strand space belonging7
a particular parameter sety and height at least two implies If there is an outgoing testy =* 7, for a in the compo-
the existence of a regular stramg with parameter setly- and Nnentt = [h]x in the protocolP, then there is an outgoing test
height at least two irP, then the existence of a regular stranéo =" m1 for a in the component = [h] in the protocol
s’ with parameter setl x and height at least two of the same""-
participantX in P’ implies the existence of the regular strand ~ Proof: Suppose:, =* =, is an outgoing test fou in ¢
s, with parameter setly- and height at least two. in P. Thena first occurred and is transmitted as a subterm of
This shows that if participank has a guarantee of involve-and no other component. So for any actions
ment of participanl” in an execution of the original protocol,
then X has a guarantee, to some extent, of the involvement of ap:A— X My, axA—Y M
Y in any other version of the protocol. Section 111-B describeguch that is a component oM,

. andM, containsa as a sub-
how the exact guarantee may be obtained.

term, we must have; < as.
Letmg be the positive node whetdirst occurred and is trans-
mitted in?’. Such a node exists since (M1) and (M2) preserves
We will examine the effect of (M1), (M2) and their inversess component and its sign. It also follows thais a subterm of
on the secrecy and authentication properties of a protocol, angind¢ is not a proper subterm of any component of any reg-
see how an authentication result of a protocol can be modifigghr node in the strand space Bf. Since the partial order is
to be an authentication result of a protocol derived using thesservedsn, is also the first positive node wherefirst oc-
operations. curred and is transmitted. Since any other component containing
Firstly, consider the effects of (M1), (M2), and their inverseg must occur aftet, a does not belong to any other component
on secrecy properties. Since neither (M1), (M2), nor their ifn , other thart.
verses modifies a component, a safe (or penetrable) key remainget 1’ be the earliest node in the strand space corresponding
so under the operations. to P’ containing the componerit Since (M1), (M2) preserves
Secondly, consider the effects of (M1), (M2), and their insigns and components;’ is a negative node and containsa
verses on the existence and signs of a component. Itis straigi§-a subterm. Since partial order is preservedcannot occur
forward to verify that operations (M1), (M2), and their inversegeforem,. Hence,m; = m’.
preserve both existence and sign of a component in a strand. Since secrecy properties are preserved, the inversé -
Now, we consider the effects of (M1), (M2), and their inversegains inaccessible to the penetrator. Hemeg,=* m; is an

B. Derivation of Authentication Theorems

on outgoing, incoming, and unsolicited tests. outgoing test fow in ¢ in P’. O
The edgeny = n; is anoutgoing tesfor a in the compo-  Using a similar argument, we have the following.
nentt = [h]x if Lemma I11.3: Let P, P’ be defined as before. If there is an

a) no is a positive node where first occurred and is trans- incoming testhy =" ny for a in the component = [h] in
mitted. In addition,t is a component ofiy and not a the protocolP, then there is an incoming testy =T m4 fora
proper subterm of a component of any regular node in tirethe component = [h]x in the protocolP’.
strand space, andis a subterm of that does not occur Lemma lll.4: Let P, P’ be defined as before. If there is an
in any component ok other thary; unsolicited test for the component = [h]x in the protocol
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P, then there exists an unsolicited testfor the component three parties. Another possibility is to extend the method to in-
t = [h]k In the protocolP’. clude computations. In this paper, we have only concentrated on
Finally, we consider the effects of (M1) and (M2) on authersne level, that is, we dealt with only the higher level of sending
tication properties. From above we see that outgoing, incomiagd receiving messages rather than the computational level. We

and unsolicited tests are preserved under (M1) and (M2). Fraould extend the definition of an action to include computations
the proof of Lemma I11.2, the nodes in the strand space cor®ich as generating a random number, encrypting or decrypting
sponding tdP’ containing the relevant test components can liemessage, as well as sending a message. This may help us in
easily identified. Hence, any authentication theorem about pidentifying critical actions, and in deciding whether to generate
tocol P is easily modified to be a theorem about protoP6l and store items, or generate at the last minute before sending,
As an example, authentication results for Protocol 1B can becording to what sort of resources we have. On the other hand,
obtained from the authentication results for Protocol 1A, witlve could assign weights on actions which depends on the com-
only a slight modification of the proofs. They are as followsponents or the channels (the labels), for example, a weight could
with the results for Protocol 1B in brackets. be a pair (time, money). We may then choose a protocol that is

a) Ifthere is an initiator strang of height 2 (4) with param- Optimal according to our measure.
etersA, B, N4, andK, then there is a server strangof
height 2 (2) with the same parameters. ACKNOWLEDGMENT
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